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҉ Ю‟ӝ  

  

 ӝ  

  

҉  

1.  

ᴇ̔ 5 ᴇȂ 

 

注意、说明 ᾃ ₥ ╗ б Ȃ 

 

ᶕ ̔ Courier New ̆ѐ ᴇ̆ 5 ̆

 ᶕ Ȃᶕ ѐ ӱ ὡ ᶕ ̆ ╗ ᴇ Ȃ 

2. ԇ  

ԇ ᴇ Arial̆έᴇ Ὧ Ѭ Ю̔ 

ᴇ̔ ԇ Ὧ ̂ ԇѐᶑ а ‍̃ ╗ ᴇ Ȃ 

ᴇ̔ ԇ ̂ ԇѐ ḣ Ԇ ‍̃ ᴇ  

[ ] ̔ [ ] ‍̆ ԇ Ȃ 

{ x | y | ... }̔ ӱчэ э ѐ УэȂ 



 

[ x | y | ... ]̔ ӱчэ э ѐ Уэ а Ȃ 

//̔ ѝ Ȃ 

3.  

҉ ᴐ ѐ ⁞ ̆ Ҿ

Ѭ Ю̔ 

~ 注意̔ ȁ ȁ ᴐѐ Ү Ȃ 

 说明̔ ȁ ȁ ȁ ᴐᾃ Ἱ Ȃ 

 
 

  说明： 

1) ᾊѡᴿ ‍ а ̆ ᴐѐ ӊ

 

2) ᾊ ‍ѡᴿ ᶕ ѐ ὲ ӊ ‟ ᾃ ̆έᴇ ᶕ

̂ ӊ ȁ ̃ Ԉ ᴳ ᶕ ѝῆȂ 

3) ᾊѐ ӊ Ԇ̆ ҩУ ѬЮ Ԉ̆

ҩ Ь Ӈ Ȃ   
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1 配置 CLI 授权命令 

1.1 alias 

У ԇ ⁞ ̆ Ԉ ὤ Юᴳ alias ԇ Ȃ

ᴳ ԇ no Ԉ‮ У ԇ⁞ ‮ Уэ Ю

ὤ ԇ⁞ Ȃ 

alias mode command-alias original-command 
no alias mode [command-alias] 

ȍ Ȏ  

mode ̔⁞ Ԇ ԇ ԇ Ȃ 
command-alias ̔ ԇ⁞ Ȃ 
original-command ̔⁞ Ԇ ԇ Ȃ  

ȍ ᾳȎ 

EXEC Ю̆ ‍ ԇ ⁞ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ю EXEC Ю ԇ⁞ Ȃ  

ԇ⁞  ԇ 

h help 

p ping 

s show 

u undebug 

un undebug 

ԇ⁞ а no alias exec ԇ‮ Ȃ 

ԇ⁞ ̆ Ԉ Уэ Ԇ У ԇȂᴿ ̆… Уэ⁞

Ԇ У ԇ ₥У ‍̆ Ԉ ὡ ‍Ȃ 

⁞ Ԇ ԇ ԇ ₥ ѐ ԇ ̆ ὤ

Ю̆ ὡ alias ? Ԉ‟  ₥ Ԉ ⁞ ὤ ԇ ̔ 

Ruijie(config)# alias ? 
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aaa-gs                 AAA server group mode 
acl                     acl configure mode 

bgp                     Configure bgp Protocol 
config                 globle configure mode 

ԇ⁞ ╠ᶕ ̆ ⁞ ₥ ֶ Уэ ̂*̃̆ зֶ Ԉ

Ю ̔ 

*command-alias=original-command 

ᴿ ̆ EXEC Ю̆ ԇ⁞ ”s” ”show”Ὧ Ȃ‡ ὡ”s?”
Ԉ ’s’ Ὧ ⁞ ╠ᶕ ̔ 

Ruijie# s? 
*s=show  show  start-chat  start-terminal-service 

⁞ Ԇ ԇа Уэ ‡ֶ̆ᴳ ԇꜛ ȂR

̆ EXEC Ю ⁞ ”sv”Ԇ ԇ”show version”̆‡̔ 

Ruijie# s? 
*s=show  *sv=”show version” show  start-chat 
start-terminal-service 

⁞ ӱ ὡ ԇ Уэ ₥̆ а Ȃ Э

ᴿ ̆ ԇѮ₥ ὡҩ ̆ а ⁞ ̔ 

Ruijie# s? 
show  start-chat  start-terminal-service 

ԇ⁞ ҂ Ԉ ԇ ╠ᶕ ̆R Ю

ԇ⁞ ”ia”Ԇ ”ip address”̆‡ Ю̔ 

Ruijie(config-if)# ia ? 
A.B.C.D  IP address 
dhcp     IP Address via DHCP 

Ruijie(config-if)# ip address 

‟ ҩ”ip address” ԇ ᶕ ̆ з ⁞

ԇȂ 

ԇ⁞ ᴳ ὡ̆ ‡а ⁞Ȃ 

ᴳ show aliases ԇ Ԉ ѐ ⁞ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ὤ Ю̆ᴳ ԇ⁞ ”def-route”Ԇ
”ip route 0.0.0.0 0.0.0.0 192.168.1.1”̔ 

Ruijie# configure terminal 
Ruijie(config)# alias config def-route ip route 0.0.0.0 
0.0.0.0 192.168.1.1 
Ruijie(config)# def-route? 
*def-route="ip route 0.0.0.0 0.0.0.0 192.168.1.1" 
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Ruijie(config)# def-route? 
% Unrecognized command. 

Ruijie(config)# end 
Ruijie# show aliases config 
globle configure mode alias: 
def-route            ip route 0.0.0.0 0.0.0.0 

192.168.1.1 

ȍ Ὧ ԇȎ 

ԇ  

show aliases ⁞  

1.2 privilege 

У ԇ ҫУэ ԇ ⁞̆ Ԉ ὤ Юᴳ

privilege ԇȂᴳ ԇ no Ԉ У ԇ

ѝ ḣȂ 

privilege mode [all] {level level | reset} command-string 
no privilege mode [all] [level level ] command-string 

ȍ Ȏ  

mode ̔ ԇ CLI ԇ Ȃ  

[all] ̔ ԇ ԇ ̆ ѝ ⁞Ȃ 

level level ̔ ԇ ԇ ⁞̆ ⁞ 0-15Ȃ 

reset ̔ ԇ ѝ ⁞Ȃ 

command-string ̔ ԇ ѕȂ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ю У ‍ privilege ԇѐ CLI ԇ Ὧ ̆

а ̆ ԇ ֶ ̆ע ὤ Ю̆

Ԉᴳ privilege ?‟  ₥ CLI ԇ Ȃ  

  

config  ὤ  
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exec   

interface   

ip-dhcp-pool DHCP  

keychain  KeyChain  

keychain-key KeyChain-key  

time-range Time-Range  

ȍѡᴿȎ 

ԈЮᴿ ̆ CLI ⁞ 1 ԇѝ”test”̆ reload ԇ

̆ Ԉ ᴁ Ȃ 

Ruijie(config)# enable secret level 1 0 test  
Ruijie(config)# privilege exec level 1 reload 

̆ᴳ ⁞ 1 ὡ CLI ̆ Ԉᴳ reload ԇ̔ 

Ruijie> reload ? 
<cr>      

reload ὤ ԇ ⁞ 1 ̆‡ Ԉᴳ all
Ὧ ̔ 

Ruijie(config)# privilege exec all level 1 reload 

̆ᴳ ⁞ 1 ὡ CLI ̆ Ԉᴳ reload ὤ ԇ  ̔

Ruijie> reload ? 
at                      reload at a specific time/date   

cancel                 cancel pending reload scheme 
in                      reload after a time interval 

<cr>                    

ȍ Ὧ ԇȎ 

ԇ  

enable secret CLI ⁞ ԇ 

1.3 show aliases 

ԇ⁞ ԇ Ю ԇ⁞ ̆ Ԉ EXEC
Ю̆ᴳ show aliases ԇȂ 

show aliases [mode]  

ȍ Ȏ  
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mode ̔⁞ Ԇ ԇ ԇ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

EXEC  

ȍᴳ Ȏ 

ὡ ԇ ̆‡ ԇ⁞ Ȃ  

ȍѡᴿȎ 

ԈЮᴿ ̆ EXEC Ю ԇ⁞ ̔ 

Ruijie# show aliases exec 
exec mode alias: 
h                    help 

p                    ping 
s                    show 

u                    undebug 
un                   undebug 

ȍ Ὧ ԇȎ 

ԇ  

alias ԇ⁞  
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2 配置交换机管理命令 

2.1 用户管理相关命令 

ѝ ԇ ̂CLĨꜛ ԈЮ Ὧ ԇ̔ 

 disable 
 enable 
 enable password 
 enable secret 
 password 
 login 
 login local 
 login authentication 
 username 
 lock 
 lockable 
 telnet 
 ip telnet source-interface 
 enable service 

2.1.1 disable 

ӱ ⁮ ᴂ⁮ ̆

ԇ disableȂ 

disable [ privilege-level ] 

ȍ Ȏ 

privilege-level̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇӱ ⁮ Ȃ ╗Э ‡̆

₥ ᴂ⁮ Ȃ 

 

 说明： 
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disable ԇ ұ ₥ Ȃ 

 

ȍѡᴿȎ 

Ю ᴿ ₥ ᴂ⁮ ︠ ̔ 

Ruijie# disable 10 

 

ȍ Ὧ ԇȎ 

ԇ 
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~ 注意： 

ҩ╗ ̆ ὡУ ԇ̆‡а ὡ

EXEC Ȃа ֗ ╗ х ԇȂ

ԇȂ 

 

ȍѡᴿȎ 

Ю ᴿ ԇѝ pw10̔ 

Ruijie(config)# enable password pw10 

ȍ Ὧ ԇȎ 

ԇ  

enable secret ὤ ԇȂ 

2.1.4 enable secret 

а ⁞ ὤ ԇ̆ ὤ ԇ enable secretȂ
ԇ no ‮ ⁞ ԇȂ 

enable secret  [level level] {secret | [0 | 5] encrypted-secret} 

no enable secret 

ȍ Ȏ 

Secret ̔ ὡ EXEC ԇȂ 

Level  ̔ ⁞Ȃ 

0|5 ̔ ԇ ╗ ̆0 ╗ ̆5 ὤ╗ Ȃ 

encrypted-password ̔ ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ‍ѝ password security ԇч Ȃpassword ѝ ╗ ԇ̆

ѝ 15 ԇȂsecurity ԇѝ ὤ╗ ԇ̆ Ԉѝ 0͘15
ԇȂ ѐ̆ ⁞ ԈЭч ԇ̆‡ password

ԇа Ȃ 15 password ԇ̆‡ֶ   ̆

╟ ѝ security ԇ̕ 15 password ԇ security
ԇ ὤ ̆‡ֶ   ̕ ԇ Ԉ╗ ᶑ ̆password
ԇᴳ ╗ ̆security ԇᴳ ὤ╗ Ȃ 

ȍѡᴿȎ 
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Ю ᴿ ὤ ԇѝ pw10
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password ̔ line ԇȂ 

0|7 ̔ ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

encrypted-password ̔ ԇ Ȃ 

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

ԇ ұ line ԇȂ 

ȍѡᴿȎ 

Ю ᴿ line ԇѝ red̔ 

Ruijie(config)# line  vty 0 
Ruijie(config-line)# password red 

ȍ Ὧ ԇȎ 

ԇ  

login 
ӱ ὡ⁮ ̆ ⁮

⁞ Ȃ 

2.1.7 login 

AAA Ὧ ᾳЮ̆ Э ԇ ̆

ԇ loginȂ ԇ no ԇ Ȃ 

login 
no login 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ ᴐ ԇ

Ȃ ԇ VTY console ѐ ԇȂ 

ȍѡᴿȎ 

Ю ᴿ VTY Э ԇ Ȃ 

Ruijie(config)# no aaa new-model 
Ruijie(config)# line vty 0 
Ruijie(config-line)# password 0  normatest  
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Ruijie(config-line)# login 

ȍ Ὧ ԇȎ 

ԇ  

password line ԇȂ 

2.1.8 login local 

AAA Ὧ ᾳЮ̆ Э ̆

ԇ login localȂ ԇ no Ȃ 

login local 
no login local 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ ᴐᴐ

Ȃ username ԇ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ VTY Э Ȃ 

Ruijie(config)# no aaa new-model 
Ruijie(config)# username  test password 0 test 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login local 

ȍ Ὧ ԇȎ 

…"y
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ȍ Ȏ 

default  ̔ ‟  

list-name  ̔ ‟  

ȍ ԇ Ȏ 

line  

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ ᴳ ⁸ ‟

Ȃ 

ȍѡᴿȎ 

Ю ᴿ VTY ЭὯ ‟ radius Ȃ 

Ruijie(config)# aaa new-model 
Ruijie(config)# aaa authentication login default radius 
Ruijie(config)# line vty 0 
Ruijie(config-line)# login authentication default 

 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authentication login ‟  

2.1.10 username 

̆ ὤ ԇ usernameȂ 

username name {nopassword | password { password | [0|7] 
encrypted-password }}  

username name privilege privilege-level 

no username name 

ȍ Ȏ 

name  ̔ Ȃ 

password  ̔ ԇȂ 

0|7  ̔ ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

encrypted-password ̔ ԇ Ȃ 

privilege-level ̔ Ȃ 

ȍ ԇ Ȏ 
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ὤ  

ȍᴳ Ȏ 

ԇ ұ ̆ᵏ ᴳ Ȃ 

 

~ 注意： 

╗ ѝ 7̆‡ ὡ ѝṝ Ȃ 

╗ ѝ 7ȂУ ᾳЮ̆ ⁸ ╗

ԇ ̆ ╗ ѝ 7Ȃ 

 

ȍѡᴿȎ 

Ю ᴿ Уэ ԇ̆ ⁞ѝ 15 ̔ 

Ruijie(config)# username test privilege 15 password 0 
pw15 

ȍ Ὧ ԇȎ 
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Эᴳ ᴃ ╖ ̆ᴔ line Ю

lockable ԇ̆ line Э ᴃ Ȃ 

ȍѡᴿȎ 

Ю ᴿѝ ᴃУэ ̔ 

Ruijie(config-line)# lockable 
Ruijie(config-line)# end 
Ruijie# lock 
Password: <password> 

Again: <password> 
Locked 

Password: <password> 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

lockable Э ᴃ Ȃ 

2.1.12 lockable 

Эᴳ lock ԇ̆ Ԉ  
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Again: <password> 
Locked 

Password: <password> 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

lock ᴃ Ȃ 

2.1.13 telnet 

⁮У telnet ╘ ̆ EXEĈ ̃ Ю̆

ᴳ telnet ԇ Ȃ 

telnet host [port] [keyword] 

ȍ Ȏ 

Host̔ ў IP ў ̕ 

Port̔ ᴳ TCP ̆ ḣѝ 23̕ 

Keyword̔ Ὧ ̆‟ұЮ ̔ 

Ὧ   

/source-interface ӱ э   telnet ̕ 

/vrf VRF  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ұ ⁮У telnet ╘ Ȃ 

 
ȍѡᴿȎ 

Ю ᴿ ԇ telnet ⁮ 192.168.1.11̆ ᴳ ḣ̆ ѝ

vlan 1̆ VRF ѝ vpn1̕ 

Ruijie# telnet 192.168.1.11 /source-interface vlan 1 
/vrf vpn1 

ȍ Ὧ ԇȎ 

ԇ  
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Show session ₥ TTY ֶ ̕ 

exit   ₥ ̕ 
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telnet-server бὯ Telnet Server 

web-server бὯ Http Server 

snmp-agent бὯ Snmp Agent 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ұ бὯ ╘Ȃᴳ no enable service ԇὯ

╘Ȃ 

ȍѡᴿȎ 

Ю ᴿ ԇ̕enable service ssh-server, SSH Server ╖  ̔
Ruijie(Config̃# enable service ssh-server 

ȍ Ὧ ԇȎ 

ԇ  

show service 
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̆ Ԉᴳ ԇ clock set ч ѐ У

̔ 

clock set hh:mm:ss month day year 

ȍ Ȏ 

hh:mm:ss  ̔ ₥ ̆ ѝ ̂24 ⁸̃: ‍  :  

day  ̔ ̂1-31̃̆Уэ ѐ Ȃ 

month  ̔ ֙̂1-12̃̆У ѐ ֙  

year  ̔ Ὠἷ ̂1993-2035̃̆а ᴳ ᾗȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ ̆ ᵳ Ȃ 

ұ ᵏ ֒ ̆ᴳ clock set Э

Ө ̆ Ю ̆ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ₥ ѝ 2003 3 17 Э 10 20 ‍ 30 ̔ 

Ruijie# clock set 10:20:30 3 17 2003 
Ruijie# show clock 
clock: 2003-3-17 10:20:32 

ȍ Ὧ ԇȎ 

ԇ  

show clock ₥  

2.2.2 clock update-calendar 

֒ clock ֒ clock̆ privileged EXEC Ю clock 
update-calendar э ԇ̆ ֒ clock ֶ ֒ clock ḣȂ 

clock update-calendar 

ȍ Ȏ 
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УҾ ᴳ ֒ ̂calendar̃ Ἱ ֒ ̆ ֒ а

̆ ѝ ֒ ̆ ᴳ Ὧ Ю҂

Ȃ 

֒ ֒ а ̆ ֒ ̆ ԇ

֒ ⁸ ֒ Ȃ 

ȍѡᴿȎ 

ᴳ Ю ԇ Ԉ ₥ ֒ clock ⁸⁮ ֒ clockȂ 

Ruijie# clock update-calendar 

ȍ Ὧ ԇȎ 

ԇ  

clock read-calendar ֒ ḣ ֒  

2.2.3 exec-timeout 

LINE Ю ⁮ ̆ᴳ exec-timeout ԇȂ

no exec-timeout ԇ̆ LINE Ю ̆ а Ȃ 

exec-timeout minutes [seconds] 

no exec-timeout 

ȍ Ȏ 

minutes̔ ‍ ̕ 

seconds̔̂ ̃ ̕ 

ȍ Ȏ 

ѝ 10 minȂ 

ȍ ԇ Ȏ 

LINE  

ȍᴳ Ȏ 

ᾃ̆ ֗ᴉ ὡ  ᶕ ̆ ѐ ̆

LINE ѝ Ȃ 

ȍѡᴿȎ 

Ю ᴿ line vty 0 ѝ 5 ‍ 30 :̔ 

Ruijie(config-line)# exec-timeout 5  30 

2.2.4 hostname 
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?U�Û�n�ê�Â�
A’�Û,X����	á�ÈAË�;> �<��G!5B
Q�¸ hostname �Ä  

hostname  name  

� Ï 	 – � D A È � â � Ð  

name �ÖA’�Û,X����	á�È	¾6Ñ�S*ü�+0ú���Ã�D�+�¹	žE²�y0ú�Ä�Ô�ûKS�z��

63 �þ�+0ú�Ä  

� Ï 5 � , Õ A ’ 5 B � Ð  

5�,Õ,X����	á�� Ruijie �Ä  

� Ï 
 Q � ¸ � õ � ã � Ð  

�<��G!5B�õ�ã  

� Ï � S * ü � Û 	 + � Ð  

����	á��?U*ü�bAš�ÿA’�Û�¹	ž�ü�¼	Ë
` CHAP AxA•���0����
�A’�Û,X*ü

��	á�Ä  

� Ï � � � _ � Ð  

�ßM6,X/��_�Û�nA’�Û,X����	á�� BeiJingAgenda �Ö  

Ruijie(config)# hostname  BeiJingAgenda 

BeiJingAgenda(config)# 

2 . 2 . 5  s e s s i o n - t i m e o u t  

? U G ! 5 B � ' � ! LINE � Þ � Æ 4 £ � Î 0 Ÿ , X � � E ° / ß 4 œ 0 Ã , X � î A ± , X C Y � Ê � Ê K È � È � S * ü

session-timeout 
Q�¸�ÄEîE› n o  s e s s i o n - t i m e o u t 
Q�¸�È	ª#\ LINE �ß

��E°/ß4œ0Ã,X�îA±,XCY�Ê�ÊKÈ�È�îA±"��áCY�Ê�Ä  

session-timeout minutes  [ seconds ]  

no session-timeout 

� Ï 	 – � D A È � â � Ð  

minutes �Ö�Û�n,XCY�Ê�ÊKÈ,X�ÚJs�D�×  

seconds �Ö�Ä	ÃEÝ	–�D�Å�Û�n,XCY�Ê�ÊKÈ,X/¦�D�×  

� Ï 5 � , Õ A ’ 5 B � Ð  

5�,Õ,XCY�Ê�ÊKÈ�� 0 min �Ä  

� Ï 
 Q � ¸ � õ � ã � Ð  

LINE G!5B�õ�ã  

� Ï � S * ü � Û 	 + � Ð  

�V�p�ü�Û�n,X�ÊKÈ�Y�È�¢�'�! LINE �Þ�Æ4£�Î0Ÿ,X��E°/ß4œ0Ã,X�îA±�È"u

�Ý�Ï�)Eg�9Eg�Î�µ�C�È�Ú���•!8E²�y�È�J�6�á!8 LINE ��0NKÆ	Ã*ü(Š�Õ�Ä  
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ȍѡᴿȎ 

Ю ᴿ line vty 0 ֶ ѝ 5 ‍ 30 :̔ 

Ruijie(config-line)# exec-timeout 5  30 

2.2.6 show clock  

̆ ԇ show clockȂ 

show clock [detail] 

ȍ Ȏ 

detail Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ₥ ̆detail Ȃ 

ȍѡᴿȎ 

Ю ᴿ show clock ԇ Уэ ̔ 

Ruijie# show clock detail 
clock: 2003-3-17 10:27:21 

Clock read from calendar when system boot. 

ȍ Ὧ ԇȎ 

ԇ  

clock set  

2.2.7 show running-config 

₥ ᶕ ̆ ԇ show 
running-configȂ 

show running-config 

ȍ ԇ Ȏ 

 

2.2.8 show startup-config 
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ᶑ ẏ NVRAM̂ ẏ Э̃ ̆

ԇ show startup-configȂ 

show startup-config 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ẏ NVRAM ̂ ẏ ̃Э

startup-config ѝ ╟ Ȃ 

2.2.9 reload 

̆ ԇ reloadȂ 

reload [ text | in mmm | hhh:mm [ text ] | at hh:mm month day year 
[ text ] | cancel ] 

ȍ Ȏ 

text ̔ ̆1-255 э Ȃ 

in mmm | hhh:mm ̔  

at hh:mm month day year̔ ₂ ̆ а 200  

month ̔ ֙̆ӱ 1 ⁮ 12 

day  ̔ 
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show reload 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ╟ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ╟ ̔ 

Ruijie# show reload 
Reload scheduled in 595 seconds. 
At 2003-12-29 11:37:42 

Reload reason: test. 

2.2.11 prompt 

ԇ ̆ ὤ Ю ԇ promptȂ
ԇ ̆ᴳ no prompt ԇȂ 

prompt string 

ȍ Ȏ 

string ̔ ԇ ѕ̆ Ԉ 32 э  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴔ ԇ ̆‡ ṁѝ ̆

ע Ȃע ԇ EXEC Ȃ 

ȍѡᴿȎ 

Ю ᴿ ԇ ѝ rgos̔ 

Ruijie(config)# prompt rgos 
Ruijie(config)# end 
rgos 

2.2.12 banner motd 
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ᶕ ̆ ὤ Ю ԇ banner motdȂ
ᶕ ̆ᴳ no banner motd ԇȂ 

banner motd c message c 

ȍ Ȏ 

c ̔ ᶕ ‍ ̆ ᶕ ѐ аἵ    

message ̔ ᶕ ᾃ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ᶕ ̆ ̆ Ҿᶕ ֶ

  Ȃ ὡ ‍ Ӱ ὡ ‡̆ Ҿ х

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᶕ ̔ 

Ruijie(config) 

Ruijie(config)# banner motd $ hello,world $ 

2.2.13 banner login 

ᶕ ̆ ὤ Ю ԇ banner loginȂ
ᶕ ̆ᴳ no banner login ԇȂ 

banner login c message c 

ȍ Ȏ 

c  ̔ ᶕ ‍ ̆ ᶕѐ аἵ    
message  ̔ ᶕ ᾃ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ᶕ ̆ ̆ Ҿᶕ ֶ

  Ȃ ὡ ‍ Ӱ ὡ ‡̆ Ҿ х

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᶕ ̔ 

Ruijie(config) 
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Ruijie(config)# banner login $ enter your password $ 

2.2.14 speed 

̆ Ю̆ ԇ speed speedȂ
̆ᴳ no speed ԇȂ 

speed speed 

ȍ Ȏ 

Speed   
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ȍ Ȏ 

ȍᴳ Ȏ 

ᴳ ԇ̆ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ console ᶕ ̔ 

Ruijie# show line console 0 
CON     Type    speed   Overruns 
* 0     CON     9600    45927 
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3 配置 LINE 命令 

3.1 LINE 配置相关命令 

3.1.1 line 

ὡ⁮ LINE ̆ᴳ ԈЮ ԇ̔ 

line [console | vty] first-line [last-line] 

ȍ Ȏ 

  

console ⁸  

vty ̆ ұ telnet/ssh  

First-line ὡ first-line  

Last-line ὡ last-line  

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ὡ LINE  

ȍѡᴿȎ 

ὡ⁮ LINE VTY 1 ⁮ 3 LINE ̔ 

Ruijie(config)# line vty 1 3 

ȍ Ὧ ԇȎ 

  

3.1.2 line vty 

ԇ Ԉ ╗ ₥ Ԉᴳ VTY Ȃ ԇ no
Ԉ῏ ₥ Ԉᴳ VTY Ȃ 
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line vty line-number 

no line vty line-number 

ȍ Ȏ 

ᾳЮ̆ VTY ѝ 5̆ ѝ 0--4Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╗ ῏ VTY ̆ Ԉᴳ Э ԇ Ȃ 

ȍѡᴿȎ 

VTY ╗⁮ 20̆ VTY ѝ 0--19Ȃ 

Ruijie(config)# line vty 19 

VTY ῏ ⁮ 10̆ VTY ѝ 0—9Ȃ 

Ruijie(config)# line vty 10 

ȍ Ὧ ԇȎ 

 

3.1.3 transport input 

Line Ю Ԉ ̆ᴳ transport input ԇ Line
Ю Ԉ Ȃᴳ default  transport  input ѝ LINE Юἵ

ѝ ḣȂ 

transport input {all | ssh | telnet | none} 
default transport input 

ȍ Ȏ 

  

all Line Ю̆ἵ Ȃ 

ssh Line Ю̆ ἵ SSH Ȃ

telnet Line Ю̆ ἵ Telnet Ȃ

none Line Ю̆аἵ ֗ᴉ Ȃ 

ȍ Ȏ 
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̆VTY ἵ Ȃ ὲ TTY ḣѝ

NONĔаἵ ֗ᴉ Ȃ ҩ Ԉ ̆ Ԉᴳ

default transport input ԇ ѝ ḣȂ 

ȍ ԇ Ȏ 

Line  

ȍᴳ Ȏ 

ԇ Line Юἵ ȂVTY ᾳЮ̆ἵ

ᶕȂ ҩἵ ̆ Ԉ

VTY Э ╖Ȃᴳ show running ԇ Line Ю ᶕ Ȃ 

 

~ 注意： 

ᴳ default  transport  input ԇȂno transport inp
ut ԇ̆ LINE Ю ᶕ Ȃ б transpo
rt input none Ȃ 

 

ȍѡᴿȎ 

line vty 0 4 Ю̆ ἵ telnet ̔ 

Ruijie# configure terminal  
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# transport input telnet 

ȍ Ὧ ԇȎ 

ԇ  

show running ᶕ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

3.1.4 access-class 

Line Ю ACL̂ ⁸‟ ̃Ȃᴳ access-class  acl-no  
{ in | out } ԇ Line Ю ⁸‟ Ȃᴳ no access-class  
access-list-number  {in | out} ԇ LINE Ю ACL Ȃ 

[no] access-class  access-list-number  {in | out} 

ȍ Ȏ 
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access-list-number 
access-list Ѭ ⁸‟

Ȃ 

in ⁸ Ȃ 

out   ⁸ Ȃ 

ȍ Ȏ 

̆Line Ю ֗ᴉ ⁸‟ Ȃ ̆ ἵ

  Ȃ 

ȍ ԇ Ȏ 

Line  

ȍᴳ Ȏ 

ԇ Line Ю ⁸‟ Ȃ ᾳЮἵ ὡ

б   ̆а Ȃ ҩ access-class ̆

access list ̆ Ԉ ╖Ȃᴳ show running ԇ

Line Ю ᶕ Ȃ 

ȍѡᴿȎ 

line vty 0 4 Ю̆ ұ access-list ѝ 10̔ 

Ruijie# configure terminal  
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# access-class 10 in 

ȍ Ὧ ԇȎ 

ԇ  

show running ᶕ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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4 配置系统升级维护命令 

4.1 配置相关命令 

Ӯ ў CLI Ю COPY ԇ Ȃ 

 Xmodem ̔copy xmodem ԇ 

 Tftp ̔copy tftp ԇ 

4.1.1 copy xmodem 

xmodem ԇ̆ xmodem
Эּ Ю Ȃ 

copy flash: filename xmodem 

copy xmodem flash: filename 

 

~ 注意： 

֒ ѐ ̆ ֒ ╗Э ̆ᴿ ̔ 

copy xmodeam flash:”filename” copy flash:”filename” xmodeam 

 

 

ȍ Ȏ 

filename̔ Э ֒  

ȍ ᾳȎ 
ḣȂ 

ȍ ԇ Ȏ 
 

ȍᴳ Ȏ 
╖ּ ̆‡ ּ ֒ Ȃ ‡̆ ᶕ Ȃ  

Xmodem Ԉּ ֗ᴉ ֒̆ ў ֒ȁ ֒ ȂXmodem
ּ ̂ѕ ̃ Ȃ 

Ю ѡᶝэᴿ : Уэ ӱў xmodem ּ ֒⁮ ̕

үэ Э ֒ xmodem Э ⁮ў Ȃ 

ȍѡᴿȎ 
Ю Эּ Ю ᴿ : 
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Ruijie# copy xmodem flash: config.text 
Ruijie# copy flash: config.text xmodem 

ȍ Ὧ ԇȎ 
Ὧ ԇ 
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5 配置网络连通性测试工具命令 

5.1 配置相关命令 
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ꜛ⁮ IP ̆ ̆‡ Уэļ!Ľ̆ ̆

‡ Уэļ.Ľ̆  Уэ ᶕ Ȃ ping ╖ ̆

Ю ̆ ping ѐ̆ Ԉ ꜛ э ȁ ̆

̆ ping ╖ У ̆ ҂  Уэ ᶕ Ȃ

ᴳ ╖ ̆‡ Ἴ ╘ ̆έᴇ DNS
‍Ȃ 

ȍѡᴿȎ 

ping ᴿ̔ 

Ruijie# ping 192.168.5.1 
Sending 5, 100-byte ICMP Echoes to 192.168.5.1, timeout 

is 2 seconds: 
  < press Ctrl+C to break > 

!!!!! 
Success rate is 100 percent (5/5), round-trip 

min/avg/max = 1/2/10 ms 

ping ᴿ̔ 

Ruijie# ping 192.168.5.197 length 1500 ntimes 100 
timeout 3 data ffff source 192.168.4.10 
Sending 100, 1000-byte ICMP Echoes to 192.168.5.197, 
timeout is 3 seconds: 

  < press Ctrl+C to break > 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
Success rate is 100 percent (100/100), round-trip 

min/avg/max = 2/2/3 ms 

ȍ Ȏ 

ԇ Э Ȃ 

5.1.2 traceroute 

traceroute ԇ̆ Ԉ ұ ꜛӱ ⁮

Ὧ. 

traceroute [vrf] [vrf-name] [ip ip-address][ip-adress [probe number ] 
[source source-address] [timeout seconds] [ttl minimum maximum]] 

ȍ Ȏ 

  

vrf-name VRF  

Ip-address IPv4 Ȃ 
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number  

source-address IPV4  

seconds  

minimum maximum TTL ḣ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

traceroute ԇў ұ ̆ ̆ῆ

ᴁ ᴁ Ȃ ᴳ ╖ ̆‡ Ἴ ╘ ̆έᴇ

DNS ‍Ȃ 

ȍѡᴿȎ 

ԈЮѝ traceroute чэᴿ Ўэѝ Ўэѝ

Ҿ Ὧа ᾳȂ 

1ȁ traceroute ᴿ ̔ 

Ruijie# traceroute 61.154.22.36 
< press Ctrl+C to break > 
Tracing the route to 61.154.22.36 

1      192.168.12.1     0 msec  0 msec  0 msec 
2      192.168.9.2      4 msec  4 msec 4 msec 

3      192.168.9.1      8 msec  8 msec  4 msec 
4      192.168.0.10     4 msec  28 msec  12 msec 

5      202.101.143.130     4 msec  16 msec  8 msec 
6      202.101.143.154    12 msec  8 msec  24 msec 

7      61.154.22.36     12 msec  8 msec  22 msec 

ӱЭ ̆ Ԉ ⁮ ӱ̆ IP ѝ 61.154.22.36
ў ̆ ꜛ ҩ Ҿ Ὧ̂1̇6̃̆  ҩ⁮

Ὧ ̆ ұ ‍ ̆ Ȃ 

2ȁ ѐ Ҿ Ὧа traceroute ᴿ ̔ 

Ruijie# traceroute 202.108.37.42 
< press Ctrl+C to break > 

Tracing the route to 202.108.37.42 
1      192.168.12.1     0 msec  0 msec  0 msec 

2      192.168.9.2        0 msec  4 msec 4 msec 
3      192.168.110.1     16 msec  12 msec  16 msec 

4      *  *  * 
5      61.154.8.129      12 msec  28 msec  12 msec 

6      61.154.8.17        8 msec  12 msec  16 msec 
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7      61.154.8.250      12 msec  12 msec  12 msec 
8      218.85.157.222    12 msec  12 msec  12 msec 

9      218.85.157.130    16 msec  16 msec  16 msec 
10      218.85.157.77    16 msec  48 msec  16 msec 

11      202.97.40.65     76 msec  24 msec  24 msec 
12      202.97.37.65     32 msec  24 msec  24 msec 

13      202.97.38.162    52 msec  52 msec  224 msec 
14      202.96.12.38      84 msec  52 msec  52 msec 

15      202.106.192.226    88 msec  52 msec  52 msec 
16      202.106.192.174    52 msec  52 msec  88 msec 

17      210.74.176.158    100 msec  52 msec  84 msec 
18      202.108.37.42     48 msec  48 msec  52 msec 

Ruijie# 

ӱЭ ̆ Ԉ ⁮̆ӱ IP ѝ

202.108.37.42 ў ̆ ꜛ ҩ Ҿ Ὧ̂1̇17̃̆ з

Ὧ 4   ҩ Ȃ 

Ruijie# traceroute www.ietf.org 

Translating " www.ietf.org "...[OK] 

< press Ctrl+C to break > 

Tracing the route to 64.170.98.32 

1      192.168.217.1   0 msec  0 msec  0 msec 

2      10.10.25.1         0 msec  0 msec  0 msec 

3      10.10.24.1         0 msec  0 msec  0 msec 

4      10.10.30.1         10 msec 0 msec  0 msec 

5      218.5.3.254        0 msec  0 msec  0 msec 

6      61.154.8.49        10 msec 0 msec  0 msec 

7      202.109.204.210    0 msec  0 msec  0 msec 

8      202.97.41.69       20 msec 10 msec 20 msec 

9      202.97.34.65       40 msec 40 msec 50 msec 

10     202.97.57.222      50 msec 40 msec 40 msec 

11     219.141.130.122    40 msec 50 msec 40 msec 

12     219.142.11.10      40 msec 50 msec 30 msec 

13     211.157.37.14      50 msec 40 msec 50 msec 

14     222.35.65.1        40 msec 50 msec 40 msec 

15     222.35.65.18       40 msec 40 msec 40 msec 

16     222.35.15.109      50 msec 50 msec 50 msec 

17     *       *       * 

18    64.170.98.32      40 msec 40 msec 40 msec 

ȍ Ȏ 

ԇ Э Ȃ 
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6 配置接口命令 

6.1 配置相关命令 

ꜛ ԈЮ ԇ̔ 

 interface aggregateport 
 interface fastEthernet 
 interface giagbitEthernet 
 interface vlan 
 medium-type 
 descriptioin 
 shutdown 
 speed 
 duplex 
 flowcontrol 
 mtu 
 carrier-delay 
 clear counters 
 clear interface 
 switchport 
 switchport mode 
 switchport access 
 switchport trunk 
 snmp trap link-status  

6.1.1 interface aggregateport 

ԇ ԇ …̆ Уэ ̆ ὡ

Ȃᴳ ԇ no ‮ Ȃ 

interface aggregateport port-number  

ȍ Ȏ 

port-number ̔Aggregate port ̆ ᾱ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 
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Ԉ У ‡̆ ὲӹ ╗ὡ⁮Уэ aggregate port ѐȂaggregate 
port ѝУэ ᴇ̆  

aggregate port ᾱ Ȃᴳ show interfaces show 
interfaces aggregateport ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface aggregateport 3 
Ruijie(config-if)# 

ȍ Ὧ ԇȎ 

ԇ  

0Hshow interfaces ᶕ Ȃ 

6.1.2 interface fastEthernet 

ԇ ԇ̆ Ԉ ̆ ὡ Ȃ 

interface fastEthernet mod-num/port-num 

ȍ Ȏ 

mod-num/port-num̔ / Э ̆ ᾱ

Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ no ̆ а ‮ Ȃᴳ show interfaces
show interfaces fastEthernet ԇ  

ȍѡᴿȎ 

Ruijie(config)# interface fastEthernet 1/2 
Ruijie(config-if)#  

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

6.1.3 interface giagbitEthernet 

ԇ ԇ̆ ︢ἺԈ ̆ ὡ Ȃ 
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interface gigabitEthernet  mod-num/port-num 

ȍ Ȏ 

mod-num/port-num ̔ / Э ̆
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ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 

6.1.5 medium-type 

Ȃᴳ ԇ no ḣ. 

medium-type { fiber | copper } 
no medium-type 

ȍ Ȏ 

fiber   ̔ Ἵ Ȃ 

copper ̔ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

̂ ̆аꜛ Ap SVĨ 

ȍᴳ Ȏ 

У Ԉ Ἵ ч Ӯ ̆ ᴳ ὲѐѮУȂ

У Ӯ Ѯ ̆ ̆ᴿ ȁ ȁ ⁸

̆ ₥ Ȃ ̆

ѝὲ ̆ Ԉ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# medium-type copper 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 
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⁞ Ȃᴳ ԇ no ḣ. 

description string 

no description 

ȍ Ȏ 

string ̔ ⁞ Ȃ 

ȍ Ȏ 

⁞ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show interfaces ԇ ᶕ ̆ꜛ ⁞ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# description GBIC-1 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

6.1.7 shutdown 

ѐ̆ᴳ ԇὯ Ȃᴳ ԇ no
 

shutdown 
no shutdown 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ұ ̂Ԉ ȁAp ȁSVI ̃̆ ԇὯ ̆

ὲӹ Ӱ ת̆ а ᴐ Ȃᴳ show interfaces ԇ

Ȃ 

ȍѡᴿȎ 

Ὧ Ap 1̔ 

Ruijie(config)# interface aggregateport 1 





ԇ 

6-7 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# speed 100 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

6.1.9 duplex 

Ю̆ᴳ ԇ Ȃᴳ ԇ no
ѝ ḣ 

duplex {auto | full | half} 

no duplex 

ȍ Ȏ 

auto̔ ὤ Ȃ 

full ̔ ὤ Ȃ 

half ̔  Ȃ 

ȍ Ȏ 

ὤ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

б ὯȂ Ԉᴳ show interfaces ԇ

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# duplex full 

ȍ Ὧ ԇȎ 

 

ԇ  

show interfaces ᶕ Ȃ 

6.1.10 flowcontrol 
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ԇ Ὧ ⁸Ȃᴳ ԇ no ѝ

ḣ 

flowcontrol {auto | off | on} 

no flowcontrol 

ȍ Ȏ 

auto̔ ⁸Ȃ 

off ̔ Ὧ ⁸Ȃ 

on ̔ ⁸Ȃ 

ȍ Ȏ 

Ὧ ⁸Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show interfaces ⁸ ⁸Ȃ 

ȍѡᴿȎ 

︢ἺԈ 1/1 ⁸̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# flowcontrol on 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

6.1.11 mtu 

mtu 

Mtu num 

ȍ Ȏ 

num ̔  64̇9216( 65536 ӊ а а ) 

ȍ Ȏ 

ѝ 1500Ȃ 

ȍ ԇ Ȏ 

 



ԇ 
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6.1.13 clear counters 

 

clear counters [interface-id] 

ȍ Ȏ 

interface-id̔ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ḣ Ԉ ԇ show interfaces ̆

Юᴳ clear counters ԇ̆ Ԉ ḣ Ȃ а

̆‡ Ȃ 

ȍѡᴿȎ 

Ruijie# clear counters gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

6.1.14 clear interface 

֒ ᴁ 

clear interface interface-id 

ȍ Ȏ 

interface-id ̔ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Switch Port,L2 Aggregrate port ̆Routed port̆
L3 Aggregate port Ȃ ԇ ұ

shutdown no shutdown ԇȂ 

ȍѡᴿȎ 

Ruijie# clear interface gigabitethernet 1/1 
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ȍ Ὧ ԇȎ 

ԇ  

shutdown Ὧ Ȃ 

6.1.15 switchport 

Юᴳ а ֗ᴉ switchport ԇ̆ Уэ

ѝ 2 Ȃᴳ а ֗ᴉ no switchport ԇ

ѝ 3  

switchport 
no switchport 

ȍ ᾳȎ 

ᾳЮ 2 ЮȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ὧ Ȃswitchport ԇ ᴐ Ὧ

̆ э ѐ ֶ   Ȃ

ӱ 2 ‎ ⁮ 3 ̆ ‮ 2 Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# switchport 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 

6.1.16 switchport mode 

ᴳ ԇ Уэү ̂switch port̃ ̆ Ԉ ѝ

access port ѝ trunk port, ѝ 802.1Q Ȃᴳ ԇ no
ѝ ḣȂ 

switchport mode {access | trunk} 
no switchport mode 

ȍ Ȏ 
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access Уэ switch port ѝ access portȂ 

trunk Уэ switch port ѝ trunk portȂ 

ȍ Ȏ 

switch port ѝ access 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ  

Уэ switch port access ‡̆ ѝУэ VLAN
ȂȾ
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ  

ὡУэ VLAN IDȂ ὡ Уэ VLAN ID̆‡ ֶ… У

э VLAN̆ ѝ VLAN Ȃ ὡ

VLAN ID̆‡ ╗ VLAN Ȃ 

Уэ trunkport̆‡ ᴐ ֗ᴉᴐ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport access vlan 2 

ȍ Ὧ ԇȎ 

ԇ  

switchport mode Уэү ̂switch port̃ Ȃ

switchport trunk 
ѝУэ trunkport Уэ native VLAN

э Trunk VLAN ‟ Ȃ 

6.1.18 switchport trunk 

ѝУэ trunkport Уэnative VLAN эTrunk VLAN
‟ Ȃᴳ ԇ no trunk ѝ ḣȂ 

switchport trunk {allowed vlan {all | [add | remove | [Tc
79Tw
({)Tj
/]TT2 1 TfD
029.3373e
f68657 TD
0 Tc
<0Tc
(VLAN)T]TJ
-listTT2 1 Tf
0.94863.6TD
0 Tc
<12321(}T5 1 Tf
0.3314 0 TD
-0.0014 Tc
0.0017 Tw
2(sw)2.7| na)7hpoLAN| 
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native vlan 
vlan-id 

Native VLANȂ 

ȍ Ȏ 

VLAN ‟ all̆ Native VLAN ‡ VLAN 1 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Native VLAN̔ 

ᴐѝ Trunk̆ э ұУэ native VLANȂ native VLAN̆

э Э UNTAG ̆ ѝ ұ э VLAN Ȃ

̆ э VLAN ID̂ IEEE 802.1Q ѐ PVID̃ native 
VLAN VLAN IDȂ ̆ Trunk Э ұ native VLAN ̆‡

UNTAG Ȃ 

VLAN ‟ ̔ 

Уэ Trunk Ԉּ VLAN̂ 1̇4094̃ Ȃ

ת ̆҂ Ԉ Trunk VLAN ‟ ⁸ Ҿ VLAN
а э Trunk Ȃ 

ᴳ show interfaces switchport ԇ Ȃ 

ȍѡᴿȎ 

Ю Уэ VLAN 2 ӱ  1/15 ѐ   ᴿ ̔ 
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6.1.19 snmp trap link-status 

ѐ Ԉ ұ LinkTrap̆ ╖ ̆

Link ע S̆NMP   LinkTrap, Ѯ‡а ȂG

ԇ no SNMP а   LinkTrapȂ 

snmp trap link-status 
no snmp trap link-status 

ȍ Ȏ 

ᾳЮ̆ ╖ ̆ Link SNMP̆ע  

LinkTrapȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ұ ̂Ԉ ȁAp ȁSVI ̃̆ ԇ

LinkTrap̆ ╖ ̆ Link SNMP̆ע
  LinkTrap, Ѯ‡а Ȃ 

ȍѡᴿȎ 

Ю ѝа Link trap̔ 

Ruijie(config)# interface gigabitEthernet 1/1 
Ruijie(config-if)# no snmp trap link-status 

Ю ѝ Link trap̔ 

Ruijie(config)# interface gigabitEthernet 1/1 
Ruijie(config-if)# snmp trap link-status 

ȍ Ὧ ԇȎ 

ԇ ᴐ  

Ruijie(config-if)# snmp trap 
link-status 

link trap ╖ .

Ruijie(config-if)# no snmp trap 
link-status 

Ὧ link trap ╖ .

6.2 显示相关命令 

6.2.1 show interfaces 

ᶕ  
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show interfaces [interface-id] [counters | description | status | 
switchport | trunk ] 

ȍ Ȏ 

interface-id ̔ ̂ꜛ Ԉ ȁaggregateport ȁSVI ȁ

loopback ̃ 

counters ̔ ᶕ Ȃ 

description ̔ ᶕ ̆ꜛ link Ȃ 

status ̔ ү ᶕ ̆ꜛ ȁ Ȃ 

switchport ̔ү ᶕ ̆ ү Ȃ 

trunk ̔trunking port ᶕ ̆ ȁAggregate port Ȃ 

ȍ Ȏ 

ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

а╗ ̆‡ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show interfacesgigabitEthernet 0/1 switchport  
Interface Switchport ModeAccess Native Protected VLAN 
lists 

--------- ---------- --------- ------ ------ ---------  
GigabitEthernet 0/1 enabled Access 11  Disabled  ALL 

ȍ Ὧ ԇȎ 
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shutdown 
ѐ̆ᴳ ԇ

Ὧ Ȃ 

speed Ȃ 

switchport priority 802.1q ִἼ Ȃ

switchport protected ѝᶑ Ȃ 
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7 配置 Aggregate Port 命令 

7.1 配置相关命令 

7.1.1 port-group 

Уэ ѝ Aggregate Port ȂG ԇ no
‮ Aggregate Port Ȃ 

port-group port-group-number 

no port-group 

ȍ Ȏ 

а ұ֗ᴉ Aggregate Port 

ȍ Ȏ 
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ȍ Ȏ 

  

src-dst-ip 

IP б IP ‍ Ȃа

IP—— IP а

̆ У IP—— IP
Ȃ Ь ֒Ю̆

Ȃ 

src-dst-mac 

MAC б MAC ‍ Ȃ

а MAC—— MAC
а ̆ У MAC——
MAC Ȃ 
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load-balance 

summary 

aggregaye port Ȃ 
aggregate port ѐ

ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

aggregate port ‡̆ aggregate port ᶕ

   

ȍѡᴿȎ 

Ruijie# show aggregateport 1 summary 
AggregatePort  MaxPorts        SwitchPort Mode   Ports                   

-------------  --------        --------------   ------  
Ag1                 8                   Enabled      ACCESS 

ȍ Ὧ ԇȎ 

ԇ  

aggregateport load-balance Уэ AP Ȃ 
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8 配置 LACP 命令 

8.1 配置相关命令 

8.1.1 14Hlacp port-priority 

LACP ִἼ Ȃᴳ ԇ no ḣȂ 

lacp port-priority port-priority 

no lacp port-priority 

   
 

 port-priority ִἼ Ȃ ѝ 0-65535 

 

  ִἼ ѝ 32768Ȃ 

 

ԇ   Ȃ 

 

ᴳ   
э ,
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8.1.2 port-group mode 

ᴳ LACP ID Ԉ Ȃᴳ ԇ no
б LACP Ȃ 

port-group key mode͕active | passive͗ 

no port-group 

   

 Key 
ID, key ḣ а ӊ

а Ȃ 

 active ֶў╟ LACP Ȃ 

 passive 
аֶў╟ LACP

ת̆ ⁮ LACP ֶ ╟ б

LACP . 

 

  а б LACP Ȃ 

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  
Ruijie(config)# interface gigabitethernet 1/1 

Ruijie(config-if)# port-group 1 mode active 

 

 ԇ  
Ὧ ԇ 

 lacp port-priority  LACP ִἼ Ȃ 

 

   

 

   
ԇ  

 - - 

8.1.3 lacp port-priority 

LACP ִἼ Ȃᴳ ԇ no ḣȂ 

lacp port-priority port-priority 

no lacp port-priority 
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Ȃ 

 

ѡᴿ  
ִἼ ̔ 

Ruijie(config)# lacp system-priority 4096 

 

 ԇ  

 
port-group key mode͕active | passive͗
port-group key mode  

ᴳ LACP ID
Ȃ 

Ὧ ԇ 

 lacp port-priority LACP ִἼ  

 

   

 

   
ԇ  

 - - 

8.2 显示相关命令 

 17Hshow lacp summary 

8.2.1 show lacp summary 

LACP ᶕ Ȃ 

show lacp summary 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ 

 Ruijie# show LACP summary  

Flags:S - Device is sending Slow LACPDUs   F - Device is sending fast 

LACPDUs. 

A - Device is in active mode.   P - Device is in passive mode. 

Aggregate port 3: 
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9 配置 VLAN 命令 

9.1 配置相关命令 

9.1.1 vlan 

ԇ ὡ VLAN ԇȂᴳ ԇ no ‮

VLANȂ 

vlan vlan-id 

no vlan vlan-id 

ȍ Ȏ 

  

vlan-id 
VLAN ID Ȃ 

̔ VLAN̂VLAN 1̃аἵ ‮ Ȃ

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

ȍѡᴿȎ 

Ruijie(config)# vlan 1 
Ruijie(config-vlan)# 

ȍ Ὧ ԇȎ 

ԇ  

show vlan VLAN ᶕ Ȃ 

ȍ Ȏ 

9.1.2 name 

VLAN Ȃᴳ ԇ no ḣȂ 
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name vlan-name 

no name 

ȍ Ȏ 

  

vlan-name VLAN  

ȍ Ȏ 

VLAN  

ȍ ԇ Ȏ 

VLAN  

ȍᴳ Ȏ 

ᴳ show vlan ԇ vlan  

ȍѡᴿȎ 

Ruijie(config)# vlan 10 
Ruijie(config-vlan)# name vlan10 

ȍ Ὧ ԇȎ 

ԇ  

show vlan VLAN ᶕ Ȃ 

9.1.3 switchport mode 

ᴳ ԇ Уэү ̂switch port̃ ̆ Ԉ ѝ

access port ѝ trunk port, ѝ 802.1Q Ȃᴳ ԇ no
ѝ ḣȂ 

switchport mode {access | trunk} 

no switchport mode 

ȍ Ȏ 

  

access Уэ switch port ѝ access portȂ 

trunk Уэ switch port ѝ trunk portȂ 

ȍ Ȏ 

switch port ѝ access 

ȍ ԇ Ȏ 
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ὡУэ VLAN IDȂ ὡ Уэ VLAN ID̆‡ ֶ… У

э VLAN̆ ѝ VLAN Ȃ ὡ

VLAN ID̆‡ ╗ VLAN Ȃ 

Уэ trunkport̆‡ ᴐ ֗ᴉᴐ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport access vlan 2 

ȍ Ὧ ԇȎ 

ԇ  

switchport mode Уэү ̂switch port̃ Ȃ 

switchport trunk
ѝУэ trunkport Уэ native VLAN
э Trunk VLAN ‟ Ȃ 

9.1.5 switchport trunk 

ѝУэ trunkport Уэnative VLAN эTrunk VLAN
‟ Ȃᴳ ԇ no trunk ѝ ḣȂ 

switchport trunk {allowed vlan { all | [add | remove | except]  
vlan-list }| native vlan vlan-id} 

no switchport trunk {allowed vlan | native vlan } 

ȍ Ȏ 

  

allowed vlan vlan-list

э Trunk VLAN ‟ Ȃ

vlan-list Ԉ Уэ VLAN ҂̆ Ԉ У ‟

VLAN

VLAN ‟

‟ VLAN
‟

ἠ
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ȍ Ȏ 

VLAN ‟ all̆ Native VLAN ‡ VLAN 1 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Native VLAN̔ 

ᴐѝ Trunk̆ э ұУэ native VLANȂ native VLAN̆

э Э UNTAG ̆ ѝ ұ э VLAN Ȃ

̆ э VLAN ID̂ IEEE 802.1Q ѐ PVID̃ native 
VLAN VLAN IDȂ ̆ Trunk Э ұ native VLAN ̆‡

UNTAG Ȃ 

VLAN ‟ ̔ 

Уэ Trunk Ԉּ VLAN̂ 1̇4094̃ Ȃ

ת ̆҂ Ԉ Trunk VLAN ‟ ⁸ Ҿ VLAN
а э Trunk Ȃ 

ᴳ show interfaces switchport ԇ Ȃ 

ȍѡᴿȎ 

Ю Уэ VLAN 2 ӱ  1/15 ѐ   ᴿ ̔ 

Ruijie(config)# interface fastethernet 1/15 
Ruijie(config-if)# switchport trunk allowed vlan remove 
2 
Ruijie(config-if)# end 
Ruijie# show interfaces fastethernet1/15 switchport    
Switchport is enabled 

Mode is trunk port 
Acsess vlan is 1,Native vlan is 1 

Protected is disabled 
Vlan lists is 

1,3-4094 

ȍ Ὧ ԇȎ 

ԇ  
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9.2.1 show vlan 

VLAN ᶕ Ȃ 

show vlan [id vlan-id] 

ȍ Ȏ 

  

vlan-id VLAN ID Ȃ 

ȍ Ȏ 

ὤ ᶕ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

ȍѡᴿȎ 

Ruijie# show vlan id 1 
VLAN[1] "VLAN0001" 
GigabitEthernet 3/1 

GigabitEthernet 3/2 
GigabitEthernet 3/3 

GigabitEthernet 3/4 
GigabitEthernet 3/5 

GigabitEthernet 3/6 
GigabitEthernet 3/7 

GigabitEthernet 3/8 
GigabitEthernet 3/9 

GigabitEthernet 3/10 
GigabitEthernet 3/11 

GigabitEthernet 3/12 

ȍ Ὧ ԇȎ 

ԇ  

name VLAN Ȃ 

switchport access ╗ὡУэ VlanȂ 
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10 配置 Super-vlan 命令 

10.1 配置相关命令 

10.1.1 supervlan 

ᴳ ԇ VLAN ѝ supervlanȂ 
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Vlan-id-list 
VLAN subvlan ID,
э vlan 

ȍ ԇ Ȏ 

VLAN  

ȍᴳ Ȏ 

ᴳ no subvlan ‮ supevlan subvlan 

ȍѡᴿȎ 

Ruijie(config)# vlan 3 
Ruijie(config-vlan)# supervlan 
Ruijie(config-vlan)# subvlan 5 
Ruijie(config-vlan)# subvlan 7-19 
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ȍѡᴿȎ 

Ruijie(config)# vlan 3 
Ruijie(config-vlan)# subvlan-address-range 
192.168.3.10 192.168.3.100 

ȍ Ὧ ԇȎ 

ԇ  

show supervlan supervlan ᶕ Ȃ 

ȍ Ȏ 

 

10.1.4 proxy-arp 

ᴳ ԇ VLAN ARP Ԇ ╖ Ȃ 

proxy-arp 
no proxy-arp 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

VLAN  

ȍᴳ Ȏ 

⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

ȍѡᴿȎ 

Ruijie(config)# vlan 3 
Ruijie(config-vlan)# proxy-arp  

ȍ Ὧ ԇȎ 

ԇ  

show supervlan supervlan ᶕ Ȃ 

ȍ Ȏ 
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10.2 显示相关命令 

10.2.1 show supervlan 

ᴳ ԇ SuperVLAN ὲ SubVLAN Ȃ 

show supervlan 
show supervlan id vlan-id 

ȍ Ȏ 

  

vlan-id  VLAN ID 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show supervlan 
supervlan id  supervlan arp-proxy  subvlan id  subvlan 

arp-proxy  subvlan ip range 
------------    -------------------      ----------  

3                   ON           4                 ON   
                                    5                 ON   

ȍ Ὧ ԇȎ 

 

ȍ Ȏ 
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11 配置 Protocol VLAN 命令 

11.1 配置相关命令 

 protocol-vlan profile num frame-type [type] ether-type [type] 

 protocol-vlan profile num vlan id 

11.1.1 protocol-vlan profile num frame-type type ether-type 

type 

Ԉ profile 

ȍ Ȏ 

num  ̔ profile  

type  ̔ Ԉ  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# protocol-vlan  profile 1 frame-type  

ETHERII ether-type aarp 

ȍ Ὧ ԇȎ 

show protocol-vlan profile 

show protocol-vlan profile num 

no protocol-vlan profile 

no protocol-vlan profile num 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

11.1.2 protocol-vlan profile num vlan id 
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profile ⁮  

ȍ Ȏ 

num ̔ profile  

id̔VLAN ID̆1-ӊ VLAN 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config-if)# protocol-vlan profile 1 vlan 101 

ȍ Ὧ ԇȎ 

show protocol-vlan profile 

show protocol-vlan profile num 

no protocol-vlan profile 

no protocol-vlan profile num 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

11.2 显示命令 

 show protocol-vlan  

11.2.1 show protocol-vlan 

Protocol VLAN  

show vlan protocol-vlan 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show protocol-vlan 

ȍ Ȏ 
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֒ RGOS10.1 ԈЭ 

 



Private VLAN ԇ 

12-1 

12 配置 PrivateVLAN 命令 

12.1 配置相关命令 

 private-vlan type 
 private-vlan association 
 private-vlan mapping 
 switchport mode private-vlan 
 switchport private-vlan host-association 
 switchport private-vlan mapping 

12.1.1 private-vlan type 

VLAN ѝ VLAN 

private-vlan {community | isolated | primary} 

no private-vlan {community | isolated | primary} 

ȍ Ȏ 

community ̔ ѝ community VLAN 

isolated  ̔ ѝ isolated VLAN 

primary  ̔ ѝ primary VLAN 

no  ̔‮ VLAN  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

VLAN  

ȍѡᴿȎ 

Ruijie(config)# vlan 22 
Ruijie(config-vlan)# private-vlan primary 

ȍ Ὧ ԇȎ 

show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

12.1.2 private-vlan association 
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Ὧ secondary VLAN б primary VLAN ԇ 

private-vlan association {svlist | add svlist | remove svlist} 

no private-vlan association 

ȍ Ȏ 

svlist  ̔ѝ secondary VLAN list 

no ̔ primary VLAN б secondary VLAN Ὧ  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

Primary VLAN  

ȍѡᴿȎ 

Ruijie(config)# vlan 22 
Ruijie(config-vlan)# private-vlan association add 
24-26 

ȍ Ὧ ԇȎ 

show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

12.1.3 private-vlan mapping 

secondary VLAN Ь SVI ԇ 

private-vlan mapping {svlist | add svlist | remove svlist} 

no private-vlan mapping 

ȍ Ȏ 

svlist  ̔ secondary VLAN list 

no ̔ ‮  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

Primary VLAN  

ȍѡᴿȎ 

Ruijie(config)# interface vlan 22 
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Ruijie(config-if)# private-vlan mapping add 24-26 

ȍ Ὧ ԇȎ 

show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

12.1.4 switchport mode private-vlan 

ѝ private VLAN  

switchport mode private-vlan{host|promiscuous} 

no switchport mode 

ȍ Ȏ 

host ̔ VLAN ў  

promiscuous ̔ VLAN  

no ̔‮ VLAN  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitEthernet0/2 
Ruijie(config-if)# switchport mode private-vlan host 

ȍ Ὧ ԇȎ 

show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

12.1.5 switchport private-vlan host-association 

Ὧ private VLAN ў Ὧ primary VLAN
secondary VLAN 

switchport private-vlan host-association p_vid s_vid 
no switchport private-vlan host-association 

ȍ Ȏ 
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p_vid ̔ … primary VID 

s_vid ̔ …





Private VLAN ԇ 

12-6 

private VLAN  

show vlan private-vlan [community | primary | isolated] 

ȍ Ȏ 

primary  ̔ primary VLAN ᶕ  

community ̔ community VLAN ᶕ  

isolated  ̔ isolated VLAN ᶕ  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show vlan private-vlan 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

12.3  Hybrid 命令 

 switchport mode hybrid 
 switchport hybrid native vlan   
 switchport hybrid allowed vlan 

12.3.1 switchport mode hybrid 

switchport mode hybrid 
no switchport mode 

ѝ hybrid  

ȍ Ȏ 

no  ̔‮ hybrid  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 
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Ruijie(config-if)# switchport mode hybrid 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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Ruijie(config-if)# switchport hybrid allowed vlan add 
untagged 3-5 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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13 配置 MAC 地址命令 

13.1 配置相关命令 

ꜛ ԈЮ ԇ 

 mac-address-table aging-time  
 clear mac-address-table dynamic  
 clear mac-address-table filtering  
 clear mac-address-table static  
 mac-address-table static  
 mac-address-table filtering  
 mac-address-table notification  
 snmp trap mac-notification  
 address-bind 
 address-bind uplink 
 address-bind install 
 address-bind ipv6-mode 

13.1.1 mac-address-table aging-time 

╟ ע Ȃᴳ ԇ no ḣȂ 

mac-address-table aging-time seconds 

no mac-address-table aging-time 

ȍ Ȏ 

seconds  ̔╟ ע ̆Ԉ ѝ ᴁȂḣ ᾱ Ȃ 

ȍ Ȏ 

ḣ 300 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show mac-address-table aging-time ԇ Ȃ 

ᴳ show mac-address-table dynamic ԇ ╟ Ȃ 

ȍѡᴿȎ 
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Ruijie(config)# mac-address-table aging-time 150 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table aging-time ╟ ע Ȃ

show mac-address-table dynamic ╟ ᶕ Ȃ 

13.1.2 clear mac-address-table dynamic 

╟ Ȃ 

clear mac-address-table dynamic[address mac-addr] [interface  
interface-id] [vlan vlan-id] 

ȍ Ȏ 

  

dynamic ╟ Ȃ 

address mac-addr ╟ Ȃ 

interface interface-id ╟ Ȃ 

vlan vlan-id VLAN ╟ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉᴳ show mac-address-table dynamic ԇ э╟

ᾃ  

ȍѡᴿȎ 

‮ ╟  

Ruijie# clear mac-address-table dynamic 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table dynamic ╟ ᶕ Ȃ 

13.1.3 clear mac-address-table filtering 



MAC ԇ 
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address mac-addr Ȃ 

interface interface-id Ȃ 

vlan vlan-id VLAN Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉᴳ show mac-address-table static ԇ э ᾃ

 

ȍѡᴿȎ 

Ю ᴿ ‮ MAC ѝ 00d0.f800.073c ̔ 

Ruijie# clear mac-address-table static address 
00d0.f800.073c  

ȍ Ὧ ԇȎ 

ԇ  

mac-address-table static Ȃ 

show mac-address-table static Ȃ 

13.1.5 mac-address-table static 

Уэ Ȃᴳ ԇ no ‮ Уэ Ȃ 

mac-address-table static mac-addr vlan vlan-id interface interface-id 

no mac-address-table static mac-addr vlan vlan-id interface  
interface-id 

ȍ Ȏ 

  

mac-addr MAC Ȃ 

vlan-id VLANȂ 

interface-id ꜛ ⁮ ( Ԉ AggregatePort)

ȍ Ȏ 

֗ᴉ Ȃ 
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

҃⁮ ╟ ╖ Ȃ ╟ ̆

аֶ ̆ע ‮ ̕ ᴳ ᴁ̆

҂аֶх Ȃ а ѝ Ȃᴳ show mac-addre
ss-table static ԇ ̆ᴳ clear mac-address-ta
ble static ԇ  

ȍѡᴿȎ 

Ю ᴿ ҩ ᴉ Уэ 00d0.f800.073c̆ VLAN 4
ѐ ⁮ ѝ э ꜛ ̆ эꜛ ⁮

gigabitethernet 1/1 Э̔ 

Ruijie(config)# mac-address-table static 
00d0.f800.073c vlan 4 interface gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

clear mac-address-table static Ȃ 

ȍ Ȏ 

13.1.6 mac-address-table filtering 

Ȃᴳ ԇ no ‮ Ȃ 

mac-address-table filtering mac-address vlan vlan-id 

no mac-address-table filtering mac-address vlan vlan-id 

ȍ Ȏ 

  

mac-address Ȃ 

vlan vlan-id VLAN ID̆ ᾱ Ȃ 

ȍ Ȏ 

֗ᴉ Ȃ 

ȍ ԇ Ȏ 
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ὤ  

ȍᴳ Ȏ 

а ѝ Ȃᴳ show mac-address-table filtering
ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# mac-address-table filtering 
00d0f8000000 vlan 1 

ȍ Ὧ ԇȎ 

ԇ  

clear mac-address-table filtering Ȃ 

show mac-address-table filtering ᶕ Ȃ 

13.1.7 mac-address-table notification 

MAC ╖ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

mac-address-table notification [interval value |  | 
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Ruijie(config)# mac-address-table notification 
Ruijie(config)# mac-address-table notification 
interval 40 
Ruijie(config)# mac-address-table notification 
history-size 100 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server enable traps trap Ȃ 

show mac-address-table 
notification 

MAC ╖

ᶕ Ȃ 

snmp trap 
mac-notification  

MAC ╖ Ȃ 

13.1.8 snmp trap mac-notification 

MAC ╖ Ȃᴳ ԇ no Ὧ ╖ Ȃ 

snmp trap mac-notification {added | removed} 

no snmp trap mac-notification {added | removed} 

ȍ Ȏ 

  

added ╗ Ȃ 

removed ‮ Ȃ 

ȍ Ȏ 

Ὧ ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show mac-address-table notification interface ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# snmp trap mac-notification added 

ȍ Ὧ ԇȎ 

ԇ  
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mac-address-table notification MAC ╖ Ȃ 

show mac-address-table 
notification 

MAC ╖

ᶕ Ȃ 

13.1.9 address-bind 

Уэ ip mac . 

address-bind ip-address mac-address 

no address-bind ip-address  

ȍ Ȏ 

  

ip-address IP Ȃ 

mac-address mac Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴔ Уэ IP Уэ MAC ̆‡ ⁮ IP
ѝ э IP ̆ MAC аѝ э IP

MAC ̆ э ֶ х  
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intf-id ѝᴿ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴔ Уэ IP Уэ MAC ̆‡ Ӈ ⁮

IP ѝ э IP ̆ MAC аѝ э IP
MAC ̆ э ֶ Ӈ х  ̆ ѝᴿ ̆ з

ҩ(40e03f612464>Tj
/TT2d0 T95909b7>Tj
/TT2 1.25Tj
/TT2d3 Tm
00.0020 TD
4 Tc
[(ad)-4(dress-bind in)-4(stall))02c8>]T3
/TT2 1 95
2.4743 0 TD
0 Tc
0 T09b61d7f
2a42c58>34a5Tc
<0d0412a2b39>5.7f0531b1cTc
7<2464>]TJ
/TT2 11 Tf
1.1943 0 TD
( )Tj
/TT3 1 Tf
233.53 Tr
-14 -2.16 TD
0.005 Tc
[<4127040e5.7<1be2>Tj
/TT5 1 Tf
4 Tr
6.0229 0 TD
0 Tc
( )Tj
/TT3 3 Tf
1.9771 -2.1657 3df4d367040112 Tc03e13f403fe>Tj
/TT2 1 25Tj
/TT2d Tm
06.0020 TD4 -2w
(fa 0/1
(MAC)Tj
/TT3 1 75
2.4743 0 TD
0 Tc
0 30c7<14e3>0ee<3f54472909b7c
[<0d040d140d1434a<2464>]TJ
/TT2 1 Tf
1.1943 0 TD
( )T1 T/TT2 1 9.9770686TT2d3 Tm
00.0001Ruijie(config)#TD
( )T16
/TT3 1 Tf43 0address-bind uplink TD
( )T18
/TT2 1Tf
1.2 (fa0/1
(MAC)T16
/TT3 3.0229 0 TD
0 Tc
( )Tj
/TT3 1 Tf
23-148 25Tj
2.16 TD
0.0057 Tc
[2ccc04.1<01c<14e3>0a51092b>5.7<01d0>]TJ
/TT5 1 Tf
0 Tr
6.0229 0 TD
0 Tc
( )Tj
ET
q
1342 744712 37.89.4766.92 741.18 re
174712 39.52 0.57747re
669.59.137.88 -15.12 re
147re
666.52 m
W* n
0.852 g
17 -1.9
/T89.476.92 741.18 re
f
Q
0.852 g
14604 748.9.137.88 15.12 re
f
BT
/TT3 1 Tf
10.5 0 0 15015
146
f
355.1803 Tm
2 Tr
0 g
0.0057<01cf0a561b44>Tj
/TT5 1 Tf
0 Tr
2.0114 0 TD
0 Tc
( )Tj
ET
q
re
f4712 37.65.6666.92 741.13354 744712 39.5252 l84747re
669.554 747.88 -15.1340 0 47re
666.52 m
W* n
0.83354 744-1.9
/T65.666.92 741.18 re
f
Q
0.8340 0 4604 748554 747.88 15.12 re
f
BT
/TT3 1 Tf
10.5 0 0 407f
-146
f
355.1803 Tm
2 Tr
0 g
0.0057 Tc
<41c81be2>Tj
/TT5 1 Tf
0 Tr
2.0114 0 TD
0 Tc
( )Tj
ET
174712 39.52 0.48 0124.48 re
f
174712 39.52 326.52 0124.48 re
f4712 39.52 0.48001 0124.48 re
f
174-1.9
/48 rej
ET.c0 079.52 326.52 01252 32610471248.9.137.88 15d.88 24.48 15d.88 2wf
17.88 15d.88  1 0 10.5 180.6 730.640485572 Tr
0 RuijieAC)TjRuiji3dress-sho)0.63(w)-fb27(  upli)7.1(nk TD
( )-0>]()T18
/TT2 1 95
2.4743 e
f22
0.0 TD
0.
0 30c7<14e3><12132b70e02c807ed040e45ad09b702c8>132 1 25Tj
/TT2d9 )T1 T/TT2 112 39.52 0.54.18036 re
f
175.44 747.86 8 15 n
41.18 r re
f
323.64 7252 32614.18036 36 re
f
324.12 7/T65.666.9 n
41.18 r re
f
501 744.98 .54.18036 r6 re
f
174.96 720.5 044a0324.48 re30.004.96 720.5 044a032441.198 re
f
174-1.97252 3264a0324.48.48 re30.004.96 7/T65.664a032441.18 r re
f4712 39.52 0.4a0324.48 48 re30.004.96 52 0.4a0324.48 48 r re
f4712 39. 1 Tf
10.5 0 0 10.5 89.88 694.040ad>.5  Tr
0.0057 Tc
[<01cf0a5104b542109c42>Tj
<0d04/TT50>]TJ
/TT5 1 Tf
0 Tr
6.0229 0 TD
0 Tc
( )Tj
/TT3 1 Tf
j
/TT2d3 .1657 3df4d36704Ruijie8(confiGOS.881T3 1 Tf
23-148 T658
0.0015 T561b444bcTcdT2 1 Tf
6.3543 2 )T1 T/TT2 1 9.53.7371 0 8 r5 89.0 8 r94.040345.4>Tjr
0.uijieAC



MAC ԇ 

13-10 

Ruijie(config)# address-bind uplink fa0/1 
Ruijie(config)# address-bind install 

ȍ Ὧ ԇȎ 

ԇ  

show address-bind uplink ᴿ  

ȍ Ȏ 

RGOS10.1 ԈЭ 

13.1.12 address-bind ipv6-mode 

ip IP  

ὸ  

address-bind ipv6-mode compatible  

 

address-bind ipv6-mode loose 

ш  

address-bind ipv6-mode strict 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍ Ȏ 

ш Ȃ 

ȍᴳ Ȏ 

‍ѝ̔ὸ ̆ ̆ш Ь ̆ ѝш               
Ȃὲ ‡̆ Ю ̔ 

Ipv
4

‡

IPV
6

‡
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I
P
V
6

ȍѡᴿȎ 

ᴿ ̆ IP ѝ 192.168.5.2 ѝ 00d0.f822.33aă ἵ

IPV6 Ȃ 

Ruijie# configure t 
Enter configuration commands, one per line.  End with 

CNTL/Z. 

Ruijie(config)# address-bind 00d0.f822.33aa ip  
192.168.5.2 
Ruijie(config)# address-bind ipv6-mode compatible 

13.2 显示相关命令 

ꜛ ԈЮ ԇ 

 show mac-address-table address  
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 show mac-address-table aging-time  

 show mac-address-table count  

 show mac-address-table dynamic  

 show mac-address-table filtering  

 show mac-address-table interface  

 show mac-address-table notification  

 show mac-address-table static 

 show mac-address-table vlan  

 show address-bind  

13.2.1 show mac-address-table address 

MAC ᶕ ̂ꜛ ╟ ̆ Ȃ̃ 

show mac-address-table [address mac-addr] [interface interface-id] 
[vlan vlan-id] 

ȍ Ȏ 

  

address mac-addr MAC Ȃ 

interface interface-id  

vlan vlan-id VLAN  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table address 00d0.f800.1001 
Vlan        MAC Address          Type     Interface 

-------    ------------       --------   --------  
1           00d0.f800.1001       STATIC    Gi1/1 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 
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show mac-address-table interface 
ᶕ Ȃ 

show mac-address-table vlan 
VLAN

ᶕ  

show mac-address-table count 
ѐ э

Ȃ 

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

13.2.2 show mac-address-table aging-time 

╟ ע Ȃ 

show mac-address-table aging-time 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table aging-time 

Aging time    : 300 

ȍ Ὧ ԇȎ 

ԇ  

mac-address-table aging-time ╟ ע Ȃ 

13.2.3 show mac-address-table count 

ѐ э Ȃ 

show mac-address-table count 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table count 
Dynamic Address Count  : 51 

Static  Address Count  : 0 
Filter  Address Count  : 0 

Total Mac Addresses    : 51 
Total Mac Address Space Available: 8139 
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ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 

show mac-address-table address 
ᶕ Ȃ 

show mac-address-table interface 
ᶕ Ȃ 
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1     0007.95c7.dff9      DYNAMIC  gigabitethernet 1/1 
1     0007.95cf.eee0      DYNAMIC  gigabitethernet 1/1 

1     0007.95cf.f41f      DYNAMIC  gigabitethernet 1/1 
1     0009.b715.d400      DYNAMIC  gigabitethernet 1/1 

1     0050.bade.63c4      DYNAMIC  gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

clear mac-address-table dynamic ╟ Ȃ 

13.2.5 show mac-address-table filtering 

ᶕ  

show mac-address-table static [addr mac-addr] [vlan vlan-id] 

ȍ Ȏ 

  

mac-addr MAC Ȃ 

vlan-id VLANȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table filtering 
Vlan        MAC Address          Type     Interface 

------  -------------------- -------- ----------- 
1      0000.2222.2222      FILTER Not available 

ȍ Ὧ ԇȎ 

ԇ  

clear mac-address-table filtering Ȃ 

mac-address-table filtering Ȃ 
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ȍ Ȏ 

  

interface-id ( Ԉ AggregatePort)Ȃ

vlan-id VLANȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mac-address-table interface 
gigabitethernet 1/1 
Vlan        MAC Address          Type     Interface 
------  ---------------        -----    -----------  

1     00d0.f800.1001  STATIC   gigabitethernet 1/1 
1     00d0.f800.1002  STATIC   gigabitethernet 1/1 

1     00d0.f800.1003  STATIC   gigabitethernet 1/1 
1     00d0.f800.1004  STATIC   gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 

show mac-address-table address 
ᶕ Ȃ 

show mac-address-table vlan 
VLAN

ᶕ Ȃ 

show mac-address-table count 
ѐ э

Ȃ4³Au�Ä

show wTJ
2/TT3le count 
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interface interface-id 
Ȃ Э MAC

╖ Ȃ 

history MAC ᶕ Ȃ 

ȍ Ȏ 

MAC ╖ ᶕ  
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mac-addr MAC Ȃ 



MAC ԇ 

13-20 

1     00d0.f800.1002    STATIC   gigabitethernet 1/1 
1     00d0.f800.1003    STATIC   gigabitethernet 1/1 

ȍ Ὧ ԇȎ 

ԇ  

show mac-address-table static Ȃ 

show mac-address-table filtering Ȃ 

show mac-address-table dynamic ╟ Ȃ 

show mac-address-table address 
ᶕ Ȃ 

show mac-address-table interface 
ᶕ Ȃ 

show mac-address-table count 
ѐ э

Ȃ 

13.2.10 show address-bind 

ᶕ Ȃ 

show address-bind 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show address-bind  
IP Address      Binding MAC Addr 

-----------     ----------------- 
3.3.3.3         00d0.f811.1112 

3.3.3.4         00d0.f811.1117 

ȍ Ὧ ԇȎ 

ԇ  

address-bind Ȃ 
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14 配置 DHCP Snooping 命令 

14.1 DHCP snooping 全局命令 

DHCP snooping ὤ Ю ԇꜛ ԈЮΰ ̔ 

 ip dhcp snooping 
 ip dhcp snooping vlan 
 ip dhcp snooping bootp-bind 
 ip dhcp snooping ver7ty mac-address 
 ip dhcp snooping information option 
 ip dhcp snooping database write-delay 
 ip dhcp snooping database write-to-flash 

14.1.1 ip dhcp snooping 

DHCP Snooping ὤ ╖ ̆ ὤ Ю ԇȂ

ԇ no ̆ ὤ Ὧ DHCP Snooping ╖ Ȃ 

[no] ip dhcp snooping 

ȍ Ȏ 

 

ȍ ᾳȎ 
╖ Ὧ  

ȍ ԇ Ȏ 
ὤ  

ȍᴳ Ȏ 
DHCP Snooping ὤ ╖ ̆ Ԉᴳ show ip dhcp snooping

ԇ DHCP snooping ╖ Ȃ 

 

~ 注意： 

DHCP Snooping б Private VLAN ╖ а Ὥ Ȃ  

 

ȍѡᴿȎ 
Ю DHCP snooping ὤ ╖ Ὧ ᴿ ̔ 

Ruijie# configure terminal 
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Ruijie(config)# end 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp snooping DHCP Snooping ὤ Ὧ 

14.1.3 ip dhcp snooping bootp-bind 

DHCP Snooping Bootp ╖ ̆ ὤ Ю

ԇȂ ԇ no ̆ Ὧ DHCP snooping Bootp
╖ Ȃ 

[no] ip dhcp snooping bootp-bind 

ȍ Ȏ 
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              ԇ  

show ip dhcp snooping DHCP snooping ᶕ

14.1.4 ip dhcp snooping verify mac-address 

MAC ╖ ̆ ὤ Ю ԇȂ

ԇ no ̆ Ὧ MAC ╖ Ȃ 

[no] ip dhcp snooping verify mac-address 

ȍ Ȏ 

 

ȍ ᾳȎ 

╖ Ὧ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

MAC ╖ ̆ DHCP CLIENT   ̆

MAC DHCP ѐ CLIENT MAC Ȃ

MAC ̆ х Ȃ 

ȍѡᴿȎ 

Ю DHCP MAC ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping verify mac-address 
Ruijie(config)# end 
Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 
Verification of hwaddr field status ̔ ENABLE 
DHCP snooping database write-delay time: 0 seconds 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping DHCP snooping ᶕ  

14.1.5 ip dhcp snooping information option 
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ̆ Ԉ DHCP Snooping ѐ╟ ᶕ ᾗ

ὡ FLASH ֒Ȃ 

ȍѡᴿȎ 

Ю DHCP ╟ ᶕ ᾗὡ flash ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip dhcp snooping database 
write-to-flash 
Ruijie(config)# end 

ȍ Ὧ ԇȎ 

 

14.2 DHCP snooping 接口模式命令 

DHCP snooping Ю ԇ ԈЮΰ ̔ 

 ip dhcp snooping suppression 
 ip dhcp snooping trust 
 ip dhcp snooping limit rate 

14.2.1 ip dhcp snooping suppression 

ѝ suppression ̆ Ю ԇȂ

ԇ no ̆ ѝ no suppression Ȃ 

 [no] ip dhcp snooping suppression 

ȍ Ȏ 

  

ȍ ᾳȎ 

╖ Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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ԇ̆ Ю DHCP ̆

Ю DHCP Ȃ 

ȍѡᴿȎ 

Ю fastethernet 0/2 ѝ suppression ᴿ ̔ 

Ruijie# configure terminal  
Ruijie(config)# interface fastethernet 0/2 
Ruijie(config-if)# ip dhcp snooping suppression 
Ruijie(config-if)# end 

ȍ Ὧ ԇȎ 

                 

14.2.2 ip dhcp snooping trust 

DHCP snooping ᶕ֗ ѝ TRUST ̆

Ю ԇȂ ԇ no ̆ ѝ UNTRUST Ȃ 

 [no] ip dhcp snooping trust 

ȍ Ȏ 

 

ȍ ᾳȎ 

ᾳЮ̆ ѝ UNTRUST  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ DHCP ╘ ѝ TRUST Ȃ

TRUST ⁮ DHCP ŬNTRUST ⁮

DHCP х Ȃ 

ȍѡᴿȎ 

Ю fastethernet 0/1 ѝ TRUST ᴿ ̔ 

Ruijie# configure terminal  
Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# ip dhcp snooping trust 
Ruijie(config-if)# end 
Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0 seconds 
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DHCP snooping option 82 status: ENABLE 
DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  
------------------------  -------    ------------ 

FastEthernet0/1            YES         unlimited 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping DHCP snooping ᶕ  
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DHCP snooping database write-delay time: 0 seconds 
DHCP snooping option 82 status: ENABLE 

DHCP snooping Support Bootp bind status: ENABLE 
Interface                 Trusted    Rate limit (pps)  

------------------------  -------    ------------ 
FastEthernet0/1            NO         100 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping DHCP snooping ᶕ  

14.3 DHCP snooping 显示命令 

 show ip dhcp snooping 

 show ip dhcp snooping binding 

14.3.1 show ip dhcp snooping 

DHCP Snooping ₥ ᾰͅ Ю ԇȂ 

show ip dhcp snooping  

ȍ Ȏ 

 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ Ԉ ₥ DHCP Snooping ᾳȂ 

ȍѡᴿȎ 

Ю ₥ DHCP Snooping ᾳ ᴿ ̔ 

Ruijie# show ip dhcp snooping 

Switch DHCP snooping status ̔ ENABLE 

Verification of hwaddr field status ̔ DISABLE 
DHCP snooping database write-delay time: 0 seconds 

DHCP snooping option 82 status: ENABLE 
DHCP snooping Support Bootp bind status: ENABLE 

Interface                 Trusted    Rate limit (pps)  



DHCP Snooping ԇ 

14-11 

------------------------  -------    ------------ 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp snooping 
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ip dhcp snooping binding DHCP snooping 

clear ip dhcp snooping binding
DHCP snooping ╟

ᶕ  

14.4 DHCP snooping 其它配置命令 

ὲ DHCP Snooping ԇꜛ ԈЮΰ ̔ 

 clear ip dhcp snooping binding 
 debug ip dhcp snooping 

14.4.1 clear ip dhcp snooping binding 

‮ DHCP Snooping ѐ ╟ ̆ Ю

ԇȂ 

clear ip dhcp snooping binding 

ȍ Ȏ 

 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ Ԉ‮ DHCP snooping ѐ ╟ Ȃ 

ȍѡᴿȎ 

Ю ‮ DHCP snooping ѐ ╟ ᴿ ̔ 

Ruijie# clear ip dhcp snooping binding 
Ruijie# show ip dhcp snooping binding 
Total number of bindings: 0 

MacAddress IpAddress Lease(sec) Type VLAN Interface 
-------  ---  ----------  ---------  ----  --------- 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp snooping 
binding 

DHCP snooping ᶕ
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14.4.2 debug ip dhcp snooping 

Ӈ Э DHCP Snooping ╖ Ὧ̆ Ю

ԇȂ 

debug ip dhcp snooping {event | packet} 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ DHCP snooping ╖ ᶕ Ȃ 

ȍѡᴿȎ 

Ю DHCP snooping Ὧ ᴿ ̔ 

Ruijie# debug ip dhcp snooping event 
Ruijie# debug ip dhcp snooping packet 

ȍ Ὧ ԇȎ 
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15 配置 IGMP Snooping 命令 

15.1 配置相关命令 

IGMP Snooping ꜛ profile ԇ ὤ ԇȂ 

Profile ԇꜛ ̔ 

 range 

 deny 
 permit 

ὤ ԇꜛ ̔ 

 ip igmp profile 
 ip igmp snooping ivgl  
 ip igmp snooping svgl 
 ip igmp snooping svgl profile  
 ip igmp snooping ivgl-svgl 
 ip igmp snooping dyn-mr-aging-time 
 ip igmp snooping query-max-response-time 
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profile-number profile ̆ 1-65535 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

IGMP Profiles Э УҾ ̆ᵏľSVGL
Ŀȁľ ĿȁľIGMP Filtering Ŀ

╖ ᴳ Ȃ ̆ѝҩᴳ profile ᴐ ̆ profile ╖

Ὧ ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ… ҩУэ ѝ 1 profile ὡ profile Ȃ 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# 

ȍ Ὧ ԇȎ 

ԇ  

range profile  

15.1.2 range 

Уэ profile ̆ profile ̆ profile
Ю ԇ rangĕ Ԉ э ̆҂ Ԉ э ᾃ

Ȃᴳ ԇ no ‮ Ȃ 

range low-ip-address [high-ip-address] 

no range low-ip-address [high-ip-address] 

ȍ Ȏ 

  

low-ip-address ᴂ  

high-ip-address  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 
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profile Ȃ 

ȍᴳ Ȏ 

low-ip-address ḣ ұ high-ip-address ḣ̆ ̆

Уэ ѝ̆ profile ѝ denyȂ 

ȍѡᴿȎ 

Ю … Уэ ѝ233.3.3.3 ⁮234.4.4.4 profile ᴿ : 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# range 233.3.3.3 234.4.4.4 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp profile … Уэ profile 

deny profile ѝѝ deny 

permit profile ѝѝ permit 

15.1.3 deny 

profile ̆ profile Ю ԇ

denyȂ 

deny 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

profile deny ᴐȂ 

ȍ ԇ Ȏ 

profile Ȃ 

ȍᴳ Ȏ 

Ἴ profile Юᴳ range ԇ Ȃ 

ȍѡᴿȎ 

Ю … Уэ 233.3.3.3 profile ᴿ : 

Ruijie(config)# ip igmp profile 1 
Ruijie(config-profile)# range 233.3.3.3 
Ruijie(config-profile)# deny 
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ȍ Ὧ ԇȎ 

ԇ  

ip igmp profile … Уэ profile 

range  

 

15.1.4 permit 

ἵ profile
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igmp snooping ivgl ̆ ὤ ԇ ip 
igmp snooping ivglȂ no ip igmp snooping Ὧ igmp snoopingȂ 

ip igmp snooping ivgl 
no ip igmp snooping 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

disable Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ю̆ VLAN ҵ Ȃў б

ұ Уэ VLAN ̕Ӈ ⁮֗ᴉУ

э VLAN ̆ VLAN ᾃ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Э igmp snooping ivgl ̔ 

Ruijie(config)# ip igmp snooping ivgl 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping svgl 
igmp snooping svgl
 

ip igmp snooping ivgl-svgl 
igmp snooping
 

 

15.1.6 ip igmp snooping svgl 

igmp snooping SVGL ̆ ὤ ԇ ip 
igmp snooping svglȂ no ip igmp snooping Ὧ igmp snoopingȂ 

ip igmp snooping svgl 
no ip igmp snooping 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 
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disable Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ю̆ VLAN ў ὭӎУ
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ὤ Ȃ 

ȍᴳ Ȏ 

⁮ IGMP У ̆ ֶ

ע ̆ ѝ ̆ ḣ῏ѝ 0 ̆‡

ѝ аᾋ ̆ү ֶ ӱ IGMP 
Snooping ѐ‮ Ȃ 

⁮ IGMP ̆ ֶ

╟ ע ̆ ѝ ̆ ḣ῏ѝ 0 
̆‡ ѝ аᾋ ̆ ֶ ӱ

IGMP Snooping ѐ‮ Ȃ 

ұ IGMPv3 ̆аṁ Ȃ 

ȍѡᴿȎ 

Ю ᴿ IGMP ѝ 15s̔ 

Ruijie(config)# ip igmp snooping  
query-max-response-time 15 

ȍ Ὧ ԇȎ 

 

15.1.11 ip igmp snooping vlan mrouter learn pim-dvmrp 

Ӈ ╟ ᵚ IGMP Query ȁDVMRP Probe
PIM ̆Ԉ ╟ ҃ ̆ ὤ ԇ ip igmp 
snooping vlan mrouter learn pim-dvmrpȂ ԇ no ╟

҃Ȃ 

ip igmp snooping vlan vid mrouter learn pim-dvmrp 

no ip igmp snooping vlan vid mrouter learn pim-dvmrp 

ȍ Ȏ 

  

vid 
Ὧ VLAN ╟ IGMP Snooping

҃╖ ̆ ḣ ѝ ₥

VLAN ID 
ȍ ᾳȎ 

╖ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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бὲ Ȃ ᾳ

Ю̆ ұУэ VLAN ╟ ҃̆ Ԉ Ὧ

Ὧ VLAN ᾃ ╟ ҃╖ ̆ no ԇὯ ╟

҃̆ ╟ ҃⁮ Ȃ ̆

ӱ ὡ ̆ ᾊ

̕ ӱ ὡ ѝ ̆ х Ȃ

╖ ᾳЮ̆G ╟ ҃̆ Ԉ igmp 
snooping Ȃ 

ȍѡᴿȎ 

Ю ᴿ ╟ ҃╖ ̔ 

Ruijie(config)# ip igmp snooping vlan 1 mrouter learn 
pim-dvmrp 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping vlan mrouter 
interface 

 

15.1.12 ip igmp snooping vlan mrouter interface 

̆ ὤ ԇ ip igmp snooping vlan 
mrouter interfaceȂ ԇ no ‮ Уэ Ȃ 

ip igmp snooping vlan vid mrouter interface interface-id 

no ip igmp snooping vlan vid mrouter interface interface-id 

ȍ Ȏ 

  

vid vlan id 

interface-id  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉ Ӈ Э ѝ ӱ̆ ᴳӇ Э

⁮ IP Ԉ   Ȃ

Ю̆ ӱ ὡ ̆ὲ х Ȃ 
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ȍѡᴿȎ 

Ю ᴿ Уэ ̔ 
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ԇ  

ip igmp snooping vlan mrouter 
interface 

 

 

15.1.14 ip igmp snooping fast-leave enable 

igmp snooping fast-leavĕ ὤ ԇ ip igmp 
snooping fast-leave enableȂ ԇ no Ὧ igmp snooping 
fast-leaveȂ 

ip igmp snooping fast-leave enable 
no ip igmp snooping fast-leave enable 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 
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no ip igmp snooping suppression enable 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

disable Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ҩ IGMP Ὧ ⁸╖ ̆ Уэ ᾃ

ֶ ⁮ vlan ᾃ ⁮ э ᾃ Уэ IGMP 
Report ̆ IGMP Report а

̆ Ԉ῏ ἠ

 

 

ΰּז
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ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

. 

ȍѡᴿȎ 

Ю ᴿ ╗ҩУ IP Ȃ 

Ruijie(config)# ip igmp snooping limit-ipmc vlan 1  
address 233.3.3.3 server 1.1.1.2 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp snooping 
source-check default-server 

IP
IP 

15.1.17 ip igmp snooping filter 

э У ̆ Ю ԇὯ

profileȂ ԇ no ‮ Ὧ profileȂ �Ã
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ȍѡᴿȎ 

Ю ᴿ 0/1 ЭὯ profile 1̔ 

Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# ip igmp snooping filter 1 

ȍ Ὧ ԇȎ 

ԇ  

ip igmp profile … Уэ profile 

15.1.18 ip igmp snooping max-groups 

ἵ ΰэ ╟ ╗ὡ , ԇ ip 
igmp snooping max-groups ԇȂ ԇ no ⁸Ȃ 

ip igmp snooping max-groups number 

no ip igmp snooping max-groups 

ȍ Ȏ 

Number: ѝ 0 – 1024Ȃ 

 

��bèL$�
�Ä  

 

�y	  
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15.2 显示与监控命令 

15.2.1 show ip igmp snooping  

igmp snooping Ὧᶕ Ȃ 

Show ip igmp snooping [gda-table | interfaces | mrouter| statistics 
[vlan vlan-id] ] 

ȍ Ȏ 

  

 igmp snooping Ὧ

gda-table ү ᶕ  

interfaces ү Ю filter max-group

mrouter ᶕ  

statistics snooping ᶕ  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

EXEC Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ fa0/1 Э 100 э ̔ 

Ruijie(config-if)# ip igmp snooping gda-table 

Abbr:M - mrouter 

     D - dynamic 

     S - static 

VLAN     Address            Member ports 

-------- --------         ---------------------------- 

1       233.3.3.3           Gi0/2(S)  

2       234.4.4.4           Gi0/11(S)  

1       233.4.4.4           Ag2(S) 
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ȍ Ὧ ԇȎ 

 

15.2.2 show ip igmp profile 

₥ profile ᶕ Ȃᴳ Ю ԇ̔ 

show ip igmp profile 

show ip igmp profile profile-number 

ȍ Ȏ 

  

 profile ᶕ Ȃ 

profile-number profile ᶕ  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

EXEC Ȃ 

ȍᴳ Ȏ 

profile Ὧᶕ ̆ Ԉᴳ ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ fa0/1 Э 100 э ̔ 

Ruijie(config-if)#show ip igmp profile 

Profile     1 

        Permit 

        range 224.0.1.0,   239.255.255.255 

ȍ Ὧ ԇȎ 
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ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

EXEC Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie# clear ip igmp snooping gda-table 

ȍ Ὧ ԇȎ 

 

15.2.4 debug igmp-snp 

igmp ╘ ὯȂ ԇ no Ὧ ὯȂ 

debug igmp-snp  
debug igmp-snp event 
debug igmp-snp packet 
debug igmp-snp msf 
debug igmp-snp warning 
undebug igmp-snp 

undebug igmp-snp event 

undebug igmp-snp packet 

undebug igmp-snp msf 

undebug igmp-snp warning 

ȍ Ȏ 

  

 IGMP Snooping ᶕ  

event IGMP Snooping ὯҮ֒ ᶕ

packet IGMP Snooping Ὧ ᶕ

msf 
IGMP Snooping б Ӈ ᶕ
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warning IGMP Snooping Ὧ ᶕ

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

EXEC Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

 

ȍ Ὧ ԇȎ 
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16 配置 MSTP 命令 

16.1 配置相关命令 

16.1.1 spanning-tree 

MSTP̆ MSTP ̆ MSTP ὤ

Ȃᴳ ԇ no Ὧ spanning-tree ╖ ̆ no ԇ
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ȍ Ὧ ԇȎ 

show spanning-tree STP ὤ ᶕ Ȃ 

spanning-tree mst cost STP PathCostȂ 

spanning-tree tx-hold-count STP ὤ TxHoldCount Ȃ 

16.1.2 spanning-tree bpdufilter 

э BPDU filter ὯȂ Ԉ ԇ enabled
disabled Ὧ BPDU filter ὯȂ 

spanning-tree bpdufilter [enabled | disabled] 

ȍ Ȏ 

enabled ̔ BPDU filter ὯȂ 

Disabled ̔Ὧ BPDU filter ὯȂ 

ȍ Ȏ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree bpdufilter enable 

ȍ Ὧ ԇȎ 

show spanning-tree interface  STP ᶕ Ȃ 

16.1.3 spanning-tree bpduguard 

э BPDU Guard ὯȂ Ԉ ԇ enabled
disabled Ὧ BPDU Guard ὯȂ 

spanning-tree bpduguard [enabled | disabled] 

ȍ Ȏ 

enabled ̔ BPDU Guard ὯȂ 

disabled ̔Ὧ BPDU Guard ὯȂ 

ȍ Ȏ 

Ὧ Ȃ 
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ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree bpduguard enable 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP ᶕ Ȃ 

16.1.4 spanning-tree link-type 

а “ ”Ȃ Ԉ ԇ no
ḣȂ 

spanning-tree link-type [point-to-point | shared] 

no spanning-tree link-type 

ȍ Ȏ 

poinit-to-point ̔ ⁸ ѝ point-to-point. 

Shared 



MSTP ԇ 

16-4 

spanning-tree max-hops hop-count 

no spanning-tree max-hops 

ȍ Ȏ 

hop-count ̔BPDU х Ѯ₥ Ԉ ̆ ѝ 1̇40 

ȍ Ȏ 

hop-count ḣѝ 20 

ȍ ԇ Ȏ 

ὤ . 
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ȍ ԇ Ȏ 

ὤ . 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree mode stp 

ȍ Ὧ ԇȎ 

show spanning-tree  
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revision version̔ MST ̆ 0̇65535
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Юᴳ ԇ э Instance ȂG no
Ԉ ԇ ḣȂ 

spanning-tree [mst instance-id] cost cost 

no spanning-tree [mst instance-id] cost 

ȍ Ȏ 

instance-id ̔Instance ̆ ѝ 0̇64 

cost ̔ ḣ̆ ѝ 1̇200̆000̆000 

ȍ Ȏ 

Instance-ID ḣѝ 0 

ḣѝ Interface ╟ Ȃ 

• 1000 Mbps—20000 

• 100 Mbps—200000 

• 10 Mbps—2000000 

ȍ ԇ Ȏ 

. 

ȍᴳ Ȏ 

cost ḣ  

ȍѡᴿȎ 

Уэ Instance 3 Ὧ ḣѝ 400 Ю̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree mst 3 cost 400 

҂ Ԉ ὡ show spanning-tree mst interface interface-id ԇ

Э  

ȍ Ὧ ԇȎ 

show spanning-tree mst ̔ MSTP ᶕ Ȃ 

spanning-tree mst port-priority ̔  spanning-tree ort-priorit4 
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spanning-tree [mst instance-id] port-priority priority 

no spanning-tree [mst instance-id] port-priority 

ȍ Ȏ 

Instance-id ̔Instance ̆ ѝ 0̇64 

priority 
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instance-id ̔Instance ̆ ѝ 0
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16.1.12 spanning-tree tx-hold-count 

STP ὤ TxHoldCount ̆ BPDU э Ȃᴳ

ԇ no ḣȂ 

spanning-tree tx-hold-count tx-hold-count 

no spanning-tree tx-hold-count 
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ȍ Ὧ ԇȎ 

show spanning-tree interface ̔ STP Ȃ 

16.1.14 spanning-tree portfast 

э Portfast ὯȂ Ԉ ԇ disabled Ὧ

Portfast ὯȂ 

spanning-tree portfast [disabled] 

ȍ Ȏ 

disabled Ὧ Portfast ὯȂ 

ȍ Ȏ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree portfast 

ȍ Ὧ ԇȎ 

show spanning-tree interface ̔ STP ᶕ Ȃ 

16.1.15 spanning-tree portfast bpduguard default 

ὤ BPDU guardȂ Ԉ ԇ no ὤ Ὧ BPDU 
guardȂ 

spanning-tree portfast bpduguard default 

no spanning-tree portfast bpduguard default 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ BPDU Guard.  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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BPDU guard̆ Э ⁮ BPDU ‡ֶ̆ ὡ error-disabled 
Ȃᴳ show spanning-tree ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree portfast bpduguard 
default 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP ὤ Ȃ 

16.1.16 spanning-tree portfast bpdufilter default 

ὤ BPDU filterȂ Ԉ ԇ no ὤ Ὧ BPDU 
filterȂ 

spanning-tree portfast bpdufilter default 

no spanning-tree portfast bpdufilter default 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ BPDU filter 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

BPDU Filter ̆ ֶ а ҂а BPDUȂᴳ show 
spanning-tree ԇ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree portfast bpdufilter 
default 

ȍ Ὧ ԇȎ 

show spanning-tree interface STP ὤ Ȃ 

16.1.17 spanning-tree portfast default 

ὤ Portfast ὯȂᴳ ԇ no ὤ Ὧ

Portfast ὯȂ 

spanning-tree portfast default 
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no spanning-tree portfast default 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ Portfast ὯȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree portfast default 

ȍ Ὧ ԇȎ 
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ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ tc- guard ὯȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# spanning-tree tc-protection tc-guard 

16.1.20 spanning-tree tc-guard 

tc- guard ὯȂᴳ ԇ no Ὧ tc- guard ὯȂ

tc-guard ╖ ̆ tc Ȃ 

spanning-tree tc-guard 

no spanning-tree tc-guard 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ tc- guard ὯȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# spanning-tree tc-guard 

16.1.21 spanning-tree guard root 

root guard Ȃᴳ ԇ no Ὧ root guard Ȃ

root guard ╖ ̆   ₥

ᴁ  Ȃע

spanning-tree guard root 

no spanning-tree guard root 

ȍ Ȏ 

ԇ Ȃ 
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Ὧ loop guard ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# spanning-tree guard loop 

16.1.24 spanning-tree guard none 

ЭὯ guard ȂG ԇ no Э guard ╖ Ȃ 

spanning-tree guard none 

no spanning-tree guard none 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

Ὧ guard ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie(config-if)# spanning-tree guard none 

16.1.25 spanning-tree autoedge 

э Autoedge ὯȂ Ԉ ԇ disabled Ὧ

Autoedge ὯȂ 

spanning-tree autoedge [disabled] 

ȍ Ȏ 

disabled Ὧ Autoedge ὯȂ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 
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Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# spanning-tree autoedge disabled 

ȍ Ὧ ԇȎ 

show spanning-tree interface ̔ STP ᶕ Ȃ 

16.1.26 bpdu src-mac-check 

э bpdu TJ
3[m8 
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MSTP ԇ 

16-19 

 

ȍѡᴿȎ 

Ruijie(config-if)#logging event status 

ȍ Ὧ ԇȎ 

                 

 

16.2 显示相关命令 

16.2.1 show spanning-tree 

Ὧ ὤ ᶕ Ȃ 

show spanning-tree [summary | forward-time | hello-time | max-age 
| inconsistentports| tx-hold-count | pathcost method | max_hops] 

ȍ Ȏ 

summary ̔ MSTP instance ᶕ ὲ ᶕ Ȃ 

Inconsistentports ̔ ᶑ ᶑ block Ȃ 

forward-time ̔ BridgeForwardDelayȂ 

hello-time ̔ BridgeHelloTimeȂ 

max-age ̔ BridgeMaxAgeȂ 

max-hops ̔ instance Ȃ 

tx-hold-count ̔ TxHoldCountȂ 

pathcost method ̔ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ruijie# show spanning-tree hello-time 

ȍ Ὧ ԇȎ 

spanningtree pathcost method ̔  

spanning-tree forward-time ̔ BridgeForwardDelayȂ 

spanning-tree hello-time ̔ BridgeHelloTimeȂ 

spanning-tree max-age ̔ BridgeMaxAgeȂ 

spanning-tree max-hops ̔ instance  

spanning-tree tx-hold-count ̔ TxHoldCountȂ 



MSTP ԇ 

16-20 

16.2.2 show spanning-tree interface 

STP Ȃꜛ Ȃ 

show spanning-tree interface interface-id [{bpdufilter | portfast |   �Ö0Ã  

(Š�ÕB�Î  

̔
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. 

ȍѡᴿȎ 

Ruijie# show spanning-tree mst configuration 

ȍ Ὧ ԇȎ 

spanning-tree mst configuration ̔ ὡ MST region  

spanning-tree mst cost ̔ instance  

spanning-tree mst max-hops ̔ instance  

spanning-tree mst priority ̔ instance ִἼ  

spanning-tree mst port-priority ̔ instance ִἼ  
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‮ ̆ а ̆‡‮ эֶ Ȃ 

ᴳ show monitor ԇ Ԉ SPAN ֶ ᴐ Ȃ 

ȍѡᴿȎ 

Ю эᴿ ҩ ᴉ… Уэ SPAN ֶ ֶ̔ 1. Ἴ

ֶ ̆ Ἴ ₥ֶ 1 ̆ 1
⁮ 8 

Ruijie(config)# no monitor session 1 
Ruijie(config)# monitor session 1 source interface 
gigabitEthernet 1/1 both 
Ruijie(config)# monitor session 1 destination interface 
gigabitEthernet 1/8 

 

~ 注意： 

S3760 ‟Ӈ Ө Уэֶ Ȃ 
 

ȍ Ὧ ԇȎ 

ԇ  

show monitor ₥ SPAN Ȃ 

17.2 show monitor 

₥ SPAN Ȃ 

show monitor [session session_number] 

ȍ Ȏ 

SPAN ֶ  

ȍ Ȏ 

session session_number ̔SPAN ֶ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю эᴿ ҩ ᴉ show monitor ԇ SPANֶ 1
₥  
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Ruijie# show monitor session 1 
sess-num: 1 

src-intf: 
GigabitEthernet 3/1 frame-type Both 

dest-intf: 
GigabitEthernet 3/8 

ȍ Ὧ ԇȎ 

ԇ  

monitor session 
… Уэ SPAN ֶ ̂ ̃

̂ ̃Ȃ 
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18 配置 RSPAN 命令 

18.1 配置相关命令 

18.1.1 monitor session 

ᴳ ԇ RSPAN ֶ Ȃ 

ẹ ̔ 

monitor session session_num {remote-destination | remote-source} 
ẹ̔ 

monitor session session-num destination remote vlan vlan-id  
[reflector-port] interface interface-name [
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ȍ Ὧ ԇȎ 

ԇ  

show monitor ẹֶ ᶕ Ȃ 

ȍ Ȏ 

18.1.2 remote-span 

ᴳ ԇ RSPAN VLAN 

[no] remote-span 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

Vlan  

ȍᴳ Ȏ 

⁮ ̆ ὡ end ԇ̆ ὡ Ctrl+C Ȃ 

⁮ὤ ̆ ὡ exit ԇ 

ȍѡᴿȎ 

Ruijie(config)# vlan 5 
Ruijie(config)# remote-span 

ȍ Ὧ ԇȎ 

ԇ  
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19 配置 IP 地址命令 

19.1 接口地址配置命令 

ꜛ ԈЮ ԇ̔ 

 ip address 

 ip unnumbered 

19.1.1 ip address 

ԇ IP ̆ Ԉ no ‮ IP Ȃ

ԇ Ю̔ 

ip address ip-address network-mask [ secondary ] 

no ip address ip-address network-mask [ secondary ] 

ȍ Ȏ 

  

I PIP
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‚‍̆ ‚‍ Уэ ў ‍ УҾ ᴁ҂ᴐ

ѝ ‍̆ ў ̆ ╗ ̆ ѝ

Ȃ 

RGOS ֒ Ԉ Уэ э IP ὲ̆ѐУэѝў IP ̆

ὲᴍὤ ѝ IP Ȃ IP Э ⁸̆ Ԉ

ת̆ ҩў IP IP Ȃ IP Ԉб

ў IP ұ Уэ а Ȃ ѐֶ̆ ᴳ ⁮ IP
̆ ԈЮ ᾳЮ IP ̔ 

 Уэ ў Ȃ У Уэ C
̆ ‍ 254 ў Ȃת ў 254 ̆Уэ C
а ‍ ̆ ‍ Уэ C Ȃ

чэ ̆ Ԉ э IP Ȃ 

 ұ ү ̆ ‚‍Ȃ IP
ᴳ Ԉᴳ ⁮ ұ IP Ȃ ұ э

̆ Уэ IP Ȃ 

 Уэ чэ Уэ ᴔ̆ Ԉ… Уэ

̆ IP ̆ ȂУэ

а чэ чэԈЭ   Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ҩ ў IP ѝ 10.10.10.1 ̆ ѝ

255.255.255.0Ȃ 

ip address 10.10.10.1 255.255.255.0 

ȍ Ὧ ԇȎ 

ԇ  

show interface ᶕ  

ȍ Ȏ 

ү Э̆ Ь IP ̆ за ү ̆

secondary  

19.1.2 ip unnumbered 

ԇ Ўэ ѝ ̆

Эἵ IP ̆ Ԉ IP ꜛȂ Ԉ no
Ȃ 

ip unnumbered interface-type interface-number 

no ip unnumbered interface-type interface-number 

ȍ Ȏ 
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interface-type Ὧ  

interface-number Ὧ  

ȍ ᾳȎ 

ᾳЮ̆ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╟ IP ת̆ а‍ IP ̆

Ὧ Уэέ IP Ȃ ӊ IP ꜛ̆

ꜛ IP ѝὯ IP Ȃ ҂ Ὧ

IP ᾱ̆ Ȃ ̆

ԈЮ ⁸̔ 

 Ԉ а Ȃ 

 ѕ SLIPȁHDLCȁPPPȁLAPBȁFrame-relay ̆ Ԉ

Ȃת ѐ ̆ ⁮ ἵ

ȂX.25 аἵ Ȃ 

 а ping ԇ ᴐ ̆ ѝ

IP Ȃת SNMP Ԉ ⁮ Ȃ 

 а ╟Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ ѝ ̆Ὧ ѝ FastEthernet 0/1Ȃ
Ὧ IP Ȃ 

ip unnumbered fastEthernet 0/1 

ȍ Ὧ ԇȎ 

ԇ  

show interface ᶕ  

ȍ Ȏ 

ԇ ү Эа Ȃ 

19.2 地址解析协议配置命令 

ԇꜛ ̔ 
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 arp 

 arp retry interval 

 arp retry times 

 arp trusted NUM 

 arp trusted aging 

 arp unresolve 

 arp gratuitous-send interval 

 arp timeout 

 ip proxy-arp 

 service trustedarp 

19.2.1 arp 

ᴳ ԇ̆ Ԉ ARP ᾰ ѐ ╗ Ѩ IP MAC
Ȃ ԇ no Ԉ‮ MAC Ȃ 

arp ip-address MAC-address type [ alias ] 

no arp ip-address MAC-address type [ alias ] 

ȍ Ȏ 

  

ip-address 
б MAC IP ‍̆ѝ ︠ ⁸

ḣ̆ Ѯ Ȃ 

MAC-address ̆48 э ᴁ  

type ARP Ȃ ұԈ ̆Ὧ ѝ arpaȂ

alias 
̂ ̃ Ѭҩ ̆RGOS IP
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ұ ў ╟ ARP ̆ Ԉ а ARP
Ȃ‾ clear arp-cache ԇ Ԉ‮ ╟ ҃⁮ ARP Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ѝԈ Э ў ҩ ARP Ȃ 

arp 1.1.1.1 4e54.3800.0002 arpa 

ȍ Ὧ ԇȎ 

ԇ  

clear arp-cache ARP ᾰ  

19.2.2 arp retry interval 

ᴳ ԇ̆ Ԉ arp ̆ Уэ IP
̆ 2 ARP Ȃᴳ ԇ no Ԉ

ּ 1 ARP Ȃ 

arp retry interval seconds 

no arp retry interval  

ȍ Ȏ 

  

seconds 
<1-3600>,ARP ּ Ԉ ѝ 1
ĺĺ3600 ̆ ḣѝ 1  

ȍ ᾳȎ 

ARP ּ ѝ 1 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ARP ̆ ὲ ̆

Ԉ ARP ּ У ̆У а ╟ ARP
ע Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ ARP ּ ѝ 30s 

arp retry interval 30 

ȍ Ὧ ԇȎ 
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ԇ  
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ᴳ ԇ̆ Ԉ ᶕ֗ ARP э Ȃ ԇ no
ḣȂ 

arp trusted number 

no arp trusted 

ȍ Ȏ 

  

number 
Ԉ ᶕ֗ARP э , ḣ

<10-4096>Ȃ 

ȍ ᾳȎ 

а ӊ ḣа Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ ̆ Ἴ ᶕ֗ ARP ╖ Ȃ ᶕ֗ ARP ὲ

Ὥӎᾃ ̆ ᶕ֗ ̆ ╟ ARP
а ȂУ ̆а Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ Ԉ 1000 э ᶕ֗ ARPȂ 

arp trusted 1000 

ȍ Ὧ ԇȎ 

ԇ  

service trustedarp ᶕ֗ ARP ╖  

 

19.2.5 arp trusted aging 

ᴳ ԇ̆ Ԉ ᶕ֗ ARP Ȃע ԇ no
ḣȂ 

arp trusted aging 

no arp trusted aging 

ȍ Ȏ 

 

ȍ ᾳȎ 
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GSN ᶕ ARP а  Ȃע

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ ᶕ ARP ̆ע ע ╟ ARP ע Ȃ

ע Ԉ Ю arp timeout ԇ Ȃ 

ȍѡᴿȎ 

Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

service trustedarp ᶕ֗ ARP ╖  
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ȍ Ὧ ԇȎ 

 

19.2.7 arp gratuitous-send interval 

ᴳ ԇ̆ Ԉ ὁ arp Ȃ ԇ no 
Ὧ Э ╖  

arp gratuitous-send interval seconds 

no arp gratuitous-send  

ȍ Ȏ 

  

seconds 
ὁ ARP ̆ ᴁ ̆ ḣ

<1-3600>Ȃ 

ȍ ᾳȎ 

ὁ ARP ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ṁѝЮ Ὧ ̆ Ю ѐ ᾐἹ Ὧ

ѝ̆‡ Ԉ ὁ ARP ̆Ὠ

ὯȂ 

ȍѡᴿȎ 

ԈЮ ̆ SVI 1 У ὁ ARP Ȃ 

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# arp gratuitous-send interval 1 

ԈЮ ̆ṃ SVI 1 ὁ ARP  

Ruijie(config)# interface vlan 1 

Ruijie(config-if)# no arp gratuitous-send 

ȍ Ὧ ԇȎ 

 

19.2.8 arp timeout 
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ARP ᾰּשѐG!5B  
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10.2(3)Ѯ ̆ Ὧ Ԇ ARPȂ 

ȍ ԇ Ȏ 

 

ȍᴳ  

ARP

IP

ARP
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3) ⁮ tc ̆  

ȍѡᴿȎ 

ԈЮ ̆ ὤ Ю̆ service trustedarp ╖ Ȃ 

config 
service trustedarp 

ȍ Ȏ 

ԇ ү Ԉ s32 Эа Ȃ 

19.3 广播报文处理配置命令 

б Ὧ ԇꜛ ̔ 

 ip broadcast-addresss 

 ip directed-broadcast 

19.3.1 ip broadcast-addresss 

ѬУэ ̆ ԇ ip broadcast-addresssȂ
ԇ no Ԉ Ȃ 

ip broadcast-addresss ip-address 

no ip broadcast-addresss ip-address 

ȍ Ȏ 

  

ip-address IP  

ȍ ᾳȎ 

IP ѝ 255.255.255.255Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

₥ IP У ѝὤľ1Ŀ̆ ѝ 255.255.255.255Ȃ
RGOS ֒ Ԉ Ѭӊ ὲ IP ̆ з Ԉ

ὤľ1ĿԈ Ѭ ꜛȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ӊ IP ѝ 0.0.0.0Ȃ 
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ip broadcast-address  0.0.0.0 

ȍ Ȏ 

ԇ ү Эа Ȃ 

19.3.2 ip directed-broadcast 

IP ⁮ ̆ ԇ ip directed-broadcastȂ ԇ no ⁮ Ȃ 

ip directed-broadcast [ access-list-number ] 

no ip directed-broadcast  

ȍ Ȏ 

  

access-list-number ̂ ̃ ‟ ̆ ӱ1-199̆1300 - 2699Ȃ Ѭҩ ‟ ̆ IPרּ Ȃ 

ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

IP ѝ э IP IP ̆ ѝ172.16.16.255 ѝ Ȃת ӊ а Ȃ 

б ⁮ IP ̆ У Ȃ ⁮ ̆ ѝ ̂УIP ѝὤľ1Ŀ ̃̆ Ԉ Э ў Ȃ 

ᴔ Ԉ Э̆ ╟ ⁮ ╖ ̆ Ԉ ⁮ ҩȂԇ ⁮ я  

Э ᴔ̆ Ԉ Ѭ ‟ ⁸ Ҿ Ȃ Ѭҩ ‟ ̆‟ ѐ Ѭ ꜛ ⁮ Ȃ 

Э ҩ no ip directed-broadcast ̆RGOS х ⁮ Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆ FastEthernet 0/1 ҩ Ȃ 

interface fastEthernet 0/1 

ip directed-broadcast 

ȍ Ȏ 

ԇ ү Эа Ȃ 

19.4 IP 地址监视和维护命令 

б IP Ὧ ԇꜛ ̔ 

 clear arp-cache 

 show arp  

 show arp counter 

 show arp timeout 

 clear ip route 

 show ip arp 

 show ip interface 

 show ip redirects 

19.4.1 clear arp-cache 

ӱ ARP ᾰ ѐ‮ ╟ ARP ̆Ԉ IP ᾰ ̆

ὤ ԇ clear arp-cacheȂ 

clear arp-cache [A.B.C.D ] | interface interface-name] 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ ԇ⁹ ARP Ȃ 

 

~ 注意： 

RNFP(Ruijie Network Foundation Protection, ᶑ )
Э̆ э mac ( IP) Уэ ARP ̆ ч

clear arp 1s ᾃ̆ ֶ үэ

ARP аҩ ᾳȂ 
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ȍѡᴿȎ 

ԈЮᴿ ̆‮ ARP ╟ ᾰ Ȃ 

clear arp-cache 

ԈЮᴿ ̆‮ ╟ ARP 1.1.1.1 

clear arp-cache 1.1.1.1 

ԈЮᴿ ̆‮ SVI1 Ю ╟ ARP  

clear arp-cache interface Vlan 1 
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Internet  192.168.195.68   0         0013.20a5.7a5f  
arpa   VLAN 1           

Internet  192.168.195.67   0         001a.a0b5.378d  
arpa   VLAN 1           

Internet  192.168.195.65   0         0018.8b7b.713e  
arpa   VLAN 1           

Internet  192.168.195.64   0         0018.8b7b.9106  
arpa   VLAN 1           

Internet  192.168.195.63   0         001a.a0b5.3990  
arpa   VLAN 1           

Internet  192.168.195.62   0         001a.a0b5.0b25  
arpa   VLAN 1           

Internet  192.168.195.5    --        00d0.f822.33b1  
arpa   VLAN 1           

ARP ᾰ ѐ Ѭ Ю̔ 

  

Protocol ̆ ѝ InternetȂ 

Address б ֒ IP Ȃ 

Age (min) 
ARP ᾰ ̆Ԉ‍ Ȃ

̆ ḣ “-” Ȃ 

Hardware  б IP ֒ Ȃ 

Type ֒ ̆Ԉ ѝ ARPAȂ 

Interface б IP Ὧ Ȃ 

ԈЮ show arp 192.168.195.68    

Ruijie# show arp 192.168.195.68 
Protocol  Address    Age(min)  Hardware        Type   
Interface 

Internet  192.168.195.68   1   0013.20a5.7a5f  arpa   
VLAN 1 

ԈЮ show arp 192.168.195.0 255.255.255.0    

Ruijie# show arp 192.168.195.0 255.255.255.0  
Protocol  Address    Age(min)  Hardware   Type   

Interface 
Internet  192.168.195.64   0   0018.8b7b.9106  arpa   

VLAN 1 
Internet  192.168.195.2    1   00d0.f8ff.f00e  arpa   

VLAN 1 
Internet  192.168.195.5    --   00d0.f822.33b1  arpa   

VLAN 1 
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Internet  192.168.195.1    0   00d0.f8a6.5af7  arpa   
VLAN 1 

Internet  192.168.195.51   1   0018.8b82.8691  arpa   
VLAN 1 

ԈЮ show arp 001a.a0b5.378d    

Ruijie# show arp 001a.a0b5.378d 
Protocol  Address  Age(min)  Hardware  Type   
Interface 

Internet  192.168.195.67   4   001a.a0b5.378d  arpa   
VLAN 1 

ȍ Ȏ 

ԇ ү Эа Ȃ 

19.4.3 show arp counter 

ARP ѐὭ э arp  

show arp counter 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ԈЮѝ show arp counter   ̔ 

Ruijie# show arp counter  
The Arp Entry counter:0 
The Unresolve Arp Entry:0 

ARP ᾰ ѐ Ѭ Ю̔ 

ȍ Ȏ 

ԇ ү Эа Ȃ 

19.4.4 show arp detail 

ARP ᶕ Ȃ Ԉ ע Ю ԇ ̔ 

show arp detail 

show arp detail interface-type interface-number 
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show arp detail [vrf vrfname] [ip [mask] | mac-address | static | 
complete | incomplete] 

show arp detail trusted [ip [mask]] 

   
 

 interface-type interface-number Ь ү ARP 

  vrf vrfname  

  ip ip ̆ ip ARP  

  ip mask ip mask ꜛ ARP  

  mac-address mac ARP  

  static arp  

  complete ╟ arp  

  incomplete ╟ arp  

  trusted ᶕ֗ ARP 

 

   

 

ԇ    

 

ᴳ   
ARP ᶕ ̆ ARP ̂╟ ȁ ȁ ȁ ᶕ֗̃ȁ

ү ̆ Ԉᴳ ԇȂ 

 

ѡᴿ  

ԈЮѝ show arp detail   ̔ 

Ruijie# show arp detail  

IP Address       MAC Address       Type       Age(min)   Interface  Port   

20.1.1.1         000f.e200.0001    Static     --    --         --      

20.1.1.1         000f.e200.0001    Static     --    Vl3        --      

20.1.1.1         000f.e200.0001    Static     --    Vl3        Gi2/0/1 

193.1.1.70       00e0.fe50.6503    Dynamic    1     Vl3        Gi2/0/1 

192.168.0.1      0012.a990.2241    Dynamic    10    Gi2/0/3    Gi2/0/3 

192.168.0.1      0012.a990.2241    Dynamic    20    Ag1        Ag1     

192.168.0.1      0012.a990.2241    Dynamic    30    Vl2        Ag2     

192.168.0.39     0012.a990.2241    Local      --    Vl3        --      

192.168.0.39     0012.a990.2241    Local      --    Gi2/0/3    --      

192.168.0.1      0012.a990.2241    Local      --    Vl3        --      



IP ԇ 
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̂ARP̃ ᾰ ̆ ѐ ԇȂ 

show ip arp  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

ԈЮѝ show ip arp   ̔ 

Ruijie# show ip arp  
Protocol Address       Age(min)Hardware        Type  

Interface 
Internet 192.168.7.233  23     0007.e9d9.0488  ARPA 

FastEthernet 0/0 
Internet 192.168.7.112  10     0050.eb08.6617  ARPA 

FastEthernet 0/0 
Internet 192.168.7.79   12     00d0.f808.3d5c  ARPA 

FastEthernet 0/0 
Internet 192.168.7.1    50     00d0.f84e.1c7f  ARPA 

FastEthernet 0/0 
Internet 192.168.7.215  36     00d0.f80d.1090  ARPA 

FastEthernet 0/0 
Internet 192.168.7.127  0      0060.97bd.ebee  ARPA 

FastEthernet 0/0 
Internet 192.168.7.195  57     0060.97bd.ef2d  ARPA 

FastEthernet 0/0 
Internet 192.168.7.183  --     00d0.f8fb.108b  ARPA 

FastEthernet 0/0 

ARP ᾰ ѐ Ѭ Ю̔ 

  

Protocol ̆ ѝ InternetȂ 

Address б ֒ IP Ȃ 

Age (min) 
ARP ᾰ ̆Ԉ‍ Ȃ

̆ ḣ “-” Ȃ 

Hardware  б IP ֒ Ȃ 

Type ֒ ̆Ԉ ѝ ARPAȂ 

Interface б IP Ὧ Ȃ 
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ȍ Ȏ 

ԇ ү Эа Ȃ 

19.4.8 show ip interface 

ԇ Ԉ IP ᶕ Ȃ ԇ Ю̔ 

show ip interface [ interface-type interface-number ] 

ȍ Ȏ 

  

Interface-type  

Interface-number  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ ұ ̆RGOS ֶ ѐ… У Ȃ

RGOS ֒ Ԉ ꜛȂ ӱ

ѝа ̆RGOS ֒ ֶӱ ѐ‮

Ȃ 

ұ ̆ ἵ ᶕ ̆ ֶ

ľUPĿ̕ Ө ұ ̆ ֶ ľUPĿȂ 

а ̆ аУ ̆ ѝ Ҿᾃ ҾḆ

Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip interface   Ȃ 

Ruijie# show ip interface FastEthernet 0/1 
IP interface state is: UP 

IP interface type is: BROADCAST 
IP interface metric is: 0 

IP interface MTU is: 1500 
IP address is: 

192.168.5.133/24 (primary) 
IP address negotiate is: OFF 

Forward direct-boardcast is: ON 
ICMP mask reply is: ON 

Send ICMP redirect is: ON 
Send ICMP unreachabled is: ON 
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DHCP relay is: OFF 
Fast switch is: ON 

Route horizontal-split is: ON 
Help address is: 0.0.0.0 

Proxy ARP is: ON 
Outgoing access list is not set. 

Inbound access list is not set. 

Ю̔ 





IP ╘ ԇ 
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ȍ Ȏ 

ԇ ү Э Ȃ 

20.1.2 ip mask-reply 

RGOS ֒ ICMP ṁ  ̆ ICMP
̆ ԇ ip mask-replyȂ ԇ no Ὧ ICMP

Ȃ 

ip mask-reply 

no ip mask-reply 

ȍ ᾳȎ 

Ὧ ICMP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ҵ Э э ̆ѝҩ ᶕ ̆

 Ԉ ICMP ̆ ⁮ ICMP
ֶ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ FastEthernet 0/1 ֶ ICMP
Ȃ 

interface fastEthernet 0/1 

ip mask-reply 

ȍ Ȏ 

ԇ ү Эа Ȃ 

20.1.3 ip mtu 

IP ꜛ ּ ἷ̂MTŨ̆ ԇ ip mtuȂ ԇ

no Ԉ Ȃ 

ip mtu bytes 

no ip mtu 

ȍ Ȏ 
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а ִ ̆ ᴳ ӱУэ ⁮ ꜛ̆ ӱ

  Ȃ ꜛӱ   ̆ ֶ

Уэ ICMP ̆ ⁮ Ὧѝ

У Э У Ȃ ֶ ꜛ ᴧ

Ȃ 

RGOS ֒ ICMP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆FastEthernet 0/1 Ὧ ҩ ICMP Ȃ 

interface fastEthernet 0/1 

no ip redirects 

ȍ Ȏ 

ԇ ү Эа Ȃ 

20.1.5 ip source-route 

ἵ RGOS ֒ ᶕ IP ̆ ὤ ԇ ip 
source-routeȂ ԇ no Ὧ ᶕ ╖ Ȃ 

ip source-route 

no ip source-route 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS IP Ȃ ⁮ IP ꜛ ֶ̆ IP ш

ȁ ȁ ̆ Ҿ RFC 791
ѐ Ȃ ⁮ ꜛ ҩὲѐУэ ̆ ֶ

╟ᴐ̕ ⁮ ̆ ֶ Уэ ICMP
̆ х ꜛȂ 

RGOS ֒ ᾳЮ IP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ IP Ȃ 

no ip source-route 

ȍ Ȏ 

ԇ ү Эа Ȃ 
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20.1.6 ip unreachables 

RGOS ֒ ӊ ICMP а ̆ ԇ ip 
unreachablesȂ ԇ RGOS
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21 配置 DHCP 命令 

21.1 DHCP 配置相关命令 

21.1.1 bootfile 

Ѭ DHCP ╟ ẹ ֒ ̆ DHCP ԇ

bootfileȂ ԇ no Ԉ ѬȂ 

bootfile file-name 

no bootfile 

ȍ Ȏ 

 

  

file-name Ѭ ұ ╟ ֒ Ȃ 

ȍ ᾳȎ 

Ѭ ╟ ֒ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ҿ DHCP ╟ ѐ Ю ᴐ ȁ ֒ D̆HCP
╘ ᵏ ╟ ẹ ֒ ̆DHCP Ԉ

╘ ̂ TFTP̃Ю ֒Ȃὲ ╘ next-server ԇ

ѬȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ router.conf ᴐѝ ╟ ֒ Ȃ 

bootfile router.conf 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 
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next-server 
DHCP ╟ ЮУэ ╘

IP Ȃ 

21.1.2 client-identifier 

ѬDHCP У ̂Ԉ ︠Ὡ ⁸ ̃̆ DHCP
ԇ client-identifierȂ ԇ no Ԉ‮

Ȃ 

client-identifier unique-identifier 

no client-identifier 

ȍ Ȏ 
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ȍ Ὧ ԇȎ 

ԇ  

hardware-address Ѭ DHCP ֒ Ȃ 

host 
Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

21.1.3 client-name 

Ѭ DHCP ̆ DHCP ԇ client-nameȂ
ԇ no ‮ DHCP Ȃ 

client-name client-name 

no client-name 

ȍ Ȏ 

  

client-name 
Ѭ DHCP Ȃ Ԉ ֗ᴉ ῆ ASCII

Ȃ а ꜛ ̆ Ѭ river ѝ

DHCP ̆а Ѭѝ river.i-net.com.cnȂ

ȍ ᾳȎ 

Ѭ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP Ѭ ̆ Ԉ‾ ԇ Ѭ DHCP
Ȃ а ꜛ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ѬҩУэ ѕ river ᴐѝ Ȃ 

client-name river 

ȍ Ὧ ԇȎ 

ԇ  

host 
Ѭ IP Ȃ ұ

DHCP Ȃ 



DHCP ԇ 

21-4 

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

21.1.4 default-router 

Ѭ DHCP Ὧ̆ DHCP ԇ

default-routerȂ ԇ no Ԉ‮ Ὧ ѬȂ 

default-router ip-address [ ip-address2…ip-address8 ]  

no default-router 

ȍ Ȏ 

  

ip-address Ѭ IP Ȃ УэȂ

ip-address2…ip-address8 ̂ ̃ Ԉ 8 э ὯȂ 

ȍ ᾳȎ 

Ѭ ὯȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

У ᾳЮ̆DHCP ӱ DHCP ╘ Ὧᶕ Ȃ

DHCP ╘ ѝ Уэ Ὧ IP ̆ б‍

Уэ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ 192.168.12.1 ᴐѝ ὯȂ 

default-router 192.168.12.1 

ȍ Ὧ ԇȎ 
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dns-server { ip-address [ ip-address2…ip-address8 ] |  
use-dhcp-client interface-type interface-number } 

no dns-server  

ȍ Ȏ 

  

ip-address 
Ѭ DNS ╘ IP Ȃ

УэȂ 

ip-address2…ip-address8 
̂ ̃ Ԉ 8 э DNS ╘

Ȃ 

use-dhcp-client 
interface-type 
interface-number 

RGOS ֒ DHCP
⁮ DNS ╘ ᴐ̆ѝ DHCP

DNS ╘ Ȃ 

ȍ ᾳȎ 

Ѭ DNS ╘ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ѭ э DNS ╘ ̆ᾗ ₥ ִἼ ̆DHCP б

₥ DNS ╘ ̆ ֶ ЮУэ DNS ╘ Ȃ 

RGOS ֒ ҂ṁ DHCP ̆ Ԉ DNS
╘ ᶕ ּ̆ DHCP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ѝ DHCP ҩ DNS ╘ 192.168.12.3Ȃ 

dns-server 192.168.12.3 

ȍ Ὧ ԇȎ 

ԇ  

domain-name Ѭ DHCP Ȃ 

ip address dhcp DHCP IP ᶕ Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

21.1.6 domain-name 
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Ѭ DHCP ̆ DHCP ԇ domain-nameȂ
ԇ no Ԉ‮ Ȃ 

domain-name domain-name 

no domain-name 

ȍ Ȏ 

  

domain-name ѬDHCP ѕȂ

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP ҩ ̆ έ ў

̆ ў ԈҩȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP Ѭҩ i-net.com.cnȂ 

domain-name i-net.com.cn  

ȍ Ὧ ԇȎ 

ԇ  

dns-server  Ѭ DHCP DNS ╘  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP
Ȃ 

21.1.7 hardware-address 

Ѭ DHCP ֒ ̆ DHCP ԇ

hardware-addressȂ ԇ no Ԉ‮ ֒ ѬȂ 

hardware-address 
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type 

DHCP ֒ ̆ Ԉ

ѕ ѬȂ ѕ ̔ 
 ethernet  
 ieee802  

̔ 
 1̂10M ethernet̃ 
 6̂IEEE 802̃ 

ȍ ᾳȎ 

֒ Ȃ 

Ѭ ֒ ̆ ѝ ethernetȂ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP Ѭ ̆ Ԉᴳ ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ ѝ ethernet MAC 00d0.f838.bf3dȂ 

hardware-address 00d0.f838.bf3d 

ȍ Ὧ ԇȎ 

ԇ  

client-identifier  
Ѭ DHCP У ̂Ԉ

︠Ὡ ⁸ ̃Ȃ 

host 
Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp pool 
Ѭ DHCP
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ip-address Ѭ DHCP ў IP Ȃ 

netmask Ѭ DHCP ў Ȃ 

ȍ ᾳȎ 

Ѭў IP Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

Ѭ̆DHCP ╘ ‾ IP
ȂA ѝ 255.0.0.0̕B ѝ 255.255.0̕

C ѝ 255.255.255.0Ȃ 

DHCP Ѭ ̆ Ԉᴳ ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ IP ѝ 192.168.12.91̆ ѝ ὁ

255.255.255.240Ȃ 
host 192.168.12.91 255.255.255.240 

ȍ Ὧ ԇȎ 

ԇ  

client-identifier  
Ѭ DHCP У ̂Ԉ

︠Ὡ ⁸ ̃Ȃ 

hardware-address Ѭ DHCP ֒ Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

21.1.9 ip address dhcp 

ᴳ Ԉ PPPȁHDLCȁFR DHCP IP
ᶕ ̆ ԇ ip address dhcpȂ ԇ no Ԉ

Ȃ 

ip address dhcp 
no ip address dhcp 

ȍ ᾳȎ 

а DHCP IP Ȃ 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

RGOS ֒ DHCP ̆ IP ̆ DHCP ╘

ᵏҷэ ᶕ ̔1̃DHCP 1̆ ̕2̃DHCP
3̆ У Э Ὧᶕ ̕3̃DHCP 6̆DNS ╘ ᶕ ̕

4̃DHCP 15̆ў ̕DHCP 44̆WINS ╘ ᶕ Ȃ 

RGOS ֒ ἵ PPPȁFRȁHDLC Э dhcp
̆ э ╘ ̆ ₥ ԏ ╘ ╖  

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᴳ FastEthernet 0 ╟ IP Ȃ 

interface fastEthernet 0 

ip address dhcp 

ȍ Ὧ ԇȎ 

ԇ  

dns-server  Ѭ DHCP DNS ╘

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP
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ὤ  

ȍᴳ Ȏ 

IP D̆HCP ╘ ֶ ‍ DHCP ѐ

IP Ȃ ԇ Ԉѝ ў ᶑ УҾ IP ̆ ὁ Ҿ

‍ DHCP Ȃ Ѭ IP ̆҂ Ԉ῏ DHCP
╘ ‍ ᾰ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ D̆HCP ╘ аֶ ‍ 192.168.12.100~150
ᾃ IP Ȃ 

ip dhcp excluded-address 192.168.12.100 192.168.12.150 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

network̂DHCP̃ Ѭ DHCP Ȃ 

21.1.11 ip dhcp force-send-nak 

DHCP ╘ ⁸ NAK̆ ὤ ѐ ԈЮ ԇȂ

ԇ no ԈὯ ⁸ NAKȂ 

ip dhcp force-send-nak 
no ip dhcp force-send-nak 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ ̆а Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RFC2131 Ӯ ̆ DHCP ╘ ⁮ Request
̆ ֶ ҫ

NAK̆ IP ̆ ὁ а Request
IP ̆ IP Ȃ 
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ת D̆HCP ╘ NAK ₥ DHCP
Ѯᾃ̆҂ Ԉ ⁮ ᶕ Ȃ DHCP

ӱ Уэ ѐ ὡ ̆DHCP ╘ ⁮

ᶕ ӑҫ NAK̆ DHCP а Request
IP ̆ IP Ȃ DHCP

╘ х ̆ ҂ֶ ⁮ נ ᾳȂ

ᾳЮ̆ Ԉ ԇ ⁸ DHCP ╘ а⁮

҂ ҫ NAK ̆ ⁮ IP Ȃ 

̔ ԇ Ḁ̆ У ᾃ̆аἵ DHCP
╘ ̆ ‡ DHCP ֶ ⁮а NAK ̆

ȂȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP ╘ ⁸ NAKȂ 

ip dhcp force-send-nak 

ȍ Ὧ ԇȎ 

                 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

service dhcp DHCP ╘ ѐ Ԇ  

21.1.12 ip dhcp ping packet 

DHCP ╘ ᾰ ̆ping ̆ ὤ

ԇ ip dhcp ping packetȂ ԇ no Ȃ 

ip dhcp ping packet [ number ] 

no ip dhcp ping packet 

ȍ Ȏ 

  

number 
̂ ̃ ӱ 0 ⁮ 10̆0 Ὧ

ping ᴐȂ ping чэꜛȂ

ȍ ᾳȎ 

ping ꜛ ѝ 2Ȃ  
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ȍᴳ Ȏ 

DHCP ╘ ӱ DHCP ѐ ‍ IP ֶ̆ ping ᴐ

ὲ ў ̆ Ю ̆

‍ DHCP ȂPing ᴐ ѝ чэ ꜛ̆ Ԉ

10 эꜛȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ping ᴐ ꜛ ѝ 3 эȂ 

ip dhcp ping packets 3 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp conflict DHCP ᾰ Ȃ 

ip dhcp ping timeout 

DHCP ╘ ping ᴐ

Ȃ ᾃ ping ꜛ

⁮ ̆ ‍ ̕

‡ ᾰ Ȃ 

show ip dhcp conflict
DHCP ╘ ‍ ̆ ⁮

ᾰ Ȃ 

21.1.13 ip dhcp ping timeout 

DHCP ╘ ping ᴐ ᾰ ̆ ̆

ὤ ԇ ip dhcp ping timeoutȂ ԇ no Ԉ

Ȃ 

ip dhcp ping timeout milli-seconds 

no ip dhcp ping timeout 

ȍ Ȏ 

  

milli-seconds 
DHCP ╘ ping ̂Ԉ ̃Ȃ

ḣ ѝ 100 ⁮ 10000Ȃ 

ȍ ᾳȎ 

ѝ 500 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 
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Ѭ Уэ ping ꜛ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ping ꜛ ѝ 600msȂ 
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ԈЮ ᴿ ̆ ѬҩУэ ѝ mypool0 DHCP Ȃ 

ip dhcp pool mypool0 

ȍ Ὧ ԇȎ 

ԇ  

host 
Ѭ IP Ȃ ұ

DHCP Ȃ 

ip dhcp excluded-address  
Ѭ DHCP ╘ а ‍

IP Ȃ 

network̂DHCP̃ 
Ѭ DHCP

Ȃ 

21.1.15 lease 

Ѭ DHCP ╘ ‍ ̆ DHCP
ԇ leaseȂ ԇ no Ȃ 

lease { days [ hours ] [ minutes ] | infinite } 

no lease 

ȍ Ȏ 

  

days Ѭ ̆Ԉ ѝ ᴁȂ 

hours 
̂ ̃ Ѭ Ԉ̆ ѝ ᴁȂ

Ѭ ₥ Ѭ Ȃ 

minutes 
̂ ̃ Ѭ Ԉ̆‍ ѝ ᴁȂ

Ѭ‍ ₥ Ѭ Ȃ 

infinite Ѭ ⁸ Ȃ 

ȍ ᾳȎ 

ѝУ Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

⁮ ̆DHCP ֶ ȂDHCP ╘ У ֶἵ

̆ ᶑ а Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DHCP ѝ 1 Ȃ 
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lease 0 1 

ԈЮ ᴿ ̆ DHCP ѝ 1 ‍ Ȃ 

lease 0 0 1 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

21.1.16 netbios-name-server 

DHCP NETBIOS WINS ╘ ̆ DHCP
ԇ netbios-name-serverȂ ԇ no Ԉ‮ WINS

╘ Ȃ 

netbios-name-server ip-address [ 
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ip address dhcp DHCP IP ᶕ Ȃ 

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

21.1.17 netbios-node-type 

Ѭ DHCP ў NetBIOS ̆ DHCP
ԇ netbios-node-typeȂ ԇ no Ԉ‮ NetBIOS

Ȃ 

netbios-node-type type 

no netbios-node-type 

ȍ Ȏ 

  

type 

Ѭ NetBIOS ̆ ч Ȃ 
Ѭ̆ ӱ 0~FF̆︠Ὡ ⁸ ת̆ ԈЮ

ḣ̔ 
 1̆Ԇ b-node̕ 
 2̆Ԇ p-node̕ 
 4̆Ԇ m-node̕ 
 8̆Ԇ h-nodeȂ 

ѕ Ѭ̔ 
 b-nodĕ ̕ 
 p-nodĕ ̕ 
 m-nodĕ ̕ 
 h-nodĕ Ȃ 

ȍ ᾳȎ 

Ѭ NetBIOS Ȃ 

ȍ ԇ Ȏ 

DHCP  

ȍᴳ Ȏ 

DHCP NetBIOS 1̔̃Broadcast̆
̆ NetBIOS ̕2̃Peer-to-peer̆
̆ WINS ╘ NetBIOS ̕3̃Mixed̆

̆Ἴ ̆ б WINS ╘

̕4̃Hybrid̆ ̆ Ἴ WINS ╘

NetBIOS ̆ ⁮ ̆ NetBIOS
Ȃ 
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‍ ᾳ show ip dhcp binding ԇ ̆ ᾰ

ᾳ show ip dhcp conflict ԇ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩ DHCP ѝ 192.168.12.0̆ ѝ

255.255.255.240Ȃ 

network 192.168.12.0 255.255.255.240  

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp excluded-address  
Ѭ DHCP ╘ а ‍
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next-server 192.168.12.4 

ȍ Ὧ ԇȎ 

ԇ  

bootfile Ѭ DHCP ╟ ẹ ֒  

ip dhcp pool 
Ѭ DHCP ̆ ὡ DHCP

Ȃ 

ip help-address Ѭ Helper  

option  RGOS ֒ DHCP ╘ Ȃ 

21.1.20 option 

DHCP ╘ ̆ DHCP ԇ optionȂ ԇ

no Ԉ‮ option ѬȂ 

option code { ascii string | hex string | ip ip-address } 

no option 

ȍ Ȏ 

� D A ÈDHCP  
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ԈЮ ᴿ ̆ Ԇ 19 ҩ Ѭ̆ ᾱ ҩ DHCP 
IP ꜛ Ȃ0 Ὧ IP ꜛ 1̕ IP ꜛ ȂԈ

Ю ̆ᴳ DHCP IP ꜛ Ȃ 

option 19 hex 1 

ԈЮ ᴿ ̆ Ԇ 33 ҩ Ѭ̆ DHCP ᵏ

ҩ ᶕ ̆DHCP ч ̔1̃
172.16.12.0̆ Ὧ 192.168.12.12̕2̃ 172.16.16.0̆ Ὧ

192.168.12.16Ȃ 

option 33 ip 172.16.12.0 192.168.12.12 172.16.16.0 
192.168.12.16 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp pool 
Ѭ DHCP ̆ ὡ

DHCP Ȃ 

21.1.21 service dhcp 

Э DHCP ╘ ѐ Ԇ ̆ ὤ ԇ service 
dhcpȂ ԇ no ԈὯ DHCP ╘ ѐ Ԇ Ȃ 

service dhcp 
no service dhcp 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ DHCP ╘ ѐ Ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP ╘ Ԉ ╟ ‍ IP ̆ ᵏ DNS ╘ ȁ

Ὧ ᶕ ȂDHCP ѐ Ԉ DHCP ὲ

╘ ̆ DHCP ꜛ DHCP ̆ DHCP
ѐ ᴐ Ȃ 

Ҿӊ Э   DHCP ╖ ὲӹ╖ ᾰ ̆έᴇ

Ὧӊ ̆Ԉ ᶕ Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆ ҩ DHCP ╘ ѐ Ȃ 

service dhcp  

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp server statistics 
DHCP ╘ ᶕ

Ȃ 

21.2 显示与监控命令 

 clear ip dhcp binding 
 clear ip dhcp conflict 
 clear ip dhcp server statistics 
 debug ip dhcp client 
 debug ip dhcp server 
 show dhcp lease 
 show ip dhcp binding 
 show ip dhcp conflict 
 show ip dhcp server statistics 

21.2.1 clear ip dhcp binding 

DHCP ̆ clear ip dhcp binding ԇȂ 

clear ip dhcp binding { * | ip-address } 

ȍ Ȏ 

  

* ‮ DCHP Ȃ 

ip-address ‮ IP Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ DHCP ╟ D̆HCP ‮ Ԉ no ip 
dhcp pool ԇȂ 
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ȍѡᴿȎ 

ԈЮᴿ ̆ ҩ IP ѝ 192.168.12.100 DHCP Ȃ 

clear ip dhcp binding 192.168.12.100 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp binding DHCP ╘ Ȃ 

21.2.2 clear ip dhcp conflict 

DHCP ᾰ ̆ clear ip dhcp conflict ԇȂ 

clear ip dhcp conflict { * | ip-address } 

ȍ Ȏ 

  

* ‮ DCHP ᾰ Ȃ

ip-address ‮ IP ᾰ Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DHCP ╘ ᾰ ping ֶ ̆DHCP ᾰ

̂ARP̃Ȃclear ip dhcp conflict Ԉ‮ ᾰ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ҩ ᾰ Ȃ 

clear ip dhcp conflict * 

ȍ Ὧ ԇȎ 

ԇ  

ip dhcp ping packets 
Ѭ DHCP ╘ ‍ ̆

ᾰ ping ᴐ ꜛэ Ȃ 

show ip dhcp conflict
DHCP ╘ ‍ ̆ ⁮

ᾰ Ȃ 
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21.2.3 clear ip dhcp server statistics 

ᴁ DHCP ╘ ̆ ѐ clear ip dhcp 
server statistics ԇȂ 

clear ip dhcp server statistics 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DHCP ╘ ̆ ҩ DHCP ȁ ╟ ȁ

̆ DHCP ҩ Ȃclear 
ip dhcp server statistics ԇ Ԉ‮ ̆ӱ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ DHCP ╘ Ȃ 

clear ip dhcp server statistics 

ȍ Ὧ ԇȎ 

ԇ  

show ip dhcp server statistics DHCP ╘ Ȃ

21.2.4 debug ip dhcp client 

DHCP Client ̆ debug ip dhcp client
ԇȂ 

debug ip dhcp client 
no debug ip dhcp client 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

ԇ ұ dhcp client ұ ╘ Ӈҵ ѐ ў ᾃ ̆Ԉ

Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ Э dhcp ὯȂ 

debug ip dhcp client 

ȍ Ὧ ԇȎ 

21.2.5 debug ip dhcp server 

DHCP Server ̆ debug ip dhcp server
ԇȂ 

debug ip dhcp server 
no debug ip dhcp server 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ұ dhcp server ұ Ӈҵ ѐ ў ᾃ ̆Ԉ

Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ Э dhcp ╘ ὯȂ 

debug ip dhcp server 

ȍ Ὧ ԇȎ 

21.2.6 show dhcp lease 

DHCP ᶕ ̆ EXEC ԇ show dhcp leaseȂ 

show dhcp lease 

ȍ Ȏ 
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ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ѭ IP ̆ ᾳȂ Ѭҩ IP ̆

IP ᾳȂ 

ȍѡᴿȎ 

ԈЮѝ show dhcp lease Ȃ 

Ruijie# show dhcp lease  
Temp IP addr: 192.168.5.71  for peer on Interface: 

FastEthernet0/0 
Temp  sub net mask: 255.255.255.0 
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Ѭ IP ̆ ᾳȂ Ѭҩ IP ̆

IP ᾳȂ 

ȍѡᴿȎ 

ԈЮѝ show ip dhcp binding Ȃ 

Ruijie# show ip dhcp binding  
IP address    Client-Id/         Lease expiration  Type 

                Hardware address 
192.168.1.2   00d0.f866.4777    IDLE             Manual 

Ѭ ЮȂ 

  

IP address ‍ DHCP IP Ȃ 

Client-Id/ 
Hardware address  

DHCP client identifier ֒

Lease expiration  
⁮ ȂInfinite ⁸̕

IDLE ₥ ̆ ₥

DHCP ў╟ Ȃ 

Type 
ȂAutomatic ╟‍ ̕

Manual ‍ Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp binding DHCP  

21.2.8 show ip dhcp conflict 

DHCP ╘ ᾰ ̆ EXEC ԇ show ip dhcp conflictȂ 

show ip dhcp conflict  

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ DHCP ╘ ⁮ ᾰ ‟ ‟ Ȃ 
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ȍѡᴿȎ 

ԈЮѝ show ip dhcp conflict ԇ   Ȃ 

Ruijie# show ip dhcp conflict 
IP address     Detection Method 

192.168.12.1     Ping 
 

dhcpd excluded ipaddress 
192.168.12.100 

Ѭ ЮȂ 

  

IP address а ‍ DHCP IP Ȃ

Detection Method ᾰ Ȃ 

dhcpd excluded ipaddress Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

clear ip dhcp confict DHCP ᾰ  

21.2.9 show ip dhcp server statistics 

DHCP ╘ ̆ EXEC ԇ show ip dhcp ԇ   Ȃ 
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22 配置 DHCP Relay 命令 

22.1 DHCP Relay 配置命令 

DHCP ꜛ ԈЮ ԇ̔ 

 service dhcp 

 ip helper-address 

22.1.1 service dhcp 

Ӈ Э DHCP ѐ Ԇ ̆ ὤ ԇ service dhcpȂ
ԇ no ԈὯ DHCP Ԇ Ȃ 

service dhcp 

no service dhcp 

ȍ ᾳȎ 

Ὧ DHCP Ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DHCP ѐ Ԉ DHCP ὲ ╘ ̆

DHCP ꜛ DHCP ̆ DHCP ѐ ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩ DHCP ╘ ѐ Ȃ 

service dhcp  

ȍ Ὧ ԇȎ 

ԇ  

ip helper-address [vrf] A.B.C.D ╗Уэ DHCP server

22.1.2 ip helper-address  

ᴳ ԇ Ԉ ╗Уэ DHCP ╘ Ȃ ԇ no ̆‮

Уэ ╘ Ȃ 
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ұ ╘ Ԉὤ ҂̆ Ԉ Ȃ ԇ Ԉ

ὤ Ю ҂̆ Ԉ Ю ‍̆⁞ ╗ Ю DHCP
╘ ᶕ Ȃ 

ȍ ᾳȎ 

֗ᴉ ╘ ᶕ Ȃ 

ȍ ԇ Ȏ 

ὤ /  

ȍᴳ Ȏ 

э Ԉ э dhcp ╘ ̆ э Уэ DHCP
ֶ ⁮ э ╘ Ȃ Ԉӱ э ѐ Уэ Ȃ 

vrf Ḁ̆ ұὤ ұḆ а ̕

ұὤ а vrf ̆ ₥ ╘ а ұ֗ᴉ

vrf ╘ ̕ ұ а vrf ̆ ₥ ╘

ұ У vrf̕ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ чэ ╘ ̆‍⁞ У vrf ᾃ ╘ ѝ

61.154.26.49̆Ԉ ұ vrf ᴿ ѝ local ╘ ѝ 192.168.197.1Ȃ 

ip helper-address 61.154.26.49 
ip helper-address vrf local 192.168.197.1 

ȍ Ὧ ԇȎ 

ԇ  

service dhcp DHCP ѐ Ԇ  

22.1.3 ip dhcp relay information option dot1x  

ᴳ ԇ dhcp option dot1x ╖ ̆ᴳ ԇ no Ὧ

dhcp option dot1x ╖ Ȃ 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ Ἴ DHCP relay̆ 802.1x Ὧ

Ȃ 
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Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ̆Ӈ DHCP REQUEST ֶ

server-id option serverȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ӈ Ӈ Ȃ 

Ip dhcp relay check server-id  

ȍ Ὧ ԇȎ 

ԇ  

Service dhcp DHCP ѐ Ԇ  
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service dhcp DHCP ѐ Ԇ  
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no ip name-server [ip-address] 

ȍ Ȏ 

  

ip-address ╘ IP  

ȍ Ȏ 

╘  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╗ DNS Server IP Ȃ ԇ̆ ֶ ╗Уэ DNS 
ServerȂ ӱ Уэ Server ⁮ ̆ ֶ ΰэ

Server DNS ̆ ⁮ ⁮ ѝ Ȃ 

6 э ╘ Ȃ‮ DNS Server ̆ ҩ ip-address
̆‡ ‮ ╘ ̆ ‡‮ DNS ╘ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# ip name-server 192.168.5.134 

ȍ Ὧ ԇȎ 

ԇ  

show hosts DNS Ὧ ᶕ Ȃ 

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 

23.1.3 ip host 

ԇ ў IP ȂG ԇ no ‮ ў

‟ Ȃ 

ip host host-name ip-address 

no ip host host-name ip-address 

ȍ Ȏ 

  

host-name 



DNS ԇ 

23-3 

ip-address IP  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

‮ ў ‟ ̆ Ԉ no ip host host-name ip-address ԇ

‮  

ȍѡᴿȎ 

Ruijie(config)# ip host switch 192.168.5.243 

ȍ Ὧ ԇȎ 

ԇ  

show hosts DNS Ὧ ᶕ Ȃ 

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 

23.1.4 clear host 

╟ ў ᾰ ̆ Ԉ ѐ ԇȂ 

clear host [host-name] 

ȍ Ȏ 

  

host-name 
Ԉ‮ э ╟ ў ᾰȂ“*”Ԇ

ὤ ╟ ў ᾰȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ў ᾰ ѐ ̆ чэ 1̔̃ ip host 2̃̕
DNS ╟ ҃Ȃ ԇֶ̆‮ ₥ DNS ╟ ҃⁮

ў Ȃ 

ȍѡᴿȎ 

ԈЮ ѐֶ̆ ‮ ў -IP ᾰ ѐ ╟ ҃⁮ Ȃ 

clear host * 
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ȍ Ὧ ԇȎ 

ԇ  

show hosts ў ᾰ  

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 

23.1.5 show hosts 

DNS ᶕ Ȃ 

show hosts 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DNS Ὧ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show hosts 
Name servers are:   
static 

host             type          address             
switch           static       192.168.5.243        

www.ruijie.com   dynamic      192.168.5.123         

ȍ Ὧ ԇȎ 

ԇ  

ip host  ў IP  

ip name-server DNS ╘  

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ
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24 配置 SNTP 命令 

24.1 配置相关命令 

ὤ ԇ 

 sntp enable 
 sntp server 
 sntp interval 

24.1.1 sntp enable 

ԇ SNTP ╖ ̆G ԇѐ no ѝ

ḣ—DisableȂ 

[no] sntp enable 

ȍ Ȏ 

 

ȍ Ȏ 

SNTP Disable 

ȍ ԇ Ȏ 

 ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ  

ȍѡᴿȎ 
Ruijie(config)# sntp enable 

ȍ Ὧ ԇȎ 

ԇ  

show sntp SNTP  

clock update-calendar ֒ ֒  

clock set ֒  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 
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24.1.2 sntp server 

ԇ SNTP Server̆ ұ SNTP NTP ὤὸ ̆ Ԉ э

Server ὤ Ԉ internet ЭὨ NTP ServerȂ 

sntp server A.B.C.D 

no sntp server 
ȍ Ȏ 

A.B.C.D ̔NTP/SNTP ╘ IP  

ȍ Ȏ 

֗ᴉ NTP/SNTP ╘  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ  

ȍѡᴿȎ 

Ruijie(config)# sntp server 192.168.4.12 

ȍ Ὧ ԇȎ 

ԇ  

show sntp SNTP  

sntp enable SNTP 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

24.1.3 sntp interval 

ԇ SNTP Client NTP/SNTP Server
Ȃ 

sntp interval seconds 

no sntp interval 

ȍ Ȏ 

seconds ̔ ̆ ᴁѝľ Ŀ ѝ 60 --65535 Ȃ 

ȍ Ȏ 

ḣѝ 1800s 
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# sntp interval 3600 

ȍ Ὧ ԇȎ 

ԇ  

sntp enable SNTP 

show sntp SNTP Ὧ  

clock update-calendar ֒ ֒  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 
 

~ 注意： 

аֶ ̆ ̆

sntp enable ԇȂ 
 

24.2 显示相关命令 

б ꜛ ԈЮ ԇ: 

 show sntp 

24.2.1 show sntp 

ԇ SNTP Ὧ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ show sntp ԇ SNTP Ὧ  
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25 配置 NTP 命令 

25.1 NTP 配置相关命令 

NTP ꜛ ԈЮ ԇ̔ 

 no ntp 

 ntp access-group 

 ntp authenticate 

 ntp authentication-key 

 ntp disable 

 ntp master 

 ntp server 

 ntp trusted-key 

 ntp update-calendar 

25.1.1 no ntp 

Ὧ ntp ╘ ṃ̆ б ╘ ̆ ntp ᶕ Ȃ 

no ntp 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ NTP ╘ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆NTP ╖ Ὧ ת̆ ҩ NTP ╘ NTP
ὤ ⁞ ⁸̆NTP ╖ ֶ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Ὧ ҩ NTP ╘Ȃ 

no ntp 
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ȍ Ὧ ԇȎ 

ԇ  

ntp server Уэ NTP ╘  

25.1.2 ntp access-group  

NTP ╘ ⁸ ̆ ԇ no ⁸

Ȃ 

ntp access-group {peer|serve|serve-only|query-only}  
access-list-number| access-list-name 

no ntp access-group {peer|serve|serve-only|query-only}  

access-list-number| access-list-name 

ȍ Ȏ 

  

peer 
ἵ NTP ╘

⁸ ҂̆ἵ б

̂ ὤ ̃Ȃ 

serve 
ἵ NTP ╘

⁸ аἵת̆ б

Ȃ 

serve-only Өἵ NTP ╘ Ȃ 

query-only Өἵ NTP ╘ ⁸ Ȃ 

access-list-number 
IP ⁸‟ ̕ ѝ 1͘99
1300͘1999 

access-list-name IP ⁸‟ Ȃ 

ȍ ᾳȎ 

ᾳЮ ֗ᴉ NTP ⁸ ‡Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

 NTP ╘ ⁸ Ȃ ᵏҩУ

ὤ ̆ ὤ ᴳ NTP ֙ ⁸Ȃ 
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Уэ ⁮ ̆NTP ╘ ӱ ⁸⁮ ⁸

ᵑ רּ ‡̆Ԉ Уэּר ⁮ ‡ѝῆȂּר ѝ peerȁ
serveȁserve-onlyȁquery-onlyȂ 

 

~ 注意： 

₥ ⁸ ╖ Ȃ Э רּ‡ ̆

ת ⁮б ⁸ Ὧ Ȃ 

 

֗ᴉ ⁸ ‡ ‡̆ ἵ ȂתУ ҩ

⁸ ‡̆‡Ө ‡ѐ ἵ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴉἵ 1 ‟ ѐ

ȁ ⁸ ̕ ⁸ 2 ‟ ѐ Ө

Ȃ 

Ruijie(config)# ntp access-group peer 1 
Ruijie(config)# ntp access-group serve-only 2 

ȍ Ὧ ԇȎ 

ԇ  

ip access-list … IP ⁸‟ Ȃ 

 

25.1.3 ntp authenticate 

NTP ╘ᴳ NTP ὤ ⁸Ȃ 

ntp authenticate 

no ntp authenticate 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ NTP ὤ ⁸ Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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ὤ ̆ md5 ╗ ̆ э Уэ У key-id
̆ Ԉ ntp trusted-key key-id ѝὤ ᶕ

֗ Ȃ 

Э ѝ 1024 э̆ת э ╘ ӨӨ Уэ  

ȍѡᴿȎ 

ԈЮᴿ Уэ ID ѝ 6  

ntp authentication-key 6 md5 wooooop 

ȍ Ὧ ԇȎ 

ԇ  

ntp authenticate ὤ ὤ ⁞ ⁸ 

ntp trusted-key ὤ ᶕ֗  

ntp server Уэ NTP ╘  

 

25.1.5 ntp disable 

Ὧ NTP ╖ Ȃ 

ntp disable 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

ᾳЮ Ԉ NTP Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆֗ Э NTP Ԉ ᵏ

̆ э╖ ̆ Ԉ Э ⁮ NTP Ȃ 

 

~ 注意：  

IP ̆ ὲӹ

Э ԇȂ 

 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆Ὧ NTP Ȃ 

no ntp 

ȍ Ὧ ԇȎ 

Ȃ 

25.1.6 ntp master 

ᴐѝ NTP ў ̂ ̃̆ѝὲ

ᵏ Ȃ ԇ no ѝ NTP ў Ȃ 

ntp master [stratum] 
no ntp master 

ȍ Ȏ 

  

stratum 
̆ ѝ 1͘

15̕ а ‡ ḣѝ 8Ȃ 

ȍ ᾳȎ 

а NTP ў ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᾳЮ̆ ֶ б Ȃת

ұ б ̆

Ԉ ԇ ̆ѝὲӹ ᵏ Ȃ 

У ҩ ̆ ᵳаֶб ὲ ḣ

Ȃ 

 

~ 注意：  

ᴳ ԇ ⁞ Ȃ ѝў ̂ ὲ ҩ

ᴂ ḣ ̃ Ȃ У

ѐ э ᴳ ҩ ԇ ‡̆ ұ Ѯ

а Ȃ 

̆G ԇ₥ ӱ б ‡̆ ╟

ῆ Ԉᶑ ὲаֶ Ḷ Ȃ 
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ȍѡᴿȎ 

ԈЮ ᴉ ̆ ὲ ѝ 12Ȃ 

Ruijie(config)# ntp master 12 

ȍ Ὧ ԇȎ 

 

25.1.7 ntp server 

ѝ NTP Уэ NTP ╘ Ȃ 

ntp server
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NTP Ḁ УЮ̆ ѝ

ҩ IP Ԉ NTP ╘ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Э ѝ NTP serverȂ 

IPv4 ̔Ruijie(config)# ntp server 192.168.210.222 

ȍ Ὧ ԇȎ 

ԇ  

no ntp Ὧ NTP ╘╖ Ȃ 

 

25.1.8 ntp trusted-key 

Уэ ID ѝὤ ᶕ֗  

ntp trusted-key key-id 

no ntp trusted-key key-id 

ȍ Ȏ 

  

key-id ὤ ᶕ֗ IDȂ 

ȍ ᾳȎ 

ᾳЮ ᶕ֗ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

NTP ᶕ֗ ̆ ID ̆

аּ ̆Ԉ ὤ ̕ 

ȍѡᴿȎ 

ԈЮ Уэ ̆ ѝ ╘ ᶕ֗ Ȃ 

ntp authentication-key 6 md5 wooooop 
ntp trusted-key 6 

ntp server 192.168.210.222 key 6 

ȍ Ὧ ԇȎ 

ԇ  
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ntp authenticate ὤ ⁞ ⁸Ȃ 

ntp 
authentication-key  

NTP Ȃ 

ntp server Уэ NTP ╘ Ȃ 

25.1.9 ntp update-calendar 

NTP ᴳ ӱ ḣ

֒ ֒
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NTP ╘ ̆ ₥ NTP ᶕ ̆ У ╗

╘ Ѯ₥ ԇаֶ ֗ᴉᶕ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ̆ ₥ NTP ᶕ Ȃ 

show ntp status 

ȍ Ὧ ԇȎ 
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26 配置 UDP-Helper ԇ 

26.1 配置相关命令 

26.1.1 udp-helper enable 

udp-helper enable ԇ ╟ UDP ѐ ╖ Ȃno 
udp-helper enable ԇ Ὧ UDP ѐ ╖ Ȃ  

ᾳЮ̆UDP ѐ ұὯ Ȃ  

udp-helper enable 

no udp-helper enable 

ȍ Ȏ 

 

ȍ Ȏ 

UDP ѐ ұὯ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

UDP-Helper ѐ ╖ ̆‡ 69,53,37,137,138,49
UDP ѐ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ╟ UDP ѐ ╖ : 

Ruijie(config)# udp-helper enable 

ȍ Ὧ ԇȎ 

ԇ  

ip forward-protocol  ѐ UDP  

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 

26.1.2 ip helper-address 
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UDP ѐ ╘ Ȃᴳ no ‮ UDP
ѐ ╘ Ȃ 

ip helper-address address 

no ip helper-address address 

ȍ Ȏ 

  

address 
UDP ѐ ╘ ̆

ѝ ‍︠ ⁸ ̆ э 20

э ╘ Ȃ 

ȍ Ȏ 

UDP ѐ ╘  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉѝ э 20 э ╘ Ȃ ѐ ╘

Э ,‡ ╟ҩ UDP-Helper ╖ ̆ӱ

UDP ̆ Ԉ ⁮ Э

╘ ЭȂ 

ᴳ no ip helper-address ⁮ ╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿ UDP ѐ ╘ ̔ 

Ruijie(config-if)# ip helper-address 192.168.100.1 

ȍ Ὧ ԇȎ 

ԇ  

ip forward-protocol  ѐ UDP  

 

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 

26.1.3 ip forward-protocol 

ԇ ѐ UDP Ȃᴳ ԇ no ‡

UDP ꜛ ѐ ╖ Ȃ 
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ip forward-protocol udp [port | tftp | domain | time | netbios-ns | 
netbios-dgm | tacacs] 

no ip forward-protocol udp [port | tftp | domain | time | netbios-ns | 
netbios-dgm | tacacs] 

ȍ Ȏ 
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ԇ  

udp-helper enable ᴳ UDP  

ip forward-protocol ѐ UDP  

ȍ Ȏ 

ԇ ₥Ө RGOS10.1 Э Ȃ 
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27 配置 SNMP 命令 

27.1 配置相关命令 

SNMP ꜛ ԈЮ Ὧ ԇ̔ 

 no snmp-server 
 snmp-server chassis-id 
 snmp-server community 
 snmp-server contact 
 snmp-server enable traps 
 snmp-server host 
 snmp-server location 
 snmp-server packetsize 
 snmp-server queue-length 
 snmp-server system-shutdown 
 snmp-server trap-source 
 snmp-server trap-timeout 
 snmp-server user 
 snmp-server group 
 snmp-server view 
 snmp-server if-index persist 

27.1.1 no snmp-server 

SNMP Ԇ ╖ ̆ ὤ ԇ no snmp-serverȂ 

no snmp-server 
ȍ Ȏ 

SNMP Ԇ ╖  
ȍ ԇ Ȏ 

ὤ  
ȍᴳ Ȏ 

ԇὯ SNMP Ԇ ╘Ȃ 
ȍѡᴿȎ 

Ю ᴿ SNMP Ԇ ╘̔ 

Ruijie(config)# no snmp-server 
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27.1.2 snmp-server chassis-id 

SNMP ‟ ̆ ὤ ԇ snmp-server 
chassis-idȂ ԇ no ѝ‫ ḣȂ 

snmp-server chassis-id text 

no snmp-server chassis-id 

ȍ Ȏ 

text  ̔ ‟ ̆ Ԉᴳ Ȃ 

ȍ Ȏ 

‟ ḣ 60FF60 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

SNMP ‟ У ᴳ ‟ ̆Ԉᵳ ⁞Ȃ

‟ Ԉ show snmp ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ SNMP ‟ ѝ 123456: 

Ruijie(config)# snmp-server chassis-id 123456 

ȍ Ὧ ԇȎ 

ԇ  

show snmp SNMP ᶕ  

27.1.3 snmp-server community 

SNMP ᴇ ̆ ὤ ԇ snmp-server 
communityȂ ԇ no SNMP ᴇ Ȃ 

snmp-server community string [view view-name] [[ro | rw] [host 
ipaddr] [ number ] 

no snmp-server community string 

ȍ Ȏ 

string ̔ ᴇ ѕ̆ ұ NMS SNMP Ԇ Ѯ ᶕ Ȃ 

view-name̔ ̆ ұ ұ Ȃ 
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ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ SNMP ѝ i-net800@i-net.com.cn ̔ 

Ruijie(config)# snmp-server contact i-net800@i-net.co
m.cn 

ȍ Ὧ ԇȎ 

ԇ  

show snmp-server SNMP ᶕ  

no snmp-server Ὧ SNMP Ԇ ╖  

27.1.5 snmp-server enable traps 

SNMP ў╟ NMS Trap ̆ ұ УҾ

Ү֒ ̆ ὤ ԇ snmp-server enable trapsȂ ԇ

no SNMP NMS ў╟ Trap Ȃ 

snmp-server enable traps [snmp ] 

no snmp-server enable traps 

ȍ Ȏ 

snmp  ̔ SNMP Ү֒ Ȃ 

ȍ Ȏ 

Ю̆  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ бὤ ԇ snmp-server У ᴳ ̆ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ў╟ SNMP Ү֒ ̔ 

Ruijie(config)# snmp-server enable traps snmp 
Ruijie(config)# snmp-server host 192.168.12.219 public 
snmp 

ȍ Ὧ ԇȎ 
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ԇ  

snmp-server host  SNMP ў  
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Ю ᴿ Уэ SNMP ў ̆ SNMP Ү֒ ̔ 

Ruijie(config)# snmp-server host 192.168.12.219 public 
snmp 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server enable traps  

27.1.7 snmp-server location 

SNMP ᴁ ᶕ ̆ ὤ ԇ snmp-server 
locationȂ ԇ no SNMP ᴁ ᶕ Ȃ 

snmp-server location text 

no snmp-server location 

ȍ Ȏ 

text ̔ ᶕ ѕȂ 

ȍ Ȏ 

ᶕ ѝ  

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ Уэ ᶕ ̔ 

Ruijie(config)# snmp-server location start-technology
-city 4F of A Buliding 

ȍ Ὧ ԇȎ 

ԇ  

snmp-sever contact  SNMP  

27.1.8 snmp-server packetsize 

⁸ SNMP ꜛ ̆ ὤ ԇ snmp-sever 
packetsizeȂ ԇ no ḣȂ 

snmp-server packetsize byte-count 

no snmp-server packetsize 
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ԇ  

snmp-server packetsize SNMP ꜛ  

27.1.10 snmp-server system-shutdown 

SNMP ╖ ̆ ὤ ԇ snmp-server 
system-shutdownȂ ԇ no Ὧ SNMP ╖ Ȃ 

snmp-server system-shutdown 

no snmp-server system-shutdown 

ȍ Ȏ 

Ὧ SNMP ╖  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ SNMP ╖ ̆ RGOS
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ᾳЮ̆SNMP ӱ э   ̆ ᴳ э IP ᴐ

ѝ ̆ѝҩᵳұ ⁞̆ Ԉᴳ ԇ ᴳ Уэ IP
ᴐѝ SNMP Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ԉ 0 IP ᴐѝ SNMP ̔ 

Ruijie(config)# snmp-server trap-source fastethernet 0 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server enable traps ў╟  

snmp-server enable host NMS ў  

27.1.12 snmp-server trap-timeout 

Ѭ ̆ ὤ ԇ snmp-server 
trap-timeoutȂ ԇ no ḣȂ 

snmp-server trap-timeout seconds 

no snmp-server trap-timeout 

ȍ Ȏ 

seconds  ̔ ̆ ᴁѝ Ȃ 

ȍ Ȏ 

30  

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ ѝ 60 ̔ 

Ruijie(config)# snmp-server trap-timeout 60 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server queue-length ‟  

snmp-server enable host NMS ў  

27.1.13 snmp-server user 
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SNMP ̆ ὤ ԇ snmp-server userȂ ԇ

no ‮ Ȃ 

snmp-server user username groupname {v1 | v2 | v3 [encrypted]  
[auth {md5 | sha} auth-password ] [priv des56 priv-password]} 
[access {num | name}] 

no snmp-server user username groupname {v1 | v2c | v3 } 

ȍ Ȏ 

username ̔ Ȃ 

groupname̔  

v1 | v2 | v3 ̔ SNMP Ȃ v3 ὤ Ȃ 

encrypted  ̔ ὡ ѝ ὡȂ ‡ Ԉ̆ ὡȂ

ҩԈ ὡ ‡̆ ὡ 16 ⁸ Ȃ

ᴳ MD5 ѝ 16 ̆ SHA ѝ

20 ȂԈчэ Уэ Ȃ╗ Ө Ȃ 

auth  ̔ ᴳ Ȃmd5 ᴳ MD5 Ȃsha ᴳ

SHA Ȃ 

auth-password: ᴳ ԇ ѕ̂а 32 э ̃Ȃ

Ҿ ԇ Ȃ 

priv  ̔ ᴳ ᶑ Ȃdes56 ᴳ 56 ᴁ DES ╗ Ȃ

priv-password ̔ѝ╗ ԇ ѕ̂а 32 э ̃Ȃ

э ԇ ╗ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ Уэ snmpV3 ̆ᴳ md5 ̆ ᴳ DES ╗  ̔

Ruijie(config)# snmp-server user user-2 mib2user v3 auth 
md5 authpassstr priv des56 despassstr 

ȍ Ὧ ԇȎ 

ԇ  

show snmp user SNMP ᶕ  

27.1.14 snmp-server group 
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SNMP ̆ ὤ ԇ snmp-server groupȂ
ԇ no ‮ Ȃ 

snmp-server group groupname {v1 | v2c | v3 {auth | noauth | priv}} 
[read readview][write writeview] [access {num | name}] 

no snmp-server group groupname {v1 | v2c | v3 } 

ȍ Ȏ 

v1 | v2c |v3 ̔ SNMP Ȃ 

auth̔ ּ ת а ᶑ ̆ v3 Ȃ 

noauth̔ ּ а ҂а ᶑ ̆ v3
Ȃ 

priv̔ ּ ּ ᶑ ̆ v3
Ȃ 

readview̔Ὧ Уэ Ȃ 

writeview̔Ὧ Уэ ᾗ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ю ᴿ Уэ ̔ 

Ruijie(config)# snmp-server group mib2user v3 priv read 
mib2 

ȍ Ὧ ԇȎ 



SNMP ԇ 

27-12 



SNMP ԇ 

27-13 

ԇ  

show run Ὧ ᶕ  

27.2 显示相关命令 

27.2.1 show snmp 

SNMP ᶕ ̆ ԇ show snmpȂ 

show snmp [mib | user | view | group] 
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0 Trap PDUs 
SNMP global trap: disabled 

SNMP logging: disabled 
SNMP agent: enabled 

ȍ Ὧ ԇȎ 

ԇ  

snmp-server chassis-id SNMP ‟  
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28 配置 RMON 命令 

28.1 配置相关命令 

RMON ꜛ ԈЮ ԇ̔ 

 rmon collection stats index [owner owner-string] 

 rmon collection history index [owner owner-string] [buckets 
bucket-number] [interval seconds]  

 rmon alarm number variable interval {absolute | delta } 
rising-threshold value [event-number] falling-threshold value 
[event-number] [owner ownername] 

 rmon event number [log] [trap community] [description-string] 

 show rmon statistics 

 show rmon history 

 show rmon events 

 show rmon alarms 

28.1.1 rmon collection stats 

эԈ ᴳ ԇȂᴳ no Ȃ 

rmon collection stats index [owner owner-string] 

no rmon collection stats index 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

ԈЮᴿ ̆ᴳ Ԉ Ԉ 1 ᶕ Ȃ 

Ruijie(config)# interface fast-Ethernet 0/1 
Ruijie(config-if)# rmon collection stats 1 zhansan 
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ȍ Ὧ ԇȎ 

ԇ  

rmon collection history 
index [owner owner-name] 
buckets bucket-number 
interval seconds 

╗Уэ ⁸  

 

28.1.2 rmon collection history 

эԈ ᶕ ᴳ ԇȂᴳ no Ȃ 

rmon collection history index [owner ownername] [buckets  
bucket-number] [interval seconds] 

no rmon collection history index 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

RGOS ֒ѐ̆ἵ Ԉ ᶕ ᶢ ̆ꜛ

ownerȁbuckets Ԉ interval ᶕ ת̆ Ҿ

ᶕ а ̆ ⁮ЮУ ᶕ Ḁ̆ ֶ

̕ 

ȍѡᴿȎ 

ԈЮᴿ ̆ᴳ Ԉ Ԉ 1 ᶕ Ȃ 

Ruijie(config)# interface fast-Ethernet 0/1 
Ruijie(config-if)# rmon collection history  1 zhansan 
buckets 10 interval 10 

ȍ Ὧ ԇȎ 

ԇ  
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rmon alarm number variable interval  {absolute | delta }  
rising-threshold value [event-number]  falling-threshold value  
[event-number] [owner ownername] 

no rmon alarm number 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS ֒ѐ̆ἵ Ԉ ᶕ ᶢ ̆ꜛ

variable ȁ interval ȁ absolute/delta ȁ owner ȁ interval ȁ

rising-threadhold/falling-threadhold ὲ event ᶕ ת̆

Ҿ ᶕ а ̆ ⁮ЮУ Ү֒

Ḁ̆ ֶ ̕ 

ȍѡᴿȎ 

ԈЮᴿ ̆ MIB ᴿ ifInNUcastPkts.6Ȃ 

Ruijie(config)# rmon alarm 10 1.3.6.1.2.1.2.2.1.12.6 30 
delta rising-threshold 20 1 falling-threshold 10 1 owner 
zhangsan 

ȍ Ὧ ԇȎ 

ԇ  

rmon event number [log] [trap community]
[description-string] 

╗УэҮ֒ Ѭ 

28.1.4 rmon event 

ѬУэҮ֒ᴳ ԇȂᴳ no Ȃ 

rmon event number [log] [trap community] [description-string] 

no rmon alarm number 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 
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ȍѡᴿȎ 

ԈЮᴿ ̆ ѬҮ֒ ╟ᴐ̔ Ү֒ȁ trap Ȃ 

Ruijie(config)# rmon event 1 log trap rmon description 
"ifInNUcastPkts is too much " owner zhangsan 

ȍ Ὧ ԇȎ 

ԇ  

rmon alarm number variable interval 
{absolute | delta } rising-threshold value 
[event-number] falling-threshold value 
[event-number] [owner ownername] 

╗Уэ  

28.2 显示相关命令 

28.2.1 show rmon statistics 

ᶕ Ȃ 

show rmon statictics  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

ԈЮᴿ ̆ ᶕ ̔ 

Ruijie#  show rmon statistics 
Statistics : 1 
Data source : Gi1/1 

DropEvents : 0 
Octets : 1884085 

Pkts : 3096 
BroadcastPkts : 161 

MulticastPkts : 97 
CRCAlignErrors : 0 

UndersizePkts : 0 
OversizePkts : 1200 
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Fragments : 0 
Jabbers : 0 

Collisions : 0 
Pkts64Octets : 128 

Pkts65to127Octets : 336 
Pkts128to255Octets : 229 

Pkts256to511Octets : 3 
Pkts512to1023Octets : 0 

Pkts1024to1518Octets : 1200 
Owner : zhangsan 

ȍ Ὧ ԇȎ 

ԇ  

rmon collection stats index 
[owner owner-string] 

╗Уэ  

28.2.2 show rmon history 

ᶕ Ȃ 

show rmon history 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

ԈЮᴿ ̆ ᶕ ̔ 

Ruijie#  show rmon history 
Entry : 1 

Data source : Gi1/1 
Buckets requested : 65535 

Buckets granted : 10 
Interval : 1 

Owner : zhangsan 
Sample : 198 

Interval start : 0d:0h:15m:0s 
DropEvents : 0 

Octets : 67988 
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Pkts : 726 
BroadcastPkts : 502 

MulticastPkts : 189 
CRCAlignErrors : 0 

UndersizePkts : 0 
OversizePkts : 0 

Fragments : 0 
Jabbers : 0 

Collisions : 0 
Utilization : 0 

ȍ Ὧ ԇȎ 

ԇ  
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Log : 2 
Log time : 0d:0h:38m:56s 

Log description : ipttl 

ȍ Ὧ ԇȎ 

ԇ  
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rmon event number [log] [trap 
community] [description-string] 

╗УэҮ֒  
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29 配置 VRF 命令 

29.1 VRF 配置基本命令 

VRF ԇ ̔ 

 show ip route vrf 
 clear ip route vrf 
 ip vrf 
 ip vrf forwarding 
 show ip vrf 

29.1.1 show ip route vrf 

VRF ᶕ  

show ip route vrf vrf-name [network[ mask]] 

ȍ Ȏ 

  

vrf-name VRF  

network ̂ ̃  

mask   ̂ ̃  

ȍ Ȏ 
VRF ѐ ᶕ  

ȍ ԇ Ȏ 
 

ȍᴳ Ȏ 
VRF ѐ ᶕ  

ȍѡᴿȎ 
Ruijie# show ip route vrf redvrf 

ȍ Ὧ ԇȎ 

ԇ  

clear ip route vrf ‮ VRF ѐ  

ȍ Ȏ 
RGOS10.1 ԈЭ 

29.1.2 clear ip route vrf 
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‮ VRF ѐ ᶕ  

clear ip route vrf vrf-name {* | network [mask]} 

ȍ Ȏ 

  

vrf-name VRF  

* VRF ѐ ὤ ᶕ  

network ̂ ̃  

mask ̂ ̃  

ȍ ԇ Ȏ 
 

ȍᴳ Ȏ 

ԇᴳ Ȃ 

ȍѡᴿȎ 
Ruijie# clear ip route vrf redvrf * 

ȍ Ὧ ԇȎ 
show ip route vrf 

ȍ Ȏ 
RGOS10.1 ԈЭ 

29.1.3 ip vrf 

… VRF̕‮ Уэ VRF̆ ᴳ ὲ no  

ip vrf vrf-name 

no ip vrf vrf-name 

ȍ Ȏ 
vrf-name  ̔… VRF  

ȍ ԇ Ȏ 
ὤ  

ȍᴳ Ȏ 
ᴳ ԇ… Уэ VRF 

ȍѡᴿȎ 
Ruijie(config)# ip vrf redvrf 

ȍ Ȏ 
RGOS10.1 ԈЭ 

29.1.4 rd  



VRF ԇ 

29-3 

rd rd_value 

Ѭ vrf rd ḣ̆ ұὤ Уэ VRFȂ ᾳЮ ᵳ VRF
а ת̆ rd ̆‡ ѝ Уэ VRF̆ ұ

ᾳЮ VRF ᶕ ⁞ Ȃ 

ȍ Ȏ 

rd_value Ԉ ч а ̔ 

1) rd_value̗ as_num̔nn 

an_num ὨὭ ̆nn Ѭ 

2) rd_value ̗ ip_addr:nn 

ip_addr ὤ IP ̆nn Ѭ 

ȍ Ȏ 

ᾳЮ rd ḣ̆ת ѝ vrf rd ḣ 

ȍ ԇ Ȏ 

vrf  

ȍᴳ Ȏ 

Ѭҩ э vrf̆ зѝѮ ҩ RD ḣ̆ ╕ ᶢ RD ḣȂ

У ᶢ RD ḣ̆ vrf Ἴ‮ ̆ ᾋѝѮ RD
ḣ Ȃ 

Уэ vrf Уэ RD ḣ̆ ╕ ѝѮ Ѭ э RD ḣȂ 

ȍѡᴿȎ 

Ruijie(config)# ip vrf vrf1 
Ruijie (config-vrf)# rd 100:1 

ȍ Ὧ ԇȎ 

*ü� �
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import ѝ vrf import ḣ 

export ѝ vrf export ḣ 

both   ѝ vrf imporot export ḣ 

rt_value Ԉ ч ḣ̔ 

 rt_value ̗ as_num̔nn 

as_num ὨὭ ,nn Ѭ 

 rt_value ̗ ip_addr:nn 

ip_addr ὤ IP ,nn Ѭ 

ȍ Ȏ 

ᾳЮ Route-Target ḣȂ 

ȍ ԇ Ȏ 

vrf  

ȍᴳ Ȏ 

Уэ vrf Ԉ Ѭ э route-target.import ḣ Ѭ vrf ὡ ḣ ĕxport
ḣ Ѭ vrf   ḣ 

ȍѡᴿȎ 

Ruijie(config)# ip vrf vrf1 
Ruijie(config-vrf)# route-target import 100:1 
Ruijie(config-vrf)# route-target export 100:2 
Ruijie(config-vrf)# route-target both 100:4 

ȍ Ὧ ԇȎ 

ԇ  

ip vrf  … Уэ vrf ᴿ 

 

ȍ Ȏ 
RGOS10.3(3)ԈЭ 

29.1.6 ip vrf forwarding 

̂ ̃╗ὡ э VRF;   э VRF̆ ᴳ no  

ip vrf forwarding vrf-name 

no ip vrf forwarding vrf-name 

ȍ Ȏ 
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vrf-name ̔ ╗ὡ VRF  

ȍ Ȏ 
ᾳЮ̆ а ұ֗ᴉ VRF 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
э ╗ὡ VRF ѐ 

ȍѡᴿȎ 
Ruijie(config-if)# ip vrf forwarding redvrf 

ȍ Ȏ 
RGOS10.1 ԈЭ 

29.1.7 show ip vrf 

VRF ᶕ  

show ip vrf [ brief | detail | interfaces ] [ vrf-name ]  

ȍ Ȏ 
brief   ̔ ̂ ̃ VRF ὲ ᶕ  

detail   ̔ ̂ ̃ VRF ὲ ᶕ  

interfaces ̔̂ ̃ VRF ὲ ᶕ  

vrf-name  ̔ ( ) VRF 

ȍ Ȏ 
̆ VRF ᶕ  

ȍ ԇ Ȏ 
 

ȍᴳ Ȏ 
ᴳ ԇ VRF ᶕ ̆ Ԉ‍чэ ̔ 

 Ὧ brief  

 Ὧ detail  

VRF ѐ ᶕ ̆ ᴳ interfaces Ὧ  

ȍѡᴿȎ 
Ruijie# show ip vrf redvrf 

ȍ Ȏ 
RGOS10.1 ԈЭ 
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30 配置 RIP 命令 

30.1 配置相关命令 

30.1.1 address-family（RIP） 

ὡ RIP ̆ᴳ ԇ

address-family̆ ‮ ̆ᴳ ԇ

no Ȃ 

address-family ipv4 vrf vrf-name 

no address-family ipv4 vrf vrf-name 

ȍ Ȏ 

  

vrf vrf-name ԇὯ VRF Ȃ 

ȍ Ȏ 

а RIP Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ address-family ԇᴳ ὡ ̂ ѝ̔

(config-router-af)#̃Ȃ У Ὧ VRF ̆RIP ֶ…

VRF RIP ᴿȂ Ю̆ Ԉ VRF RIP
ᶕ Ȃ 

‮ ̆ᴳ  
exit-address-family exit ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆… ҩУэ ѝ vpn1 VRF̆ ѝ vrf …
RIP ᴿȂ 

Ruijie(config)# ip vrf vpn1 
Ruijie(config-vrf)# exit 
Ruijie(config)# interface FastEthernet 1/0 
Ruijie(config-if)# ip vrf forwarding vpn1 
Ruijie(config-if)# ip address 192.168.1.1  
255.255.255.0 
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Ruijie(config)# router rip 
Ruijie(config-router)# address-family ipv4 vrf vpn1 
Ruijie(config-router-af)# network 192.168.1.0 
Ruijie(config-router)# exit-address-family 

ȍ Ὧ ԇȎ 

ԇ  

exit-address-family   Ȃ 

ip vrf … Уэ VRFȂ 

30.1.2 auto-summary (RIP) 

RIP ╟ ╖ ̆ ԇ auto-summaryȂ
ԇ no Ὧ ╟ ╖ Ȃ 

auto-summary 
no auto-summary 

ȍ Ȏ 

Ὧ Ȃ 

ȍ Ȏ 

╟ ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP ╟ ̆ ̆ ╟

ȂRIPv1 RIPv2 ᾳЮ ╟ Ȃ 

RIP ╟ ╖ ̆ ҩ ל Ȃ

̆ ѐ а⁮ꜛ ᾃ ̆ Ԉ

Ȃ 

ֶ ̆ў ԈЮ ̔ 

 RIP ̆ ֶ ⁮ִἼ ̕ 

 RIP ̆֗ᴉ ̆῏ ҩ Ȃ 

 ⁮έᴇ ̆ а ⁮

̆ Ὧ ╟ ╖ Ȃת RIPv2 ̆ ԈὯ

╟ ╖ ̆RIPv1 ╟ Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆Ὧ ҩ RIPv2 ╟ Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# version 2 
Ruijie(config-router)# no auto-summary 

ȍ Ὧ ԇȎ 
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Ruijie(config-router)# default-metric 3 
Ruijie(config-router)#  redistribute ospf 100 

ȍ Ὧ ԇȎ 

ԇ  

redistribute ӱУэ ‍ ⁮ Уэ Ȃ

30.1.4 default-information originate(RIP) 

RIP ӊ У ̆ Ԉᴳ ԇ

default-information originate ԇ̆ ԇ no
Ȃ 

default-information originate [always] [metric metric-value] 
[route-map map-name] 

no default-information originate [always] [metric] [route-map 
map-name] 

ȍ Ȏ 

  

always 
̂ ̃ Ὧ ᴳ RIP ֒ӊ

̆а Ȃ 

metric metric-value 
̂ ̃ ‫ ḣ m̆etric-value

ḣ ̔1-15Ȃ 

route-map 
map-name 

̂ Ὧ̃ route-map , Ὧ

route-map 
ȍ Ȏ 

ӊ ̕ӊ metric ḣ ѝ 1Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ѐ ̆RIP аֶ

̆ ᴳ default-information originate ԇ

̆ Ȃ 

always ̆RIP а ̆ ֶ

У ת̆ аֶ ѐ Ȃ

ӊ ̆ Ԉ show ip rip database RIP ᶕ

Ȃ 
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RIP ⁸̆ Ԉᴳ route-map ̆

̔ᴳ set metric ‡ ḣ Ȃ 

Ԉᴳ metric ḣ Ἴִת̆ ᴂұ

route-map set metric ‡̕ metric ̆‡

ᴳ RIP ḣȂ 

 

~ 注意： 

RIP ԇ ̆ ѫ RIP аᾋ ҃

Ȃ 

ұ ip default-network ̆ Ӱ ᴳ

default-information originate ԇ ὡ⁮ RIPȂ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ӊ У ⁮ RIP Ȃ 

Ruijie(config-router)# default-information originate 
always 

ȍ Ὧ ԇȎ 

ԇ  

ip rip default-information  

redistribute ὲ ὡ RIP 

30.1.5 distance 

RIP ̆ ᴳ ԇ distanceȂ
ԇ no Ȃ 

distance distance [ ip-address wildcard ] 

no distance [distance ip-address wildcard ] 

ȍ Ȏ 

  

distance RIP ἵ̆ <1-255>Ѯ

ip-address IP ₥  

wildcard 
Ѭ IP ᴁ̆̊ רּ ̆̋ аṁ

Ȃ 
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ȍ ᾳȎ 

ѝ 120Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ RIP Ȃ 

Ԉᴳ ԇ… ₥ ̆ RIP
Ҿ₥ ᾃ̆‡ ̆ ‡ RIP

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѝ160, ӱ192.168.12.1
҃⁮ ѝ 123 

Ruijie(config)# router rip 
Ruijie(config-router)# distance 160 
Ruijie(config-router)# distance 123 192.168.12.1  
0.0.0.0 

30.1.6 distribute-list in（RIP） 

⁸ ̆Ԉ ̆ ᴳ ԇ

distribute-list inȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | name] | prefix prefix-list-name 
[gateway prefix-list-name]} in [interface-type interface-number] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name 
[gateway prefix-list-name]} in [interface-type interface-number] 

ȍ Ȏ 

  

access-list-number 
‟ Ȃ ‟ ἵ

̆ Ԉ Ȃ 

prefix prefix-list-name ᴳ ₥ ‟ Ȃ 

gateway prefix-list-name ᴳ ₥ ‟ Ȃ 

interface-type interface-number
( ) ‍ ‟ ̆

Ȃ 

ȍ Ȏ 

Ѭ‍ ‟ Ȃ 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ѝҩ Ҿ ̆ Ԉ ‍ ⁸‟ ̆

⁮ Ȃ 

̆ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP ӱ Fastethernet 0/0 ̆ ҩ

⁸ ̆ ἵ 172.16 Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# network 200.168.23.0 
Ruijie(config-router)# distribute-list 10 in  
fastethernet 0/0 
Ruijie(config-router)# no auto-summary 
Ruijie(config)#access-list 10 permit 172.16.0.0  
0.0.255.255 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡Ȃ 

prefix-list Ѭ₥ ‟ Ȃ 

30.1.7 distribute-list out（RIP） 

⁸ ̆Ԉ ̆ ᴳ ԇ

distribute-list outȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | name] | prefix prefix-list-name} 
out [interface | protocol [process-id | process-name]] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name} 
out [interface | protocol [ process-id| process-name]] 

ȍ Ȏ 

  

access-list-number 
‟ Ȃ ‟ ἵ

̆ Ԉ Ȃ 

prefix prefix-list-name ᴳ ₥ ‟ Ȃ 

interface 
( ) ‍ ‟ ̆

⁸ Ȃ 
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protocol 
( ) ‍ ‟ ̆

‍ Ȃ 

process-id 
( ) protocol ѝ OSPF ̆

ұ OSPF idȂ 

process-name 
( ) protocol ѝ ISIS ̆ ұ

ISIS Ȃ 

ȍ Ȏ 

⁸ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇа ֗ᴉ ̆ ⁸ ᴐ ̕

̆ ⁸ ᴐ ̕ ὲ

̆‡ ⁸ ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP 192.168.12.0/24 Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# network 200.4.4.0 
Ruijie(config-router)# network 192.168.12.0 
Ruijie(config-router)# distribute-list 10 out 
Ruijie(config-router)# version 2 
Ruijie(config)# access-list 10 permit 192.168.12.0  
0.0.0.255 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡Ȃ 

prefix-list Ѭ₥ ‟ Ȃ 

redistribute ‍ Ȃ 

30.1.8 exit-address-family 

  ̆ Юᴳ exit-address-family
ԇȂ 

exit-address-family 

ȍ Ȏ 
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ԇ no Ὧ Ȃ 

ȍ Ȏ 

ԇ ѝ ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Юᴳ ԇ   Ȃ 

ԇ Ԉ ᾗѝ exitȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩ ᴉ ὡ   ̔ 

Ruijie(config-router)# address-family ipv4 vrf vpn1 
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RIPv1 а RIP ꜛ ̆ RIPv2 Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ S̆erial 0 ҩRIP Ὧ̆ ѕѝ ripchainȂ 

Ruijie(config)# interface serial 0/0 
Ruijie(config-if)# ip rip authentication key-chain  
ripchain 

ȍ Ὧ ԇȎ 

ԇ  

ip rip authentication mode Ѭ RIP Ȃ 

ip rip authentication 
text-password 

RIP ѕȂ 

key chain … ѕ̆ ὡ ѕ Ȃ

30.1.10 ip rip authentication mode 

Ѭ RIP ̆ ᴳ ԇ ip rip authentication 
modeȂ ԇ no RIP Ȃ 

ip rip authentication mode {text | md5} 

no ip rip authentication mode 
ȍ Ȏ 

  

text RIP ѝ Ȃ 

md5 RIP ѝ MD5 Ȃ 

ȍ Ȏ 

ѝ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP ̆ Ӈ RIP ᶕ ̆

RIP У ̆ ‡ RIP ꜛӇ Ȃ 

RIPv1 а RIP ꜛ ̆ RIPv2 Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆Serial 0 RIP ѝ MD5Ȃ 

Ruijie(config)# interface serial 0/0 
Ruijie(config-if)# ip rip authentication mode md5 

ȍ Ὧ ԇȎ 

ԇ  

ip rip authentication 
key-chain 

RIP ̆ RIP ᴳ

ѕȂ RIPv2 RIP ꜛ Ȃ 

ip rip authentication 
text-password 

RIP ѕȂ 

30.1.11 ip rip authentication text-password 

RIP ѕ̆ ᴳ ԇ ip rip authentication 
text-passwordȂ ԇ no ‮ ѕȂ 

ip rip authentication text-password password-string 

no ip rip authentication text-password 
ȍ Ȏ 

  

password-string ѕ̆ 1͘16 Ȃ 

ȍ Ȏ 

ѕȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP ╖ ̆ Ԉ ᴳ ԇ

ѕ̆҂ Ԉ Ὧ ѕ ѕ̆ ִἼ ұ₥ Ȃ 

RIPv1 а RIP ꜛ ̆ RIPv2 Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆Serial 0 RIP ̆

ѕѝ ruijieȂ 

Ruijie(config)# interface serial 0/0 
Ruijie(config-if)# ip rip authentication text-password 
ruijie 

ȍ Ὧ ԇȎ 
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ԇ  

ip rip authentication 
mode 

Ѭ RIP Ȃ 

ip rip authentication 
key-chain 

RIP ̆ RIP ᴳ

ѕȂ RIPv2 RIP ꜛ Ȃ 

30.1.12 ip rip default-information 
ӱ У RIP ̆ ᴳ ԇ ip rip 

default-informationȂ ԇ no Ȃ 

ip rip default-information͕only͖originate͗[metric metric-value] 

no ip rip default-information 
ȍ Ȏ 

  

only ̆а ὲ Ȃ 

originate ̆҂ ὲ Ȃ 

metric metric-value ḣ̆ ḣ ̔1-15Ȃ 
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ԈЮ ᴿ ̆ ethernet0/0 Э… У ̆

Ȃ 
Ruijie(config)# interface ethernet 0/0 

Ruijie(config-if)# ip rip default-information only 

ȍ Ὧ ԇȎ 

ԇ  

default-information 
originate 

RIP ӊ  

30.1.13 ip rip receive enable 

ἵ RIP Уэ Э RIP ꜛ̆ ԇ ip rip 
receive enableȂ ԇ no RIP Уэ Э RIP

ꜛȂ 

ip rip receive enable 
no ip rip receive enable 

ȍ Ȏ 

 

ȍ Ȏ 

ἵ RIP ꜛ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RIP ꜛ̆ Юᴳ ԇ

no Ȃ ԇӨᴐ ұ ҩ ԇ Ȃ ᴳ ԇ

default RIP ꜛȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 RIP ꜛȂ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# no ip rip receive enable 

ȍ Ὧ ԇȎ 

ԇ  

ip rip send enable ἵ RIP ꜛ 

passive-interface RIP ╟  
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30.1.14 ip rip receive version 

Ѭ RIP Уэ Э э RIP ꜛ̆

ԇ ip rip receive versionȂ ԇ no Ȃ 

ip rip receive version [1] [2] 

no ip rip receive version 
ȍ Ȏ 

  

1 ̂ ̃ RIPv1 ꜛȂ 

2 ̂ ̃ RIPv2 ꜛȂ 

ȍ Ȏ 

ѝ ᾱұ version ԇ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ̆ Ԉ vesion ԇ Ȃ ԇ

RIP ѝ̆ Ԉἵ RIPv1 RIPv2
ꜛȂ ԇ а ‡ ѝ ᾱұ version Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 Ԉ RIPv1 RIPv2
ꜛȂ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# ip rip receive version 1 2 

 

ԇ  

version Ѭ RIP ꜛ Ȃ

30.1.15 ip rip send enable 

ἵ RIP Уэ Э RIP ꜛ̆ ԇ ip rip 
send enableȂ ԇ no RIP Уэ Э RIP

ꜛȂ 

ip rip send enable 
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no ip rip send enable 
ȍ Ȏ 

ԇ  

ȍ Ȏ 

ἵ RIP ꜛ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

RIP ꜛ̆ Юᴳ ԇ

no Ȃ ԇӨᴐ ұ ҩ ԇ Ȃ ᴳ ԇ

default RIP ꜛȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᴳ Fastethernet 0/0 RIP ꜛȂ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# no ip rip send enable 

ȍ Ὧ ԇȎ 

ԇ  

ip rip receive enable ἵ RIP ꜛ 

passive-interface RIP ╟  

30.1.16 ip rip send version 

Ѭ RIP Уэ Э э RIP ꜛ̆ ᴳ

ԇ ip rip receive versionȂ ԇ no Ȃ 

ip rip send version [1] [2] 

no ip rip send version 
ȍ Ȏ 

  

1 ̂ ̃ RIPv1 ꜛȂ 

2 ̂ ̃ RIPv2 ꜛȂ 

ȍ Ȏ 

ѝ ᾱұ version ԇ Ȃ 
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Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# ip rip v2-broadcast 

ȍ Ὧ ԇȎ 

ԇ  

version Ѭ RIP ꜛ Ȃ 

30.1.18 ip split-horizon (RIP) 

RIP ‍→╖ ̆ ᴳ ԇ ip split-horizon
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ԇ  

auto-summary RIP ╟  

30.1.20 network (RIP) 

Ѭ RIP ‟ ̆ ᴳ ԇ

networkȂ ԇ no ‮ Ѭ Ȃ 

network network-number [wildcard] 

no network network-number [wildcard] 

ȍ Ȏ 

  

network-number 
Ȃ ѝ ̆

IP ұ

RIP ꜛȂ 

wildcard 
Ѭ IP ᴁ̆0 רּ ̆1

аṁ Ȃ 

ȍ Ȏ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉ network-number wildcard ̆G

ᾃ б RIP Ȃ 

wildcard ̆RGOS ̆ᴳ

ᾃ б RIP Ȃ 

RIP Ѭ ‟ ѐ̆ Ԉ RIP
̆ RIP Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Ѭҩб RIP Ὧ чэ ̆ἵ

192.168.12.0/24 172.16.0.0/24 ᾃ б RIP ̔ 

Ruijie(config)# router rip 
Ruijie(config-router)# network 192.168.12.0 
Ruijie(config-router)# network 172.16.0.0 0.0.0.255 

30.1.21 neighbor (RIP) 
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Ѭ RIP IP ̆ Ԉ ԇ neighborȂ
ԇ no ‮ ѬȂ 

neighbor ip-address 

no neighbor 
ȍ Ȏ 

  

ip-address IP
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ᾳЮ̆RIP ѝ 512 ̆ Ԉꜛ 25 ̆

ұ 25̆ ֶ э ̆ ᾳЮ

Ȃ 

ת ̆ ᴂ ᴂ̆ а

ὤ ̆ ᶕ х Ȃ ̆ ᴳ output-delay
ԇ ╗ ̆G ᴂ ὤ

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѝ 30  

Ruijie(config)# router rip  
Ruijie(config-router)# output-delay 30 

30.1.24 passive-interface 

Уэ Э ╖ ̆ ᴳ ԇ

passive-interface ԇȂ ԇ no ╖

Ȃ 

passive-interface {default | interface-type interface-num} 

no passive-interface {default | interface-type interface-num} 

ȍ Ȏ 

  

default ѝpassive

interface-type interface-num б  

ȍ Ȏ 

ᾳЮ̆ ѝ passive Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

passive-interface default ԇ ѝ passive ̆

Ԉᴳ no passive-interface intface-type interface-num ԇ Ҿ

ѝ passive Ȃ 

ᴳ ip rip send enable ԇ ip rip receive enable ԇ

ѝἵ RIP ᾳЮ̆ ԇ ѝ

passive ̆аᾋ RIP ת̆ Ԉ RIP ̕

̆ ip rip send enable ԇ ip rip receive 
enable ԇ ⁸Ȃ 
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ȍѡᴿȎ 

ԈЮ ᴿ ѝ passive ̆ ethernet0/0 ѝ

passive  

Ruijie(config-router)# passive-interface default 
Ruijie(config-router)# no passive-interface ethernet 
0/0 

ȍ Ὧ ԇȎ 

ԇ  

ip rip receive enable ἵ RIP ꜛ 

ip rip send enable ἵ RIP ꜛ 

ȍ Ȏ 

 

30.1.25 redistribute（RIP） 

‍ ᶕ ̆ ᴳ redistribute ԇȂ

‍ ̆ ᴳ ԇ no Ȃ 

redistribute {bgp | isis [process-name] |ospf <1-65535> | connec
ted | static}[metric value ] [route-map route-map-name ][ match i
nternal | external type | nssa-external type ] 

no redistribute {bgp | isis [process-name] |ospf <1-65535> |  
connected | static}[metric value ] [route-map route-map-name ] 
[ match internal | external type | nssa-external type ] 

ȍ Ȏ 

  

bgp | isis | ospf | connected | static ‍  

metric ‍ metric 

route-map ‍ ‡ 

match ‍ ospf

process-name ұ ISIS ᴿ  

<1-65535> ұ OSPF ᴿ  

ȍ ᾳȎ 

ᾳЮ̆ 
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‍ OSPF̆‡ ‍ ᴿ ̕ 

‍ ISIS̆‡ ‍ ᴿ level-2 ̕ 

ὲӹ ᾳЮ̆ ‍ ̕ 

‍ metric ѝ 1̕ 

аὯ route-mapȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ ᶕ ‍ ⁮ RIP ѐȂ 

‍ ̆ Уэ У

̆ ѝа ὤа ȂRIP
ұ ŎSPF ұ ̆ ԏ  

Ȃת ‍ ̆ Уэ ̆ ‡

‍ Ȃ 

‍ isis ̆а level ̆ ἵ ‍ level-2
̆ ‫ ‍ ̆ level ‡̆ἵ ‍ level

Ȃ ᶑ ̆ѝҩ ᵳ̆ level 1, level 2 ̆

ѝ level-1-2 ᶑ Ȃ 

‍ ospf ̆а match ̆ ἵ ‍

ospf ̕ У match ᴐѝ‫ match
̆ ‍ ἵ רּ ‍ ̕ᴳ no ԇ

match ѝ ḣȂ 

ȍѡᴿȎ 

ԈЮ ԇ ‍ ⁮ RIP ᾃ 

Ruijie(config-router)# redistribute static  

ȍ Ὧ ԇȎ 

ԇ  
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Ȃ 

ȍ Ȏ 

RIP Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Уэ RIP ̆ ѬУэ Ȃ Э ╟

̆ async default routingȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩ ᴉ… RIP ̆ ὡ

Ȃ 

Ruijie(config)# router rip 

ȍ Ὧ ԇȎ 

ԇ  

network (RIP) Ѭ RIP Ȃ 

30.1.27 timers basic 

RIP ̆ ᴳ ԇ timers basicȂ ԇ

no Ȃ 

timers basic update invalid flush 

no timers basic 
ȍ Ȏ 

  

update 
Ԉ̆ Ȃupdate Ѭҩ

̆ ⁮ ĭnvalid Flush
ᴁȂ 30 У Ȃ 

invalid 

̆Ԉ ̆ӱ У

Ȃinvalid Ѭҩ ѐ ѝ

Ȃ ѝ Ь᷁̆

ᾃ ⁮֗ᴉ ̆

ѝ ̆ ὡ invalid ̕invalid ᾃ ⁮

̆ ֶ ᴁȂInvalid ѝ 180 Ȃ
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flush 
̆Ԉ ̆ӱ RIP ὡ invalid

Ȃflush ⁮ ̆ ұ invalid
  ȂFlush ѝ 120 Ȃ 

ȍ Ȏ 

ᾳЮ̆ ѝ 30 ̆ ѝ 180 ̆ ѝ 120 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԈЭ ̆ ֶ╗ Ԉ Ȃ

У Э ̆RIP ḣУ У ȂУ а RIP
̆ Ȃ 

₥ RIP ̆ Ԉ show ip rip ԇ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP 10 У Ȃ 30 ᾃ

⁮ ̆ ѝ ̆ ὡ invalid ̕

ὡ invalid ̆ 90 ̆ Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# timers basic 10 30 90 

~ 注意： 

ᴂ Э ̆ ֶ У ̆ ѝ

ֶ ȂУ Ԉ 2Mbps ԈЭ ̆ Ԉ

У ̆ Ԉ Ȃ 

 

30.1.28 validate-update-source 

⁮ RIP ̆ ̆ ᴳ

ԇ validate-update-sourceȂ ԇ no Ὧ

Ȃ 

validate-update-source 

no validate-update-source 

ȍ Ȏ 

ԇ Ὧ Ȃ 
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Ԉ RIPv1 RIPv2 ת̆ RIPv1
Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ұ Ѭ э RIP Ȃ Ԉ ip rip receive versionȁ
ip rip send version ԇ̆ э э RIP

ѬȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѝ 2Ȃ 

Ruijie(config)# router rip 
Ruijie(config-router)# version 2 

ȍ Ὧ ԇȎ 

ԇ  

ip rip receive  version
Ѭ RIP Уэ Э э

RIP ꜛȂ 

ip rip send version 
Ѭ RIP Уэ Э э

RIP ꜛȂ 

show ip rip ₥ rip ᶕ Ȃ

30.2 显示相关命令 

30.2.1 show ip rip 

RIP ᶕ ̆ ᴳ show ip ripȂ 

show ip rip [vrf vrf-name] 

ȍ Ȏ 

  

vrf vrf-name ̂ ̃ VRF RIP ᶕ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 
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ȍᴳ Ȏ 

ұ RIP Ьэ ȁ ‍ ȁ ‍

ȁ rip ȁrip б ȁmetric б distance Ȃ 

VRF̆ ֶ VRF VRF-id 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ᶕ ̆ ȁ

Ȃ 

Ruijie# show ip rip  
Routing Protocol is "rip" 
Sending updates every 10 seconds, next due in 4 seconds 

Invalid after 20 seconds, flushed after 10 seconds 
Outgoing update filter list for all interface is: not 

set 
Incoming update filter list for all interface is: not 

set 
Default redistribution metric is 2 

Redistributing: connected 
Default version control: send version 2, receive version 

2  
Interface              Send  Recv 

FastEthernet 1/1       2     2 
FastEthernet 1/0       2     2 

Routing for Networks: 
192.168.26.0 255.255.255.0 

192.168.64.0 255.255.255.0 
Distance: (default is 50) 

ԈЮ ᴿ ̆ ҩ vrf̆ RIP ᴿ ᶕ ̔ 

Ruijie(config-router)# sh ip rip vrf 1 
VRF 1  VRF-id:1 
Routing Protocol is "rip" 

Sending updates every 30 seconds, next due in 4 seconds 
Invalid after 180 seconds, flushed after 120 seconds 

Outgoing update filter list for all interface is: not 
set 

Incoming update filter list for all interface is: not 
set 

Default redistribution metric is 1 
Redistributing: 

Default version control: send version 1, receive any 
version 

Routing for Networks: 
Distance: (default is 120) 
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30.2.2 show ip rip database  

RIP ѐ ᶕ ̆ ᴳ show ip rip databaseȂ 

show ip rip database [vrf vrf-name] [network-number {network-mask}] 

ȍ Ȏ 

  

vrf vrf-name ̂ ̃ VRF RIP ᶕ  

network-number ̂ ̃ ᶕ Ȃ 

network-mask Ȃ ̆

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 

ȍᴳ Ȏ 

Ὧ ̆ ᶕ ֶ RIP
ѐȂ ᶕ Уэ ᶕ ѝ ̆

ᶕ ҂ ӱ ѐ‮ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ѐ ᶕ Ȃ 

Ruijie# show ip rip database 
192.168.1.0/24    auto-summary 
192.168.1.0/30    directly connected, Loopback 3 

192.168.1.8/30    directly connected, FastEthernet 0/0 
192.168.121.0/24    auto-summary 

192.168.121.0/24    redistributed 
[1] via 192.168.2.22, FastEthernet 0/1 

ԈЮ ᴿ ̆ RIP ѐὯұ 192.168.121.0/24
ᶕ Ȃ 

Ruijie# show ip rip database 192.168.121.0 255.255.255.0 
192.168.121.0/24    redistributed 

[1] via 192.168.2.22, FastEthernet 0/1 

ȍ Ὧ ԇȎ 

ԇ  
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show ip rip ₥ ᶕ Ȃ 

30.2.3 show ip rip external 

RIP ‍ ᶕ ̆ ᴳ show ip rip external ԇȂ 

show ip rip external [bgp | connected | isis [process-name] | ospf 
<1-65535>| static] [vrf vrf-name] 

ȍ Ȏ 

  

bgp | connected | 
isis | ospf | static 

̂ ̃ ‍  

vrf vrf-name ̂ ̃ VRF RIP   
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ԇ  

show ip rip ₥ ᶕ Ȃ 

30.2.4 show ip rip interface 

RIP ᶕ ̆ ᴳ show ip rip interfaceȂ 

show ip rip interface [vrf vrf-name] 

ȍ Ȏ 

  

vrf vrf-name ̂ ̃ VRF RIP  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ᶕ Ȃ 

Ruijie# show ip rip interface 
FastEthernet 1/1 is down, line protocol is down 

RIP is not enabled on this interface 
FastEthernet 1/0 is up, line protocol is up 

Routing Protocol: RIP 
Receive RIPv2 packets only 

Send RIPv2 packets only 
Passive interface: Disabled 

Split horizon: Enabled 
V2 Broadcast: Disabled 

Multicast register: Registed  
Interface Summary Rip:  

Not Configured 
                Authentication mode: Text 

                Authentication key-chain: ripk1 
                  Authentication text-password: ruijie 

                  Default-information: only, metric 5 
IP interface address: 

192.168.64.100/24 
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RIPб BFD ╟, ѫ ԇ Юᶕ : 

Ruijie#show ip rip interface  
VLAN 1 is up, line protocol is up 

  Routing Protocol: RIP 
    Receive RIPv1 and RIPv2 packets 

    Send RIPv1 packets only 
    Receive RIP packet: Enabled 

    Send RIP packet: Enabled 
    Send RIP supernet routes: Enabled 

    Passive interface: Disabled 
    Split horizon: Enabled 

    BFD: Enabled 
    V2 Broadcast: Disabled 

    Multicast registe: Registed  
    Interface Summary Rip:  

      Not Configured 
    IP interface address: 

2.2.2.111/24 

ȍ Ὧ ԇȎ 

ԇ  

show ip rip ₥ ᶕ Ȃ 

30.2.5 show ip rip peer 

RIP ѝ ҃⁮ RIP ᶕ (RIP ) ҩ

ᶕ ̆Ԉ ᵳ ̆ Ҿ ᶕ ѝ RIP ᶕ ̆

RIP ᶕ ̆ ᴳ show ip rip peerȂ 

show ip rip peer [ip-address] [vrf vrf-name] 

ȍ Ȏ 

  

ip-address ̂ ̃ RIP  

vrf vrf-name ̂ ̃ VRF RIP  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ Ȃ 

ȍᴳ Ȏ 
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ȍѡᴿȎ 

ԈЮ ᴿ ̆ RIP ᶕ Ȃ 

Ruijie# show ip rip peer 
Peer 192.168.3.2: 

  Local address: 192.168.3.1 

  Input interface: GigabitEthernet 0/2 

  Peer version: RIPv1 

  Received bad packets: 3 

  Received bad routes: 0 

  BFD session state up 

ȍ Ὧ ԇȎ 

ԇ  

show ip rip ₥ ᶕ Ȃ 

ȍ Ȏ 

ȍ Ȏ 
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31 配置 OSPF 命令 

31.1 配置相关命令 

31.1.1 area 

שּ ̆ᴳ ԇ no ‮ OSPF שּ Ȃ 

area area-id 

no area area-id 

ȍ Ȏ 

  

area-id 
OSPF שּ Ȃ

שּ Ԉ Уэ︠ ⁸ ḣ̆

҂ Ԉ Уэ IP Ȃ 

ȍ Ȏ 

OSPF שּ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉᴳ ԇ no ̆ OSPF שּ ‮ שּ

̆ꜛ area authenticationȁarea default-costȁarea filter-listȁ
area nssa ұּש ԇȂ 

Ю ᾳЮ̆ OSPF שּ ̔ 

1. ў שּ ת̆ Ȃ Ἴ

̆ ‮ ў שּ Ȃ 
2. ֗ᴉУэּש ̆ network area ԇȂ Ἴ

╗ὡ שּ ԇ̆ ‮ שּ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆‮ OSPF שּ 2 Ὧ ̔ 

Ruijie(config)# router ospf 2 
Ruijie(config)# no area 2 

ȍ Ὧ ԇȎ 
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ԇ  

network area 
Ѭ OSPF̆Ԉ

OSPF שּ  

ȍ Ȏ 

ȍ Ȏ 

31.1.2 area authentication 

OSPF שּ ̆ ᴳ ԇ area authenticationȂ
ԇ no Ὧ OSPF שּ Ȃ 

area area-id authentication [message-digest] 
no area  



OSPF ԇ 

31-3 

ԈЮ ᴿ ̆OSPF שּ 0̂ שּ ̃ MD5 ̆

ԇѝ backboneȂ  

Ruijie(config)# interface FastEthernet 0/0 
Ruijie(config-if)# ip address 192.168.12.1 
255.255.255.0 

Ruijie(config-if)# ip ospf message-digest-key 1 md5 
backbone 

# OSPF  

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 192.168.12.0 
0.0.0.255 area 0 
Ruijie(config-router)# area 0 authentication  
message-digest 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf authentication-key Ѭ OSPF ԇȂ 

ip ospf message-digest-key Ѭ OSPF MD5 ԇȂ 

area virtual-link Ѭ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.3 area default-cost 

Ѭ STUB שּ NSSA ḣ̂OSPF
ḣ̃̆ ᴳ ԇ area default-costȂ ԇ no 

Ȃ 

area area-id default-cost cost 

no area area-id default-cost 

ȍ Ȏ 

  

area-id STUB שּ NSSA
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ѝ̋Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ABRּ̂ש ̃Э ̆ з ABR
Уэ STUB שּ ̂ ѝ ̃ Уэ NSSAȂ ABR

̆ ҩ שּ ̆ Уэּש Ȃ 

Уэ OSPF שּ ѝ STUB NSSA чЬ Ὧ ԇ area 
stub̆area nssa area default-costȂ ⁮ STUB
Э̆ area stub ԇ̆ ⁮ NSSA שּ area 
nssa ԇ̆ת area default-cost ԇ ABR Э Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ̆ ḣ ѝ 50Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 172.16.0.0 0.0.255.255 
area 0 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255 
area 1 
Ruijie(config-router)# area 1 stub 
Ruijie(config-router)# area 1 default-cost 50 

ȍ Ὧ ԇȎ 

ԇ  

area stub Уэ OSPF שּ ѝ Ȃ 

area nssa  Уэ OSPF שּ ѝ NSSA שּ

ȍ Ȏ 

ȍ Ȏ 

31.1.4 area filter-list 

ABR Э ̆ ұ а Ѯשּ intra-area ֒Ȃ 

area area-id filter-list [access acl-name| prefix prefix-name] [in | out] 
no area area-id filter-list [access acl-name | prefix prefix-name] [in | 
out] 

ȍ Ȏ 
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area-id NSSA שּ שּ Ȃ 

no-redistribution 

̂ ̃ Уэ nssa 
ABR ̆ ᴔ ‍ ԇ

ᶕ ὡ שּ а

ὡ nssa שּ ̆ Ԉ Э

Ȃ 

default-information-originate
̂ ̃ӊ 7 LSA
ὡ nssa שּ ̆ NSSA 

ABR ASBR Э Ȃ 

no-summary 
̂ ̃ nssa
(ABR) Ь LSA ὡ

nssa שּ Ȃ 

ȍ ᾳȎ 

Ѭ NSSA שּ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

default-information-originate ӊ Type-7 LSĂ
nssa ABR ASBR Э Ҿ ⁞̆ ABR Э ѐ

̆ ֶӊ Type-7 LSA ̆ ASBR Э( ҂а

ABR) ѐ ̆ ֶӊ Type-7 LSA Ȃ 

no-redistribution ASBR Эᴳ OSPF redistribute ԇ

ὡ ὲ а ⁮ NSSA Ȃשּ ұ NSSA
ASBR ABR Ḁ̆ Ԉ ᶕ ὡ nssaȂ 

ѝҩ У ῏ ⁮ NSSA שּ ѐ  ̂LSÃ ̆

Ԉ ABR Э no-sμmmary ̆ ABR NSSA שּ ᾃ

summary LSAŝType-3 LSÃȂ 

area default-cost NSSA שּ ABR
ЭȂ ԇ שּ ⁮ NSSA שּ

ḣȂ ᾳЮ̆ ⁮ NSSA ḣѝ 1Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ שּ 1 ѝ ̆ ұ שּ

Ȃ 

Ruijie(config)# router ospf 1 
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Ruijie(config-router)# network 172.16.0.0 0.0.255.255
area 0 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255
area 1 
Ruijie(config-router)# area 1 nssa 

ȍ Ὧ ԇȎ 

ԇ  

area default-cost 
Ѭ NSSA ḣ

̂OSPF ḣ̃Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.6 area range 

OSPF שּ Ѯ ̆ ᴳ ԇ area 
rangeȂ ԇ no ‮ ̆no ₥ б cost

Ԉ ḣ̆תаֶ‮ Ȃ 

area area-id range ip-address net-mask [advertise | not-advertise] 
[cost cost] 

no area area-id range ip-address net-mask [cost] 

ȍ Ȏ 

  

area-id 
ὡ OSPF שּ Ȃ

שּ Ԉ Уэ︠ ⁸ ḣ̆҂

Ԉ Уэ IP Ȃ 

ip-address Ѭ Ȃ 

advertise | not-advertise
Ѭ Ὠ ̆ Ὠ

 

cost cost ḣȂ 

ȍ ᾳȎ 

שּ Ȃ 

ḣб ὸ RFC1583 Ὧ̆ ҩὸ

RFC1583 ̆ ḣ cost ḣ̆ ‡

ḣ cost ḣȂ 

ȍ ԇ Ȏ 
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Ȃ 

ȍᴳ Ȏ 

ԇ ABR Э ̆ Уэּש э

У ̆ ⁮ὲ שּ Ȃ ᶕ ѝ שּ

שּ̆ ᾃ Э ⁮ έᴇ ᶕ שּת̆

⁮У Ȃ з Ԉ advertise not-advertise
 

ᾱ Ὠ э ̆ ⁮ ᴐ ̆ Ὠ Ȃ 

Ԉ Ѭ эּש ԇ̆ э OSPF ⁮

̆ע ⁞ ֶ̆ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ שּ ̋ У 172.16.16.0/20Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ᾃ area stub ԇȂABR
Ь (LSA)̔1̃ 1̆ LSA̕2̃ 2̆

LSA̕3̃ 3̆ LSAȂӱ ̆ ѐ

҃⁮ OSPF ᾃ ̆ꜛ ABR ӊ ᾃ

Ȃ а ҃⁮ OSPF Ȃ 

ὤ ̆ ABR Э area stub ԇ ̆

no-summary Ὧ Ȃὤ ⁮ שּ ᾃ ̆Ԉ

ABR ӊ ᾃ Ȃ 

Уэ OSPF שּ ѝ ч ԇ area stub area 
default-costȂ ⁮ Э̆ area stub
ԇ̆ת area default-cost ԇ ABR Э Ȃarea default-cost
ԇ Ѭҩᾃ ‫ ̂ ̃Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ שּ 1 ѝ ̆ ұ שּ

Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# network 172.16.0.0 0.0.255.255
area 0 
Ruijie(config-router)# network 192.168.12.0 0.0.0.255
area 1 
Ruijie(config-router)# area 1 stub 

ȍ Ὧ ԇȎ 
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mit-interval seconds] [transmit-delay seconds] [[authentication-ke
y key] | [message-digest-key key-id md5 key]] 
no area area-id virtual-link router-id  

ȍ Ȏ 

  

area-id 
OSPF שּ Ȃּש Ԉ Уэ

︠ ⁸ ḣ̆҂ Ԉ Уэ IP Ȃ

router-id  
Ȃ

Ԉ show ip ospf ԇ Ȃ

dead-interval seconds 
̂ ̃ Ѭ х ̆Ԉ

ѝ ᴁ̆ ѝ 40 Ȃ б

ᶑ У Ȃ 

hello-interval seconds 
̂ ̃OSPF Hello

̆Ԉ ѝ ᴁ̆ ѝ

10 Ȃ б ᶑ У Ȃ 

retransmit-interval 
seconds 

̂ ̃OSPF ̂LSÃ
ּ ̆Ԉ ѝ ᴁ̆ ѝ 5 Ȃ

⁮ ꜛ

Э Ȃ 

transmit-delay seconds 

̂ ÕSPF ̂LSÃ
̆Ԉ ѝ ᴁ̆ ѝ 1 Ȃ

ḣ ╗ LSA ̆ LSA
⁮У ̆ LSA ⁹ Ȃ

authentication-key key 

̂ ̃ Ѭ OSPF Ȃ

Ѯ У Ȃ

service password-encryption ԇ Ԉ

ᴳ Ԉ╗ Ȃ 

message-digest-key 
key-id md5 key 

̂ ̃ Ѭ OSPF MD5
Ȃ Ѯ MD5

У Ȃ service 
password-encryption ԇ Ԉᴳ

Ԉ╗ Ȃ 

authentication ̆ᴳ Ȃ 

MD5
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retransmit-interval ̔5 ̕ 

transmit-delay ̔1 ̕ 

а ; 
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area authentication 
OSPF שּ

Ȃ 

show ip ospf 
OSPF ᶕ ̆ꜛ

Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.9 auto-cost 

ԇ ╟Ԇ֓╖ Ὧ ̆ ╟

Ԇ֓̆ᴳ ԇ no ԈὯ ╟Ԇ֓╖ ̆ Ԉ

ḣȂ 

auto-cost [reference-bandwidth ref-bw] 

no auto-cost [reference-bandwidth] 

ȍ Ȏ 

  

ref-bw 
ḣȂԈ Mbps ѝ ᴁ̆ 
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Ruijie(config-router)# auto-cost reference-bandwidth 
10 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf ospf ὤ Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ 

31.1.10 clear ip ospf process 

OSPF ᴿȂ 

clear ip ospf (process-id) process 

ȍ Ȏ 

  

process-id 
̆ OSPF ᴿȂ

̆

OSPF ᴿȂ 

ȍ ᾳȎ 

RFC2328 ‡Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴁ э OSPF ̆ ̆ э ̕ Ԉ

ԇ ֶ̆ ̕ 

ȍѡᴿȎ 

ԈЮ ԇ OSPF ᴿ 1 

Ruijie# clear ip ospf 1 process 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.11 compatible rfc1583 
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⁮ Уэ AS ̆ ִ ̆

ԇ RFC1583 ѐᴳ ִἼ ‡ RFC2328 ѐᴳ

ִἼ ‡Ȃ 

commpatible rfc1583 
no commpatible rfc1583 

ȍ Ȏ 

  

ԇ   

ȍ ᾳȎ 

RFC1583 ‡Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ᴳ rfc 2328 ‡ ᴧ Ȃ 

Ruijie(config)# router  ospf 1 
Ruijie(config-router)# no commpatible rfc1583 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf ospf ὤ Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ 
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always 
̂ ̃ Ὧ ᴳ OSPF ֒ӊ

̆а Ȃ 

metric metric ̂ ̃ ‫ ḣ̆ ѝ 1Ȃ

metric-type type 

̂ ̃ ȂOSPF
ч ̔ 1̆а Э ⁮

ḣаУ ̕ 2̆ ⁮

ḣ У Ȃ 1 2 ᶕȂ

ѝ 2Ȃ 

route-map 
map-name 

Ὧ route-map , Ὧ

route-map 

ȍ ᾳȎ 

аӊ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

redistribute default-information ԇ ̆OSPF
ֶ ╟ ѝ ASBR̂ ̃Ȃת ASBR аֶ ╟ӊ

̆ OSPF ѐ ȂASBR ӊ

̆ default-information originate ԇ

Ȃ 

always ̆OSPF а ̆ ֶ

У Ȃת аֶ ̆

ӊ ̆ Ԉ show ip ospf database OSPF
̆ ѝ 0.0.0.0 ҩ ȂOSPF

show ip route ԇ̆ Ԉ ⁮ Ȃ 

ḣ̆ default-information originate
ԇ Ѭ̆а ԇ default-metric Ȃ 

OSPF ч ̆ 1 ֶ ̆ 2
а Ȃ⁮Уэ ч ̆

̆ 1 ֶ 2 ִἼ ̆ Ԉ show ip route
1 Ȃ 

STUB שּ ѐ а Ԉӊ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ӊ У ̆ ὡ⁮ OSPF
ѐ̆ ѝ 1̆ ḣ ѝ 50Ȃ 

Ruijie(config)# router ospf 1 
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Ruijie(config-router)# network 172.16.24.0 0.0.0.255 
area 0 
Ruijie(config-router)# default-information originate 
always metric 50 metric-type 1 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf database OSPF Ȃ 

show ip route IP Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.13 default-metric 

OSPF ‍ ḣ̆ ᴳ ԇ

default-metricȂ ԇ no Ȃ 

default-metric metric 

no default-metric 

ȍ Ȏ 

  

metric 
 Ѭ OSPF ‍

ḣȂ 

ȍ ᾳȎ 

ѝ 20Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

default-metric ԇ б redistribute ԇ ᴳ ̆

Ԉᶢ ‍ ‫ ע ḣȂ 

default-metric ԇ ̆ Ԉ default-information originate
ὡ OSPF а ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ OSPF ‍ ‫ ע ḣ ѝ 50Ȃ 

Ruijie(config)# router rip 
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Ruijie(config-router)# network 192.168.12.0 
Ruijie(config-router)# version 2 
Ruijie(config-router)# exit 
Ruijie(config)# router  ospf  
Ruijie(config-router)# network 172.16.10.0 0.0.0.255 
area 0 
Ruijie(config-router)# default-metric 50 
Ruijie(config-router)#redistribute rip subnets 

ȍ Ὧ ԇȎ 

ԇ  

redistribute ‍ ὲ Ȃ 

show ip ospf ospf ὤ Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ  

31.1.14 distance ospf 

а OSPF  

distance ospf {intra-area <1-255> | inter-area <1-255> | external 
<1-255>} 

no distance ospf 

ȍ Ȏ 

  

intra-area <1-255> ּשᾃ ̆ ѝ 110 

inter-area <1-255> ּש ̆ ѝ 110 

external <1-255> ̆ ѝ 110 

ȍ ᾳȎ 

ѝ 110Ȃ 

ȍ ԇ Ȏ 

OSPF Ȃ 

ȍᴳ Ȏ 

OSPF а а ̆ ԇȂ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆ OSPF ѝ 160 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# distance ospf external 160 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.15 distribute-list in 

LSA  

distribute-list {listname | gateway plist-name | prefix plist-name } 
in  [interface-type num] 

no distribute-list {listname | gateway plist-name | prefix plist-name }  
in  [interface-type num] 

ȍ Ȏ 

  

listname ᴳ acl ‡ 

gateway plist-name ᴳ gateway ‡ 

prefix plist-name ᴳ prefix-list ‡ 

interface-type num э LSA

ȍ ᾳȎ 

ѝ ̆ ὤ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

⁮ LSA ̆ ֒ б SPF ̆

Ȃ аֶ ̆ ҂аֶӊ ֗ᴉ

̆ ֶ ⁮ OSPF Ȃ ╖ У ұ ABR
ASBR̆ Ԉ ⁸ Ҿ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# access-list 3 permit 172.16.0.0  
0.0.127.255 
Ruijie(config)# router ospf 25 
Ruijie(config-router)# redistribute rip metric 100 
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Ruijie(config-router)# distribute-list 3 in ethernet 
1/0 

Ruijie(config-router)# distribute-list 3 in ethernet 
1/1 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.16 distribute-list out 

‍ ̆╖ נ redistribute ԇ 

distribute-list {listname | gateway plist-name | prefix plist-name} out 
[bgp | connected | isis area-tag | ospf process-id | rip | static] 

no distribute-list {listname | gateway plist-name | prefix plist-name }  
out [bgp | connected | isis area-tag | ospf process-id| rip | static] 

ȍ Ȏ 

  

listname ᴳ acl ‡ 

gateway plist-name ᴳ gateway ‡ 

prefix plist-name ᴳ prefix-list ‡ 

[bgp | connected | isis 
area-tag | ospf 
process-id  | rip | static]

 

ȍ ᾳȎ 

ѝ ̆ ὤ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

distribute-list out б redistribute route-map ԇ ̆נ ӱὲӹ

‍ ⁮ OSPF ѐ ת̆ а ‍ ̆У

б redistribute ԇ ᴳ ȂACL ‡ prefix-list ‡а

ѐὭ , У ᴳ ACL ‡,‡а ᾋ

prefix-list Ȃ 

ȍѡᴿȎ 

Ю ‍  
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Ruijie(config)# router ospf 1 
Ruijie(config)# redistribute static subnets 
Ruijie(config-router)# distribute-list 22 out static  
Ruijie(config-router)# distribute-list prefix jjj 
outstatic 
% There already has filter configured. Please 

re-configure. 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.17 enable mib-binding 
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ԇ  

show ip ospf OSPF ὤ Ὧᶕ  

enable traps OSPF TRAP ╖  
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error 

б error Ὧ traps Ὧ̆ Ԉ

Ю error traps Ὧ̔ 

ifauthfailure 

ifconfigerror 
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lsa 

б lsa Ὧ traps Ὧ̆ Ԉ

Ю lsa traps Ὧ̔ 

lsdbapproach
overflow 

 

lsdboverflow 

 

maxagelsa 

originatelsa 

L

ӊ
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retransmit 

б retransmit Ὧ traps Ὧ̆ Ԉ

Ю retransmit traps Ὧ̔ 

iftxretransmit

virtiftxretrans
mit 
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state-cha
nge 

б state-change Ὧ traps Ὧ̆

Ԉ Ю state-change traps Ὧ̔ 

ifstatechange 

nbrstatechang
e 

virtifstatechan
ge 

virtnbrstatech
ange 

 

ȍ ᾳȎ 

ᾳЮ̆ὤ TRAP ὯὯ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ snmp-server ԇ ⁸̆ Ἴ Ὧ snmp-server 
enable traps ospf Ԉ ̆ ԇ Ԉ Ȃ 

ԇа MIB ⁸̆ἵ а TRAP ὯȂ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆ OSPFv2 100 ὤ TRAP Ὧ̔ 

Ruijie(config)# router ospf 100 
Ruijie(config)# enable traps 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf OSPF ὤ Ὧᶕ  

enable mib-binding OSPFv2 MIB 
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ȍᴳ Ȏ 

ԇ ұ GR Help ╒̆ ִ ̆

Grace-LSA ὲ ̆ ᴳ GR Help ╒̆

⁮ Grace-LSA ֶ̆ ѝ GR Helper̆ ╠ ִ Ȃ

disable ֗ᴉ ִ GR ╠Ȃ 

ѝ GR Helper ̆ ᾳЮа ע ̆

҂̆ע ⁮ GR Ѯ ֶ Ȃ

GR ѐ̆ ұ ע ̆ Ԉ

strict-lsa-checking internal-lsa-checking ╟ ὲ̆ѐ₥

֗ᴉ ᶕ LSA(types 1-5,7) ̆ AS ᾃ

LSA(types 1-3) Ȃ ᾳЮ ӑ

╟ LSA ̆ ѝ ֶע ╟ GR ̆ӱ

ᴂȂ 

ȍѡᴿȎ 

Ю ᴿ ᴉ OSPF ᴿ 1 GR ╠╖ Ԉ ᴉᶢ

ע ̔ 
Ruijie(config)# router ospf 1 
Ruijie(config-router)# graceful-restart helper disable 
Ruijie(config-router)# no graceful-restart helper 
disable 
Ruijie(config-router)# graceful-restart helper 
strict-lsa-checking 

ȍ Ὧ ԇȎ 

ԇ  

graceful-restart ᴳ OSPF ִ ╖  

ȍ Ȏ 

ȍ Ȏ 

RGOS10.3(5b1), ԇ ὡ 

31.1.20 ip ospf authentication 

ԇ ̆ᴳ no Ԉ ѝ Ȃ 

ip ospf authentication [message-digest | null] 
no ip ospf authentication 

ȍ Ȏ 
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message-digest Э MD5 ╗ Ȃ 

null а Ȃ 

ȍ ᾳȎ 

Э , Э שּ

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ а ֗ᴉ . 
ᴳ no ḣ ̆ שּ

Э ᾱ ̆ ѝ null ‡̆ ⁸ ѝ

а , Э שּ ,ִἼ

Э Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ FastEthernet 0/0 OSPF ѝ MD5
Ȃ 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# ip address 172.16.10.0  
255.255.255.0 

Ruijie(config-if)# ip ospf authentication  
message-digest 

ȍ Ὧ ԇȎ 

ԇ  

area authentication 
OSPF שּ Ѭ

Ȃ 

ip ospf authentication-key OSPF Ȃ 

ip ospf message-digest-key OSPF MD5 Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.21 ip ospf authentication-key 

OSPF ̆ ᴳ ԇ ip ospf 
authentication-keyȂ ԇ no ‮ Ȃ 
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ip ospf authentication-key key 

no ip ospf authentication-key 

ȍ Ȏ 
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ȍ Ȏ 

ȍ Ȏ  

31.1.23 ip ospf database-filter all out 

ԇ а LSA ̆ а Э LSA
,ᴳ ԇ no Ԉ ḣ 

ip ospf database-filter all out 
no ip ospf database-filter 

ȍ Ȏ 

  

ԇ   

ȍ ᾳȎ 

╖ Ὧ , Ԉ Э ֗ᴉ LSA Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

э Э LSA , Ԉ Э ╖

. 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ LSA serial 1/0 Э Ȃ 

Ruijie(config)# interface serial 1/0  
Ruijie(config-if)# ip address 172.16.10.1  
255.255.255.0 
Ruijie(config-if)# encapsulation ppp 
Ruijie(config-if)# ip ospf database-filter all out 

ȍ Ȏ 

ȍ Ȏ  

31.1.24 ip ospf dead-interval 

OSPF ″ ӄ ̆ ᴳ ԇ ip 
ospf dead-intervalȂ ԇ no Ȃ 

ip ospf dead-interval seconds 
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no ip ospf dead-interval 

ȍ Ȏ 

  

seconds Ѭ ӄ″ ̆Ԉ ѝ ᴁȂ

ȍ ᾳȎ 

ѝ ip ospf hello-interval ̎᷁Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
OSPF ӄ ꜛ Hello ᾃȂ OSPF ӄ ᾃ̆

⁮ Hello ̆ ӱ ѐ‮

Ȃ ӄ ѝ hello 4 ᷁̆ ᶢ ҩ hello
ֶ̆ ╟ᶢ ӄ Ȃ 

ԇ Ԉ ᶢ OSPF ″ ӄ ת̆ ︠‍ Ȃ

ч ̔ 

 ӄ ̆а ұ hello ̕ 

 У Э ӄ У Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 OSPF ″ ӄ ѝ

30Ȃ 

Ruijie(config)# interface serial 1/0  
Ruijie(config-if)# ip address 172.16.10.1  
255.255.255.0 

Ruijie(config-if)# encapsulation ppp 
Ruijie(config-if)# ip ospf dead-interval 30 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf hello-interval OSPF Hello Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.25 ip ospf disable all 
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ᴳ аᾋӊ ospf Ȃ 

ip ospf disable all 
no ip ospf disable all 

ȍ Ȏ 

ԇ  

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ҩ network area רּ ̆ ԇ ̆

ᴳ ұ network̆҂ аᾋӊ ospf Ȃ аֶ

֗ᴉ OSPF ̆҂а б OSPF Ȃ 

ȍѡᴿȎ 

Ruijie(config)# interface serial 1/0  
Ruijie(config-if)# ip address 172.16.10.1  
255.255.255.0 

Ruijie(config-if)# ip ospf disable all 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.26 ip ospf hello-interval 

OSPF Hello ̆ ᴳ ԇ ip ospf 
hello-intervalȂ ԇ no Ȃ 

ip ospf hello-interval seconds 

no ip ospf hello-interval 

ȍ Ȏ 

  

seconds OSPF hello ̆Ԉ ѝ ᴁȂ

ȍ ᾳȎ 

 Ԉ 10 ̕ 

 PPPȁHDLC 10 ̕ 



OSPF ԇ 

31-34 

 ѐ ⁮ 10 ̕ 

 ѐ ⁮ ȁ̲.25 30 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

hello ꜛ hello ѐȂ ŎSPF ⁮

ע ҂ ת̆ ╗ Ȃ У Э

hello У Ȃ ᶢ ″ ӄ ̆

ᶑ hello а ұ ӄ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 OSPF Hello
ѝ 15 Ȃ 

Ruijie(config)# interface serial 1/0  
Ruijie(config-if)# ip address 172.16.10.1  
255.255.255.0 

Ruijie(config-if)# encapsulation ppp 
Ruijie(config-if)# ip ospf hello-interval 15 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf dead-interval OSPF ″ ӄ Ȃ 

ȍ Ȏ 

ȍ Ȏ  

31.1.27 ip ospf message-digest-key 

OSPF MD5 ̆ ᴳ ԇ ip ospf  
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ȍ ᾳȎ 

MD5 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ip ospf message-digest-key ԇ ̆ ὡ OSPF
Ȃ аУ ̆ч а OSPF Ὧ

̆ ҂а ᶕ Ӈ Ȃ 

а Ԉ аУ ת̆ У Э

̆ У Ȃ

У Ȃ 

Уэ OSPF שּ ̆ᴳ ԇ area 
authentication Ȃ Э҂ Ԉ ,ᴳ
Ю ԇ ip ospf authentication , שּ

ִἼ . 

RGOS ֒ MD5 ᶢ ̆ɡ УэἼ╗

‮ ‡Ȃ ╗Уэ OSPF MD5 ̆

ֶ ѝὲ ̆ ֶ‍⁞ а

֙ OSPF ̆ ⁮ ҩ Ȃ

ҩ ̆ Ԉ‮ ҩȂ 

ȍѡᴿȎ 

ԈЮ ᴿ F̆astEthernet 0/0 ╗ҩУэ OSPF ̆

ѝ̏̆ ѝ hello5Ȃ 

Ruijie(config)# interface Serial 1/0 
Ruijie(config-if)# ip address 172.16.24.2  
255.255.255.0 
Ruijie(config-if)# ip ospf authentication  
message-digest 
Ruijie(config-if)# ip ospf message-digest-key 10 md5  
hello10 
Ruijie(config-if)# ip ospf message-digest-key 5 md5  
hello5 

╗ҩ ̆ὤ ‮ Ȃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)# no ip ospf message-digest-key 10 md5 
hello10 

ȍ Ὧ ԇȎ 

ԇ  
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area authentication OSPF שּ Ѭ Ȃ

ip ospf authentication 
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OSPF ̆ ᴳ ԇ ip ospf networkȂ ԇ

no Ȃ 

ip ospf network͕broadcast ͖ non-broadcast ͖ point-to-multip
oint [ non-broadcast ]͖ point-to-point͗ 

no ip ospf network͕broadcast ͖ non-broadcast ͖point-to-mul
tipoint [ non-broadcast ]͖ point-to-point͗ 

ȍ Ȏ 

  

broadcast OSPF ѝ Ȃ 

non-broadcast 
OSPF ѝ

̆ NBMA Ȃ 

point-to-multipoint 
[non-broadcast] 

OSPF ѝ ⁮ Ȃ

⁮ , non-broadcast
ѝ ⁮ Ȃ 

point-to-point OSPF ѝ Ȃ 

ȍ ᾳȎ 

 ⁮ ̔PPPȁSLIPȁ ѐ ⁮ ȁX.25 ⁮

̕ 

 NBMA ̔ ѐ ̂ ⁮ ̃ȁX.25 ̂ ⁮

̃̕ 

 ̔Ԉ ̕ 

 ѝ ⁮ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а Ӯ ּ ̆OSPF ‍ѝЬ ̔ 

 ̂Ԉ ̆ԇ ̆FDDĨ 

 ̂ ѐ ̆X.25̃ 

 ⁮ ̂HDLC̆PPP̆SLIP̃ 

ὲѐ ̆ OSPF ᴐ а ‍ѝч ̔ 

 (NBMA) ȂNBMA ҵ

̆ ὤ ⁮ ̆ SVC
̂ X.25̃ ת̆ PVĈ ѐ ̃ У

ȂOSPF NBMA Э ᴐб Э ̆נ ѡ

̂Designated Router̃̆ NBMA
Ȃ 
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 ⁮ Ȃ а ὤ ̆

OSPF ⁮ Ȃ ⁮

ѐ ŎSPF Ѯ ᴐ ⁮ ̆ Ԉ

ѡȂ ⁮ ‍ѝ ,
. 

а ӣѫ̆ Ԉ ѝ Ȃ Ԉ

̂ ѐ X̆.25̃ ̆ OSPF
̆ ҩ Ȃ X.25 map

frame-relay map ԇ̆ Ԉ X.25 ѐ έ ╒̆

OSPF Ԉ X.25 ѐ ᴐ Ȃ 

⁮ Ԉ Уэ э ̆ OSPF ⁮

ֶ̆ эў Ȃ ⁮ б

ԈЮ ̔ 

 ̆а ̆҂ ̕ 

 Ԇ֓ ̆а ὤ Ȃ 

ұ ȁ ѐ Ԉ X.25 ̆ IP ̆

broadcast Ὧ . 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ѐ ѝ ̆ ὤ ѐ

Ȃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)# ip address 172.16.24.4  
255.255.255.0 
Ruijie(config-if)# encapsulation frame-relay 
Ruijie(config-if)# ip ospf network broadcast 

ԈЮ ᴿ ̆ ѐ ѝ ⁮ ̆ ὤ

ѐ Ȃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)# ip address 172.16.24.4  
255.255.255.0 
Ruijie(config-if)# encapsulation frame-relay 
Ruijie(config-if)# ip ospf network point-to-multipoint 

ԈЮ ᴿ ̆ ѐ ѝ ̆ DR/RDR̆

ὤ ̉ ѐ ȂԈЮ ‍

а Э ̂ ⁸ ѝ DR/BDR̃Ȃ 

Ruijie(config)# interface Serial1/0 
Ruijie(config-if)#ip address 172.16.24.4 255.255.255.0 
Ruijie(config-if)# encapsulation frame-relay 
Ruijie(config-if)# ip ospf network broadcast 
Ruijie(config-if)# ip ospf priority 0 
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ȍ Ὧ ԇȎ 

ԇ  

dialer map ip Ѭ IP б Ȃ 

frame-relay map Ѭ IP б ѐ DLCI Ȃ 

neighbor̂OSPF̃ 
Ѭ IP ̆ NBMA

⁮ Ȃ 

X25 map Ѭ IP б X.25 Ȃ 

ȍ Ȏ 

ȍ Ȏ  

31.1.30 ip ospf priority 

OSPF ִἼ ḣ̆ ᴳ ԇ ip ospf priorityȂ
ԇ no Ȃ 

ip ospf priority priority 

no ip ospf priority 

ȍ Ȏ 

  

Priority OSPF ִἼ ḣȂ 

ȍ ᾳȎ 

ִἼ ḣ ѝ̋Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ִἼ ḣꜛ hello ѐȂ OSPF
DR/BDR̂ ̉ ֙ ̃ ̆ ִἼ ḣ

̆ ѝ DR BDRȂ ִἼ ḣУ ̆

ѝ DR BDRȂִ Ἴ ḣѝ̊ ӑ ѝ DR
BDRȂ ԇ OSPF broadcast non-broadcast
Ȃ 

~注意:  
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ѐ DR BDR ѫᶢ ִἼ аֶ ̆

ЮУ DR BDR ѡ ѐ ֶ ⁮ ִἼ . 

 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ fastethernet 0/0 ִἼ ḣ ѝ 0Ȃ 

Ruijie(config)# interface fastethernet 
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Ԉ̆ὁ а ּ̆ ѕ Э̆

ּ Ԉ У Ȃ LSU ּ area 
virtual-link ԇ retransmit-interval Ὧ ѬȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 LSU ּ ѝ 10 Ȃ 

Ruijie(config)# interface serial 1/0 
Ruijie(config-if)# ip ospf retransmit-interval 10 

ȍ Ὧ ԇȎ 

ԇ  

area virtual-link Ѭ OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ  

31.1.32 ip ospf transmit delay 

Ѭ OSPF ּ LSU ̆ ᴳ ԇ ip ospf 
transmit delayȂ ԇ no Ȃ 

ip ospf transmit delay seconds 

no ip ospf transmit delay 

ȍ Ȏ 

  

Seconds 
Ѭ OSPF ּ LSU Ԉ̆

ѝ ᴁȂ ѝ 1 Ȃ 

ȍ ᾳȎ 

ѝ 1 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ּ LSU Ѯ₥̆ ѐ LSAŝ ̃ Age
╗̆ ╗ ԇ ip ospf transmit delay ѬȂ

⁮ ּ ̆ ұᴂ ̆

ּ ҾȂ LSU ּ ̆ area 
virtual-link ԇ retransmit-interval Ὧ ѬȂ 
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RGOS ֒ Age ⁮ 3600 LSĂ ּ ּ̆

⁮ ⁹ ̆ LSA ӱ ѐ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial1/ 0 ּ ѝ 5Ȃ 

Ruijie(config)# interface serial 1/0 
Ruijie(config-if)# ip ospf transmit delay 10 

ȍ Ὧ ԇȎ 

ԇ  

area virtual-link Ѭ OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.33 log-adj-changes 

ԇ ע ̆ ԇ no default
ԈὯ ╖ Ȃ 

log-adj-changes [detail] 
no log-adj-changes [detail] 

ȍ Ȏ 

 

detail  
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ԇ  

show ip ospf ospf ὤ Ὧᶕ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.34 max-concurrent-dd 

ұ DD Ȃ 

max-concurrent-dd <1-65535> 

ȍ Ȏ 

  

<1-65535> DD  

ȍ ᾳȎ 

ѝ 5Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

б э Ӈ ̆ὲ ⁮ ̆ ԇ̆

⁸ э OSPF ᴿἵ DD Ӈҵ ꜛ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ DD ꜛ ѝ 4Ȃ 

Ruijie(config)# router ospf 10 
Ruijie(config-router)# max-concurrent-dd 4 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.35 neighbor 

Ѭ OSPF ̆ ᴳ ԇ neighborȂ ԇ no
‮ Ȃ 

neighbor ip-address [poll-interval seconds] [priority priority] [cost  
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cost] 

no neighbor ip-address 

ȍ Ȏ 

  

ip-address IP Ȃ 

poll-interval 
seconds 

̂ ̃ ̆Ԉ ѝ ᴁ̆ 120
ȂNon-broadcast(NBMA) Ȃ

priority 
priority 

̂ ̃ ִἼ ḣ̆ ѝ̊Ȃ

Non-broadcast(NBMA)  

Cost cost 
̂ ̃ ⁮ ⁮ э ̆

Ѭ,ᴳ Э costȂpoint-to-multipoi
nt [ non-broadcast ] Ȃ 

ȍ ᾳȎ 

Ѭ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

RGOS ֒ ѝ э ̆ ᶕ Ȃ

IP ̆ ѝ ў IP Ȃ 

NBMA Э ѝа ̆ ӄ

ᾃ ⁮Hello ŎSPF ֶ Hello ̆ Hello
ѝ Ȃ OSPF У ̆ ִἼ

ḣаѝ 0 Hello ̆ ִἼ ḣ ѝ 0 аֶ

б DR/BDR Ȃ DR/BDR ӊ Ԉ ̆DR/BDR ֶ

Hello Ὧ Ȃ 

⁮ Э, ѝаέ ╒ Ԉ ╟

, ᴳ ԇ ѝὲ , ұ ⁮

Ԉ cost ⁮ э . 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ҩУэ OSPF ̆ὲ IP ѝ

172.16.24.2ִ̆Ἴ ḣѝ 1̆ ѝ 150 Ȃ 

Ruijie(config)# router ospf 20 
Ruijie(config-router)# network 172.16.24.0 0.0.0.255 
area 0 
Ruijie(config-router)# neighbor 172.16.24.2 priority 1  
poll-interval 150 



OSPF ԇ 

31-45 

ȍ Ὧ ԇȎ 

ԇ  

ip ospf priority OSPF ִἼ ḣȂ 

ip ospf network OSPF  

ȍ Ȏ 

ȍ Ȏ 

31.1.36 network area 

Ѭ Ҿ OSPF̆Ԉ OSPF שּ ̆ ᴳ

ԇ network areaȂ ԇ no ‮ OSPF שּ ѬȂ 

network ip-address wildcard area area-id 

no network ip-address wildcard area area-id 

ȍ Ȏ 

  

ip-address IP Ȃ 

wildcard 
Ѭ IP ᴁ̆̊ רּ ̆̋

аṀŹ 
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ԈЮ ᴿ ̆ Ѭҩ̍эּש ̔0̆1̆172.16.16.0Ȃ IP
192.168.12.0/24 ᾃ Ѭ⁮ּש 1 ̆ IP
172.16.16.0/20 ᾃ Ѭ⁮ּש 172.16.16.0̆ ὲᴍ Ѭ

שּ⁮ 0Ȃ 

Ruijie(config)# router ospf 20 
Ruijie(config-router)# network 172.16.16.0  
0.0.15.255 area 172.16.16.0 
Ruijie(config-router)# network 192.168.12.0  
0.0.0.255 area 1 
Ruijie(config-router)# network 0.0.0.0 255.255.255.255 
area 0 

ȍ Ὧ ԇȎ 

ԇ  

router ospf … OSPF Ȃ 

ȍ Ȏ 

ȍ Ȏ  

31.1.37 overflow database 

ԇ ұ ₥ OSPF ᴿ LSA Ȃ 

overflow database <0-4294967294> hard | soft 
no overflow database 

ȍ Ȏ 

  

<1-4294967294> LSA  

hard | soft 
hard L̔SA Ὧ̆ OSPF ᴿ̕

soft̔LSA ̆   Ȃ 

ȍ ᾳȎ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ὧ OSPF ̆ hard ̆ а Ὧ OSPF̆
̆ soft  

ȍѡᴿȎ 
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ԈЮ ԇ LSA 10 ̆Ὧ OSPF 10 ᴿȂ 

Ruijie# config terminal 
Ruijie(config)# router ospf 10 
Ruijie(config-router)# overflow database 10 hard 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.38 overflow database external 

ԇ ұ external LSA бӱ  

Ȃ 

overflow database external max-dbsize wait-time  

no overflow database external 

ȍ Ȏ 

  

max-dbsize 
external lsa ̂ У AS ᾃ

ḣ ̃̆ ḣ ̔

0-2147483647Ȃ 

wait-time 
ӱ  

̆ ḣ ̔0-65535Ȃ

ȍ ᾳȎ 

а ⁸ external-LSA Ȃ 

⁸ҩ external-LSA ̆ external-LSA
ḣ ̆аᾋ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

external-LSA max-dbsize ֶ̆ ὡ   ̆

Ю̆аᾋ╗ external-LSĂ external-LSAȂ
wait-time ̆ ̆ ╗ external-LSAȂ 

Ruijie# config terminal 
Ruijie(config)# router ospf 10 
Ruijie(config-router)# overflow database external 10 3  
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ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.39 overflow memory-lack 

ԇἵ ᾃ а OSPF ὡ OVERFLOW Ȃᴳ ԇ

no Ὧ ╖ Ȃ 

overflow memory-lack 

no overflow memory-lack 

ȍ Ȏ 

  

no 
Ὧ ᾃ а OSPF ὡ

OVERFLOW ╖ Ȃ 

ȍ ᾳȎ 

ᾃ а ᾳЮ OSPF ἵ ὡ OVERFLOW Ȃ 
ȍ ԇ Ȏ 

Ȃ 
ȍᴳ Ȏ 

OSPF ὡ OVERFLOW ў х ⁮ ̆ ѝ

ᶑ ᾃ аᾋ Ȃ 
╖ ̆ OSPF ὡ OVERFLOW х ⁮ ̆

ֶ   Ȃѝҩ῏   ӊ ŎSPF
ֶ У NULL ̆ӱ ᴂ ӊ ̆

OVERFLOW Ю У Ȃ 
Ԉᴳ clear ip ospf process ԇ ᴁOSPF ̆ OSPF 

OVERFLOW Ȃ 
ᴳ no аἵ OSPF ᾃ а ὡ OVERFLOW ̆

ֶ ᾃ ̆ ᾃ У ⁮У ̆OSPF ᴿ

ṃ ̆ ‮ ⁮ Ȃ 
ȍѡᴿȎ 

OSPF ᾃ а ᾳЮ̆а ὡ OVERFLOW ̔ 
Ruijie# config terminal 
Ruijie(config)# router ospf 10 
Ruijie(config-router)# no overflow memory-lack 

ȍ Ὧ ԇȎ 

ԇ  
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clear ip ospf process OSPF ᴿ ᴁ 

show ip protocols ospf OSPF Ὧᶕ  

ȍ Ȏ 

ȍ Ȏ 

31.1.40 passive-interface 

ᴳ ԇ ѝ ╟ Ȃ

ԇ no Ȃ 

passive-interface [default | type number] 

no passive-interface [default | type number] 

ȍ Ȏ 

  

type number ѝ ╟ Ȃ 

default ѝ ╟ Ȃ 

ȍ ᾳȎ 

ᾳЮ̆ ѝ ╟ ,ἵ OSPF  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ѝҩ ѐ ὲӹ ╟ ҃⁮ ᶕ ̆ Ԉ

ѝ ╟ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆  serial 1/0 ѝ ╟ Ȃ 

Ruijie(config)# router ospf  30 
Ruijie(config-router)# passive-interface serial1/0 

ȍ Ὧ ԇȎ 

ԇ  

show ip ospf interface Ὧ ᶕ  

ȍ Ȏ 

ȍ Ȏ  
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31.1.488.7.98 0 0 1c
<0a5104b8>Tj4603 Tm
0.0bte  Tc
<0a5104b8>10.5m
0.000.5m173.889 15.3442>Tj
/T Tf
2.24671b9D
( )Tj
2afc046247a107da09a50eea46bc43c32b0505b5164301c4ET
88.38 786.015 418.62 0.729.88 749.6-15 -
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‍ ̆BGP metric ѝ 1̆ὲᴍ LSA
metric ѝ 20̕ 

‍ isis ̆а level ̆ ἵ ‍ level-2
̆ ‫ ‍ ̆ level ‡̆ἵ ‍ level

Ȃ ᶑ ̆ѝҩ ᵳ̆ level 1, level 2 ̆

ѝ level-1-2 ᶑ Ȃ ѡᴿ Ȃ 

‍ ospf ̆а match ̆ ἵ ‍

ospf ̕ У match ᴐѝ‫ match
̆ ‍ ἵ רּ ‍ ̕ᴳ no ԇ

match ѝ ḣȂ ѡᴿ Ȃ 

‍ ̆ route-map ̆route-map ѐ match ‡

‍ רּ ̕ ұ ‍ OSPF ISIS ̆

‍ match level ‡̆ ᾋ route-map
″ Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ ‍ ⁮ OSPF ᾃ 

Ruijie(config-router)# redistribute static subnets 
Ruijie(config)# router ospf 1 
Ruijie(config-router)# redistribute ospf 2 subnets 
Ruijie(config-router)# redistribute ospf 2 match  
external 1 internal  
Ruijie(config-router)# redistribute isis isis-001  
Ruijie(config-router)# redistribute isis isis-001 
level-1 

Show run Ю̔ 

router ospf 1 

redistribute ospf 2 match external 1 internal subnets 
redistribute isis isis-001 level-1-2 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.1.42 router ospf 

… OSPF ̆ ᴳ ὤ ԇ router ospfȂ ԇ

no ‮ Ѭ OSPF Ȃ 

router ospf process-id [vrf vrf-name] 

no router ospf process-id 
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ȍ Ȏ 

  

process-id ospf  

vrf-name 
VRF ӊ ѐ̆ ұ

OSPF VRF 

ȍ ᾳȎ 

а OSPF Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

RGOS10.1 Э ╗ҩ ̔ ̆ ѝ ᴿ ospfȂ
а ospf ᴿ ҵ ̆ Ԉ נ ѝ чэҵа Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ vrf̔vpn_1 ᾃ… OSPF 10Ȃ 

Ruijie(config)# router ospf 10 vrf vpn_1 

ȍ Ὧ ԇȎ 

ԇ  

show ip protocols ₥ ᶕ Ȃ

show ip ospf ₥ ospf ᶕ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.43 router-id 

ID,ᴳ ԇ no Ԉ‮ Router 
ID̆ ᴳ Router IDȂ 

router-id router-id 

no router-id 

ȍ Ȏ 

  

router-id ID,Ԉ IP Ȃ



OSPF ԇ 

31-53 

ȍ ᾳȎ 

OSPF ѡ ip ᴐѝ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉ ֗ᴉУэ ip ᴐѝ ת̆

УȂ ұ ̆ ᾃ ֶṁ

, Ԉаў ̆ Ԉֶ ᶢ ̕

֗ᴉ LSA ἵ . Ԉ OSPF ̆

̆ ѫ Ἴ ̆

҂ Ԉ loopback ̆ ospf Ѯ₥ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ᶢ router-idѝ 0.0.0.36Ȃ 

Ruijie(config)# router ospf 20 
Ruijie(config-router)# router-id 0.0.0.36 

ȍ Ὧ ԇȎ 

ԇ  

show ip protocols ₥ ᶕ Ȃ

ȍ Ȏ 

ȍ Ȏ  

31.1.44 summary-address 

OSPF ̆ ᴳ ԇ

summary-addressȂ ԇ no ‮ ѬȂ 

summary-address ip-address net-mask [not-advertise | tag  
<0-4294967295> | ] 

ȍ Ȏ 

  

ip-address IP Ȃ 

net-mask Ȃ 

not-advertise аὨ ̆ ‡ѝὨ Ȃ

ȍ ᾳȎ 
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Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ӱὲ ‍ ̆ ὡ OSPF ̆

‍⁞ ԈУэ OSPF Ȃ ὡ

Уэ ̆ Ԉ Уэ

̆ӱ ῏ Ȃ 

б area rang ԇа ărea range OSPF שּ Ѯ ̆

summary-address OSPF Ȃ 

ұ NSSA שּ s̆ummary-address ԇ ₥ NSSA ABR Э

̆ з ‍ Ȃ 

ȍѡᴿȎ 

ԈЮ ԇ̆ ӊ У 100.100.0.0/16Ȃ 

redRuijie(config)# router ospf 20 
Ruijie(config-router)# summary-address 100.100.0.0 
255.255.0.0 

Ruijie(config-router)# redistribute static subnets 
Ruijie(config-router)# network 200.2.2.0 0.0.0.255 
area 1 
Ruijie(config-router)# network 172.16.24.0 0.0.0.255 
area 0 

Ruijie(config-router)# area 1 nssa 

ȍ Ὧ ԇȎ 

ԇ  

area range OSPF שּ Эṁ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.1.45 timers lsa-group-pacing 

ԇ LSA ‍ ⁹ Ԉ ע

̆ ԇ no Ȃ 

timers lsa-group-pacing seconds 

no timers lsa-group-pacing 

ȍ Ȏ 
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ȍ Ȏ 

ȍ Ȏ 

31.1.47 timers throttle spf 

OSPF ⁮ ᶕע ̆ SPF ȁч

SPF ȁ ̆ ᴳ ԇ

timers throttle spfȂ ԇ no Ȃ 

timers throttle spf spf-delay spf-holdtime spf-max-waittime 

no timers throttle spf 

ȍ Ȏ 

  

spf-delay 

Ѭ SPF ̆Ԉ ѝ ᴁ̆

ḣ ̔1-600000ȂOSPF
⁮ ̆ע SPF
spf-delay Ȃ 

spf-holdtime 
Ѭч SPF Ѯ Ԉ̆

ѝ ᴁ̆ ḣ ̔1-600000Ȃ 

spf-max-waittime 
Ѭч SPF Ѯ Ԉ̆

ѝ ᴁ̆ ḣ ̔1-600000Ȃ 

ȍ ᾳȎ 

spf-delay̔1000 ̕ 

spf-holdtime̔5000 ̕ 

spf-max-waittime̔10000 Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

spf-delay ӱ ⁮ע SPF ̆ Ȃ

У SPF ⁮ ү SPF ѝ

spf-holdtimĕ ̆ SPF ѝЭУ

ч᷁̆ ⁮ spf-max-waittime Ѯ ̆ аᾋ ╗Ȃ

ч SPF ҩ ḣ̆ ѫ SPF
ӱ spf-holdtime Ȃ 

spf-delay spf-holdtime Ԉ Ҿ Ԉ ╗ ̕

spf-max-waittime Ԉ ҾԈ῏ SPF ̆ Ԉ

Ȃ 
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б timers spf ԇ ̆ ԇ ̆ Ԉ╗ SPF
̆ Ԉ ע ῏ SPF

̆ Ԉ ᴳ timers throttle spf ԇ Ȃ 

~注意:  

1̈spf-holdtime ḣа ұ spf-delay̆ ‡ spf-holdtime ḣ

╟ ѝб spf-delay ̕ 

2 s̈pf-max-waittime ḣа ұ spf-holdtimĕ ‡ spf-max-waittime
ḣ ╟ ѝб spf-holdtime Ȃ 

3̈timers throttle spf б timers spf ֶҵ Ȃ 

4̈ timers spf б
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OSPF ᶕ ̆ ᴳ ԇ show ip ospfȂ 

show ip ospf [process-id] 

ȍ Ȏ 

  

process-id ospf  

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ Ԉ OSPF ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf ԇ   ̔ 

Ruijie# show ip ospf 
Routing Process "ospf 1" with ID 1.1.1.1 
Process uptime is 4 minutes 

Process bound to VRF default 
Conforms to RFC2328, and RFC1583Compatibility flag 

isenabled 
Supports only single TOS(TOS0) routes 

Supports opaque LSA 
This router is an ASBR (injecting external routing 

information) 
SPF schedule delay 5 secs, Hold time between two SPFs 

10 secs 
LsaGroupPacing: 240 secs 

Number of incomming current DD exchange neighbors 0/5 
Number of outgoing current DD exchange neighbors 0/5 

Number of external LSA 4. Checksum 0x0278E0 
Number of opaque AS LSA 0. Checksum 0x000000 

Number of non-default external LSA 4 
External LSA database is unlimited. 

Number of LSA originated 6 
Number of LSA received 2 

Log Neighbor Adjency Changes : Enabled  
Number of areas attached to this router: 1 

Area 0 (BACKBONE) 
Number of interfaces in this area is 1(1) 
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Number of fully adjacent neighbors in this area is 1 
Area has no authentication 

SPF algorithm last executed 00:01:26.640 ago 
SPF algorithm executed 4 times 

Number of LSA 3. Checksum 0x0204bf 
Area 1 (NSSA) 

Number of interfaces in this area is 1(1) 
Number of fully adjacent neighbors in this area is 0 

Number of fully adjacent virtual neighbors through this 
area is 0 

Area has no authentication 
SPF algorithm last executed 02:09:23.040 ago 

SPF algorithm executed 4 times 
Number of LSA 6. Checksum 0x028638 

NSSA Translator State iselected 

OSPFбBFD ╟, ᾃ Э ╗”BFD is enabled”,
ѡᴿ Ю̔ 
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Incomming current DD 
exchange neighbors 

Ӈҵ ĭncomming
ὡ exstart  

Outgoing current DD 
exchange neighbors 

Ӈҵ ŏutgoing ӱ

exstart Ӈҵ  

Number of external LSA ѐ ẏ LSA  

External LSA Checksum 
Sum 

ѐ ẏ LSA
 

Number of opaque LSA ѐ ẏ opaque-LSA  

Opaque LSA Checksum 
Sum 

ѐ ẏ opaque-LSA
 

Number of non-default 
external LSA 

external-LSA  

External LSA database limit external-LSA ⁸ 

Exit database overflow 
state interval 

″ overflow  

Database overflow state 
₥ OSPF ұ overflow
 

Number of LSA originated LSA  

Number of LSA received ⁮ LSA  

Log Neighbor Adjency 
Changes 

ע Ὧ  

Number of areas attached 
to this router 

Э שּ  

Area type ּש ,Ḧ
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NSSA Translator State 
NSSA LSA ѝ External 

LSA̕Ө NSSA ̆שּ з ABR
OSPF ̕ 

BFD is enabled OSPF б BFD ╟ 

ȍ Ȏ 

ȍ Ȏ 

31.2.2 show ip ospf border-routers 

⁮ ABR/ASBR OSPF ᾃ ̆ ᴳ ԇ

show ip ospf border-routersȂ 

show ip ospf [process-id] border-routers 

ȍ Ȏ 

  

process-id ospf  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ̆ Ԉ ⁮ ABR ASBR OSPF
ᾃ ȂOSPF ᾃ а ұ show ip route ŎSPF
ᾃ ѝ OSPF ̆ а Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf border-routers ԇ   ̔ 

Ruijie# show ip ospf border-routers  
OSPF internal Routing Table 

 
Codes: i - Intra-area route, I - Inter-area route 

 
i 1.1.1.1 [2] via 10.0.0.1, FastEthernet 0/1, ABR, ASBR, 

Area 0.0.0.1 select 

ЮȂ 

  

Codes 
Ԇ ѬȂi שּ ᾃ ̆

I שּ Ѯ Ȃ 

I ѝּש ᾃ Ȃ 
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1.1.1.1 OSPF Ȃ 

[2] ⁮ ̂cost Ȃ̃

via 10.0.0.1 ⁮ ЮУ ὯȂ 

FastEthernet 0/1 ⁮ Ȃ 

ABR, ASBR 
̆ ABR

ASBR ч ̆ Ԉ ABR ASBRȂ

Area 0.0.0.1 ҃⁮ שּ Ȃ 

select 
⁮ ASBR s̆elect

₥ ִ Ȃ 

ȍ Ȏ 

ȍ Ȏ 

31.2.3 show ip ospf database 

OSPF ᶕ ̆ ᴳ ԇ
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show ip ospf [process-id area-id] database [asbr-summary] 
[link-state-id] 

show ip ospf [process-id area-id] database [asbr-summary]  
[link-state-id] [adv-router ip-address] 

show ip ospf [process-id area-id] database [asbr-summary]  
[link-state-id] [self-originate] 

show ip ospf [process-id area-id] database [external] [link-state-id] 

show ip ospf [process-id area-id] database [external] [link-state-id] 
[adv-router ip-address] 

show ip ospf [process-id area-id] database [external] [link-state-id] 
[self-originate] 

show ip ospf [process-id area-id] database [nssa-external]  
[link-state-id] 

show ip ospf [process-id area-id] database [nssa-external]  
[link-state-id] [adv-router ip-address] 

show ip ospf [process-id area-id]database [nssa-external] 
[link-state-id] [self-originate | maxage] 

show ip ospf [process-id area-id]database [database-summary] 

ȍ Ȏ 

  

Area-id ̂ ̃ שּ  

adv-router 
̂ ̃ Ὠ

ᶕ  

link-state-id 
̂ ̃ OSPF

ᶕ Ȃ 

self-originate 
̂ ̃

ᶕ  

maxage ̂ ̃ ⁮ ע LSA 

router 
̂ ̃ OSPF
ᶕ Ȃ 

network   ̂ ̃ OSPF ᶕ Ȃ

summary ̂ ̃ OSPF ᶕ Ȃ

asbr-summary 
̂ ̃ Ὧұ ASBR
ᶕ Ȃ 

external ̂ ̃ OSPF ᶕ Ȃ
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nssa-external 
̂ ̃ OSPF Ц

ᶕ Ȃ 

opaque-area ̂ ̃ ︠ LSA 

opaque-as ̂ ̃ ︠У LSA 

opaque-link ̂ ̃ Ҁ LSA 

database-summary 
̂ ̃ OSPF
LSA ᶕ  

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

OSPF ̆‍ ︠‍ Ȃ ᴳ

Ҿ ԇ̆ ╠ұ OSPF Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf database ԇ ̔ 

Ruijie# show ip ospf database  
OSPF Router with ID (1.1.1.1) (Process ID 1) 

Router Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum  
Link count 

1.1.1.1         1.1.1.1         2    0x80000011 0x6f39 2 
3.3.3.3         3.3.3.3         120  0x80000002 0x26ac 1 

Network Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum 
192.88.88.27    1.1.1.1         120  0x80000001 0x5366 

Summary Link States (Area 0.0.0.0) 

Link ID         ADV Router      Age  Seq#       CkSum  
Route 

10.0.0.0        1.1.1.1         2    0x80000003 0x350d 
10.0.0.0/24 

100.0.0.0       1.1.1.1         2    0x8000000c 0x1ecb 
100.0.0.0/16 

Router Link States (Area 0.0.0.1 [NSSA]) 
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Link ID         ADV Router      Age  Seq#       CkSum  
Link count 

1.1.1.1         1.1.1.1         2    0x80000001 0x91a2 1 

Summary Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  
Route 

100.0.0.0       1.1.1.1         2    0x80000001 0x52a4 
100.0.0.0/16 

192.88.88.0     1.1.1.1         2    0x80000001 0xbb2d 
192.88.88.0/24 

NSSA-external Link States (Area 0.0.0.1 [NSSA]) 

Link ID         ADV Router      Age  Seq#       CkSum  
Route              Tag 

20.0.0.0        1.1.1.1         1    0x80000001 0x033c E2 
20.0.0.0/24     0 

100.0.0.0       1.1.1.1         1    0x80000001 0x9469 E2 
100.0.0.0/28    0 

AS External Link States 

Link ID         ADV Router      Age  Seq#       CkSum  
Route              Tag 

20.0.0.0        1.1.1.1         380  0x8000000a 0x7627 
E2 20.0.0.0/24     0 

100.0.0.0       1.1.1.1         620  0x8000000a 0x0854 
E2 100.0.0.0/28    0 

show ip ospf database ԇ ЮȂ 

  

OSPF Router with 
ID 

OSPF
б OSPF  

Router Link States ԈЮᾃ ѝ ᶕ Ȃ

Net Link States ԈЮᾃ ѝ ᶕ Ȃ 

Summary Net Link 
States 

ԈЮᾃ ѝ ᶕ Ȃ

NSSA-external Link
States 

ԈЮᾃ ѝ Ц

ᶕ  

AS External 
Link States 

ԈЮᾃ ѝ ҷ

ᶕ Ȃ 

Link ID Ȃ 

ADV Router Ȃ 
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Age Ȃ 

Seq# 
̆ ұ

LSAȂ 

Cksum Ȃ 

Link-Count 
ᶕ ѐ

 

Route LSA ꜛ ᶕ  

Tag Ȃ 

ԈЮѝ show ip ospf database asbr-summary ԇ ̔ 

Ruijie# show ip ospf database asbr-summary  
OSPF Router with ID (1.1.1.35) (Process ID 1) 
ASBR-Summary Link States (Area 0.0.0.1) 

LS age: 47 
Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: ASBR-summary-LSA 
Link State ID: 3.3.3.3 (AS Boundary Router address) 

Advertising Router: 1.1.1.1 
LS Seq Number: 80000001 

Checksum: 0xbe8c 
Length: 28 

Network Mask: /0 
TOS: 0  Metric: 1 

show ip ospf database asbr-summary ԇ

ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF  

AS Summary Link States
ԈЮ AS ᶕ

Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 
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Length 
Ԉ̆ ѝ

ᴁȂ 

Network Mask 
Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ

ԈЮѝ show ip ospf database external ԇ ̔ 

Ruijie# show ip ospf database external  
OSPF Router with ID (1.1.1.35) (Process ID 1) 
AS External Link States  

LS age: 752 
Options: 0x2 (*|-|-|-|-|-|E|-) 

LS Type: AS-external-LSA 
Link State ID: 20.0.0.0 (External Network Number) 

Advertising Router: 1.1.1.1 
LS Seq Number: 8000000a 

Checksum: 0x7627 
Length: 36 

Network Mask: /24 
Metric Type: 2 (Larger than any link state path) 

TOS: 0 
Metric: 20 

Forward Address: 0.0.0.0 
External Route Tag: 0 

show ip ospf database external ԇ ЮȂ 

 

� + ! ‰
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Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

Forward Address 
⁮ ̆ ⁮ IP

Ȃ ѝ 0.0.0.0̆‡ ֶ

⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ ̆

ὲ ‍ OSPF ֶ

⁮Ȃ 

ԈЮѝ show ip ospf database network ԇ ̔ 

Ruijie# show ip ospf database network  
OSPF Router with ID (1.1.1.1) (Process ID 1) 
Network Link States (Area 0.0.0.0) 

 
LS age: 572 

Options: 0x2 (*|-|-|-|-|-|E|-) 
LS Type: network-LSA 

Link State ID: 192.88.88.27 (address of Designated 
Router) 

Advertising Router: 1.1.1.1 
LS Seq Number: 80000001 

Checksum: 0x5366 
Length: 32 

Network Mask: /24 
Attached Router: 1.1.1.1 

Attached Router: 3.3.3.3 

show ip ospf database network ԇ ЮȂ 

  

OSPF Router with ID 
ԈЮᶕ б

OSPF Ȃ 

Network Link States ԈЮѝ ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 



OSPF ԇ 

31-71 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Attached Router Э Ȃ 

ԈЮѝ show ip ospf database router ԇ ̔ 

Ruijie# show ip ospf database router  
OSPF Router with ID (1.1.1.1) (Process ID 1) 

Router Link States (Area 0.0.0.0) 
LS age: 322 

Options: 0x2 (*|-|-|-|-|-|E|-) 
Flags: 0x3 : ABR ASBR 

LS Type: router-LSA 
Link State ID: 1.1.1.1  

Advertising Router: 1.1.1.1 
LS Seq Number: 80000012 

Checksum: 0x6d3a 
Length: 48 

Number of Links: 2 
 

Link connected to: Stub Network 
(Link ID) Network/subnet number: 100.0.1.1 

(Link Data) Network Mask: 255.255.255.255 
Number of TOS metrics: 0 

TOS 0 Metric: 0 

show ip ospf database router ԇ ЮȂ 

  

OSPF Router with 
ID 

ԈЮᶕ б

OSPF Ȃ 

Router Link States ԈЮѝ ᶕ Ȃ 

LS age Ȃ 

Options  

Flag router  

LS Type Ȃ 



OSPF ԇ 

31-72 



OSPF ԇ 

31-73 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length 
Ԉ̆ ѝ

ᴁȂ 

Network Mask 
Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ

ԈЮѝ



OSPF ԇ 

31-74 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length 
̆Ԉ ѝ

ᴁȂ 

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

NSSA:Forward 
Address 

⁮ ̆ ⁮ IP
Ȃ ѝ 0.0.0.0̆‡

ֶ ⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ

̆ ὲ ‍ OSPF
ֶ ⁮Ȃ 

ԈЮѝ show ip ospf database external ԇ ̔ 

Ruijie# show ip ospf database external  
OSPF Router with ID (1.1.1.1) (Process ID 1) 

AS External Link States  

LS age: 1290 
Options: 0x2 (*|-|-|-|-|-|E|-) 
LS Type: AS-external-LSA 

Link State ID: 20.0.0.0 (External Network Number) 
Advertising Router: 1.1.1.1 ExterMask: / 0.xternal-LSA than any l1.44s7 TD
pathtwork Number) N 
 0 . 0 0 0 4 - 0 . S t a t e  I x t e r n a l - L S A  



OSPF ԇ 
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OSPF Router with ID 
ԈЮᶕ б

OSPF Ȃ 

Type-7 AS External 
Link States 

ԈЮᶕ ѝ Ц

ᶕ Ȃ 

LS age Ȃ 

Options Ȃ 

LS Type Ȃ 

Link State ID Ȃ 

Advertising Router Ȃ 

LS Seq Number Ȃ 

Checksum Ȃ 

Length Ԉ̆ ѝ ᴁȂ

Network Mask Ȃ

Metric Type Ȃ 

TOS TOS ḣ̆ ₥ ѝ 0Ȃ 

Metric ḣȂ 

Forward Address 
⁮ ̆ ⁮ IP

Ȃ ѝ 0.0.0.0̆‡ ֶ

⁮ӊ Ȃ 

External Route Tag 

̆ э 32 э

ȂOSPF аᴳ ̆

ὲ ‍ OSPF ֶ

⁮Ȃ 

ԈЮѝ show ip ospf database database-summary ԇ ̔ 

Ruijie# show ip ospf database database-summary  
OSPF process 1: 
Router Link States       : 4 

Network Link States      : 2 
Summary Link States      : 4 

ASBR-Summary Link States : 0 
AS External Link States  : 4 

NSSA-external Link States: 2   

show ip ospf database database-summary ԇ

ЮȂ 



OSPF ԇ 

31-76 

  

OSPF Process ԈЮᶕ  

Router Link ּש ѐ̆OSPF LSA Ȃ

Network Link    ּש ѐ̆OSPF LSA Ȃ 

Summary Link  ּש ѐ̆OSPF LSA Ȃ

ASBR-Summary Link שּ ѐ ŎSPFASBR LSA Ȃ

AS External Link ּש ѐ̆OSPF LSA  

NSSA-external Link ѐ,OSPF NSSA LSA  

ȍ Ȏ 

ȍ Ȏ 

31.2.4 show ip ospf interface 

б OSPF Ὧ ᶕ ̆ ᴳ ԇ show ip 
ospf interfaceȂ 

show ip ospf interface [interface-type interface-number] 

ȍ Ȏ 

  

interface-type ̂ ̃ Ȃ 

interface-number ̂ ̃ Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ̆ Ԉ Ҿ OSPF̆Ԉ Ҿ OSPF
Ὧ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf interface FastEthernet 1/0 ԇ ̔ 

Ruijie# show ip ospf interface fa 1/0 
 

FastEthernet 1/0 is up, line protocol is up 



OSPF ԇ 

31-77 

Internet Address 192.88.88.27/24, Ifindex 4, Area 
0.0.0.0, MTU 1500 

Matching network config: 192.88.88.0/24 
Process ID 1, Router ID 1.1.1.1, Network Type 





OSPF ԇ 

31-79 

ȍ Ȏ 

ȍ Ȏ 

31.2.5 show ip ospf neighbor 

OSPF ̆ ᴳ ԇ show ip ospf 
neighborȂ 

show ip ospf [process-id] neighbor [[detail] | [[interface-type  
interface-number] [neighbor-id]]] 

ȍ Ȏ 

 

  

detail ̂ ̃ ᶕ Ȃ 

interface-type 
interface-number 

̂ ̃  



OSPF ԇ 

31-80 

Neighbor priority is 1, State is Full, 11 state changes 
DR is 192.88.88.27, BDR is 192.88.88.72 

Options is 0x52 (*|O|-|EA|-|-|E|-) 
Dead timer due in 00:00:32 

Neighbor is up for 05:11:27 
Database Summary List 0 

Link State Request List 0 
Link State Retransmission List 0 

Crypt Sequence Number is 0 
Thread Inactivity Timer on 

Thread Database Description Retransmission off 
Thread Link State Request Retransmission off 

Thread Link State Update Retransmission off 
Thread Poll Timer on   

BFD session state up 

show ip ospf neighbor ԇ Ю̔ 

  

Neighbor ID Ȃ 

Pri ִἼ ̂ ѡ DR ̃ 

State  

Dead Time ⁮ Dead ⅓ᴍ  

Address  

Interface  

interface address  

In the area ҃⁮ שּ  

via interface ⁮ Ȃ 

Neighbor priority OSPF ִἼ ḣȂ 



OSPF ԇ 

31-81 

BDR 
ѡ BDR

( Hello BDR ) 

Options 
Hello E ᾃ ̆0

זּ



OSPF ԇ 

31-82 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Ruijie# show ip ospf route 
OSPF process 1: 
Codes: C - connected, D - Discard, O - OSPF,  

IA - OSPF inter area  N1 - OSPF NSSA external type 1, 
N2 - OSPF NSSA external type 2 

E1 - OSPF external type 1, E2 - OSPF external type 2 
E2 100.0.0.0/24 [1/20] via 192.88.88.126, FastEthernet 

1/0 
C  192.88.88.0/24 [1] is directly connected, 

FastEthernet 1/0, Area 0.0.0.1 

show ip ospf route ԇ Ю̔ 

  

codes Ԉ ᾗ  

100.0.0.0/24 ₥ Ȃ 

[1] cost 

via ЮУ б  

ȍ Ὧ ԇȎ 

ȍ Ȏ 

ȍ Ȏ 

31.2.7 show ip ospf summary-address 

OSPF ‍ ̆ ᴳ ԇ

show ip ospf summary-addressȂ 

show ip ospf summary-address 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

ѝȂ 

ȍ ԇ Ȏ 

Ȃ 



OSPF ԇ 

31-83 

ȍᴳ Ȏ 

₥ ԇ NSSA ABR Э ̆ з ṁ

ᴐ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip ospf summary-address ԇ ̔ 

Ruijie# show ip ospf summary-address  





Ὧ ԇ 

32-1 

32 配置协议无关命令 

32.1 配置相关命令 

32.1.1 distribute-list in 

⁸ ̆Ԉ ̆ ᴳ ԇ

distribute-list inȂ ԇ no ‮ ѬȂ 

distribute-list {[access-list-number | name] | prefix prefix-list-name 
[gateway prefix-list-name]} in [interface-type interface-number] 

no distribute-list {[access-list-number | name] | prefix prefix-list-name 
[gateway prefix-list-name]} in [interface-type interface-number] 

ȍ Ȏ 

  

access-list-number 
‟ Ȃ ‟ ἵ

̆ Ԉ  

prefix prefix-list-name ᴳ ₥ ‟  

gateway prefix-list-name ᴳ ₥ ‟  

interface-type interface-number
( ) ‍ ‟ ̆

 

ȍ Ȏ 

Ѭ‍ ‟ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ѝҩ Ҿ ̆ Ԉ ‍ ⁸‟ ̆

⁮ Ȃ ԇ OSPF ̆ ѝ

OSPF ⁮ а έᴇ ̆ Ȃ 

̆ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP ӱ Fastethernet 0/0 ̆ ҩ

⁸ ̆ ἵ 172.16 Ȃ 



Ὧ ԇ 

32-2 

router rip 
network 200.168.23.0 

distribute-list 10 in fastethernet 0/0 
no auto-summary 

! 
access-list 10 permit 172.16.0.0 0.0.255.255 

ȍ Ὧ ԇȎ 

ԇ  



Ὧ ԇ 

32-3 

ԇа ֗ᴉ ̆ ⁸ ᴐ ̕

̆ ⁸ ᴐ ̕ ὲ

‡̆ ‍ ὲ̆ᴐ

а ⁸ҩȂ 

OSPF ⁸ ̆а ̆ з

ұ OSPF Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆RIP 192.168.12.0/24 Ȃ 

router rip 
network 200.4.4.0 

network 192.168.12.0 
distribute-list 10 out 

version 2 
access-list 10 permit 192.168.12.0 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

prefix-list Ѭ₥ ‟  

redistribute ‍  

32.1.3 ip community-list  

ᴳ ԇ Ѭ ᴇ‟ ̆ ⁸ ȂG no ԇ ὲ‮ Ȃ 

ip community-list {[standard | expanded] community-list-name | 
community-number } {permit | deny} [community-number] 

no ip community-list {standard | expanded} {community-list-name | 
community-number} 

ȍ Ȏ 

  

community-list-name 
ᴇ‟  
ᴇ‟ а 32 Ȃ 

standard ῆ ᴇ‟ ̆ ѝ 1..99 

expanded ᴇ‟ ̆ ѝ 100 ԈЭ 

permit ἵ  

deny  



Ὧ ԇ 

32-4 

community-number 

ᴇ Ȃ ѝ AA:NN( /2
)̆҂ Ԉ ԈЮ Ѭḣ̔ 

internet̆ Internet ᴇ̆

ұ ᴇȂ 
no-export̆ а EBGP 
peersȂ 
no-advertisĕ а ֗ᴉУэ

BGP peersȂ 
local-as̆ а ⁮ AS ̆

̆ а ὲ

Ȃ 
̔1..255 Ȃ 



Ὧ ԇ 

32-5 

no ip default-network network 

ȍ Ȏ 

  

network Ȃ 

ȍ Ȏ 

ѝ 0.0.0.0/0Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝҩӊ ̆ default-network ӊ

ԈЮ ֒̔ а ת̆ ѐ

⁮ Ȃ 

Ԉ“*” ̆ Ḁ Ȃ ѐ

connected ЮУ ̆‡ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ 192.168.100.0 ѝ ̆ ұ ҩ⁮

̆ Ԉ ╟ӊ У Ȃ 

ip route 192.168.100.0 255.255.255.0 serial  0/1 

ip default-network 192.168.100.0 

ԈЮ ᴿ ̆ 200.200.200.0 ѝ ̆

200.200.200.0   ѐ̆ ѝ Ȃ 

ip default-network 200.200.200.0 

ȍ Ὧ ԇȎ 

ԇ  

show ip route IP Ȃ 

ȍ Ȏ 

ԇ ү Эа Ȃ 

32.1.5 ip prefix-list 

… Уэ₥ ‟ ╗У ₥ ‟ ̆ᴳ ip prefix-list
ԇȂ ԇ no ‮ Уэ₥ ‟ ₥ ‟ Ȃ  



Ὧ ԇ 

32-6 

ip prefix-list prefix-lis-name [ seq seq-number] { deny | permit }  
ip-prefix [ge minimum-prefix-length][ le maximum-prefix- length] 

no ip prefix-list prefix-lis-name[ seq seq-number] { deny | permit} 
ip-prefix [ge  de7
0.0022 Tc
([ )Tj
/TT5 1 Tf
0.Tc
0-5.2(r64j
/ Tf
0.2 4 TfTw
( )Tj
/TT14 1 Tf
1.44 0 TD
-0.0015 Tw
[( de7-67.0007 sTT5 1 Tf
0.56 0 TD
-0.0007 Tc
35[)Tj
//TT2 1 Tf
0.8286 0 0D
-0.002 )Tj
/TT14 1 Tf
0.28 0 TD
-0.0009 Tc
[.0019 Tw
25maximum-3(pr4TJ
-lis-)7h



Ὧ ԇ 

32-7 

ӱ minimum-prefix-length ⁮ maximum-prefix- lengthȂ ĭp-prefix
ȁminimum-prefix-length maximum-prefix-length Ὧ ̔ 

ip-prefix  < minimum-prefix-length < maximum-prefix-length <= 
32Ȃ 

ȍѡᴿȎ 

ԈЮѝᴳ ‍ ‟ ᴿ ̆ OSPF ѐ ‍ RIP
  ‍ ᶕ IP ̆ ‡ Ὧ IP ₥

‟ ѐ Ѭ(ᴿ ἵ IP  201.1.1.0/24 ᾃ ᶕ ‍

  )̆‡ Ю‟ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip prefix-list pre1 permit 201.1.1.0/24  
Ruijie(config)# router ospf 
Ruijie(config-router)# distribute-list prefix pre1 out 
rip 
Ruijie(config-router)# end 

32.1.6 ip prefix-list description 

ѝУэ₥ ‟ ╗ ̆ ᴳ ip prefix-list description ԇȂ

ԇ no ‮ Уэ₥ ‟ Ȃ  

ip prefix-list prefix-lis-name description descripton-text 

ȍ Ȏ 

  

prefix-lis-name ₥ ‟  

descripton-text ₥ ‟  

ȍ Ȏ 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮѝᴳ ‍ ‟ ᴿ ̆ OSPF ѐ ‍ RIP
  ‍ ᶕ IP ̆ ‡ Ὧ IP ₥

‟ ѐ Ѭ(ᴿ ἵ IP ѝ 201.1.1.0/24 ᶕ ‍   )̆
‡ Ю‟ ̔ 

Ruijie# configure terminal 



Ὧ ԇ 

32-8 

Ruijie(config)# ip prefix-list pre description Deny 
routes from Net-A 

32.1.7 ip prefix-list sequence-number 

ѝ₥ ‟ ╖ ̆ ᴳ ip prefix-list description ԇȂ

ԇ no ₥ ‟ ╖ Ȃ  

ip prefix-list sequence-number 

ȍ Ȏ 

 

ȍ Ȏ 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮѝᴳ ‍ ‟ ᴿ ̆ OSPF ѐ ‍ RIP
  ‍ ᶕ IP ̆ ‡ Ὧ IP ₥

‟ ѐ Ѭ(ᴿ ἵ IP ѝ 201.1.1.0/24 ᶕ ‍   )̆
‡ Ю‟ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip prefix-list pre description Deny 
routes from Net-A 

32.1.8 ip route  

̆ ᴳ ὤ ԇ ip routeȂ ԇ no ‮

Ȃ 

ip route [vrf vrf_name] network net-mask {ip-address | interface 
[ip-address]} [distance] [tag tag] [permanent] [weight number] [disable | 
enable] 

ȍ Ȏ 

  

vrf_name VRF  

network  



Ὧ ԇ 

32-9 

net-mask  

ip-address ЮУ  

interface ̂ ̃ ЮУ    

distance ̂ ̃  

tag ̂ ̃ Tag ḣ 

permanent ̂ ̃ Ѩ  

number ̂ ̃ ḣ 

disable/enable ̂ ̃ ᴳ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝ 1̆ ̆ Ԉἵ ╟

⁮ ̆ ╟ а⁮ ̆ ᴳ Ȃ

Ԉ ֙̆ Ў

ѝ ╟ Ȃ OSPF ѝ 110̆ Ԉ

ѝ 125̆ OSPF ̆

Ԉ‎ ⁮ ЭȂ 

Ԉ ұ vrf̆ ‡ ╗⁮ vrfȂ 

ѝ 1̆ Ԉᴳ show ip route weight ԇ

Ȃ weight ұ WCMP ╖ ̆

⁮ Ӈ̆ ֶ ḣ‍

̆weight ֶ‍ ̆ ֶ‍

Ȃ WCMP ⁸У ѝ 32̆ Ӈ ‡ ұ

а ̆ Ԉὲ WCMP ⁸ б Ὧ̕

Ѯ ұ ⁸ ̆   ⁸ аֶ Ȃ 

ᴳ ⁸ ̆ ‡аֶ ұ Ȃ

Ѩ ̆ ‮ ̆ ‡ У Ȃ 

Ԉ ̆ ὁЮУ ѝ ̂ ip 
route 0.0.0.0 0.0.0.0 Fastethernet 0/0̃Ȃ ֶ

̆



Ὧ ԇ 

32-10 

ԈЮ ᴿ ̆ ╗ҩУ ⁮ 172.16.100.0/24 ̆

ЮУ ѝ 192.168.12.1̆ ѝ 115Ȃ 

ip route 172.16.100.0 255.255.255.0 192.168.12.1 115 

̆ ̆ ֶᴳ

ӱὲ Ȃ ὁ ᾳ ̆ ȂԈЮ ᴿ

̆⁮ 172.16.100.0/24 ӱ fastethernet 0/0
Ȃ 

ip route 172.16.100.0 255.255.255.0 fastethernet 0/0 

192.168.12.1Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

show ip route IP Ȃ 



Ὧ ԇ 

32-11 

32.1.10 ip static route-limit 

Э ̆ ᴳ ὤ ԇ ip static route-limitȂ
ԇ no Ԉ Ȃ 

ip static route-limit number 

ip static route-limit number 

ȍ Ȏ 

  

number Э ̆ 1-10000 

ȍ Ȏ 

ѝ 1000Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Э ѝҩ ⁸ ̆ ip static 
route-limit Э ֶӊ Ю ̆

аֶ Э Ȃ show running config Ԉ ₥

Э Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ Э ѝ 900 ̆ ḣȂ 

ip static route-limit 900 

ȍ Ȏ 

ԇ ү Эа Ȃ 

32.1.11 ipv6 prefix-list 

… Уэ IPv6 ₥ ‟ ╗У ₥ ‟ ̆ ᴳ ipv6 
prefix-list ԇȂ ԇ no ‮ Уэ₥ ‟ ₥ ‟ Ȃ  

Ipv6 prefix-list prefix-lis-name [ seq seq-number] { deny | permit }  
ipv6-prefix [ge minimum-prefix-length][ le maximum-prefix- length] 

no ipv6 prefix-list prefix-lis-name[ seq seq-number] { deny | permit} 
ipv6-prefix [ge minimum-prefix- length][ le maximum-prefix- length] 

ȍ Ȏ 



Ὧ ԇ 

32-12 

  

prefix-lis-name ₥ ‟ Ȃ 

seq-number 

У ₥ ‟ Ԉ ‟ Ȃὲ

1 ⁮ 2147483647Ȃ ԇ ꜛ

э ‟ ‡̆ ֶѝ ₥ ‟

‍ Уэ ‟ Ȃ Уэ

‟ 5̆ Уэ ḣ

‟ ḣ ₥Уэ ‟

Уэ 5 ᷁ ḣ 

deny ұּר ᾳ  

permit ұּר ᾳἵ  

 



Ὧ ԇ 
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ԈЮѝᴳ ‍ ‟ ᴿ ̆ RIP ѐ ‍ OSPF
  ‍ ᶕ IP ̆ ‡ Ὧ IPv6 ₥

‟ ѐ Ѭ(ᴿ ἵ IP 2222::/64 Ѯᾃ ᶕ ‍  

)̆‡ Ю‟ ̔ 

Ruijie# configure terminal 

Ruijie(config)# ipv6 prefix-list pre permit 2222::/64 
Ruijie(config)# ipv6 router rip 
Ruijie(config-router)# distribute-list prefix pre out 
ospf 
Ruijie(config-router)# end 

32.1.12 ipv6 prefix-list description 

ѝУэ IPv6 ₥ ‟ ╗ ̆ ᴳ ipv6 prefix-list 
description ԇȂ ԇ no ‮ Уэ₥ ‟ Ȃ  

ipv6 prefix-list prefix-lis-name description descripton-text 

ȍ Ȏ 

  

prefix-lis-name IPv6 ₥ ‟  

descripton-text IPv6 ₥ ‟  

ȍ Ȏ 

╗₥ ‟  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮѝᴳ ‍ ‟ ᴿ ̆ OSPF ѐ ‍ RIP
  ‍ ᶕ IP ̆ ‡ Ὧ IP ₥

‟ ѐ Ѭ(ᴿ ἵ IP ѝ 201.1.1.0/24 ᶕ ‍   )̆





Ὧ ԇ 



Ὧ ԇ 

32-16 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match community ԇ Ԉ э ᴇ‟ ᴇ‟ ̆

чת а ұ 6Ȃ 

э exact-match Ὧ Өᶢ ₥Уэ‟ ̆ а ᶢ רּ ‟

Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ip community-list 1 permit 100:2 100:30 
route-map set_lopref 

match community 1 exact-match 
set  local-preference 20 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH Ȃ

set metric ‍ ḣ 

set metric-type  ‍  

32.1.16 match interface 

רּ ЮУ   ѝ ̆  ᴳ ԇ match 
interfaceȂ ԇ



Ὧ ԇ 

32-17 

  

interface-type  

interface-number  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match interface ԇ Ԉ э Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר set Ԁ̆

‡ ֗ˏ Ȃ 

ȍ

̆

ᴰ ‍ ̆

҂ Ȃ  

Ԉ ḅ ̈ OSPF RIP
֨



Ὧ ԇ 

32-18 

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.17 match ip address 

‍ ‟ ₥ ‟ ѐἵ ̆ ᴳ

ԇ match ip addressȂ ԇ no ‮ Ȃ 

match ip address {access-list-number [access-list-number... | 
access-list-name...] |access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 
 
no match ip address {access-list-number [access-list-number... | 
access-list-name...] | access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

ȍ Ȏ 

  

access-list-number ‟  

access-list-name ‟  

prefix-list prefix-list-name ּר ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match ip address ԇ Ԉ э ‟ ‟ Ȃ 
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ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 



Ὧ ԇ 

32-20 

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.18 match ip next-hop 

‍ ЮУ IP ‟ ₥ ‟ ‡ ̆

ԇ match ip next-hopȂ ԇ no ‮ Ȃ 

match ip next-hop {access-list-number [access-list-number... | 
access-list-name...] |access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 
 
no match ip next-hop {access-list-number [access-list-number... | 
access-list-name...] | access-list-name [access-list-number...|  
access-list-name] | prefix-list prefix-list-name [prefix-list-name...]} 

ȍ Ȏ 

  

access-list-number ‟  

access-list-name ‟  

prefix-list prefix-list-name ּר ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

match ip next-hop ԇ Ԉ э ‟ ‟ Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ 
Ԉ OSPF ‍ ⁮ Уэ ╖ Ȃ Ԉ

OSPF ‍ ⁮ RIP ѐ̆҂ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 



Ὧ ԇ 

32-21 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ RIP Ю

У ‟ 10 20̆OSPF ἵ ὲ ‍ Ȃ 

router ospf 
redistribute rip subnets route-map redrip 

network 192.168.12.0 0.0.0.255 area 0 
access-list 10 permit 192.168.100.1 

access-list 20 permit 172.16.10.1 
route-map redrip permit 10 

match ip next-hop 10 20 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.19 match ip route-source 

‍ IP ‟ ₥ ‟ ‡ ̆

ԇ match ip route-sourceȂ ԇ no ‮

Ȃ 

match ip route-source {access-list-number [access-list-number... | 



Ὧ ԇ 

32-22 

access-list-name...] |access-list-name [access-list-name ]| ] access-ls(t-num)465 ]S e
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ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

︠‍ ̆ Ԉ ‍ ЭȂа

ᴉ ̆ὲ У ̆ ԇ а Ȃ

ᴳ ‍ Э ӑ ὲ̆ ᴳ

ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

‟ 10 RIP ̆ OSPF ѐ̆ ѝ

type-1̆‫ ḣѝ 40Ȃ 

ipv6 router ospf 

redistribute rip subnets route-map redrip 
ipv6 access-list v6acl 

10 permit ipv6 2620::/64 any 
route-map redrip permit 10 

match ipv6 address v6acl 
set metric 30 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 access-list Ѭ IPv6 ‟ ‡ 

match interface      ּר ЮУ  

match ipv6 next-hop    ּר IPv6 ‟ ѐ ЮУ  

match ipv6 route-source ּר IPv6 ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 
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ȍ Ȏ 

ȍ Ȏ 

32.1.21 match ipv6 next-hop 

‍ ЮУ IPv6 ‟ ₥ ‟ ‡

̆ ᴳ ԇ match ipv6 addressȂ ԇ no ‮

Ȃ 

match ipv6 next-hop { access-list-name | prefix-list prefix-list-name } 

no match ipv6 next-hop  

ȍ Ȏ 
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ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

‟ 10 RIP
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access-list-name ‟  

prefix-list prefix-list-name ּר IPv6 ₥ ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

︠‍ ̆ Ԉ ‍ ЭȂа

ᴉ ̆ὲ У ̆ ԇ а Ȃ

ᴳ ‍ Э ӑ ὲ̆ ᴳ

ԇ҂а Ȃ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

‟ 10 RIP ̆ OSPF ѐ̆ ѝ

type-1̆‫ ḣѝ 40Ȃ 

ipv6 router ospf 
redistribute rip subnets route-map redrip 

ipv6 access-list v6acl 
10 permit ipv6 5200::/64 any 

route-map redrip permit 10 
match ipv6 route-source v6acl 

set metric 50 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 access-list Ѭ IPv6 ‟ ‡ 
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match interface      ּר ЮУ  

match ipv6 address    ּר IPv6 ‟ ѐ ЮУ  

match ipv6 route-source ּר IPv6 ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.23 match length 

ұ IP ꜛ ̆ ᴳ ԇ match 
lengthȂ ԇ no Ԉ‮ ѬȂ 

match length min-length max-length 

no match length min-length max-length 

ȍ Ȏ 

  

min-length IP ꜛ  

max-length IP ꜛ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

У ұ ╗ ꜛ

⁸Ȃ ҩ ̆ ᾱ ᴉ ꜛ

̆ ᾱ ҩУэ ꜛ ЮУ Ȃ 
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̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ ‡

ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ ̆

ѐ э ꜛ ѐ Ѭ ᴐ Ȃ 

Ӈҵ ‍̆⁞ а ̆ Ԉᴳ

ұ ꜛ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 ̆ ꜛ ұ 500
̆ӱ fastethernet 1/0   Ȃ 

interface fastethernet 1/0 
ip policy route-map smallpak 

 
route-map smallpak permit 10  

match length 0 500 
set interface fastethernet 0/0 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address     ּר ‟ ѐ  

set default interface  
ꜛ   ̆

ѐ  

set interface         ꜛ    

set ip default next-hop  
ꜛ ЮУ IP ̆

ѐ  

set ip next-hop  ꜛ ЮУ IP  

set ip precedence  ꜛ IP ִἼḣ 

32.1.24 match metric 

רּ ḣ̆ ᴳ ԇ match metricȂ ԇ

no ‮ Ȃ 

match metric metric 

no match metric 

ȍ Ȏ 
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Metric 
ḣ 

ḣ ̔0-4294967295 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP Ȃ ḣѝ 10
RIP ̆OSPF ֶ ‍ Ȃ 

router ospf 
redistribute rip subnets route-map redist-rip 

network 192.168.12.0 0.0.0.255 area 0 
 

route-map redist-rip permit 10 
match metric 10 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match route-type  ּר  

match tag  ּר ḣ 



Ὧ ԇ 

32-31 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.25 match origin 

‍ ‟ ѐἵ ̆ ᴳ ԇ match 
originȂ ԇ no ‮ Ȃ 

match origin {egp | igp | incomplete} 

no match origin {egp | igp | incomplete|} 

ȍ Ȏ 

  

egp EGP 

igp IGP 

Incomplete а  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

רּ У ̆а רּ Ȃ 

ԇ רּ ֒Ȃ 

ȍѡᴿȎ 

route-map MY_MAP 10 permit 

match origin egp 
set community 109 

 
route-map MAP20 20 permit 

match origin incomplete 
set community no-export 



Ὧ ԇ
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‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ R̆IP ‍ OSPF ȂRIP ‍ OSPF
ᾃ Ȃ 

router rip 
redistribute ospf route-map redrip 

network 192.168.12.0  
 

route-map redrip permit 10 
match route-type internal 

ȍ Ὧ ԇȎ 

ԇ  

access-list Ѭ ‟ ‡ 

match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.27 match tag 



Ὧ ԇ 

32-34 

רּ ̆ ᴳ ԇ match tagȂ ԇ no
‮ Ȃ 

match tag tag […tag] 

no match tag tag […tag] 

ȍ Ȏ 
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match ip address     ּר ‟ ѐ  

match interface      ּר ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match ip next-hop    ּר ‟ ѐ ЮУ  

match route-type  ּר  

set metric ‍ ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.28 maximum-paths 

֓ ̆ ᴳ ὤ ԇ maximum-pathsȂ ԇ

no Ԉ ֓ Ȃ 

maximum-paths number 

no maximum-paths number 

ȍ Ȏ 

  

number ֓ ̆ 1-32 

ȍ Ȏ 

ѝ 32̕Ӈ бέᴇ ὯȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

֓ ѝҩ ⁸ ֓ ̆

maximum-paths ֓ ֶӊ Ю ̆

Ю̆ ‍ аֶ ֓ Ȃ show running 
config Ԉ ₥ ֓ Ȃ 

ȍѡᴿȎ 
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ԈЮ ᴿ ̆ ֓ ѝ 10 ̆ ḣȂ 

maximum-paths 10 

no maximum-paths 

ȍ Ȏ 

ԇ ү Эа Ȃ 

32.1.29 route-map 

Ѭ ̆ ὡ ̆ ᴳ ὤ ԇ route-mapȂ
ԇ no ‮ ѬȂ 

route-map route-map-name [permit | deny] [sequence-number] 

no route-map route-map-name [permit | deny] [sequence-number] 

ȍ Ȏ 

  

route-map-name 

ѬУэᵳұ Ȃ 
‍ ԇ

ȂУэ Ԉ Ѭ э ̆

Уэ Уэ  

permit 

̂ ̃ Ѭҩ permit Ὧ ̆

match Ѭ רּ ‡Ȃ‡ set ԇ ‍

⁸̕ ұ s̆et ԇ

ꜛ ⁸Ȃ  

ᴐȂ 
Ѭҩ permit Ὧ ̆ а match

Ѭ רּ ‡Ȃ‡ ὡ үэ

ᴐȂ ⁮ ҩ set ԇ 

deny 

̂ ̃ Ѭҩ deny Ὧ ̆

match Ѭ רּ ‡Ȃ‡аֶ ֗ᴉ

ᴐ̆ аἵ ‍

̆ з   ᴐȂ 
Ѭҩ deny Ὧ ̆ а match

Ѭ רּ ‡Ȃ‡ ὡЮУэ

ᴐȂ ⁮ ҩ set ԇȂ 

sequence-number 
Ȃᴂ ִἼ

⁮ᴳ ̆ Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 
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ὤ Ȃ 

ȍᴳ Ȏ 

₥ RGIOS ֒ ў чэ ̔̋ ȁ ‍ ⁸̌̕ ȁ

Ȃ 

̋ȁ ‍ ⁸ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 

Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

̆ ᴳ ԈЮΰ ̔ 

1) … Уэ ̆ sequence-number̆
ѝ 10̕ 

2) Уэ ̆ sequence-number̆аֶ…

̆ ὡ ̕ 

э ̆ ᴐ ̆ ‡   Ȃ 

2ȁ  

̂PBR̔Policy-Based Routing̃ У ᵑ ⁸

⁸Ȃ ұּ ұ IP ⁸̆

ᵏҩ Ȃ Ԉ IP ȁ ȁ

ᶕ Ȃ Ԉ Э̆

⁮ IP ҂̕ Ԉ ұ ̆  

Ȃ 

Ѭ ̆ match ұ Ѭꜛ

‡̆set ұ Ѭ ұ ꜛ ‡ ╟ᴐȂ ₥

ᴳ match ꜛ match ip addressȁmathc length̕G
set ꜛ set ip tosȁset ip precedenceȁset ip dscpȁset ip [default] 
nexthopȁset ip next-hop verify-availabilityȁset [default] interfaceȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ OSPF ‍ RIP ̆ ‍

ѝ 4 RIP ̆ OSPF ѐ̆ ѝ type-1̆
‫ ḣѝ 40̆ ḣ ѝ 40Ȃ 

router ospf 
redistribute rip subnets route-map redrip 
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network 192.168.12.0 0.0.0.255 area 0 
 

route-map redrip permit 10 
match metric 4 

set metric 40 
set metric-type type-1 

set tag 40 

ȍ Ὧ ԇȎ 

ԇ  

Redistribute  ‍  

ȍ Ȏ 

ȍ Ȏ 

32.1.30 set aggregator as 

רּ match ‡ AS ḣ̆ ᴳ

ԇ set aggregator asȂ ԇ no ‮ Ȃ

ԇӨ ұ Ȃ 

set aggregator as as-num ip_addr 

no set aggregator as [as-num ip_addr] 

ȍ Ȏ 

  

as-number AS  

ip_addr  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 
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ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set community ‍ COMMUNITY  

set metric ‍ ḣ 

set metric-type  ‍  

 

32.1.32 set comm-list delete 

רּ match ‡ ‮ COMMUNITY_LIST ѐ

community ḣ̆ ᴳ ԇ set comm-list deleteȂ
ԇ no ‮ Ȃ ԇӨ ұ Ȃ 

set comm-list community-list-number | community-list-name delete 

no comm-list community-list-number | community-list-name delete 

ȍ Ȏ 

  

community-list-number ᴇ‟  

community-list-name ᴇ‟  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ רּ ⁮ ѐ‮ ᴇ ‟ Ȃ 

ȍѡᴿȎ 

router bgp 100 

neighbor 172.16.233.33 remote-as 120 
neighbor 172.16.233.33 route-map ROUTEMAPIN in 

neighbor 172.16.233.33 route-map ROUTEMAPOUT out 
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ip community-list 500 permit 100:10 
ip community-list 500 permit 100:20 

 
ip community-list 120 deny 100:50 

ip community-list 120 permit 100:.* 
 

route-map ROUTEMAPIN permit 10 
set comm-list 500 delete 

 
route-map ROUTEMAPOUT permit 10 

set comm-list 120 delete 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_Pr6e[4.0057
f
055

-8 123215fb>-ccc07610a51>5.7<04b8>5.2.9943/TT5 1 Tf
0 Tr
2.0114 0 TD
047.52 
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ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ רּ ⁮ ᴇ Ȃ 

ȍѡᴿȎ 

route-map SET_COMMUNITY 10 permit 

match as-path 1 
set community 109:10 

  
route-map SET_COMMUNITY 20 permit 

match as-path 2 
set community no-export 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set origin ‍  

set metric-type  ‍  

32.1.34 set dampening 

רּ match ‡ ̆
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half-life 
а Ȃ 

1..45(‍ )̆ ḣѝ 15 ‍  

reuse 
ḣᴂұ ḣ ̆ ⁸

Ȃ 1..20000̆ ḣѝ 750Ȃ 

suppress 
ḣ ḣ ̆ ⁸Ȃ

1..20000̆ 2000Ȃ 

max-suppress-time 
⁸ Ȃ 

1..255(‍ )̆ ḣѝ 4* half-life 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ רּ ⁮ Ȃ 

ȍѡᴿȎ 

route-map tag 
match as path 10 

set dampening 30 1500 10000 120 
 

router bgp 100 
neighbor 172.16.233.52 route-map tag in 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH

set metric ‍ ḣ 

set local-preference  ‍ ִἼ  

32.1.35 set default interface 
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רּ match ‡ з   ꜛ ̆

ᴳ ԇ set default interfaceȂ ԇ no ‮

Ȃ 

set default interface interface-type interface-number […interface-type 
interface-number] 

no set default interface interface-type interface-number  
[…interface-type interface-number] 

ȍ Ȏ 

  

interface-type  

interface-number  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

set default interface ԇ Ԉ э Ȃ 

У ұ ╗ ꜛ

⁸Ȃ ҩ ̆ ᾱ ᴉ ꜛ

̆ ᾱ ҩУэ ꜛ ЮУ Ȃ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ ‡
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ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address     ּר ‟ ѐ  

match length  ּר ꜛ  

set interface         ꜛ    

set ip default next-hop  
ꜛ ЮУ IP ̆

ѐ  

set ip next-hop  ꜛ ЮУ IP  

set ip precedence  ꜛ IP ִἼḣ 

ȍ Ȏ 

Ӈ ӊ а ԇ 

ӊ ԇ 

32.1.36 set extcommunity 

רּ match ‡ ᴇ ḣ̆ ᴳ

ԇ set extcommunityȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set extcommunity {rt extend-community-value | soo  
extend-community-value} 

no set extcommunity {rt | soo} 

ȍ Ȏ 

 

 Aš+9CÁ�¸�Ù
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ȍᴳ Ȏ 

ᴳ רּ ⁮ ᴇ Ȃ 

ȍѡᴿȎ 

access-list 2 permit 192.168.78.0 255.255.255.0 

route-map MAP_NAME permit 10 
match ip-address 2 

set extcommunity rt 100:2 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set metric ‍ ḣ 

set metric-type  ‍  

32.1.37 set interface 

רּ match ‡ ̆ ᴳ ԇ set 
interfaceȂ ԇ no ‮ Ȃ 

set interface interface-type interface-number […interface-type  
interface-number] 

no set interface interface-type interface-number […interface-type 
interface-number] 

ȍ Ȏ 

  

interface-type  

interface-number 
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Ȃ 
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Ӈ ӊ а ԇ 

ӊ ԇ 

32.1.38 set ip default next-hop 

רּ match ‡ ꜛ ЮУ IP ̆ ᴳ

ԇ set ip next-hopȂ ԇ no ‮ Ȃ 

set ip default next-hop ip-address [weight] […ip-address [weight] ] 

no set ip default next-hop ip-address [weight] […ip-address  
[weight] ] 

ȍ Ȏ 

 

  

ip-address ЮУ IP  

weight ЮУ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

set ԇ ч W̔CMP ̆ WCMP
Ȃ ₥У Ю̆ ὡ weight

ḣ WCMP Ȃ 

set ip default next-hop ԇ Ԉ э IP ̆ а 32эȂ 

ip address ╗ weight ḣ̆‡ Ԉ а 4 э

nexthop Ȃ 

̆ ֗ᴉУэ next-hop weight ḣ̆ ᴳ set ԇ

╟‎ ѝ WCMP Ȃ WCMP
Ю̆ ұ Ҿ weight  5
 Tc
[<455TT2 1 Tf
3.2514 0 TD
-0.6
<2c5j
/TT3 .9c
(5
 Tc
[<45cf
3.48 0 TD
0 Tc
[<4222.181 Tfs4.fc0229 0 0 T07)94721354203e143555<3e201ff<
-0.0019 Tc
(32)Tj
4171 0 TD
0 Tc
<42f345527<01c4>]TJ
/TT2 1-9771 -2.180.110 Tj
/TT5 1 Tf
052903d4-2.e>]TJ
/TT2 1 Tf
8.7
/TT2 1 Tf
7.24 ul
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ᴳ ԇѝ ᵏ У ⁸ ╖ Ȃ ֒Э

ѝ ⁮ ‡̆ ⁮ ԇ ЮУ

(nexthop)ЭȂ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ ‡

ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ ̆

ѐ э ꜛ ѐ Ѭ ᴐ Ȃ 

Уэ ѐ Ԉ э set ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ чэа   ‍⁞ ⁮а Э Ȃ 

1 Э ӱ 1.1.1.1   ̆ ֒ а⁮

̆ ⁮ 6.6.6.6 ̕ ⁮ ӱ 2.2.2.2   ̆

֒ а⁮ ̆ ⁮ 7.7.7.7 Ȃὲӹ

֒ а⁮ х Ȃ 

access-list 1 permit ip 1.1.1.1 0.0.0.0 

access-list 2 permit ip 2.2.2.2 0.0.0.0 
 

interface async 1 
ip policy route-map equal-access 

 
route-map equal-access permit 10 

match ip address 1 
set ip default next-hop 6.6.6.6 

route-map equal-access permit 20 
match ip address 2 

set ip default next-hop 7.7.7.7 
route-map equal-access permit 30 

set default interface null0 

ȍ Ὧ ԇȎ 

ԇ 



Ὧ ԇ
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ȍ Ȏ 

32.1.40 set ip next-hop 

רּ match ‡ ꜛ ЮУ IP ̆ ᴳ

ԇ set ip next-hopȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set ip next-hop ip-address [weight] […ip-address [weight] ] 

no set ip next-hop ip-address [weight] […ip-address [weight] ] 

ȍ Ȏ 

  

ip-address ЮУ IP  

weight ЮУ  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

set ԇ ч W̔CMP ̆ WCMP
Ȃ ₥У Ю̆ ὡ weight

ḣ WCMP Ȃ 

set ip next-hop ԇ Ԉ э IP ̆ а 32 эȂ 

IP A?�ÔCÇ
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̆а ֗ᴉ ꜛ ̆

ѐ э ꜛ ѐ Ѭ ᴐ Ȃ 

Уэ ѐ Ԉ э set ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮

10.0.0.0/8 ᾃ ꜛ ̆ ⁮ 192.168.100.1̕
ѝ 172.16.0.0/16 ᾃ ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ

ὤ х Ȃ 

interface serial 1/0 
ip policy route-map load-balance 

 
access-list 10 permit 10.0.0.0 0.255.255.255 

access-list 20 permit 172.16.0.0 0.0.255.255 
 

route-map load-balance permit 10 
match ip address 10 

set ip  next-hop 192.168.100.1 
 

route-map load-balance permit 20 
match ip address 20 

set ip  next-hop 172.16.100.1 
 

route-map load-balance permit 30 
set interface Null0 

ȍ Ὧ ԇȎ 

ԇ 
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32.1.41 set ip next-hop verify-availability 

ЮУ IP ̆ ᴳ ԇ set ip 
next-hop verify-availabilityȂ ԇ no ‮ Ȃ ԇ

Ө ұ Ȃ 

set ip next-hop verify-availability ip-address track track-object-num 

no set ip next-hop ip-address [weight] […ip-address [weight] ] 

ȍ Ȏ 

  

ip-address ЮУ IP  

track-object-num  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ serial 1/0 Э Ȃ ⁮

10.0.0.0/8 ᾃ ꜛ ̆ ⁮ 192.168.100.1̕
ѝ 172.16.0.0/16 ᾃ ꜛ ̆ ⁮ 172.16.100.1̕ὲᴍ

ὤ х Ȃ 

interface serial 1/0 
ip policy route-map load-balance 

 
access-list 10 permit 10.0.0.0 0.255.255.255 

access-list 20 permit 172.16.0.0 0.0.255.255 
 

route-map load-balance permit 10 
match ip address 10 

set ip  next-hop 192.168.100.1 
 

route-map load-balance permit 20 
match ip address 20 

set ip  next-hop 172.16.100.1 
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route-map load-balance permit 30 
set interface Null0 

ȍ Ὧ ԇȎ 

ԇ  

route-map Ѭ  

match ip address ּר ‟ ѐ  

set default interface 
ꜛ   ̆

ѐ  

set default interface 
ꜛ   ̆

ѐ  

set interface ꜛ    

set ip default next-hop 
ꜛ ЮУ IP ̆

ѐ  

set ip precedence ꜛ IP ִἼḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.42 set ip precedence 

רּ match ‡ IP ִἼ , ᴳ

ԇ set ip precedence
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‡ѐ̆ Ԉ э set ip precedence ԇ ת̆

Уэ ̆ з רּ IP ֶ

ִἼ Ȃ 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

IP ѐ TOS ḣ ᴳ IP
а ╘ ּ Ȃ 

רּ IP ֶ Э TOS ḣȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ӱ fastEthernet 0/0 ѝ

192.168.217.68 tos ѝ 4Ȃ 

access-list 1 permit 192.168.217.68 0.0.0.0 

route-map name 
match ip address 1 

set ip tos 4 
interface fa 0/0 

ip policy route-map name 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

set ip precedence IP ִἼ  

32.1.44 set level 

רּ match ‡ ὡ שּ ̆ ᴳ

ԇ set levelȂ ԇ no ‮ Ȃ 

set level {level 1| level 2 | level 1-2 | stub-area | backbone} 

no set level 
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ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP ⁮ backbone שּ Ȃ 

router ospf  

redistribute rip subnets route-map redrip 
network 192.168.12.0 0.0.0.255 area 0 

 
route-map redrip permit 10 

set level backbone 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

32.1.45 set local-preference 

רּ match ‡ LOCAL_PREFERENCE ḣ̆ ᴳ

ԇ set local-preferenceȂ ԇ no ‮ Ȃ 

set local-preference number 

no set local-preference 

ȍ Ȏ 
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number ִἼ ḣȂ ̔0..4294967295 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Уэ local-preference ḣ̆а э local-preference
ḣȂ 

ԇ רּ ⁮ ִἼ Ȃ 

ȍѡᴿȎ 

route-map SET_PREF permit 10 
match as-path 1 

set local-preference 6800 
 

route-map SET_PREF permit 20 
match as-path 2 

set local-preference 50 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH  

set metric ‍ ḣ 

set metric-type  ‍  

32.1.46 set metric 

רּ match ‡ ḣ̆ ᴳ ԇ set 
metricȂ ԇ no ‮ Ȃ 

set metric [+ metric-value | - metric-value | metric-value] 

no set metric 

ȍ Ȏ 
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+ ╗̂ metric Э ╗̃

- ῏ ̂ metric Э῏ ̃

metric-value ‍  

ȍ Ȏ 

а ‍ ḣаУ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ḣֶ ̆ ̆

Ȃὲѐ set metricȁԈ ļ+Ľ ļ-Ľmetric ᴐ

э ЭЮ ḣȂ ұ RIP ‍ ὲ m̆etric
῏ ѝ 1-16Ȃ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍
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match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric-type  ‍  

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.47 set metric-type 

רּ match ‡ ḣ ̆ ᴳ ԇ

set metric-typeȂ ԇ no ‮ Ȃ 

set metric-type type  

no set metric-type 

ȍ Ȏ 

  

type  ‍  

ȍ Ȏ 

OSPF ‍ ѝ type-2Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᶕ ԈӱУэ ‍ ⁮ Уэ ╖ Ȃ

Ԉ OSPF ‍ ⁮ RIP ѐ ҂̆ Ԉ RIP
‍ ⁮ OSPF ѐȂ ҵ ‍

Ԉ IP Ѯ Ȃ 

‍ ѐ̆ ̂route maps̃ ̆ чэ

Ѯ ҵ‍ ֒ ⁸Ȃ 
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Уэ ‡ ѐ̆ Ԉ 1 э э match ԇ 1 э

э set ԇȂ match ԇ̆‡ּר ̕ set ԇ̆

‡аṁ֗ᴉ ᴐȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆OSPF ‍ RIP ̆ ‍

ѝ type-1Ȃ 

router ospf  
redistribute rip subnets route-map redrip 

network 192.168.12.0 0.0.0.255 area 0 
 

route-map redrip permit 10 
set metric-type type-1 

ȍ Ὧ ԇȎ 

ԇ  

match interface      ּר ЮУ  

match ip address     ּר ‟ ѐ  

match ip next-hop    ּר ‟ ѐ ЮУ  

match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set tag  ‍ ḣ 

ȍ Ȏ 

ȍ Ȏ 

32.1.48 set next-hop 

רּ match ‡ ᶕ ЮУ IP ̆ ᴳ

ԇ set next-hopȂ ԇ no ‮ Ȃ ԇӨ ұ

Ȃ 

set next-hop ip-address 

no set next-hop ip-address 

ȍ Ȏ 
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ip-address ЮУ IP  

ȍ Ȏ
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set tag  ‍ ḣ 

32.1.49 set origin 

רּ match ‡ ᶕ ̆ ᴳ

ԇ set originȂ ԇ no ‮ Ȃ 

set origin {egp | igp | incomplete} 

no set origin 

ȍ Ȏ 

  

egp EGP 

igp IGP 

Incomplete а  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Уэ Ȃ 

ԇ רּ ⁮ Ȃ 

ȍѡᴿȎ 

route-map SET_ORIGIN 10 permit 
match as-path 1 

set origin igp 
route-map SET_ORIGIN 20 permit 

match as-path 2 
set origin egp 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 
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set as-path prepend ‍ AS_PATH

set metric ‍ ḣ 

set local-preference ‍ ִἼ  

32.1.50 set originator-id 

רּ match ‡ ᶕ ̆ ᴳ ԇ

set originator-idȂ ԇ no ‮ Ȃ 

set originator-id ip-addr 
no originator-id [ip-addr] 

ȍ Ȏ 

  

ip-addr  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ רּ ⁮ Ȃ 

ȍѡᴿȎ 

route-map SET_ORIGIN 10 permit 

match as-path 1 
set originator-id 5.5.5.5 

route-map SET_ORIGIN 20 permit 
match as-path 2 

set originator-id 5.5.5.6 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set as-path prepend ‍ AS_PATH
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set metric ‍ ḣ 

set local-preference ‍ ִἼ  

32.1.51 set tag 

רּ match ‡ ̆ ᴳ ԇ set tagȂ
ԇ no ‮ Ȃ 

set tag tag 

no set tag 

ȍ Ȏ 

  

tag ‍  
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match ip route-source  ּר ‟ ѐ  

match metric  ּר ḣ 

match route-type  ּר  

match tag  ּר ḣ 

set metric ‍ ḣ 

set metric-type  ‍  

ȍ Ȏ 

ȍ Ȏ 

32.1.52 set weight 

רּ match ‡ BGP ḣ̆ ᴳ ԇ

set weightȂ ԇ no ‮ Ȃ 

set weight number 

no set weight 

ȍ Ȏ 

  

number 
ḣȂ 

̔0…65535 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ұᶢ BGP ḣȂ 

ᾳЮ̆ӱ ⁮ ̆ neighbor weight ⁮

ḣ ̕ ӊ ḣ 32768Ȃ 

Ԉ ԇ ḣᶢ BGP ‍ ḣȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆BGP in Э ḣ Уэᴿ ̆ ӱ

1.1.1.1 ⁮ ḣ ѝ 100Ȃ 

router bgp 1  
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neighbor 1.1.1.1 route-map nei-rmap-in in 
route-map nei-rmap-in permit 10 

set weight 100 

ȍ Ὧ ԇȎ 

ԇ  

match as-path ּר AS_PATH ḣ 

match community ּר ᴇḣ 

match metric  ּר ḣ 

match origin ּר ḣ 

set community 
‍ COMMUNITY

 

set metric ‍ ḣ 

set metric-type  ‍  

ȍ Ȏ 

ȍ Ȏ 

32.1.53 ip ref ecmp load-balance source 

Ӈ ѐ ֒ ѐ ECMP/WCMP ̆ ҂

Ȃ эЮУ ̆ ֒ ᵑ ԏ

ὲѐУэЮУ Ȃ 

Ԉ ѝ̔HASH(KEY(SIP,[DIP] [TCP/UDP Port] [ UDF])) 

ѝ̔ УэὯ Hash ̆  

ḣ ЮУ Ȃὲѐ ꜛ чэ ̔У ̔

HASH ̆ ֒ ᵏ 2 ̔ CRC32_Upper
CRC32_LowerȂ Уэ ̔KEY̆ Ԉ Ҿ

KEY̆ ᾳЮӨ IP (SIP)Ȃ ҂ ╗

TCP/UDP ḣȁ IP(DIP)ȁ Ѭḣ

б KEY Ȃ 

ip ref ecmp load-balance  
{[crc32_lower | crc32_upper] [dip] [port] 
[udf number]} 
 
no ip ref ecmp load-balance 
{[crc32_lower | crc32 upper] [dip] [port]  
[udf number]} 

ȍ ԇ Ȏ 

ὤ Ȃ 
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ȍᴳ Ȏ 

DIP̆Port̆UDF ֗ б Key Ȃ з

CRC32_Lower CRC32_Upper ὲѐУ ᴐѝ Hash  
no ԇ ᶑ Э no ԇѐ Ὧ ᴐѝ

Key ‍Ȃ 
ᶑ ѝ SIP + DIP + PortȂ no ip ref ecmp route dip port

ԇ ̆ б Key SIP УэҩȂ no ԇ

а ᶑ ѐ̆ ԇаֶ  Ȃ 

ȍѡᴿȎ        

֒ hash  
Ruijie(config)# ip ref ecmp load-balance crc32_upper  

֒ Ὧ ѝ ip( ), ip,udp/tc ,Â,Xip,udp/tc
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Community-list standard local 
permit local-AS 

Community-list standard Red-Giant 
permit 0:10 

deny 0:20 

ȍ Ὧ ԇȎ 

ȍ Ȏ 

32.2.3 show ip prefix-list 

₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ show ip prefix-list
ԇȂ 

show ip prefix-list [ prefix-name ] 

ȍ Ȏ 

  

prefix-name ₥ ‟  

ȍ Ȏ 

₥ ‟ ᶕ Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

₥ ‟ ̆ ֶ ₥ ‟ ᶕ ̆ ‡

₥ ‟ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ip prefix-list  
ip prefix-list pre: 2 entries 

seq 5 permit 192.168.64.0/24 
seq 10 permit 192.2.2.0/24 

32.2.4 show ip route 

IP ᶕ ̆ᴳ show ip route ԇȂ 

show ip route [[vrf vrf_name] [network [mask] | count | protocol 
[process-id] | weight ]] 
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ȍ Ȏ 

  

vrf vrf_name ̂ ̃ VRF ᶕ  

network ̂ ̃ ⁮ ᶕ  

mask ̂ ̃  

count ̂ ̃ ₥  

protocol 
̂ ̃ Ὧ c̔onnected, 
static̕ ̆ᴳ Ю

Ὧ ̔bgp, isis, ospf, rip 

process-id ̂ ̃  

weight ̂ ̃  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

ԇ Ԉ ̆ ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮѝ show ip route ԇ ̔ 

Ruijie# show ip route 
Codes:  C - connected, S - static, R - RIP, B - BGP 

O - OSPF, IA - OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external 

type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2 

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 
- IS-IS level-2 

ia - IS-IS inter area, * - candidate default 
 

Gateway of last resort is no set 
S    20.0.0.0/8 is directly connected, VLAN 1 

S    22.0.0.0/8 [1/0] via 20.0.0.1 
O E2 30.0.0.0/8 [110/20] via 192.1.1.1, 00:00:06, VLAN 

1 
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R    40.0.0.0/8 [120/20] via 192.1.1.2, 00:00:23, VLAN 
1 

B    50.0.0.0/8 [120/0] via 192.1.1.3, 00:00:41 
C    192.1.1.0/24 is directly connected, VLAN 1 

C    192.1.1.254/32 is local host. 
 

show ip route ԇ Ю̔ 

  

O 

Ȃ

ḣѝ̔ 
C
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Routing Descriptor 
Blocks 

ᶕ ЮУ IP ȁ ȁ

ȁ э ȁ ȁ

ԈЮѝ show ip route count ԇ ̔ 

Ruijie# show ip route count 
--------- route info ---------- 
the num of active route: 5 

 
ԈЮѝ show ip route weight ԇ ̔ 

Ruijie# show ip route weight 
------------[distance/metric/weight]----------- 

S    23.0.0.0/8 [1/0/2] via 192.1.1.20 
S    172.0.0.0/16 [1/0/4] via 192.0.0.1 

32.2.5 show ipv6 prefix-list 

IPv6 ₥ ‟ ᶕ ₥ ‟ ᶕ ̆ᴳ show ipv6 
prefix-list ԇȂ 

show ipv6 prefix-list [ prefix-name ] 

ȍ Ȏ 

  

prefix-name IPv6 ₥ ‟  

ȍ Ȏ 

IPv6 ₥ ‟ ᶕ Ȃ 

ȍ ԇ Ȏ 

ȁὤ ȁ ȁ ȁ

 

ȍᴳ Ȏ 

₥ ‟ ̆ ֶ ₥ ‟ ᶕ ̆ ‡

₥ ‟ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ipv6 prefix-list  
ipv6 prefix-list p6: 2 entries 
permit 13::/20 

permit 14::/20 
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32.2.6 show ip ref  

ԇ REF ₥ ὤ ᶕ ̆ꜛ ₥ ȁ

э ȁ э ȁ э Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ‾ ԇ ₥ REF ѐ ᶕ б ᴇ ᶕ

Ȃ 

ȍѡᴿȎ 

Ruijie# show ip ref  
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33 配置策略路由命令 

33.1 配置相关命令 

33.1.1 ip policy route-map 

Уэ ̆ ᴳ ԇ ip policy route-mapȂ
ԇ no Ὧ Ȃ 

ip policy route-map route-map 

no ip policy route-map  

ȍ Ȏ 

  

route-map Ȃ 

ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Э ̆ ⁮ ꜛ

̆ ꜛ Ȃ 

̆ ᴳ ̆ з … Ȃ

Уэ ̆ э Ѭҩ 1 э э רּ ‡

ᴐȂУэ ̆ ⁮ ꜛ

̆а ֗ᴉ ꜛ ̆

ѐ э ꜛ ѐ Ѭ ᴐ Ȃ 

ұ ֒Э ╖ ⁸̆ Ӈ Эᴳ ̆ ᴳ

Уэ ⁸̔ ⁮ ACL ḣ ACL̆ а

ACLȂ Э э ⁸Ȃ 

 

~ 注意： 

ӊ Уэ Уэ ̆ Уэ Э

̆ ֶ Ἴ₥ Ȃ 
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ȍѡᴿȎ 

ԈЮ ᴿ ѐ̆ Ԉ FE0 ⁮ ̆

ѝ 10.0.0.1 ‡̆ ЮУ ѝ 196.168.4.6̆ ѝ 20.0.0.1
‡ ЮУ ѝ 196.168.5.6̆ ‡ Ȃ 

access-list 1 permit 10.0.0.1 
access-list 2 permit 20.0.0.1 
route-map lab1 permit 10 
match ip address 1 
set ip next-hop 196.168.4.6 
exit 
route-map lab1 permit 20 
match ip address 2 
set ip next-hop 196.168.5.6 
exit 
interface FastEthernet 0/0 
ip policy route-map lab1 
exit 
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ȍ Ȏ 

  

load-balance|redundance ᾕᴍ ֙

ȍ ᾳȎ 

ᾕᴍ ֙Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѐ set ip next-hop ̆ Ԉ эЮУ ת̆

ҩᾕᴍ ֙ ̆ Уэ Ԉ ЮУ ᴐ ̕ ҩ

̆ э ЮУ ᴐ ̆WCMP Ԉ

4 эЮУ ̆ECMP Ԉ 32 эЮУ Ȃ ЮУ

҃⁮ ARP ᶕ ЮУ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ѐ̆ ѐ ҩ э nexthop, ὤ Ю

ҩᾕᴍ ֙ ̆‡ EF0 Э э У

э nexthop ᴐ ̆ Ȃ  

access-list 1 permit 10.0.0.1 

access-list 2 permit 20.0.0.1 
route-map lab1 permit 10 

match ip address 1 
set ip next-hop 196.168.4.6 

set ip next-hop 196.168.4.7 
set ip next-hop 196.168.4.8 
exit 

route-map lab1 permit 20 

match ip address 2 
set ip next-hop 196.168.5.6  

set ip next-hop 196.168.5.7 
set ip next-hop 196.168.5.8 
exit 

interface FastEthernet 0/0 

ip policy route-map lab1 
exit 

ip policy redundance 
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34 配置 IPv6 命令 

34.1 配置相关命令 

IPv6 ꜛ ԈЮ Ὧ ԇ̔ 

 ping  ipv6 

 ipv6 address 

 ipv6 enable 

 ipv6 hop-limit 

 ipv6 neighbor 

 ipv6 source-route 

 ipv6 route 

 ipv6 ns-linklocal-src 

 ipv6 nd ns-interval 

 ipv6 nd reachable-time 

 ipv6 nd prefix 

 ipv6 nd ra-lifetime 

 ipv6 nd ra-interval 

 ipv6 nd ra-hoplimit 

 ipv6 nd ra-mtu 

 ipv6 nd managed-config-flag 

 ipv6 nd other-config-flag 

 ipv6 nd dad attempts 

 ipv6 nd suppress-ra 

 ipv6 redirects 

 show ipv6 route 

 show ipv6 neighbors 

 show ipv6 interface 

 clear ipv6 neighbors 

 tunnel destination 

 tunnel mode ipv6ip 
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 tunnel source 

 tunnel ttl 

34.1.1 ping ipv6  

ԇ IPV6 Ȃ 

ping ipv6 [ipv6-address] 

ȍ Ȏ 

ipv6-address ̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇѐа ὡ ‡ ὡ Ӈҵ ̆ Ԉ έᴇ

Ȃ ping Ѭ Ю̔ 

 Ѭ 

! э   ⁮ ҩ 

.   ᾃ ⁮  

U ⁮ ў  

R    

F  

A  

D 
ұ Down

IPV6 ╖ (
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ȍ Ȏ
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interface-id ̔ ̂ꜛ Routed Port,L3 AP
SVI ̃Ȃ 

hardware-address ̔ ̆ Ԉ XXXX.XXXX.XXXX
48 ᴁ MAC ̆’X’ ︠Ὡ ⁸  

ȍ Ȏ 

֗ᴉ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ נ ARP ԇ̆
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ѝ 0 ὤ ̔G ╘  ̆ Ԉ

ᾳЮ IPv6 ת̆ Ӱ

0 IPv6 Ȃ 

ȍѡᴿȎ 

Ruijie(conifg)# no ipv6 source-route 

34.1.7 ipv6 route 

ԇ IPV6 ̆ᴳ ԇ no ‮

Ȃ 

ipv6 route ipv6-prefix/prefix-length {ipv6-address | interface-id  
[ipv6-address]}  

no ipv6 route ipv6-prefix/prefix-length {ipv6-address | interface-id  
[ipv6-address]}  

ȍ Ȏ 

ipv6-prefix ̔IPV6 ̆ RFC2373
prefix-length IPV6 ₥ ̆ ₥ ╗Э’/’ 

ipv6-address ̔ ⁮ ЮУ ̆ RFC2373
ȂЮУ Ԉ ЮУ   Ȃ

ЮУ ̆ ѫ   Ȃ 

interface-id ̔ ⁮   ̆

ѐӨӨ ҩ   ЮУ ̆ ѫ ѝ

  Э̆ ᴐ Ȃ

ЮУ ̆ ѫ   Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

̔ ЮУ ѫ  

, з ЮУ ҂

Ȃ ЮУ аἵ   ̆ 
ЮУ   ҩ̆ ѫЮУ רּ  

  У Ȃ 

ȍѡᴿȎ 
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Ruijie(config)# ipv6 route 2001::/64 vlan 1 2005::1 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 route IPV6 ᶕ  

34.1.8 ipv6 ns-linklocal-src 

ԇ̆ ᴳ ᴐѝ Ȃ

ľno ipv6 ns-linklocal-srcľ̆ ֶᴳ ὤ ᴐѝ

Ȃ 

ipv6 ns-linklocal-src 

no ipv6 ns-linklocal-src 

ȍ Ȏ 

̆ Ԉ ᴐѝ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# no ipv6 ns-linklocal-src 

34.1.9 ipv6 nd ns-interval 

ᴳ ԇ Э (NS) ּ ̆ᴳ ԇ no
ḣȂ 

ipv6 nd ns-interval milliseconds 

no ipv6 nd ns-interval  

ȍ Ȏ 

milliseconds ̔ ּ ̆Ԉ ѝ ᴁ̆ḣ ̔ 
1000-429467295 

ȍ Ȏ 

Ὠ (RA)ѐ ḣѝ 0( )  ̆
ѝѐ ᴳ ּ ѝ 1000ms(1 ) 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

ḣ Ὠ (RA)ѐ   ̆ ḣ҂

ᴳ Ȃ а ḣ Ȃ 

ȍѡᴿȎ 

Ruijie(conifg-if)# ipv6 nd ns-interval 2000 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ᶕ  

34.1.10 ipv6 nd reachable-time 

ᴳ ԇ Э NDP ╟ ⁮ ̆

ѝ ⁮ ̆ᴳ ԇ no ḣ 

ipv6 nd reachable-time milliseconds 

no ipv6 nd reachable-time  

ȍ Ȏ 

milliseconds ̔ ѝ ⁮ ̆Ԉ ѝ ᴁ̆ ̔ 
0-3600000 

ȍ Ȏ 

Ὠ (RA)ѐ ḣѝ 0( )  ̆
ѝѐ ѝ ⁮ ѝ 30000ms(30 ) 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

а ̆

Ԉ ⁮ ת̆ ȁ

Ȃ а Ȃ 

ḣ Ὠ (RA)ѐ   ̆ ḣ҂

ᴳ Ȃ ḣѝ 0 ̆ ᴳ ḣȂ 

RFC4861 ̆ Э У

╟̆ 0.5 ᷁⁮ 1.5 ᷁Ѯ Ȃ 

ȍѡᴿȎ 

Ruijie(conifg-if)# ipv6 nd reachable-time 1000000 
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ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ᶕ  

34.1.11 ipv6 nd prefix 

ԇ Ὠ (RA)ѐ ꜛ ₥ ̆G ԇ

no ‮ ₥ ₥ ḣȂ 

ipv6 nd prefix ipv6-prefix/prefix-length | default [ [ 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ‍⁞ Уэ₥ э ̆ꜛ Ὠ ₥

̆ ᾳЮ Ὠ ѐ(RA)Ὠ ₥ Э ipv6 
address ԇ ₥ ̆ ╗ὲ ₥ Ԉᴳ ԇ

Ȃ 

ipv6 nd prefix default  

Эᴳ ̆ ╗Уэ₥ ̆

֗ᴉ ̆ ѫ ᴳ ipv6 nd prefix default ṁѝ ₥

Ȃ У ѝ ₥ ҩ э Ԉ аᾋ ѝᴳ

Ȃ Ԉ ᴳ ipv6 nd prefix default аֶ ᶢ

₥ ̆ ᶢ ὤᴳ ₥ Ȃ 

at valid-date preferred-date 

₥ 2 У̔ Ὠ ѐ э₥ Уэ

̕ У ̆G ѫ   Ὠ

ѐ ₥ ῏ ̆ ⁮ḣѝ 0Ȃ 

ȍѡᴿȎ 

SVI 1 Э ╗Уэ₥  

Ruijie(conifg)#interface vlan 1 
Ruijie(conifg-if)# ipv6 nd prefix 2001::/64 infinite 
2592000 

SVI 1 Э ₥ (а ұ ╟ ) 

Ruijie(conifg)# interface vlan 1 
Ruijie(conifg-if)# ipv6 nd prefix default no-autoconfig 

ᾳЮ ╗Уэ₥ ӑ ֗ᴉ ̆ ѫ ᴳ

₥ ҂ а ұ ╟ Ȃ 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ѐὯұ ra-info ᶕ  

34.1.12 ipv6 nd ra-lifetime 

ᴳ ԇ Э Ὠ (RA) ѐ ľ Ŀ̆

ᴳ ԇ no ḣȂ 

ipv6 nd ra-lifetime seconds 
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no ipv6 nd ra-lifetime  

ȍ Ȏ 

seconds ̔ ᴐѝ Э ̆0-9000s. 

ȍ Ȏ 

1800  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

“ ” ұ э Ὠ (RA) ѐ̆ ḣ ҩ

Эў Ԉ ᴐѝ Ȃ ḣѝ

0 аᾋ ᴐ Ȃ 0 ḣ ḣ ұ ұ

Ὠ (RA) (ra-interval)Ȃ 

ȍѡᴿȎ 

Ruijie(conifgf)# interface vlan 1 
Ruijie(conifg-if)# ipv6 nd ra-lifetime 2000 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ѐὯұ ra-info ᶕ  

ipv6 nd ra-interval Ὠ  

ipv6 nd ra-hoplimit Ὠ ḣ 

ipv6 nd ra-mtu Ὠ MTU ḣ 

34.1.13 ipv6 nd ra-interval 

ᴳ ԇ Э Ὠ (RA) ̆G ԇ

no ḣȂ 

ipv6 nd ra-interval {seconds | min-max min_value max_value} 

no ipv6 nd ra-interval  

ȍ Ȏ 

seconds̔ Ὠ (RA)Ὠ ,3-1800sȂ 

min-max̔ ḣ ḣ 

min_value̔ ḣ 

max_value̔ ḣ 
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ȍ Ȏ 

200 ̆ 200 ЭЮ ╟ 20˿Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ἱ ̆ ѫ ḣа ұ

Ȃ ѝ̆ҩ Э ὲ Ὠ

̆ Ԉ ḣЭ ╟ ‍Ѯү︠Ȃ 

Ὧ min-max̆ ѫ ḣ

ḣѮ УэḣȂ 

ȍѡᴿȎ 

Ruijie(config)# interface vlan 1 
Ruijie(config-if)# ipv6 nd ra-interval 110 
Ruijie(config-if)# ipv6 nd ra-interval min-max 110 120 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ѐὯұ ra-info ᶕ  

ipv6 nd ra-lifetime  

ipv6 nd ra-hoplimit Ὠ ḣ 

ipv6 nd ra-mtu Ὠ MTU ḣ 

34.1.14 ipv6 nd ra-hoplimit 

ᴳ ԇ Э Ὠ (RA) ḣ̆G

ԇ no ḣȂ 

ipv6 nd ra-hoplimit value 

no ipv6 nd ra-hoplimit 

ȍ Ȏ 

value ̔ Ὠ (RA) ḣȂ 

ȍ Ȏ 

ḣ 64Ȃ 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

Ὠ ѐ ḣȂ 

ȍѡᴿȎ 

Ruijie(config)# interface vlan 1 
Ruijie(config-if)# ipv6 nd ra-hoplimit 110 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ѐὯұ ra-info ᶕ
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ipv6 nd ra-lifetime  

ipv6 nd ra-interval Ὠ  

ipv6 nd ra-hoplimit Ὠ ḣ 

34.1.16 ipv6 nd managed-config-flag 

ᴳ ԇ Ὠ ѐ “managed address 
configuration” ᴁ̆ᴳ ԇ no ᴁȂ 

ipv6 nd managed-config-flag 

no ipv6 managed-config-flag 

ȍ Ȏ 

Ὠ ѐ ᴁ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴁ ᾱ ҩ ⁮ Ὠ ў ᴳ ὤ ╟

Ȃ ᴁ ҩ̆ ᴳ ὤ ╟ ̆

‡аᴳ Ȃ 

ȍѡᴿȎ 

Ruijie(config)# int vlan 1 
Ruijie(config)# ipv6 nd managed-config-flag 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ѐὯұ ra-info ᶕ  

ipv6 nd other-config-flag 
ὤ ╟

ᶕ ᴁ 

34.1.17 ipv6 nd dad attempts 

ᴳ ԇ Эѝ IPV6 ᾰ

(NS) Ȃᴳ ԇ no ḣȂ 

ipv6 nd dad attempts value 

no ipv6 nd dad attempts  

ȍ Ȏ 
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value ̔ (NS) Ȃ ḣѝ 0 ѝ

Э Ipv6 ╟ ᾰ Ȃ ̔0-600 

ȍ Ȏ 

1 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Э Уэ IPV6 ̆ э ₥

ѝ ╟ ᾰ ̆ ұ”tentative”( ) Ȃ

ᾰ ҩ̆ ⁮ᾰ ̆ ѫ Ԉ ᴳ ̆

⁮ᾰ ҩ̆ з ᴳ ᴳ EUI-64
̆ ѫ Э   ̆ ѫ ֶ

╟Ὧ ( Э IPV6 Ὧ ᴐ)̆
ᶢ ̆ ᾋ down/up ╟ ᾰ

Ȃ֗ᴉ ᾳЮ Уэ ӱ down ѝ up ֶѝ Э

╟ ᾰ Ȃ 

ȍѡᴿȎ 

Ruijie(conifgf)# interface vlan 1 
Ruijie(conifg-if)# ipv6 nd dad attempts 3 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ᶕ  

34.1.18 ipv6 nd suppress-ra 

ᴳ ԇ ⁸ Э Ὠ (RA) ̆ᴳ ԇ no
ӱ ἵ Ὠ (RA) Ȃ 

ipv6 nd suppress-ra 

no ipv6 nd suppress-ra 

ȍ Ȏ 

IPv6 Э аֶ Ὠ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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Уэ Э ⁸ Ὠ Ԉᴳ ipv6 suppress-ra
ԇȂ 

ȍѡᴿȎ 

Ruijie(conifgf)# interface vlan 1 
Ruijie(config-if)# ipv6 nd suppress-ra 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 interface ѐὯұ ra-info ᶕ  

34.1.19 ipv6 redirects 

Э ⁮ IPV6 ӱ   Ԉᴳ

ԇ ⁸ Э ICMPv6 ̆ᴳ ԇ

no Э   а ICMPv6 Ȃ 
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Ruijie(config-if)# tunnel source vlan 1 

ȍ Ὧ ԇȎ 

ԇ  

tunnel source  

tunnel destination  

tunnel ttl TTL 

34.1.22 tunnel destination 

ᴳ ԇѝ ὲ , ᴳ ԇ no ԇ ‮

Ȃ 

tunnel destination ipv4-address 

no tunnel destination 

ȍ Ȏ 

ipv4-address ̔ , У IPv4  

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

а У Э ὲ ȁ

э Ȃ 

 

~ 注意： 

ұ ╟ (6to4 isatap)аἵ Ȃ 

 

ȍѡᴿȎ 

IPv6 ᴿ : 

Ruijie(config)# interface tunnel 1 
Ruijie(config-if)# tunnel mode ipv6ip 
Ruijie(config-if)# tunnel source vlan 1 
Ruijie(config-if)# tunnel destination 192.168.5.1 

ȍ Ὧ ԇȎ 



IPv6 ԇ 

34-19 

ԇ  

tunnel source  

tunnel mode  

tunnel ttl TTL 

34.1.23 tunnel source 

ᴳ ԇѝ ὲ , ᴳ ԇ no ԇ ‮

Ȃ 

tunnel source {ipv4-address | interface-type interface-number} 

no tunnel source 

ȍ Ȏ 

ipv4-address ̔ IPv4 ̆ IPv4 ṁѝ ѐּ

Ȃ 

interface-type interface-number ̔  ̆

ў IPv4 ᴐѝ ѐּ IPv4 Ȃ 

ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ IPv4 ҂ Ԉ ᴳ э Э

IPv4 , ╟ ( 6to4 isatap) ᴳ ὲ

Ȃ 

 

~ 注意： 

а У Э ὲ ȁ

э Ȃ 

э ╟ ̆ ╟ а Ȃ 

 

ȍѡᴿȎ 

IPv6 ᴿ ̔ 

Ruijie(config)# interface tunnel 1 
Ruijie(config-if)# tunnel mode ipv6ip 
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34.2.1 show ipv6 route 

IPV6 ᶕ Ȃ 

show ipv6 route [static] [local] [connected] 

ȍ Ȏ 

static ̔  

local ̔  

connected ̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ipv6 route  
Codes: C - Connected, L - Local, S - Static, R - RIP, 
B - BGP 

       I1 - ISIS L1, I2 - ISIS L2, IA - IIS interarea 
L    ::1/128 

      via ::1, loopback 0 
C    fa::/64 

      via ::, vlan 1 
L    fa::1/128 

      via ::, loopback 0 
C    2001::/64 

      via ::, vlan 2 
L    2001::1/128 

      via ::, loopback 0 
L    fe80::/10 

      via ::1, Null0 
C    fe80::/64 

      via ::, vlan 1 
L    fe80::200:ff:fe00:1/128 

      via ::, loopback 0 
C    fe80::/64 

      via ::, vlan 2 

ȍ Ὧ ԇȎ 

ԇ  
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ipv6 route  

34.2.2 show ipv6 neighbors 

IPV6 Ȃ 

show ipv6 neighbors [verbose] [interface-id] [ipv6-address] 

ȍ Ȏ 

verbose ̔ ᶕ  

interface-id ̔ э Э  

ipv6-addres ̔ ᶕ  

ȍ ԇ Ȏ 
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ra-info ̔ ЭὯұ RA ᶕ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ԉ IPV6 Э ȁND Ԉ Ὧ

ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ipv6 interface vlan 1 
Interface vlan 1 is Up, ifindex: 2001 
address(es): 

Mac Address: 00:00:00:00:00:01 
INET6: fe80::200:ff:fe00:1 , subnet is fe80::/64 

INET6: 2001::1 , subnet is 2001::/64 [TENTATIVE] 
Joined group address(es): 

ff01:1::1 
ff02:1::1 

ff02:1::2 
ff02:1::1:ff00:1 

MTU is 1500 bytes 
ICMP error messages limited to one every 10 milliseconds 

ICMP redirects are enabled 
ND DAD is enabled, number of DAD attempts: 1 

ND reachable time is 30000 milliseconds 
ND advertised reachable time is 0 milliseconds 

ND retransmit interval is 1000 milliseconds 
ND advertised retransmit interval is 0 milliseconds 

ND router advertisements are sent every 200 
seconds<240--160> 

ND router advertisements live for 1800 seconds 

Э ѐ Ԉ ⁮ INET6: 2001::1 , subnet is 2001::/64 
[TENTATIVE] У Ὧ̆ұ I̔NET6  [ ] ᾃ ᴁ Ѭ Ю 

ᴁ Ѭ 

ANYCAST ѝ  

TENTATIVE 
ѝ ᾰ (DAD), 

эї  

DUPLICATED ⁮  

DEPRECATED
⁮ҩ̆ ѝа

ᴳ ҩ 

NODAD а ᾰ  
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!M | M 

!M
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35 配置 OSPFv3 命令 

35.1 配置相关命令 

35.1.1 area default-cost 

stub שּ NSSA שּ ABR Э ԇ̆ Ѭ stub שּ

NSSA שּ ᾃ Ԇ֓Ȃᴳ ԇ no ḣȂ 

area area-id default-cost cost 

no area area-id default-cost 

ȍ Ȏ 

  

area-id 
stub שּ NSSA שּ שּ Ȃ 
ὲ Ԉ ѝУэ Уэ IPv4 ₥ Ȃ 

cost 
stub שּ NSSA שּ ᾃ Ԇ֓Ȃ 

1-16777214Ȃ 

ȍ Ȏ 

default-cost ḣѝ 1Ȃ 

ȍ ԇ 1 NSSA
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ᴳ ԇ… Уэ ̆ᴳ ԇ

no Ԉ‮ Уэ Ȃ 

area area-id virtual-link router-id
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שּ  аἵ stub שּ NSSA שּ Ȃ 

 ч Э ѐ̆hello-intervalȁdead-interval
instance У ̆ ‡ Ѯ Ὧ Ȃ 

 ᴳ no area area-id̆ ‮ שּ (ꜛ שּ )Ȃ 

 

ȍѡᴿȎ 

Ю ᴿ ̆ Уэ ̔ 

ipv6 router ospf 1 

area 1 virtual-link 192.1.1.1 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 ospf OSPFv3 ᶕ Ȃ 

show ipv6 ospf neighbor OSPFv3 ᶕ Ȃ 

show ipv6 ospf virtual-links OSPFv3 ᶕ Ȃ 

35.1.5 auto-cost 

OSPF ұ ḣ̆G ԇ ╟

ᶢ ḣ̆ᴳ ԇ no Ὧ

ḣȂ 

auto-cost [
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Ԉ Ю ԇ ipv6 ospf cost ѝ
Ԇ֓̆ὲִἼ ұ ḣ   Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̆ᶢ ḣѝ 10M̔ 

ipv6 router ospf 1 
auto-cost reference-bandwidth 5 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 ospf cost Ԇ֓Ȃ 

show ipv6 ospf OSPFv3 ᶕ Ȃ 

35.1.6 clear ipv6 ospf process 

ᴳ ԇ OSPF ᴿȂ 

clear ipv6 ospf {process | process-id} 

ȍ Ȏ 

  

process-id ospf ̆<1-65535> 

ȍḓȎ
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no default-information originate [always] [metric metric]  
[metric-type type] [route-map map-name] 

ȍ Ȏ 

  

always 
̂ ̃ Ὧ ᴳ OSPF ֒ӊ

̆а Ȃ 

metric metric ̂ ̃ ‫ ḣ̆ ѝ 1Ȃ

metric-type type 

̂ ̃ ȂOSPF
ч ̔ 1 ӑ Э

⁮ ḣаУ ̕ 2̆
⁮ ḣ У Ȃ 1

2 ᶕȂ ѝ 2Ȃ 

route-map map-name 
Ὧ route-map , Ὧ

route-map 

ȍ Ȏ 

аӊ Ȃ 

ȍ ԇ Ȏ 

OSPFv3 Ȃ 

ȍᴳ Ȏ 

redistribute default-information ԇ ̆OSPF
ֶ ╟ ѝ ASBR̂ ̃Ȃ 

ת redistribute ӊ ̆ OSPF ѐ

ȂASBR ӊ ̆ default-information originate
ԇ Ȃ 

always ̆OSPF а ̆ ֶ

У Ȃת аֶ ̆

ӊ ̆ Ԉ show ipv6 ospf database OSPF
̆ ѝ 0.0.0.0 ҩ ȂOSPF
show ipv6 route ԇ̆ Ԉ ⁮ Ȃ 

ḣ̆ default-information originate
ԇ Ѭ̆а ԇ default-metric Ȃ 

OSPF ч ̆ 1 ֶ ̆ 2
а Ȃ⁮Уэ ч ̆

̆ 1 ֶ 2 ִἼ ̆ Ԉ show ipv6 route
1 Ȃ 

STUB שּ ѐ а Ԉӊ Ȃ 
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ȍѡᴿȎ 

Ю ᴿ ̆ ұ ‍ӊ ̔ 

default-information originate always 

ȍ Ὧ ԇȎ 

ԇ  

redistribute ᶕ ‍ Ȃ 

show ipv6 ospf OSPFv3 ᶕ Ȃ 

show ipv6 ospf database OSPFv3 ᶕ Ȃ 

35.1.8 default-metric 

ᴳ ԇ ‍ ḣ̆ᴳ ԇ no
ḣȂ 

default-metric metric-value  

no default-metric 

ȍ Ȏ 

  

metric-value 
‍ ḣȂ 

1-16777214̆ ѝ 20Ȃ 

ȍ Ȏ 

20 

ȍ ԇ Ȏ 

OSPFv3 Ȃ 

ȍᴳ Ȏ 

ԇ redistribute ԇУ ᴳ ̆ ‍

ḣȂת ԇ ч ̔ 

1. default-information originate ԇ ̕ 

2. ‍ ̆ ‍ ᴳ 20 ᴐѝ ḣȂ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ ‍ metric ѝ 10̔ 

default-metric 10 

ȍ Ὧ ԇȎ 
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ԇ  

redistribute ᶕ ‍ Ȃ 

show ipv6 ospf OSPFv3 ᶕ Ȃ 

35.1.9 ipv6 ospf area 

ᴳ ԇ б OSPFv3 ̆G ԇ no Ὧ

╖ Ȃ 

ipv6 ospf process-id area area-id [instance instance-id] 

no ipv6 ospf process-id area [instance instance-id] 

ȍ Ȏ 

  

process-id ospf  

area area-id 
б OSPFv3 שּ Ȃ 

ὲ Ԉ ѝУэ Уэ IPv6 ₥ Ȃ

instance instance-id OSPFv3 ᴇ  

ȍ Ȏ 

╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ б OSPFv3 ̆ ipv6 
router ospf ╟ OSPFv3 ̆ ╟ ╟ OSPFv3 Ȃ 

ᴳ no ipv6 ospf area ԇ аᾋ б OSPFv3 Ȃ 

ᴳ no ipv6 router ospf ԇ аᾋ б OSPFv3 Ȃ 

instance-id Ѯ Ὧ Ȃ 

ԇ ̆ Э ₥ ᶕ б OSPFv3 Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ int fastethernet 0/0 Э ╟ OSPFv3 ̆ б

ᴿ שּ ̔ 

int fastethernet 0/0 

ipv6 ospf 1 area 2 instance 2 
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ȍ Ὧ ԇȎ 

ԇ  

ipv6 ospf prefix-filter ЭаὨ ₥ ᶕ Ȃ 

ipv6 router ospf ╟ OSPFv3 Ȃ 
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35.1.11 ipv6 ospf dead-interval 

ᴳ ԇ Э ѝ ̆ ᾃ ⁮

hello ѝ ̆ᴳ ԇ no ḣȂ 

ipv6 ospf dead-interval seconds [instance instance-id] 

no ipv6 ospf dead-interval [instance instance-id] 

ȍ Ȏ 

  

seconds Ȃ 1-65535( )Ȃ 

instance instance-id OSPFv3 ᴇ  

ȍ Ȏ 

ip ospf hello-interval 4 ᷁Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ѯ ḣ ̆ ‡ Ὧ Ȃ 

ѝ hello 4 ᷁̆ ᶢ ҩ hello
̆ ╟ᶢ Ȃ 

ԏ а ᶢ ̆ ̆ ̔ 

1. ұ hello Ȃ 

2. Ѯ ḣȂ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ ѝ ḣѝ 60s̔ 

ipv6 ospf dead-interval 60 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 ospf hello-interval 
Э Hello

Ȃ 

show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

instance instance-id OSPFv3 ᴇ  

35.1.12 ipv6 ospf hello-interval 
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ᴳ ԇ Э Hello ̆ᴳ ԇѐ no
ḣȂ 

ipv6 ospf hello-interval seconds [instance instance-id] 

no ipv6 ospf hello-interval [instance instance-id] 

ȍ Ȏ 

  

seconds 
Hello Ȃ 
1-65535( )Ȃ 

instance instance-id OSPFv3 ᴇ  

ȍ Ȏ 

10  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ѯ Hello ḣ ̆ ‡

Ὧ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ hello ѝ 20s̔ 

ipv6 ospf hello-interval 20 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 ospf dead-interval Э ѝ Ȃ 

show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

instance instance-id OSPFv3 ᴇ  

35.1.13 ipv6 ospf neighbor 

ᴳ ԇ OSPFv3 ̆G ԇ no ḣȂ 

ipv6 ospf neighbor ipv6-address [[cost <1-65535>] [poll-interval 
<0-4294967295> | priority <0-255>]] [instance instance-id] 

no ipv6 ospf neighbor ipv6-address [[cost <1-65535>] [poll-interval 
<0-4294967295> | priority <0-255>]] [instance instance-id] 
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ȍ Ȏ 

  

cost <1-65535> 
̂ ̃ ⁮ ⁮ э

̆ Ѭ̆ᴳ Э costȂ 
point-to-multipoint  

poll-interval 
<0-4294967295>

̂ ̃ ̆Ԉ ѝ ᴁ̆

120 Ȃ 
Non-broadcast(NBMA)

priority <0-255> 
̂ ̃ ִἼ ḣ̆

ѝ̊Ȃ 
Non-broadcast(NBMA)

instance 
instance-id 

OSPFv3 ᴇ  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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ȍ Ȏ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ Ὧ ̆ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ б OSPFv3 ѝ  ̔

ipv6 ospf network point-to-point 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 ospf priority ִἼ Ȃ 

show ipv6 ospf interface OSPFv3 ᶕ Ȃ 
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ѐ̆ ѡ DR/BDR( / ֙ )Ȃ
DR/BDR ѡ ִ̆Ἴ ḣ ִἼ ѝ DR BDR̆

ִἼ ḣ ̆Router-ID ḣ ̆ ִἼ ѝ DR BDRȂ 

ִἼ ḣѝ̊ ̆ а б DR/BDR ѡȂ 

ѐ DR BDR̆ ѫᶢ ִἼ аֶ ̆

ЮУ DR BDR ѡ ̆ ֶ б ѡȂ 

ȍѡᴿȎ 

Ю ᴿ ̆ᴳ DR/BDR ѡ ̆аᾋ ѝ DR BDR̔ 

ipv6 ospf priority 0 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 ospf network Ȃ 

router-id Ȃ 

show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

instance instance-id OSPFv3 ᴇ  

35.1.16 ipv6 ospf retransmit-interval 

ᴳ ԇ Э LSA ּ ̆ᴳ ԇѐ no
ḣȂ 

ipv6 ospf retransmit-interval seconds [instance instance-id] 

no ipv6 ospf retransmit-interval [instance instance-id] 

ȍ Ȏ 

  

seconds 
LSA ּ Ȃ 
1-65535( )Ȃ 

instance instance-id OSPFv3 ᴇ  

ȍ Ȏ 

5  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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ѝҩᶑ ᶕ ּ ̆ LSA ̆ ⁮

Ȃ Ԉ ̆ ԇ ἵ

̆ ᾃ ⁮ ̆ ּ LSA ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ ּ LSA ѝ 10s̔ 

ipv6 ospf retransmit-interval 10 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

instance instance-id OSPFv3 ᴇ

35.1.17 ipv6 ospf transmit-delay 

ᴳ ԇ Эּ LSA ̆ᴳ ԇ no
ḣȂ 

ipv6 ospf transmit-delay seconds [instance instance-id] 

no ipv6 ospf transmit-delay [instance instance-id] 

ȍ Ȏ 

  

seconds 
LSA Ȃ 
1-65535( )Ȃ 

instance instance-id 
OSPFv3 ᴇ ̆

0-255. 

ȍ Ȏ 

1  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Эּ LSA Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ Эּ LSA ̔ 

ipv6 ospf transmit-delay 2 
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no log-adj-changes [detail] 

ȍ Ȏ 

  

detail ᶕ  

ȍ ᾳȎ 

  ὡ FULL ̕ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ע Ȃ 

Ruijie(config)# router ospf 1 
Ruijie(config-router)# log-adj-changes detail 

ȍ Ὧ ԇȎ 

ԇ  

show ipv6 ospf ospf ὤ Ὧᶕ Ȃ 

 

35.1.20 max-concurrent-dd 

ἵ DD Ȃ 

max-concurrent-dd number 
no max-concurrent-dd 

ȍ Ȏ  

  

number ̆ 1-65535 

ȍ Ȏ 

⁸ 

ȍ ԇ Ȏ 

OSPFv3 Ȃ 

ȍѡᴿȎ 
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Юᴿ max-concurrent-dd
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ȍᴳ Ȏ 

OSPFv3 ᴳ Уэ Router ID R̆outer 
ID ᴳ IPv4 Ȃ 

а ұ OSPFv2̆OSPFv2 ╟ IPv4 ᴐѝ Router ID̆

╟ OSPFv3 ̆ ᴳ Router-id ԇѝ OSPFv3
Router ID̆ ‡ OSPFv3 ╟Ȃ 

ᶑ а Ѯ Router ID У Ȃ 

₥ ԏ OSPFv3 ╟ ̆ б OSPFv3
Ѯ₥ Router ID̆ У Э OSPFv3 ̆ аᾋἵ

ᶢ Router ID̆ ѝ ᶢ Router ID̆OSPFv3 ᾃ

Ԉ э OSPF ӊ Ȃ 

Router ID̆ Ὧ OSPFv3 ̆ ̆

Ἴ Router IDȂ 

ȍѡᴿȎ 

Ю ᴿ ̆ ұ б OSPFv3 ѝ 1.1.1.1̔ 

router-id 1.1.1.1 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 ospf priority ִἼ Ȃ 

show ipv6 ospf OSPFv3 ᶕ Ȃ 

35.1.24 timers spf 

OSPFv3 ⁮ ᶕע ̆ SPF ̆

Ԉ ч SPF ̆ ᴳ ԇ timers spfȂ
ԇ no Ȃ 

timers spf delay holdtime 

no timers spf 

ȍ Ȏ 

  

delay 
ӱ ⁮ע ╟ SPF
Ȃ 0-214748364 ( )̆ 5 Ȃ 

holdtime 
ӱ ⁮ע ╟ SPF
Ȃ 0-214748364 ( )̆ 10 Ȃ



OSPFv3 ԇ 

35-23 

ȍ Ȏ 

spf-delay̔5  

spf-holdtime̔10  

ȍ ԇ Ȏ 

OSPFv3 Ȃ 

ȍᴳ Ȏ 

spf-delay spf-holdtime ̆OSPF ע

҂ ̆҂ ת̆ ֶ Ȃ 

ȍѡᴿȎ 

timers spf 2 4 

ȍ Ὧ ԇȎ 

ԇ  

clear ipv6 ospf ᴳ ԇ ╟ OSPFv3 ‍╖ Ȃ 

show ipv6 ospf OSPFv3 ᶕ Ȃ 

35.2 显示相关命令 

35.2.1 show ipv6 ospf 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process-id] 

ȍ Ȏ 

  

process- id ospf , 1-65535. 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ұ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf 
Routing Process "OSPFv3 (1)" with ID 1.1.1.1 

Process uptime is 24 minutes 
SPF schedule delay 5 secs, Hold time between SPFs 10 secs 
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default-metric ‍ ḣȂ 

router-id OSPFv3 Ȃ 

timers spf 
OSPFv3 ⁮ ע

ᶕ ̆ SPF ̆

Ԉ ч SPF Ȃ 

35.2.2 show ipv6 ospf database 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process- id] database [lsa-type [adv-router 
router-id] ] 

ȍ Ȏ 

  

process- id OSPF , 1-65535. 

lsa-type 

lsa ̆ ԈЮΰ ̔ 
externalȁlinkȁinter-prefixȁinter-routerȁ
intra-prefixȁnetworkȁrouterȁte 

̆ lsa ᶕ  

adv-router router-id router ӊ LSA ᶕ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ұ OSPFv3 ᶕ  

Ruijie# show ipv6 ospf database 
OSPFv3 Router with ID (1.1.1.1) (Process 1) 

Link-LSA (Interface FastEthernet 1/0) 

Link State ID   ADV Router      Age  Seq#       CkSum  
Prefix 

0.0.0.2         1.1.1.1          197 0x80000001 0x7cd8      
0 

0.0.0.5         2.2.2.2          206 0x80000001 0x8c86      
0 

Link-LSA (Interface Loopback 1) 
Link State ID   ADV Router      Age  Seq#       CkSum  

Prefix 
0.0.64.1        1.1.1.1           82 0x80000001 0xb760      

0 
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Router-LSA (Area 0.0.0.0) 
Link State ID   ADV Router      Age  Seq#       CkSum    

Link 
0.0.0.0         1.1.1.1       17 0x80000006 0x62a1      1 

0.0.0.0         2.2.2.2          156 0x80000003 0x8653      
1 

Network-LSA (Area 0.0.0.0) 
Link State ID   ADV Router      Age  Seq#       CkSum 

0.0.0.5         2.2.2.2          157 0x80000001 0xf8f6      
Router-LSA (Area 0.0.0.1) 

Link State ID   ADV Router      Age  Seq#       CkSum    
Link 

0.0.0.0         1.1.1.1           17 0x80000002 0x0529      
0 

Inter-Area-Prefix-LSA (Area 0.0.0.1) 

Link State ID   ADV Router      Age  Seq#       CkSum 

0.0.0.1         1.1.1.1           77 0x80000002 0x83b4 

AS-external-LSA 

Link State ID   ADV Router      Age  Seq#       CkSum 

0.0.0.1         1.1.1.1           1 0x80000001 0x6035 E2 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 router ospf ╟ OSPFv3 Ȃ 
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Ruijie# show ipv6 ospf interface 
FastEthernet 1/0 is up, line protocol is up 

Interface ID 2 
IPv6 Prefixes 

fe80::2d0:22ff:fe22:2223/64 (Link-Local Address) 
OSPFv3 Process (1), Area 0.0.0.0, Instance ID 0 

Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1 
Transmit Delay is 1 sec, State BDR, Priority 1 

Designated Router (ID) 2.2.2.2 
Interface Address fe80::c800:eff:fe84:1c 

Backup Designated Router (ID) 1.1.1.1 
Interface Address fe80::2d0:22ff:fe22:2223 

Timer interval configured, Hello 10, Dead 40, Wait 40, 
Retransmit 5 

Hello due in 00:00:02 
Neighbor Count is 1, Adjacent neighbor count is 1 

Hello received 26 sent 26, DD received 5 sent 4 
LS-Req received 1 sent 1, LS-Upd received 3 sent 6 

LS-Ack received 6 sent 2, Discarded 0 

б BFD ╟, ѫ ԇ ╗ ľBFD 

enabledĿᶕ  

Ruijie# show ipv6 ospf interface 

FastEthernet 1/0 is up, line protocol is up 

Interface ID 2 

IPv6 Prefixes 

fe80::2d0:22ff:fe22:2223/64 (Link-Local Address) 

OSPFv3 Process (1), Area 0.0.0.0, Instance ID 0 

Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1 

Transmit Delay is 1 sec, State BDR, Priority 1̆BFD enabled 

Designated Router (ID) 2.2.2.2 

Interface Address fe80::c800:eff:fe84:1c 

Backup Designated Router (ID) 1.1.1.1 

Interface Address fe80::2d0:22ff:fe22:2223 

Timer interval configured,Hello 10,Dead 40,Wait 

40,Retransmit 5 

Hello due in 00:00:02 

Neighbor Count is 1, Adjacent neighbor count is 1 

Hello received 26 sent 26, DD received 5 sent 4 

LS-Req received 1 sent 1, LS-Upd received 3 sent 6 

LS-Ack received 6 sent 2, Discarded 0 

 

ȍ Ὧ ԇȎ 
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ԇ  

ipv6 router ospf ╟ OSPFv3 Ȃ 

ipv6 ospf area ╟ OSPFv3 Ȃ 

35.2.4 show ipv6 ospf neighbor 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process- id] neighbor [interface-type 
interface-number [detail]| neighbor-id |detail] 

ȍ Ȏ 

  

process- id OSPFv3 , 1-65535. 

detail ᶕ Ȃ 

interface-type CÃ+z�µ�C�Ä 

� � / �
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Database Summary List 0 
Link State Request List 0 

Link State Retransmission List 0 

BFD б , ѫ ᶕ ѐ ╗ Ю

ľBFD session state upĿ 

Ruijie# show ipv6 ospf neighbor detail 

Neighbor 2.2.2.2, interface address 

fe80::c800:eff:fe84:1c 

In the area 0.0.0.0 via interface FastEthernet 1/0 

Neighbor priority is 1, State is Full, 6 state changes 

DR is 2.2.2.2 BDR is 1.1.1.1 

Options is 0x000013 (-|R|-|-|E|V6) 

Dead timer due in 00:00:36 

Database Summary List 0 

Link State Request List 0 

Link State Retransmission List 0 

BFD session state up 
 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 router ospf ╟ OSPFv3 Ȃ 

ipv6 ospf area б OSPFv3 Ȃ 

area virtual-link OSPFv3 Ȃ 

show ipv6 ospf interface OSPFv3 ᶕ Ȃ 

35.2.5 show ipv6 ospf route 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process- id] route[count] 

ȍ Ȏ 

  

process- id OSPFv3 , 1-65535. 

count OSPFv3  

ȍ ԇ Ȏ 

Ȃ 
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ȍѡᴿȎ 

Ю ԇ ұ OSPF ᶕ  

Ruijie# show ipv6 ospf route 
OSPFv3 Process (1) 

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF 
inter area, E1 - OSPF external type 1, E2 - OSPF external 

type 2 
Destination                                 Metric 

Next-hop 
E2 2222::/64                                       1/20 

via fe80::c800:eff:fe84:1c, FastEthernet 1/0 
O  3333::/64                                         11 

via fe80::c800:eff:fe84:1c, FastEthernet 1/0, Area 
0.0.0.0 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 router ospf ╟ OSPFv3 Ȃ 

35.2.6 show ipv6 ospf topology 

OSPFv3 эּש ᶕ Ȃ 

show ipv6 ospf [process- id] topology [area area-id] 

ȍ Ȏ 

  

process- id OSPFv3 , 1-65535. 

area-id ּש 

ȍ ԇ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ԇ ұ OSPFv3 эּש ᶕ  

Ruijie# show ipv6 ospf topology 
OSPFv3 Process (1) 
OSPFv3 paths to Area (0.0.0.0) routers 

Router ID        Bits  Metric     Next-Hop   
Interface 

1.1.1.1            EB  -- 
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2.2.2.2            E   1          2.2.2.2               
FastEthernet 1/0 

 
OSPFv3 paths to Area (0.0.0.1) routers 

Router ID        Bits  Metric     Next-Hop              
Interface 

1.1.1.1            B   -- 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 router ospf ╟ OSPFv3 Ȃ 

area range OSPF שּ  

35.2.7 show ipv6 ospf virtual-links 

OSPFv3 ᶕ Ȃ 

show ipv6 ospf [process- id] virtual-links 

ȍ Ȏ 

  

process- id OSPFv3 , 1-65535. 

ȍ ԇ Ȏ 

ᶕ Ȃ
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ԇ  

ipv6 router ospf ╟ OSPFv3 Ȃ 

area virtual-link OSPFv3 Ȃ 
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36 配置 IGMP 命令 

36.1 IGMP 配置任务列表 

ᴳ Ю ԇ ̔ 

 clear ip igmp group 

 clear ip igmp interface 

 ip igmp access-group 

 ip igmp join-group 

 ip igmp static-group 

 ip igmp immediate-leave group-list 

 ip igmp last-member-query-count 

 ip igmp last-member-query-interval 

 ip igmp limit ( ) 

 ip igmp query-interval 

 ip igmp query-max-response-time 

 ip igmp querier-timeout 

 ip igmp robustness-variable 

 ip igmp version 

 ip igmp limit (ὤ ) 

 ip igmp prn6 Tw
[(ip ig)5.7(mp prn6 Tw
[(ip ig)5.7(mp prn6 Tw
[(ip ig)5.7(mp prn6 Tw
[(ip ig)5.7(mp prn6 Tw
[(ip ig)5.7(mp pTw
wm Tw6 0e901()0022oupf2 0 TD
0.0006 Tc
0.0016 Tw
[(ip ig)5.7(mp que)8.2(rier-timeout )]TJ
/TT7 1 Tf
-2.0114 -2.0114 TD
0 Tc
0 T0 Tc
0p ig)5..<004p7(mp]0 Tc
0p ig)�
1037))875ap en7 Tw
[.0002 Tc
0.0024 Tw
(ip igmve group-list )]TJ
/TT7 1 Tf
-2.0114 -2.0114 TD
0 Tw
<007a>Tj
/TT2 1 Tf
0.7486 0 TD
( )037))875ap 9 0 TD
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clear ip igmp group[group-address | interface-type interface-number] 

ȍ Ȏ 

  

 ‮ ᶕ  

group-address 
32 э ᴁ IP D ̆8 ᴁУ

̆Ԉ︠ ⁸ ̆ Ѯ  

interface-type Ὧ  

interface-number Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

IGMP ꜛ Уэ‟ ̆ ‟ ᾃ ѝὲ ѐ ў ╗ὡ

Ҿ ̕ ҂╗ὡ э ̆ ҂ֶ ‟ э‟ ѐȂӱ IGMP
ѐ‮ ὤ ̆ Ԉ а clear ip igmp group ԇȂ 

ȍѡᴿȎ 

‮ ὤ ̔ 

Ruijie# clear ip igmp group 

ȍὯ ԇȎ 

show ip igmp groups 

show ip igmp interface 

36.1.2 clear ip igmp interface 

ԇ IGMP Ȃ 

ȍ ԇ Ȏ 

clear ip igmp interface ifname 

ȍ Ȏ 

  

ifname  

  

ȍ ᾳȎ 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Э IGMP ӊ ᶕ Ȃ Ԉа ifname
Ȃ 

ȍѡᴿȎ 

Ruijie# clear ip igmp interface eth1 

36.1.3 ip igmp access-group 

ԇ Э ⁸ Ȃ ԇ₥ no Ԉ ╖ Ȃ 

ȍ ԇ Ȏ 

ip igmp access-group access-list 

no ip igmp access-group 

ȍ Ȏ 

  

access-list 
⁸ ‟ , <1-199>|

<1300-2699> | WORD 

ȍ ᾳȎ 

֒ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ў Уэ ѐ УҾ ѐ Ԉ ╗ὡУҾ ̆ Ҿ

Ԉ  ip igmp access-group ⁸Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ў ╘ Eth0 ╗ὡ 225.2.2.2. 

Ruijie# configure terminal 
Ruijie(config)# access-list 1 permit 225.2.2.2 0.0.0.0 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp access-group 1 
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36.1.4 ip igmp join-group 

ԇ Ӈ Ὧ ╗ὡ э ̆ ԇ₥╗ no Ȃ 

ȍ ԇ Ȏ 

ip igmp join-group group-address  

no ip igmp join-group group-address 

ȍ Ȏ 

  

group-address Э ╗ὡ ў  

ȍ ᾳȎ 

╗ὡ֗ᴉУэў  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ӈ Ὧ έ ў ѝ̆ Ӈ ў╟ Ԉ

҃⁮ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ̆Ӈ Eth0 ╗ὡ 233.3.3.3Ȃ. 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp join-group 233.3.3.3 
Ruijie(config-if)# exit 

36.1.5 ip igmp static-group 

ԇ Ӈ Ὧ ╗Уэ ̆ ԇ₥ ╗ no
Ȃ 

ȍ ԇ Ȏ 

ip igmp static-group group-address  

no ip igmp static-group group-address 

ȍ Ȏ 
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group-address Э ╗  

ȍ ᾳȎ 

╗֗ᴉУэ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ Ӈ Ὧ ╗Уэ ̆ ╗У

э ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ̆Ӈ Eth0 ╗ὡ 236.6.6.6Ȃ 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp static-group 236.6.6.6 
Ruijie(config-if)# exit 

36.1.6 ip igmp immediate-leave group-list  

IGMPversion2 IGMPversion3 ѐ̆ᴳ ԇԈ῏

Ȃ ԇᴳ Уэ ў Уэ ᾳЮȂG

ԇ no ╖ Ȃ 

ȍ ԇ Ȏ 

ip igmp immediate-leave group-list access-list 

no ip igmp immediate-leave group-list 

ȍ Ȏ 

  

access-list ⁸‟  

ȍ ᾳȎ 

Ὧ   

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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ԇ ᾳЮ̆ ⁮ ̆  

Ȃ ў ̆ ṃ ⁮ Ȃ

ᾱұ IGMP Ṍ ̆ ᾳЮ 2sȂ 

ҩ ԇ̆ ⁮ ̆ а Ȃ

̆ IGMP ᾰѐѝ э ҩ ̆ IGMP
Ȃ Ԉ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ҩ ᴉѝУҾ ᵏ ╖ ̆ ᶑ

э Уэ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# access-list 1 permit 225.192.20.0 
0.0.0.255 

Ruijie(config)# interface ethernet 0/1 
Ruijie(config-if)# ip igmp immediate-leave group-list 
1 
Ruijie(config-if)# exit 

ȍὯ ԇȎ 

ip igmp last-member-query-interval 

36.1.7 ip igmp last-member-query-count 

last-member-query-count ⁮ leave ֶ̆

Ȃ ԇ last-member-query-count ḣȂ

ᴳ no ԇ ḣȂ 

ȍ ԇ Ȏ 

ip igmp last-member-query-count number 

no ip igmp last-member-query-count 

ȍ Ȏ 

  

number ḣ, ѝ<2-7> 

ȍ ᾳȎ 

 last member query count ḣѝ 2Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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⁮Уэ IGMPv2 ̆ ip igmp 
last-member-query-count ᷁ ╗ЭУ ̆

ᾃ ⁮ ̆ ‮ ᶕ Ȃ 

ȍѡᴿȎ 

ḣѝ 3. 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp last-member-query-count 3 

36.1.8 ip igmp last-member-query-interval 
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ip igmp immediate-leave 

36.1.9 ip igmp limit (接口配置) 

ᴳ ԇ igmp states э Ȃ ̆G no
Ȃ 

ȍ ԇ Ȏ 

ip igmp limit number [except access-list] 

no ip igmp limit 

ȍ Ȏ 

  

number 
IGMP ἵ э ̆ έ
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ip igmp query-interval seconds 

no ip igmp query-interval 

ȍ Ȏ 

  

seconds Ȃ ᴁ s̆ ḣ 1͘18000 

ȍ ᾳȎ 

125 Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ ̆ Ȃ 

ȍѡᴿȎ 

Ethernet 0 ̆ ѝ 120sȂ 

Ruijie(config-if)# ip igmp query-interval 120 

Ethernet 0 ̆ ѝ ḣȂ 

Ruijie(config-if)# no ip igmp query-interval 

36.1.11 ip igmp query-max-response-time 

ԇ ̆ Ԉ no ѝ

ḣȂ 

ȍ ԇ Ȏ 

ip igmp query-max-response-time seconds 

no ip igmp query-max-response-time 

ȍ Ȏ 

  

seconds ̆ ᴁ s̆ ḣ 1͘25 

ȍ ᾳȎ 

10sȂ 

ȍ ԇ Ȏ 
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ȍᴳ Ȏ
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Ethernet 0 ̆ ὲ ѝ ḣȂ 

Ruijie(config-if)# no ip igmp query-timeout 

36.1.13 ip igmp robustness-variable 

ᴳ ԇ Ԉ Ṍ ḣ̆ ḣ̆

ԇ₥╗ no Ȃ 

ȍ ԇ Ȏ 

ip igmp robustness-variable number 

no ip igmp robustness-variable 

ȍ Ȏ 
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{1 | 2 | 3} Ьэ ̆ ѝ<1-3> 

ȍ ᾳȎ 

ᾳЮ ѝ 2. 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ұ igmp ̆ ̆igmp ֶ ╟Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ҩ ѝ 2̔ 

Ruijie# configure terminal 
Ruijie(config)# interface ethernet 0 
Ruijie(config-if)# ip igmp version 2 

36.1.15 ip igmp limit (全局配置) 

ᴳ ԇὤ Ԉ igmp э Ȃ ̆

ᴳ no Ȃ 

ȍ ԇ Ȏ 

ip igmp limit number [except access-list] 

no ip igmp limit number [except access-list] 

ȍ Ȏ 

  

number 
IGMP ἵ э ̆ έ

ᴇ Ὧ 

except 
̂ ̃G access-listѐ а б ̆

а limit э ⁸ 

access-list ̂ ̃ ‟  

ȍ ᾳȎ 

ḣѝ 65536Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 
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ᴳ ԇὤ IGMP ⁸̆  

⁸ ‍ аֶ IGMP ̆а Ȃ 

ᴳ ԇ Ԉ э ̆ ὤ Ԉ ̆

˭  

ȍѡᴿȎ 

ԈЮᴿ ҩ ⁸э ѝ 300̔ 

Ruijiêconfig̃# ip igmp limit 300 

36.1.16 ip igmp proxy-service 

ԇ ╢ Ю mroute-proxy ╘╖ Ȃ Э

ԇ̆ ѝ mroute-proxy Э ̆ Ὧ Ю

̆ Ю Э ᶕ Ȃ 

ip igmp proxy-service 

no ip igmp proxy-service 

ȍ ᾳȎ 

аѝ proxy-service ᶵ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

₥ э ԇ э ṁҩ ⁸̆ ἵ 32 эȂ

э proxy-service Ю ԈὯ 255 эЮ Ȃ ⁮

̆proxy-service ᶕ ̆ᴐ  Ȃ

proxy-service ᶕ ӱ mroute-proxy
ѐ Ȃ ̆ ҩ proxy-servicĕ ұ

ҩў ѝ̆ а ѝ. 

switchport ᴐ̆ Ὧ Ю ip igmp 
mroute-proxy interface ԇ ╢‮ Ȃ 

ȍѡᴿȎ 

ѝ proxy-service  

Ruijie(config-if)# ip igmp proxy-service 

36.1.17 ip igmp mroute-proxy 

ԇ ̆ Ԉ ὲ Э Ȃ 
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36.1.19 ip igmp ssm-map static 

ԇ ὤ Ю ssm-map ̆ ԇ ѝ̔ 

ip igmp ssm-map static access-list a.b.c.d 

no ip igmp ssm-map static access-list a.b.c.d 

ȍ Ȏ 

  

access-list Acl ḣ ѝ<1-99> |<1300-1999> |WORD 

a.b.c.d  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇб ip igmp ssm-map enable ᴳ ̆ ԇ ̆

⁮ v3 ԈЮ Э ѐȂ 

ȍѡᴿȎ 

ACL ѝ 11 Э 192.168.2.2, ԇѝ̔ 

Ruijie(config)# ip igmp ssm-map static 11 192.168.2.2. 

36.1.20 show ip igmp groups 

ᴳ ԇ б ӱ IGMP ҃⁮ ᶕ Ȃ 

ȍ ԇ Ȏ 

show ip igmp groups [group-address | interface-type  

interface-number] [detail] 

ȍ Ȏ 

  

group-address
32 э ᴁ IP D ̆8 ᴁУ ̆

Ԉ︠ ⁸ ̆ Ѯ  

interface-type Ὧ  
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ȍ ԇ Ȏ 

show ip igmp interface [interface-type interface-number] 

ȍ Ȏ 

  

interface-type Ὧ  

interface-number Ὧ  

 ᶕ  

ȍ ᾳȎ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѝ ᶕ ̔ 

Ruijie# show ip igmp interface 
Interface vlan 1(Index 4294967295) 
IGMP Active, Non-Querier, Version 3 (default) 

IGMP querying router is 0.0.0.0 
IGMP query interval is 125 seconds 

IGMP querier timeout is 255 seconds 
IGMP max query response time is 10 seconds 

Last member query response interval is 1000 milliseconds 
Group Membership interval is 260 seconds 

IGMP Snooping is globally enabled 
IGMP Snooping is enabled on this interface 

IGMP Snooping fast-leave is not enabled 
IGMP Snooping querier is not enabled 

IGMP Snooping report suppression is enabled 

36.1.22 show ip igmp ssm-mapping 

ԇ IGMP ssm-map ᶕ ̆ ԇ Ю̔ 

show ip igmp ssm-mapping [ A.B.C.D ] 

ȍ Ȏ 

  

A.B.C.D  
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ȍ ᾳȎ 

IGMP ssm-map ᶕ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

̆ ѫ Ὧ ᾳȂ 

ȍѡᴿȎ 

ssm-map ᶕ  

Ruijie# sh ip igmp ssm-mapping  
SSM Mapping : Enabled 

Database    : Static mappings configured 

233.3.3.3 ᶕ  

Ruijie#show ip igmp ssm-mapping 233.3.3.3 
Group address: 233.3.3.3 

Database     : Static 
Source list  : 192.3.3.3 

               : 3.3.3.3 
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37 配置 PIM-DM 命令 

37.1 PIM-DM 相关配置命令 

PIM-DM ꜛ ԈЮ Ὧ ԇ̔ 

 ip pim dense-mode 
 ip pim neighbor-filter 
 ip pim query-interval 
 ip pim state-refresh disable 
 ip pim state-refresh origination-interval 
 show ip pim dense-mode interface 
 show ip pim dense-mode neighbor 
 show ip pim dense-mode nexthop 
 show ip pim dense-mode mroute 

37.1.1 ip pim dense-mode 

₥ Э PIM-DM̆ ᴳ ip pim dense-mode ԇȂᴳ

ԇ no ₥ Э PIM-DMȂ 

ip pim dense-mode 

no ip pim dense-mode 

ȍ Ȏ 

ԇ Ȃ 

ȍ Ȏ 

PIM-DM Ȃ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip pim dense-mode 
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  说明： 

╟ PIM-DM ₥̆ ὤ Ю ╟ ╖ ̆ ‡

ᴳ ╟ҩ PIM-DM̆҂а Ȃ 

╟ PIM-DM ĬGMP э Э‍⁞ ╟ ╟ ӑ ╟

Ȃ 

ԇ Ḁ̆   ľFailed to enable PIM-DM on < >, 
resource temporarily unavailable, please try againĿ̆ ᾋ

ԇȂ 

ԇ Ḁ̆   ľPIM-DM Configure failed! VIF limit 
exceeded in NSM!!! Ŀ̆ ₥ ⁮

Э Ȃ Ӱ Ю PIM-DM ̆

‮ УҾа PIM-DM PIM-SM DVMRP Ȃ 

а У Э а а v4 Ȃ 

 

37.1.2 ip pim neighbor-filter 

Э ̆ ᴳ ip pim neighbor-filter ԇȂ

ҩ ̆ ‟ ̆‡ PIM-DM аֶб

̂Peering̃Ὧ ̆ ѐ б Ὧ

Ȃ 

ԇ no Ԉ ╖ Ȃ 

ip pim neighbor-filter access-list 

no ip pim neighbor-filter access-list 

ȍ Ȏ 

  

access-list 
‟ ̆

‟ Ȃ 

ȍ Ȏ 

╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 
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Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip pim neighbor-filter 14 

 

  说明： 

ip pim neighbor-filter ԇ ̔ 

1. ACL ֒ ᴐѝ ₥ PIM
̆ ACL ᴐѝ ₥ PIM Ȃ 

2. ̂peering Ὧ̃ ̆ PIM Ѯ ӇҵȂ

ѐ ҩб э PIM Ὧ ‡̆аֶб Ὧ ̆

҂аֶ PIM Ȃ 

 

37.1.3 ip pim query-interval 

hello interval ḣ̆ ᴳ ip pim query-interval ԇȂ 

ԇ no Ԉᴳ hello interval ḣȂ 

ip pim query-interval interval-seconds 

no ip pim query-interval 

ȍ Ȏ 

  

interval-seconds ḣ ѝ<1-65535>̆ ᴁѝ  

ȍ Ȏ 

30 Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ҩ hello interval h̆ello holdtime ḣֶ ѝ hello interval 3.5
᷁Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface fastethernet 0/1 
Ruijie(config-if)# ip pim query-interval 123 
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37.1.4 ip pim state-refresh disable 

Э PIM-DM ⁹ ̆ ᴳ ip pim 
state-refresh disable ԇȂ ԇ no PIM-DM
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ip pim state-refresh origination-interval interval-seconds 

no ip pim state-refresh origination-interval 

ȍ Ȏ 

  

interval-seconds ḣ <1-100>̆ ᴁѝ Ȃ 

ȍ Ȏ 

60 Ȃ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# configure ie#

.9(s)dense-mode 
0 G
-0TT5 86e-99.5Tj
/TT3 1 seconds
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50.50.50.50   VLAN 4                 2      v2/D    1   

Ю̔ 
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Neighbor-Address  

Interface б  

Uptime/Expires Ԉ ע  

Ver PIM  

37.1.8 show ip pim dense-mode nexthop 

PIM-DMЮУ ᶕ ̆ ᴳ show ip pim dense-mode nexthop
ԇȂ 

show ip pim dense-mode nexthop 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

/ὤ /  

ȍѡᴿȎ 

ԈЮ ԇ PIM-DM ЮУ ᶕ ̔ 

Ruijie# show ip pim dense-mode nexthop 
Destination  Nexthop   Nexthop   Nexthop   Metric Pref 
                 Num       Addr      Interface 

1.1.1.111      1        50.50.50.1  VLAN 4     0     1  

Ю̔ 

  

Destination  

Nexthop Num ЮУ  

Nexthop Addr ЮУ  

Nexthop Interface бЮУ  

Metric  

Pref ִἼ  

37.1.9 show ip pim dense-mode mroute 

PIM-DM ᶕ ̆ ᴳ show ip pim dense-mode mroute
ԇȂ 
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show ip pim dense-mode mroute [ A.B.C.D A.B.C.D ] [ summary ] 

ȍ Ȏ 

  

A.B.C.D A.B.C.D  

summary ᶕ  

ȍ ԇ Ȏ 

/ὤ /  

ȍѡᴿȎ 

ԈЮ ԇ PIM-DM ᶕ ̔ 

Ruijie# show ip pim dense-mode mroute 
PIM-DM Multicast Routing Table 
(1.1.1.111, 229.1.1.1) 

MRT lifetime expires in 205 seconds 
RPF Neighbor: 50.50.50.1, Nexthop:50.50.50.1,VLAN 4 

Upstream IF: VLAN 4 
Upstream State: Pruned, PLT:200 

Assert State: NoInfo 
Downstream IF List: 

FastEthernet 0/45: 
Downstream State: NoInfo 

Assert State: Loser, AT:170 
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 show ip pim sparse-mode interface 

 show ip pim sparse-mode local-members 

 show ip pim sparse-mode mroute 

 show ip pim sparse-mode neighbor 

 show ip pim sparse-mode nexthop 

 show ip pim sparse-mode rp mapping 

 show ip pim sparse-mode rp-hash 

38.1.1 clear ip mroute 

ȍ ԇ Ȏ 

clear ip mroute  {* | group_address [source_address] }  

ȍ Ȏ 

  

* ‮ Ȃ 

group_address ‮ Ȃ 

group_address 
source_address

‮ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╟‮  

ȍѡᴿȎ 

Ruijie# clear ip mroute *  
Ruijie# clear ip mroute 224.2.2.2  
Ruijie# clear ip mroute 224.2.2.2 2.2.2.2  

38.1.2 clear ip mroute statistics 

ȍ ԇ Ȏ 

clear ip mroute statistics {* | group_address [source_address] }  

ȍ Ȏ 

  

* ‮ ḣȂ 
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group_address ‮ ḣȂ 

group_address 
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ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╟ ̆ ԇȂ Э ╟ PIM-SM ̆҂

ԇ̆ ‡̆ ҩ 	ú�Q¡À
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[hash-mask-length][priority-value] 

ȍ Ȏ 

  

interface-type interface-number  

hash-mask-length 
̆ ḣ ѝ<0-32>̆ѝ RP

ѡ ⁸ HASH ̆
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ȍ Ȏ 

  

access-list 

access-list̔ <1̆99>ȁ<1300̆1999>̆
aclȂ 

group-list access-list ̆

Ȃ 
ȍ ᾳȎ 

̆ ᾊ PIM ᾊ

̆ э PIM ̆ cisco Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

‍ ᾊ ѝ э PIM
ὲѐ ̆ ᾊ PIM Ȃѝҩὸ

Ҿ ̆ ὡҩ ԇȂ 

ȍѡᴿȎ 

Ruijie#  Ru87Qfig)#ie#  Ru87Qfig)#ie# 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Уэ DR ̆Ю ΰ ᾳ ̔ 

 У ѐ Hello ִἼ ̆ ѫ

DR ̆Ἴ ִἼ ̆ ִἼ ̆ ѝ DR̕ э

ִἼ ̆ ѫ̆ IP ̆ DRȂ 

 У ѐ э Hello ѐ ִἼ

̆ ѫ э ѐ DR ѡѐ̆ IP ̆ DRȂ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface g 0/3 
Ruijie(config-if)# ip pim dr-priority 10000 

38.1.9 ip pim ignore-rp-set-priority 

ȍ ԇ Ȏ 

ip pim ignore-rp-set-priority 

ȍ Ȏ 

 

ȍ ᾳȎ 

ֶ̆ RP-SET ѐ RP ִἼ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RP ̆ RP ִἼ ̆ᴳ ԇ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim ignore-rp-set-priority 

38.1.10 ip pim jp-timer 

ȍ ԇ Ȏ 

ip pim jp-timer interval-seconds 
ȍ Ȏ 
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access_list access-list̔ acl ѝ 1-99 ҂̕ acl

ȍ ᾳȎ 

̆ ╖  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

̆ ╗ PIM ὤ ̆ ᵏ ⁸Ȃ

‟ ̆‡ PIM-SM аֶб ̂peering̃
Ὧ ̆ ѐ б Ὧ Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface g 0/3 
Ruijie(config-if)# ip pim neighbor-filter 14 
Ruijie(config-if)# exit 
Ruijie(config)# access-list 14 deny 192.168.1.5  
0.0.0.255 

ȍὯ ԇȎ 

access-list 

38.1.13 ip pim query-interval 

ȍ ԇ Ȏ 

ip pim query-interval interval-seconds 

ȍ Ȏ 

  

interval-seconds ḣ ѝ<1-65535>̆ ᴁѝ  

ȍ ᾳȎ 

̆Hello ḣ 30s 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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Hello ̆Hello ᶑ ҂ֶ ԈЮ

‡ Ѯ H̔ello ᶑ ѝ Hello 3.5 ᷁̕

Hello  * 3.5 > 65535 ‡̆ Hello ᶑ ѝ

65535Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# interface g 0/3 
Ruijie(config-if)# ip pim query-interval 123 

38.1.14 ip pim register-rate-limit 

ȍ ԇ Ȏ 

ip pim register-rate-limit rate 

ȍ Ȏ 

  

rate 
ἵ э register ̆ ḣ

<1-65535> 

ȍ ᾳȎ 

̆а ᾊ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ э̂S̆G̃ ᾊ ̆ а

э ᾊ Ȃ ╟ ԇ ᴂ DR RP
̆а ⁸ ᾊ Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim register-rate-limit 3000 

38.1.15 ip pim register-rp-reachability 

ȍ ԇ Ȏ 

ip pim register-rp-reachability 

ȍ Ȏ 
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ȍ ᾳȎ 

ᾳЮ̆ ᾊ ̆а RP  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ̆ ᾊ ֶ″ RP ̆ а ̆‡а

ᾊ Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim register-rp-reachability 

38.1.16 ip pim register-source 

ȍ ԇ Ȏ 

ip pim register-source {local_address | interface-type 
interface-number} 

ȍ Ȏ 

  

local_address ᾊ IP  

interface-type 
interface-number 

э IP ᴐѝ ᾊ IP  

ȍ ᾳȎ 

̆ ᾊ ѐ IP ᴳ б DR  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ̆ ᾊ ѐ IP Ȃ 

Ȃ RP ⁮ ᾊ ̆ Ԉ ᾊ

IP ᴐѝ   Register-Stop Ȃ 

 

~ 注意： 

а Ὧ ╟ PIM-SMȂ 
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ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim register-source 192.168.195.80 
Ruijie(config)# ip pim register-source g 0/3 

38.1.17 ip pim register-suppression 

ȍ ԇ Ȏ 

ip pim register-suppression seconds 

ȍ Ȏ 

  

seconds ᾊ ⁸ ̆ ḣ <11-21843>̆ ᴁѝ Ȃ

ȍ ᾳȎ 

̆ ᾊ ⁸ 60 Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

DR Э ḣ ᶢ Ѭ DR Э ᾊ ⁸ ̕ ip pim 
rp-register-kat ԇ ̆ RP Э Ѭ ḣ ᶢ RP keepalive

Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim register-suppression 100 

38.1.18 ip pim rp-address 

ȍ ԇ Ȏ 

ip pim rp-address rp-address [access_list] 

ȍ Ȏ 

  

rp-address RP IP  

access_list 
̆access-list̔ acl ѝ<1-99>ȁ

<1300-1999>  ̕ ҂ aclȂ ̆ἵ

Ȃ 
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ȍ ᾳȎ 

̆ RP  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RP̆҂ RP BSR ⁸

Ȃᴳ ԇ Ю ΰ ̔ 

 BSR ⁸ RP ִ̆ Ἴᴳ ╟ Ȃ 

 ᴳ ‟ RP Ԉ э ̂ᴳ ACL̃
̂аᴳ ACL̃̆ת Уэ RP а

ᴳ Ȃ 

 э RP ╘ұ Уэ ĬP RP ִἼ

Ȃ 

 ACL ѐ Ѭ ἵ ȂACL ̆

ѝ ἵ 224/4Ȃ 

 ̆ RP ὡ⁮ ұ RP
ѐ̆ э Уэ RP ̆

IP ῏ Ȃ ѝУэ Уэ RP̆ Уэἷ

̆҂ IP э Ἴ ЭȂ 

 ‮ Уэ RP ѐ‮ э ̆ ӱ

RP ѐ Уэᴐѝ RP Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim rp-address 210.34.0.55 
Ruijie(config)# ip pim rp-address 210.34.0.55 4 
Ruijie(config)# access-list 4 permit 225.1.1.1  
0.0.0.255 

ȍὯ ԇȎ 

access-list 

38.1.19 ip pim rp-candidate 

ȍ ԇ Ȏ 

ip pim rp-candidate interface-type interface-number [priority 
priority-value][interval interval-seconds][group-list
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interface-type 
interface-number

 

priority-value 
̆ ḣ ѝ<0-255> p̆riority priority-value

ִ̆Ἴ 192 

Interval-seconds
̆ ḣ ѝ <1-16383> ̆ interval 

interval-seconds ĭnterval-seconds 60s

access_list 
̆ acl ѝ 1-99 ҂̕ acl̕

group-list access_list ̆ ἵ Ȃ

ȍ ᾳȎ 

̆ Ḁ RP 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

PIM-SM ѐ̆ … Ὥӎ RPT Ԉ RP ѝ Ȃ

BSR ѡӊ ̆ C-RP BSR C-RP ̆ᾋ

BSR э PIM Ȃ 

ѝ Ḁ RP̆ ѫ ԇ Ԉ Э acl
Ȃ ұ permit acĕаֶ deny

ace Ȃ 

ȍѡᴿȎ 

Ruijie# configure terminal 
Ruijie(config)# ip pim rp-candidate g 0/3  
Ruijie(config)# ip pim rp-candidate g 0/3 priority 200 
group-list 3 interval 70  
Ruijie(config)# access-list 3 permit 225.1.1.1  
0.0.0.255 

ȍὯ ԇȎ 

access-list 

38.1.20 ip pim rp-register-kat 

ȍ ԇ Ȏ 

ip pim rp-register-kat seconds 

ȍ Ȏ 
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seconds 
KAT ḣȂ ḣ <1-65535>̆

ᴁѝ Ȃ 

ȍ ᾳȎ 

̆RP Э KAT 210sȂ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RP KAT   

ȍѡᴿȎ 

Ruijie# TD
1]gure terminal 
Ruijie(TD
1]g)# ip pim rp-register-kat 250 

38.1.21 ip pim sparse-mode 

ȍ ԇ Ȏ 

ip pim sparse-mode 

ȍ Ȏ 

 

ȍ ᾳȎ 

Э̆PIM-SM ╟ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Э PIM-SM ̆ᴳ ԇȂ 

ȍѡᴿȎ 

Ruijie# TD
1]gure terminal 
Ruijie(TD
1]g)# interface g 0/3 
Ruijie(TD
1]g-if)# ip pim sparse-mode 

 

  说明： 

╟ PIM-SM ₥̆ ὤ Ю ╟ ╖ ̆ ‡

ᴳ ╟ҩ PIM-SM̆҂а Ȃ 
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╟ PIM-SM ĬGMP э Э‍⁞ ╟ ╟ ӑ ╟

Ȃ 

ԇ Ḁ̆ ֶ  ľFailed to enable PIM-SM on <
>, resource temporarily unavailable, please try againĿ̆ ᾋ

ԇȂ 

ԇ Ḁ̆ ֶ  ľPIM-SM Configure failed! VIF limit 
exceeded in NSM!!! Ŀ̆ ₥ ⁮

Э Ȃ Ӱ Ю PIM-SM ̆

‮ УҾа PIM-SM PIM-DM DVMRP Ȃ 

а У Э а а v4 Ȃ 

 

38.1.22 ip pim spt-threshold 

ȍ ԇ Ȏ 

ip pim spt-threshold [group-list access-list] 

ȍ Ȏ 

  

access-list 

̆access-list̔ acl ѝ 1-99ȁ
1300-1999̕ ҂ aclȂ 
group-list access-list ̆ ἵ

SPT ‎  

ȍ ᾳȎ 

̆а ╟ SPT ‎  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RPT SPT ╖ ̆ ԇ̕ 

̕
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ȍὯ ԇȎ 

access-list 

38.1.23 ip pim ssm 

ȍ ԇ Ȏ 

ip pim ssm { default | range access_list} 

ȍ Ȏ 

  

default ѝ̔232/8 

access_list acl ѝ 1-99̕҂ acl 

ȍ ᾳȎ 

╟ SSM 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╟ PIM-SSM Ҿ ╟ PIM-SSM̆ ᴳ ԇ 

ȍѡᴿȎ 

Ю ԇ 232/8 Ȃ     

Ruijie# configure terminal 
Ruijie(config)# ip pim ssm default 

Ю ԇ ᴉ ‟ ѝ 10 Ȃ     

Ruijie(config)# ip pim ssm range 10 
Ruijie(config)# access-list 10 permit 232.0.0.1  
0.0.0.255 

ȍὯ ԇȎ 

access-list 

38.1.24 show debugging 
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ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 

Ὧ ᾳ 

ȍѡᴿȎ 

Ruijie #show debugging  
PIM-SM Debugging status: 

  PIM packet debugging is on 

38.1.25 show ip pim sparse-mode bsr-router 

ȍ ԇ Ȏ 

show ip pim sparse-mode bsr-router 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 

BSR ᶕ ᴳ . 

ȍѡᴿȎ 

Ruijie# show ip pim sparse-mode bsr-router 
PIMv2 Bootstrap information 

This system is the Bootstrap Router (BSR) 
BSR address: 192.168.127.1 

Uptime:      01d23h14m, BSR Priority: 64, Hash mask 
length: 10 

Next bootstrap message in 00:00:42 
Role: Candidate BSR   Priority: 64, Hash mask length: 10 

State: Elected BSR 
Candidate RP: 30.30.100.200(GigabitEthernet 0/3) 

Advertisement interval 60 seconds 
Next Cand_RP_advertisement in 00:00:32 

38.1.26 show ip pim sparse-mode interface 

ȍ ԇ Ȏ 
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show ip pim sparse-mode interface [interface-type interface-number 
[detail] ] 

ȍ Ȏ 

  
interface-type 
interface-number

̆  
̆ ԇ  

detail ̆   ᶕ  

ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 

PIM SM ᶕ  

ȍѡᴿȎ 

Ruijie# show ip pim sparse-mode interface detail  
GigabitEthernet 0/3 (vif 2):  

Address 30.30.100.200, DR 30.30.100.200 
Hello period 30 seconds, Next Hello in 13 seconds 

Triggered Hello period 5 seconds 
Neighbors: 

30.30.100.1 

38.1.27 show ip pim sparse-mode local-members 

ȍ ԇ Ȏ 

show ip pim sparse-mode local-members [interface-type 
interface-number] 

ȍ Ȏ 

  
interface-type 
interface-number

̆  
̆ ԇ  

ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 

PIM SM Э IGMP ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ip pim sparse-mode local-members  
PIM Local membership information 

GigabitEthernet 0/3: 
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(*, 225.1.1.1) : Include 
Loopback 1: 

38.1.28 show ip pim sparse-mode mroute 

ȍ ԇ Ȏ 

show ip pim sparse-mode mroute {group_address| source_address } 

ȍ Ȏ 

  

group_address A.B.C.D  Ȃ 
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38.1.30 show ip pim sparse-mode nexthop 
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ȍ ԇ Ȏ 

show ip pim sparse-mode rp-hash group-address 

ȍ Ȏ 

  

group-address  

ȍ ԇ Ȏ 

/ὤ /  

ȍᴳ Ȏ 

э RP ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show ip pim sparse-mode rp-hash 225.1.1.1 
    RP: 30.30.100.1 

Info source: 30.30.100.1, via bootstrap 
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39 配置组播路由命令 

39.1 配置相关命令 

 clear ip mroute 
 clear ip mroute statistics 
 ip mroute 
 ip multicast route-limit 
 ip multicast ttl-threshold 
 ip multicast-routing 
 ip multicast-rpf 
 ip multicast boundary 
 ip multicast static 
 show ip mroute 
 show ip rpf 
 show ip mvif 

39.1.1 clear ip mroute 

ԇ IP ᶕ Ȃ 

clear ip mroute {* | group-address [source -address]} 

ȍ Ȏ 

  

* ѐ ᶕ Ȃ 

group-address Ȃ 

source -address Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 
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ȍѡᴿȎ 

ԈЮᴿ ѝ ѐ ѝ 230.0.0.1 ̔ 

Ruijie# clear ip mroute 230.0.0.1 

ȍ Ὧ ԇȎ 

ԇ  

show ip mroute ᶕ Ȃ 

ȍ Ȏ 

Ȃ 

39.1.2 clear ip mroute statistics 

ԇ IP ᶕ Ȃ 

clear ip mroute statistics {* | group-address [source -address]} 

ȍ Ȏ 

  

* ѐ Ȃ 

group-address Ȃ 

source -address Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

IP ᶕ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ѝ ѐ ѝ 230.0.0.1 ᶕ

̔ 

Ruijie# clear ip mroute statistics 230.0.0.1 

ȍ Ὧ ԇȎ 

show ip mroute 
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clear ip mroute 

ȍ Ȏ 

Ȃ 

39.1.3 ip mroute 

Ȃᴳ ԇ no ‮ Ȃ 

ip mroute source-address mask [protocol] {rpf-addrress | interface-type 
interface-number} [distance] 

no ip mroute source-address mask [protocol] {rpf-addrress | 
interface-type interface-number} [distance] 

ȍ Ȏ 

  

source-address  

mask  

protocol ̂ ̃ ₥ ᴳ  

rpf-address ὡ  

interface-type 
interface-number 
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ԇ TTL̂Time-To-Livẽ ḣȂᴳ ԇ no
ԇ ḣȂ 

ip multicast ttl-threshold ttl-value 

no ip multicast ttl-threshold  

ȍ Ȏ 

  

ttl-value TTL ḣ, 0~255Ȃ

ȍ ᾳȎ 

ttl-value̔ ḣѝ 1Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉѝ э ᶑ УэTTL ḣȂ TTL
ұ ḣ̆‡ Ԉ ̆ ‡х ȂTTL ḣӨ

̆ Ь Э Ȃ TTL ḣ ѝ 0 ̆

аᴐѝ   Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ Э TTL ḣѝ 5 

Ruijie(config-if)# ip multicast ttl-threshold 5  

39.1.6 ip multicast-routing 

ԇ ╟ Ȃᴳ ԇ no Ὧ Ȃ 

ip multicast-routing 

no ip multicast-routing 

ȍ ᾳȎ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ ╟ IPv4 Ȃ ╟ IPv4 ̆

҂а ╟Ȃ 
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~ 注意： 

ӊ S3760 Э̆ ╖ IGMP SNOOPING ҵ Ȃ 

 

ȍѡᴿȎ 

ԈЮ ᴿ ╟ Ȃ 

Ruijie(config)# ip multicast-rounting  

 

  说明： 

а У Э а а v4  

 

39.1.7 ip multicast-rpf 

RPF Ȃ 

ip multicast-rpf rpf-mode 

no ip multicast-rpf 

ȍ Ȏ 

  

rpf-mode 
routed-port Э̆ ѝ ̕

SvĭЭ ѝ SVI Ȃ 

ȍ ᾳȎ 

ѝ SVI  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

₥ S3760 ԇȂ 

S3760 ѐ̆ SVI RPF ̆

RPF ̆ ԇ̆ з ѝ routed-p
ortȂת S3760 SVI RPF Ȃ 
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39.1.8 ip multicast boundary 

IP IP Ȃᴳ ԇ no ‮

Ȃ 

ip multicast boundary access-list 

no ip multicast boundary access-list 

ȍ Ȏ 

  

access-list IP access-list ѝ Ὧ ACL 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

IP IP Ȃ ԇὯ ACL Ԉ ῆ

ACL̆҂ Ԉ ACL̆ת ұ ACL רּ ̆ а

רּ Ȃ 

 

~ 注意： 

ԇ Ԉ IP Ὧ IGMP ȁPIMSM ̆

аֶӱ ὡ  Ȃ 

 

ȍѡᴿȎ 

svi1 ѝ IP Ȃ 

Ruijie(config)# ip access-list mul-boun 
Ruijie(config-std-nacl)# permit ip 233.3.3.0 0.0.0.255 
Ruijie(config-std-nacl)# exit 
Ruijie(config)# interface vlan 1 
Ruijie(config-if)# ip multicast boundary mul-boun 

39.1.9 ip multicast static 

ԇ ү ⁸Ȃ ԇ no Ԉ Ȃ 
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ip multicast static source-address group-address interface-type 
interface-number 

no ip multicast static source-address group-address interface-type 
interface-number  

ȍ Ȏ 

  

source -address Ȃ 
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show ip mroute [ group-address] [source-address] [dense][ sparse] 
[summary] [count] 

ȍ Ȏ 

  

group-address Ȃ 

source-address Ȃ 

dense PIMDM  

sparse PIMSM  

summary ᶕ Ȃ 

count ᶕ Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ὤ ᶕ  

Ruijie# show ip mroute  
IP Multicast Routing Table 
Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder 

installed 
Timers: Uptime/Stat Expiry 

Interface State: Interface (TTL) 
(10.10.1.52, 224.0.1.3), uptime 00:00:31, stat expires 

00:02:59 
Owner PIM-SM, Flags: TF 

Incoming interface: FastEthernet 2/1 
Outgoing interface list: 

FastEthernet 1/3 

ԈЮ ᴿ ᶕ  

Ruijie# show ip mroute 10.10.1.52 224.0.1.3 
IP Multicast Routing Table 
Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder 

installed 
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Timers: Uptime/Stat Expiry 
Interface State: Interface (TTL) 

(10.10.1.52, 224.0.1.3), uptime 00:03:24, stat expires 
00:01:28 

Owner PIM-SM, Flags: TF 
Incoming interface: FastEthernet 2/1 

Outgoing interface list: 
FastEthernet 1/3 

ԈЮ ᴿ ᶕ  

Ruijie# show ip mroute count 
IP Multicast Statistics 
Total 1 routes using 132 bytes memory 

Route limit/Route threshold: 2147483647/2147483647 
Total NOCACHE/WRONGVIF/WHOLEPKT recv from fwd: 1/0/0 

Total NOCACHE/WRONGVIF/WHOLEPKT sent to clients: 1/0/0 
Immediate/Timed stat updates sent to clients: 0/0 

Reg ACK recv/Reg NACK recv/Reg pkt sent: 0/0/0 
Next stats poll: 00:01:10 

Forwarding Counts: Pkt count/Byte count, Other Counts: 
Wrong If pkts 

Fwd msg counts: WRONGVIF/WHOLEPKT recv 
Client msg counts: WRONGVIF/WHOLEPKT/Imm Stat/Timed 

Stat sent 
Reg pkt counts: Reg ACK recv/Reg NACK recv/Reg pkt sent 

(10.10.1.52, 224.0.1.3), Forwarding: 2/19456, Other: 0 
Fwd msg: 0/0, Client msg: 0/0/0/0, Reg: 0/0/0 

ԈЮ ᴿ ᶕ  

Ruijie# show ip mroute summary 
IP Multicast Routing Table 
Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder 

installed 
Timers: Uptime/Stat Expiry 

Interface State: Interface (TTL) 
(10.10.1.52, 224.0.1.3), 00:01:32/00:03:20, PIM-SM, 
Flags: T 

  

Flags 
I-  
T-  
F- ⁮  

Timers:Uptime/Stat Expiry … ̆ ע  

Interface State  
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Owner 
̆ э

 

Incoming interface 
ὡ ̆ ὡ

бѮа ̆ х  

Outgoing interface list 
  ‟ ̆ ѐ

Э    

Forwarding Counts ̔ Pkt 
count/Byte count, 

̔ /
 

Other Counts: Wrong If pkts ⁮ ὡ  
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ԈЮ ᴿ ⁮ 192.168.1.54 RPF ᶕ  

Ruijie# show ip rpf 192.168.1.54 
RPF information for 192.168.1.54 
RPF interface: VLAN 1 

RPF neighbor: 0.0.0.0 
RPF route: 192.168.1.0/24 

RPF type: unicast (connected) 
RPF recursion count: 0 

Doing distance-preferred lookups across tables 
Distance: 0 

Metric: 0 RPF information for 192.168.1.54 
RPF interface: VLAN 1 

RPF neighbor: 0.0.0.0 
RPF route: 192.168.1.0/24 

RPF type: unicast (connected) 
RPF recursion count: 0 

Doing distance-preferred lookups across tables 
Distance: 0 

Metric: 0 

39.1.12 show ip mvif 

ᶕ Ȃ 

show ip mvif { interface-type interface-number } 

ȍ Ȏ 

  

interface-type interface-number  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

ԈЮ svi1 ᶕ  

Ruijie# show ip mvif vlan 1 
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Interface          Vif   Owner     TTL  Local            
Remote           Uptime 

Idx   Module         Address          Address 
VLAN 1          1     PIM-DM    2    192.168.1.1      

0.0.0.0          00:13:16 

39.2 IP 组播核心调试命令列表 

ᴳ Ю ԇ ╟ IP ̔ 

 debug nsm mcast all 
 debug nsm mcast fib-msg 
 debug nsm mcast vif 
 debug nsm mcast register 
 debug nsm mcast stats 

39.2.1 debug nsm mcast all 

ὯȂᴳ ԇ no Ὧ

Ὧ 

debug nsm mcast all  

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ὧ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ὧ̆ Ԉ Ὧ Ȃ 

ȍѡᴿȎ 

 

Ruijie# debug nsm mcast all 

ȍ Ȏ 

Ȃ 

ȍὯ ԇȎ 

Ȃ  
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39.2.2 debug nsm mcast fib-msg 

ᶕ ὯȂᴳ ԇ no
Ὧ Ὧ 

debug nsm mcast fib-msg 
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40 配置基于端口的流控制命令 

40.1 配置相关命令 

ὤ ꜛ ԈЮ ԇ 

 strom-control 
 switchport protected 
 switchport port-security 
 switchport port-security aging 
 switchport port-security mac-address 
 port-security arp-check 

40.1.1 strom-control 

⁸ ὯȂᴳ ԇ no Ὧ ⁸╖

Ȃ 

storm-control {broadcast | multicast | unicast} [{level percent | pps 
packets | rate-bps}] 

no storm-control {broadcast | multicast | unicast} [ {level percent | 
pps packets | rate-bps}] 

ȍ Ȏ 

broadcast ̔ ⁸╖  

multicast ̔ ⁸╖  

unicast ̔ ⁸╖  

percent ̔Ԉ ‍  20 20% 

packets ̔Ԉ pps ѝ ᴁ  packets per second 

Rate-bps ̔ἵ  

64k-2M ̔Ԉ 64k ѝ ᴁ 

2-100M ̔Ԉ 1M ѝ ᴁ 

100M ԈЭ ̔Ԉ 8M ѝ ᴁ 

ȍ Ȏ 

ᾳЮ̆ ȁ ⁸╖ Ὧ  

ȍ ԇ Ȏ 

Ȃ 
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ȍᴳ Ȏ  

Уэ Э ⁮ ȁ ꜛ Ўэ ꜛ

ֶӊ ̆ ֶ ╗Ȃ ѐУ

Ҿ ӊ Ȃ  

Ԉ‍⁞ ȁ ⁸Ȃ ⁮ ȁ

ꜛ ̆ ꜛ ⁮

̂ ꜛ ̃Ȃ 

ᴳ show storm-control ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ҩ GigabitEthernet 1/1 Э ⁸

╖ ̆ з ἵ  ѝ 4M 

Ruijie# configure terminal 
Ruijie(config)# interface GigabitEthernet 1/1 
Ruijie(config-if)# storm-control multicast 4096 
Ruijie(config-if)# end 

ȍ Ὧ ԇȎ 

ԇ  

show storm-control ⁸ᶕ Ȃ 

ȍ Ȏ 

40.1.2 switchport protected 

ԇ ѝᶑ Ȃᴳ ԇ no Ὧ ᶑ Ȃ 

switchport protected 

no switchport protected 

ȍ Ȏ 

Ὧ ᶑ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ҿ ѝᶑ Ѯ ̆ ᾳЮᶑ ᶑ Ѯ а

ү Ӈ Ԉ 3 ᶑ̆ б ᶑ Ѯ Ԉ ȂG

show interfaces ԇ  

ȍѡᴿȎ 
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Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport protected 

ȍ Ὧ ԇȎ 

ԇ  

show interfaces ᶕ Ȃ 

ȍ Ȏ 

S32 S37 Э ӑ ᶑ ᶑ̆ Ю а acl̆
҂а ᶑ ѝ ̆ ѝᶑ ֶ Эὲ ὤ

ᴳ Ȃ 

40.1.3 switchport port-security 

ὤ╖ ̆ ὤ ᴿ Ȃᴳ ԇ no Ὧ

ὤ ̆ ὤ ᴿ ḣȂ 

switchport port-security [violation {protect | restrict | shutdown}] 

no switchport port-security [violation] 

ȍ Ȏ 
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Уэ ὤ ̆‡ ⁮ э ᴐ ̂ὲ ѝ ὤ M
̃ ӎ ὤ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Gigabitethernet 1/1 Э ὤ╖ ̆

ᴿ ѝ shutdown̔ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport port-security 
Ruijie(config-if)# switchport port-security  
violation shutdown 

ȍ Ὧ ԇȎ 

ԇ  

show port-security ὤ ᶕ ὤ Ȃ 

40.1.4 switchport port-security aging 

ԇѝУэ Э ὤ ע Ȃ э╖ ̆

ὤ э ̆ ̆ Ԉ ╟ ╗ ‮

Э ὤ Ȃᴳ ԇ no ע ұ ╟ ҃

̆ Ὧ ╖ע Ȃ 

switchport port-security aging {static | time time } 

no switchport port-security aging {static | time } 

ȍ Ȏ 

  

Static 
ע ұ ὤ

╟ ҃ ̆ ‡‡ ұ ╟ ҃ Ȃ 

time time 
э Э ὤ ע ̆ 0̇

1440̆ ᴁ ‍ Ȃ ѝ 0 ‡̆ ╖ע Э

Ὧ Ȃ 

ȍ Ȏ 

а ᴉ֗ע ὤ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ԉ Юᴳ ԇ no switchport port-security aging 
time Ὧ Уэ ὤ ╖ע ̆ᴳ ԇ no switchport 
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port-security aging static ע Ө ұ╟ ҃⁮ ὤ

Ȃ 

ᴳ show port-security ԇ  

ȍѡᴿȎ 

Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport port-security aging time 
8 
Ruijie(config-if)# switchport port-security aging 
static 

ȍ Ὧ ԇȎ 

ԇ  

show port-security ὤ ᶕ ὤ Ȃ 

40.1.5 switchport port-security mac-address 

ὤ Ȃᴳ ԇ no ‮ ὤ ̆

ḣȂ 

switchport port-security [mac-address mac-address [ip-address  
ip-address ]] | [maximum value] 

no switchport port-security [ mac-address mac-address  
[ip-address ip-address ]] | [maximum]  

ȍ Ȏ 

  

mac-address mac-address ὤ Ȃ 

ip-address ip-address ѝ э ὤ IP Ȃ 

ip-address ipv6-address ѝ э ὤ IPV6 Ȃ

maximum value ὤ Ȃ 

ȍ Ȏ 

֗ᴉ ὤ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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ұ IP MAC ὤ ֒ б

ὤ ACL ⁮ Э ֒ Ὥӎ̆ Уэ

Э ҩ ACL 802.1x ╖ ѐ̆ ҩ IP ̆‡

Э IP ὤ э ֶ῏  

ȍѡᴿȎ 

Ю ᴿ ҩ ᴉѝ gigabitethernet 1/1 Уэ ὤ ̔

00d0.f800.073c̆ ѝὲ Уэ IP ̔192.168.12.202̔ 

Ruijie# configure terminal 
Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# switchport mode access 
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show port-security [address] [interface interface-id] 

ȍ Ȏ 

  

address 
ὤ ̆

ὤ Ȃ 

interface interface-id ὤ ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ԇ а╗ ‡̆ ὤ ȁ ᴿ

ᶕ ̆ ὤ ᶕ Ȃ  

ȍѡᴿȎ 

Ruijie# show port-security 
Secure Port MaxSecureAddr(count) CurrentAddr(count) 

Security Action 
-------- -------------- ----------- ----------- 

Gi1/1 128 1 Restrict 
Gi1/2 128 0 Restrict 

Gi1/3 8 1 Protect 

ȍ Ὧ ԇȎ 

ԇ  

switchport port-security 
ὤ╖ ̆ ὤ

ᴿ Ȃ 

switchport port-security 
aging 

ѝУэ Э ὤ

ע Ȃ 

switchport port-security 
mac-address 

ὤ Ȃ 
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41 配置 802.1X 命令 

41.1 dot1x 主动认证命令 

dot1x ў╟ ԇꜛ ԈЮ 

 dot1x auto-req 
 dot1x auto-req packet-num 
 dot1x auto-req req-interval  
 dot1x auto-req user-detect 

41.1.1 dot1x auto-req 

802.1X ў╟ ╖ ̆ ὤ ԇ dot1x auto-reqȂ
ԇ no ў╟ ╖ Ȃ 

[no] dot1x auto-req 

ȍ   

Ν  

 

Ƿ Ƚ  

 

Ɠ  
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Req-Interval: 30 Second 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x auto-req ў╟ ᶕ  

41.1.2 dot1x auto-req packet-num 

ў╟   ̆no ѝ ḣ 

dot1x auto-req packet-num num 

no dot1x auto-req packet-num 

ȍ Ȏ 

num̔ ў╟    

ȍ ᾳȎ 

num = 0;  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ў╟   ̆ Ԉᴳ show dot1x auto-req 
ԇ ╖  

ȍѡᴿȎ 

Ю ў╟ 802.1x ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auto-req packet-num 0 
Ruijie(config)# end 
Ruijie# show dot1x auto-req 
Auto-Req: Enabled 
User-Detect : Enabled 

Packet-Num  : 0 
Req-Interval: 30 Second 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x auto-req ў╟ ᶕ  

41.1.3 dot1x auto-req req-interval 



802.1X ԇ 

41-3 

ў╟   ̆no ѝ ḣ 

dot1x auto-req req-interval interval 

no dot1x auto-req req-interval 

ȍ Ȏ 

interval̔ ў╟   ̆ ᴁ s 

ȍ ᾳȎ 

30  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ў╟   ̆ Ԉᴳ show dot1x auto-req 
ԇ ╖  

ȍѡᴿȎ 

Ю 802.1x ѝ 60s ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auto-req req-interval 60 
Ruijie(config)# end 
Ruijie# 
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ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ў╟   ̆ Ԉᴳ show dot1x auto-req 
ԇ ╖  

ȍѡᴿȎ 

Ю ў Э ṃ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auto-req user-detect 
Ruijie(config)# end 
Ruijie# show dot1x auto-req 
Auto-Req: Enabled 
User-Detect : Enabled 

Packet-Num  : 0 
Req-Interval: 60 Second 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x auto-req ў╟ ᶕ  

41.2 dot1x 超时参数设置命令 

dot1x ꜛ ԈЮ ԇ 

 dot1x timeout quiet-period 
 dot1x timeout re-authperiod  
 dot1x timeout server-timeout 
 dot1x timeout supp-timeout 
 dot1x timeout tx-period 

41.2.1 dot1x timeout quiet-period 

ᴳ ԇ ̂ᴿ ԇ ̃ ⁮ἵ

̂ ̃Ȃᴳ ԇ no ѝ ḣ 

dot1x timeout quiet-period 
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seconds̔ Ӈҵ ⁮ἵ Ȃḣ

0 ⁮ 65535Ȃ ᴁ s 

ȍ ᾳȎ 

ḣ 10 Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

̆аἵ ̆ У Ȃ Ԉ

ᴳ show dot1x ԇȂ 

ȍѡᴿȎ 

Ю ѝ 1000s̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x timeout quiet-period 1000 
Ruijie(config)# end 
Ruijie# show dot1x  
802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 
Authed User Number:   0 

Re-authen Enabled:    Disabled 
Re-authen Period:     3600 sec 

Quiet Timer Period:   1000 sec 
Tx Timer Period:      3 sec 

Supplicant Timeout:   3 sec 
Server Timeout:       5 sec 

Re-authen Max:        3 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Disabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

41.2.2 dot1x timeout re-authperiod 

Ὧ ̆G ԇ

̆ Ȃᴳ ԇ no ѝ ḣȂ 
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dot1x timeout re-authperiod seconds 

no dot1x timeout re-authperiod 

ȍ Ȏ 

seconds̔ Ȃḣ 0 ⁮ 65535Ȃ ᴁ sȂ 

ȍ ᾳȎ 

3600  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю ѝ 1000s̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x timeout re-authperiod 1000 
Ruijie(config)# end 
Ruijie# show dot1x  
802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

 

ԇ  

show dot1x 802.1x ᶕ  

41.2.3 dot1x timeout server-timeout 
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ԇ ╘ Ѯ Ӈҵ Ȃᴳ ԇ

no ѝ ḣȂ 
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show dot1x 802.1x ᶕ  

41.2.4 dot1x timeout supp-timeout 

ԇ Ѯ Ӈҵ ȂG ԇ no 
ѝ ḣȂ 

dot1x timeout supp-timeout seconds 

no dot1x timeout supp-timeout 

ȍ Ȏ 

seconds̔ Ѯ Ӈҵ ̆ḣ 0 ⁮

65535Ȃ 

ȍ ᾳȎ 

ḣ 3 Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю Ӈҵ ѝ 10s̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x timeout supp-timeout 10 
Ruijie(config)# end 
Ruijie# show dot1x  
802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 
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ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

41.2.5 dot1x timeout tx-period 

ҩ ּ ̆G ԇ ּ ̆

ּ Ȃᴳ ԇ no ѝ ḣȂ 

dot1x timeout tx-period seconds 

no dot1x timeout tx-period 

ȍ Ȏ 

seconds̔ ּ Ȃḣ 0 ⁮ 65535Ȃ 

ȍ ᾳȎ 

ḣ 3 Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю ּ ѝ 10s̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x timeout tx-period 10 
Ruijie(config)# end 
Ruijie# show dot1x  
 

802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 
Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 
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Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

41.3 dot1x 重认证命令 

ԈЮ ԇ 

 dot1x re-authentication 
 dot1x reauth-max 

41.3.1 dot1x re-authentication 

ᴳ ԇ ȂG ԇ no 
ḣȂ 

[no] dot1x re-authentication 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

а Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ҩ ԇ ‡̆ ̆ У

Ȃ Ԉᴳ show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю ╖ ̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x re-authentication 
Ruijie(config)# end 
Ruijie# show dot1x  
802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 
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Authed User Number:   0 
Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 
Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

41.3.2 dot1x reauth-max 

ᴳ ԇ ȂG ԇ no 
ḣȂ 

dot1x reauth-max count 

no dot1x reauth-max 

ȍ Ȏ 

count̔ Ȃ 

ȍ ᾳȎ 

ḣѝ 3 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ҩ ԇ ‡̆ ҩ Ԉ Ȃ Ԉᴳ

show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю ╖ ̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x reauth-max 5 
Ruijie(config)# end 
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Ruijie# show dot1x  
 

802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Enabled 

Re-authen Period:     1000 sec 
Quiet Timer Period:   1000 sec 

Tx Timer Period:      10 sec 
Supplicant Timeout:   10 sec 

Server Timeout:       10 sec 
Re-authen Max:        5 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ  

41.4 dot1x 探测功能命令 

╖ ꜛ ԈЮ 

 dot1x probe-timer 

 dot1x client-probe enable 

41.4.1 dot1x probe-timer 

. 

dot1x probe-timer{interval | alive}interval 

no dot1x probe-timer 

ȍ Ȏ 

no̔ ḣ 

interval̔hello  

alive̔  

interval  
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Hello ѝ 20  

ḣѝ 250  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

̆ Ԉᴳ show dot1x ԇ 802.1x 
Ȃ 

ȍѡᴿȎ 

hello ѝ 30 , ѝ 120 ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x probe-timer interval 30 
Ruijie(config)# dot1x probe-timer alive 120 
Ruijie(config)# end 
Ruijie# show dot1x probe-timer  
Hello Interval: 30 Seconds  
Hello Alive: 120 Seconds 

ȍ Ὧ ԇȎ 

ԇ  

Show dot1x probe-timer  

41.4.2 dot1x client-probe enable 

╖  

[no] dot1x client-probe enable 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

╖ Ὧ 

ȍѡᴿȎ 
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╖ ̔ 

Ruijie# configure terminal  
Ruijie(config)# dot1x client-probe enable 
Ruijie(config)# end 
Ruijie# show dot1x  
802.1X Status:        Enabled 

Authentication Mode:  EAP-MD5 
Authed User Number:   0 

Re-authen Enabled:    Enabled 
Re-authen Period:     1000 sec 

Quiet Timer Period:   1000 sec 
Tx Timer Period:      10 sec 

Supplicant Timeout:   10 sec 
Server Timeout:       10 sec 

Re-authen Max:        5 times 
Maximum Request:      3 times 

Filter Non-RG Supp:   Disabled 
Client Oline Probe:   Enabled 

Eapol Tag Enable:     Disabled 
Authorization Mode:   Group Server 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x dot1x  

41.5 dot1x 其它配置命令 

ὲ dot1x ꜛ ԈЮ ԇ 

 dot1x authentication 
 dot1x auth-address-table 
 dot1x auth-mode 
 dot1x default 
 dot1x dynamic-vlan enable 
 dot1x guest-vlan enable 
 dot1x eapol-tag 
 dot1x max-req 
 dot1x private-supplicant-only 
 dot1x port-control auto 
 dot1x port-control-mode 
 dot1x stationarity enable 
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41.5.1 dot1x authentication 

AAA ᾳЮ̆ AAA ╘ ̆G

ԇὯ ‟ Ȃ ԇ no ‮ ‟ Ȃ 

dot1x authentication {default | list-name}  

no dot1x authentication {default | list-name} 

ȍ Ȏ 

default̔ ‟  

list-name̔ ‟  

ȍ ᾳȎ 

AAA ̆‡ ᴳ AAA ╘Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

AAA ὤ ╘̆‡ ԇ ұ dot1x ᴳ ⁸ ‟

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ЭὯ ‟ group radius Ȃ 

Ruijie# configure terminal 
Ruijie(config)# aaa new-model 
Ruijie(config)# aaa authentication dot1x default group 
radius 
Ruijie(config)# interface fastEthernet0/1 
Ruijie(config-if)# dot1x authentication default 
Ruijie(config-if)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authentication dot1x ‟  

41.5.2 dot1x auth-address-table 

ԇ 802.1X ἵ ȂG ԇ no ‮

Ȃ 
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dot1x auth-address-table address mac-addr interface interface  

no dot1x auth-address-table address mac-addr interface interface 

ȍ Ȏ 

mac-addr̔ Ȃ 

Interface̔ Ȃ 

ȍ ᾳȎ 

ḣ ֗ᴉ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѐ ἵ ᴳ 802.1X Ȃᴳ show dot1x 
auth-address table ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Э ╗ Ȃ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auth-address-table address 
00d0f8000000 interface ehternet 1/1 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x auth-address-table
802.1X ἵ

Ȃ 

41.5.3 dot1x auth-fail max-attemp 

ὡ VLAN Ȃ 

dot1x auth-fail max-attemp num 

no dot1x auth-fail max-attemp 

   
 

 num ὡ VLAN , 1-3 

 

  3 
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ԇ   ὤ Ȃ 

 

ᴳ   Ԉᴳ show dot1x ԇ Ȃ 

 

ѡᴿ 

 Ю ὡ VLAN ᴿ ̔ 
Ruijie# configure terminal 

Ruijie(config)# dot1x auth-fail max-attemp 5 

Ruijie(config)# end 

Ruijie#write 

 

 ԇ  
Ὧ ԇ 

 show dot1x  802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

 

41.5.4 dot1x auth-fail vlan 

802.1x vlanȂ 

dot1x auth-fail vlan vid 

no dot1x auth-fail vlan 

   
 

 vid vlan vid 

 

  vlan 

 

ԇ   Ȃ 

 

ᴳ   Ԉᴳ show dot1x interface ԇ Ȃ 

 

ѡᴿ 

 Ю 802.1x vlan ᴿ ̔ 
Ruijie# configure terminal 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# dot1x auth-fail vlan 2 
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Ruijie(config-if)# end 

Ruijie#write 

 

 ԇ  
Ὧ ԇ 

 show dot1x interface 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

41.5.5 dot1x auth-mode 

802.1x Ȃ 

dot1x auth-mode {eap-md5 | chap | pap} 

no dot1x auth-mode 

ȍ Ȏ 

eap-md5̔802.1x EAP-MD5  

chap̔802.1x CHAP  

pap̔802.1x PAP  

ȍ ᾳȎ 

EAP-MD5  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x  

ȍѡᴿȎ 

Ю 802.1x ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x auth-mode chap 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 
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ԇ  

show dot1x 802.1x ᶕ Ȃ 

41.5.6 dot1x default 

802.1x ‍ ḣȂ 

dot1x default 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю 802.1x ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x default 
Ruijie(config)# end 
Ruijie# end 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 

41.5.7 dot1x dynamic-vlan enable 

ἵ ╟ vlan Ȃᴳ ԇ no ԈὯ

ὯȂ 
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╗ὡ э vlanȂ 

3. Ԉᴳ show running-config ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю 802.1x guest vlan ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# dot1x guest-vlan 10 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show running-config 802.1x ᶕ Ȃ 

41.5.9 dot1x eapol-tag 

EAPOL TAG ╖ Ȃ 

dot1x eapol-tag 
no dot1x eapol-tag 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

ὯѝὯ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x Ȃ 

ȍѡᴿȎ 

Ю 802.1X tag ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x eapol-tag 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 
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ԇ 
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dot1x mac-auth-bypass timeout-activity value 

no dot1x mac-auth-bypass timeout-activity 

   
 

 value ̆Ԉ ѝ ᴁ, 1-65535 

 

  ḣ̆ а  

 

ԇ   Ȃ 

 

ᴳ   Ԉᴳ show run ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю 802.1x MAC ᴿ ̔ 
Ruijie# configure terminal 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# dot1x mac-auth-bypass timeout-activity 3600 

Ruijie(config-if)# end 

Ruijie#write 

 

 ԇ  
Ὧ ԇ 

 show dot1x port-control interface 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

 

41.5.12 dot1x mac-auth-bypass violation 

802.1x MAC ᴿȂ 

dot1x mac-auth-bypass violation 

no dot1x mac-auth-bypass violation 

   
 

 v  

 

  ᴿ  
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ԇ   Ȃ 

 

ᴳ   Ԉᴳ show run ԇ 802.1x Ȃ 

 

ѡᴿ 

 Ю 802.1x MAC ᴿ ᴿ ̔ 
Ruijie# configure terminal 

Ruijie(config)# interface fa 0/1 

Ruijie(config-if)# dot1x mac-auth-bypass violation 

Ruijie(config-if)# end 

Ruijie#write 

 

 ԇ  
Ὧ ԇ 

 show dot1x port-control interface 802.1x ᶕ Ȃ 

 

   

 

   
ԇ  

 - - 

41.5.13 dot1x max-req 

DOT1X ╘ Ӈҵ ѐ̆ DOT1X У ᾃ ⁮

╘ ̆‡ DOT1X ᾋ ╘ Ȃᴳ ԇ

╘ ἵ Ȃᴳ ԇ no 
ḣȂ 

dot1x max-req count 

no dot1x ma87x-req 

ȍ Ȏ 

count̔ἵ Ȃ 

ȍ ᾳȎ 

ḣѝ 3 Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x ԇ 802.1x Ȃ 
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ȍѡᴿȎ 

Ю 802.1x ּ 7 ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x max-req 7 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show dot1x 802.1x ᶕ Ȃ 

41.5.14 dot1x private-supplicant-only 

ὤ ѐ̆ ̆no 
ḣȂ 

dot1x private-supplicant-only 
no dot1x private-supplicant-only 

ȍ Ȏ 

ԇ Ȃ 

ȍ ᾳȎ 

а Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԈΝ
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dot1x port-control-mode {mac-based | {port-based [single-host]} } 
no dot1x port-control-mode 

ȍ Ȏ 

mac-based ̔ ұ mac 802.1X ⁸ 

port-based ̔ ұ 802.1X ⁸ 

single-host ̔ ұ 802.1x ⁸ 

ȍ ᾳȎ 

ѝ ұ mac-based ⁸ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ԉᴳ show dot1x port-control ԇ 802.1x Ȃ 

single-host ұ 802.1x ⁸̆ show dot1x 
port-control Эֶ ѝ port-based̆ show running-config ֶ

ѝ dot1x port-control-mode port-based single-hostȂ 

single-host ұ У ̆ ╟  default-user-limit̆
single-host Ȃ single-host ̆ Ю

default-user-limit̆ э single-host ̆ ἵ

У Э Ȃ 

ȍѡᴿȎ 

Ю 802.1x б ᴿ ̔ 

Ruijie(config)# interface g 0/1  
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config-if)# dot1x port-control-mode 
port-based 
Ruijie(config-if)# end 
Ruijie# 

Ю 802.1x ᴿ ̔ 

Ruijie(config)# interface g 0/1  
Ruijie(config-if)# dot1x port-control auto 
Ruijie(config-if)# dot1x port-control-mode 
port-based single-host 
Ruijie(config-if)# end 
Ruijie# 

ȍ Ὧ ԇȎ 
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ԇ  

show dot1x port-control 802.1x ᶕ Ȃ 

Show running-config Ӈ ᶕ Ȃ 

41.5.17 dot1x stationarity enable 

802.1x ұ ⁸ Ю̆ ᾳЮ̆╟ Ԉ

̆ ᾳЮ̆ѝҩ а ӱ 802.1X ⁮ὲ

ӹ ̆ Ԉ ԈЮ ԇ ⁮ Ȃ 

dot1x stationarity enable 

no dot1x stationarity enable 

ȍ Ȏ 

 

ȍ ᾳȎ 

ѝ╟ Ԉ  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

₥ ԇ̆ ‡ Ȃ 

ȍѡᴿȎ 

Ю 802.1x б ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# dot1x stationarity enable 
Ruijie(config)# end 
Ruijie# 

ȍ Ὧ ԇȎ 

 

41.5.18 dot1x redirect url  

̆  802.1x ╖Ѯ₥̂ꜛ ̃̆

ᴳ
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url Ѯ₥ urlȂᴳ no Ԉᴳ ԇ‮

url̔ 

dot1x redirect url  [url-string] 

[no ] dot1x redirect url 

   
 

 url-string URL  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ 
 ᴿ 1̔ ̔ruijie.net/web̔ 
Ruijie(config)# dot1x redirect url http://ruijie.net/web 

 

 ԇ  

dot1x redirect for special tcp-
destination port 

ѝ ̆ ip ѝ ὁ ip
web  

dot1x redirect time-out   

dot1x redirect num for special
 source-ip 

Уэ ἵ  

Ὧ ԇ 

show dot1x dot1x ᶕ  

 

   

 

   
ԇ  

 - - 

41.5.19 dot1x redirect for special tcp-destination port 

ѝ ̆ ipѝ ip web ̆

80ȁ8080 ̆ ᾋ 16 э TCP ̆no dot1x 
redirect for special tcp-destination port ‮

̆ ╗ port_mum ‡ ‮ ̔ 

[no] dot1x redirect for special tcp-destination port port num 
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 port num TCP  

 

  tcp
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ԇ    

 

ᴳ    

 

ѡᴿ 
 ᴿ 1̔ ѝ 5 ̔ 
Ruijie(config)# dot1x redirect time-out 5 

 

 ԇ  

dot1x redirect url 
ѝ ̆ ip ѝ ὁ ip

web  

dot1x redirect for special tcp-
destination port 

 

dot1x redirect num for special
 source-ip 

Уэ ἵ  

Ὧ ԇ 

show dot1x dot1x ᶕ  

 

   

 

   
ԇ  

 - - 

41.5.21 dot1x redirect num for special source-ip 

Уэ ἵ ̆ 1 э̆ ѝ 1-10 эȂ

ᴳ no Ԉᴳ ԇ ḣ̔ 

dot1x redirect num for special source-ip num 

no dot1x redirect num for special source-ip 

   
 

 num  

 

  1 

 

ԇ    

 

ᴳ    
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ѡᴿ 
 ᴿ 1̔ ѝ 3̔ 
Ruijie(config)# dot1x redirect num for special source-ip 3 

 

 ԇ  

dot1x redirect url  

dot1x redirect for special tcp-
destination port 

ѝ ̆ ip ѝ ὁ ip 1
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ԇ Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x 
802.1X Status:        Enabled 
Authentication Mode:  EAP-MD5 

Authed User Number:   0 
Re-authen Enabled:    Disabled 

Re-authen Period:     3600 sec 
Quiet Timer Period:   10 sec 

Tx Timer Period:      3 sec 
Supplicant Timeout:   3 sec 

Server Timeout:       5 sec 
Re-authen Max:        3 times 

Maximum Request:      3 times 
Filter Non-RG Supp:   Disabled 

Client Oline Probe:   Disabled 
Eapol Tag Enable:     Disabled 

Authorization Mode:   Group Server 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period 
⁮ἵ

Ȃ 
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dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout
╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout 
Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period 
ּ ̆ ּ

Ȃ 

41.6.2 show dot1x auth-address-table  

ԇ 802.1X ἵ Ȃ 

show dot1x auth-address-table[addressmac-addr][interface interface] 

ȍ Ȏ 

mac-addr̔  

interface̔  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x auth-address-table 
interface:g3/1 

----------------------------------- 
mac addr: 00D0.F800.0001 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ

dot1x port-control auto ╗ Ȃ 
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dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period 
⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ

dot1x timeout server-timeout 
╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout 
Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period 
ּ ̆

ּ Ȃ 

41.6.3 show dot1x auto-req   

ў╟ 802.1x ᶕ Ȃ 

show dot1x auto-req 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x auto-req 
Auto-Req: Disabled 
User-Detect : Enabled 

Packet-Num  : 0 
Req-Interval: 30 Seconds 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  
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ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period 
⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout
╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout 
Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period 
ּ ̆ ּ

Ȃ 

41.6.5 show dot1x max-req  

ּ Ȃ 

show dot1x max-req 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x max-req 
max-req: 2 times 

Ruijie# 
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ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period 
⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout
╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout 
Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period 
ּ ̆ ּ

Ȃ 

41.6.6 show dot1x port-control 

б Ȃ 

show dot1x port-control [interface interface] 

ȍ Ȏ 

interface̔  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x port-control 
interface dyn-user static-user max-user qos    
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ctrl-mode status 
--------- -------- ----------- -------- ------- ------ 

Gi0/1      0          1             6000      dscp: 0 
mac-base Authed 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ
Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ
Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ
Ȃ 

dot1x timeout tx-period ּ ̆ ּ
Ȃ 

41.6.7 show dot1x probe-timer 

 

show dot1x probe-timer 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x reauth-max 
reauth-max: 2 times  
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period ⁮ἵ
Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout ╘ Ѯ Ӈҵ
Ȃ 

dot1x timeout supp-timeout Ѯ Ӈҵ
Ȃ 

dot1x timeout tx-period ּ ̆ ּ
Ȃ 

41.6.10 show dot1x summary  

ԇ 802.1X ᶕ  

show dot1x summary 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ȃ 
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ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x summary 
ID    MAC        Interface VLAN Auth-State    

Backend-State Port-Status Type 
---------------- --------------- --------------- 

1 00d0f8000000 Gi0/1        1  Authenticated Idle   
Authed      Static 

Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 

dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period 
⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout
╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout 
Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period 
ּ ̆ ּ

Ȃ 

41.6.11 show dot1x user id  

ԇ 802.1X ᶕ  

show dot1x user id
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ȍ Ȏ 

id̔ show summary   id 
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dot1x timeout quiet-period 
⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout
╘ Ѯ Ӈҵ

Ȃ 

dot1x timeout supp-timeout 
Ѯ Ӈҵ

Ȃ 

dot1x timeout tx-period 
ּ ̆ ּ

Ȃ 

41.6.12 show dot1x timeout 

ԇ 802.1X ᶕ  

show dot1x timeout quiet-period 
show dot1x timeout re-authperiod 
show dot1x timeout server-timeout 
show dot1x timeout supp-timeout 
show dot1x timeout tx-period 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie# show dot1x timeout quiet-period 
quiet-period: 60 sec  

ȍ Ὧ ԇȎ 

ԇ  

dot1x auth-mode 802.1x Ȃ 

dot1x max-req ἵ ּ Ȃ 
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dot1x port-control auto ╗ Ȃ 

dot1x reauth-max  

dot1x re-authentication 
Ȃ 

dot1x timeout quiet-period 
⁮ἵ

Ȃ 

dot1x timeout re-authperiod Ȃ 

dot1x timeout server-timeout
╘ Ѯ Ӈҵ

Ȃ 

╘ Ѯ Ӈҵ

Ȃ
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42 配置 AAA 命令 

42.1 认证相关命令 

 aaa authentication dot1x 

 aaa authentication enable 

 aaa authentication login 

 aaa authentication ppp 

 login authentication 

42.1.1 aaa authentication dot1x 

ᴳ AAA 802.1X ̆ ὤ ԇ aaa 
authentication dot1x 802.1X ‟ Ȃ ԇ no 

‮ 802.1X ‟ Ȃ 

aaa authentication dot1x {default | list-name} method1 [method2...] 

no aaa authentication dot1x {default | list-name}  
ȍ Ȏ 

default ̔ᴳ ̆‡ Ѭ ‟ ᴐѝ 802.1X
Ȃ 

list-name ̔ ѬУэ 802.1X ‟ ̆ Ԉ ֗ᴉ ѕȂ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ   

local ᴳ  

none а  

group 
ᴳ ╘ ̆ ₥ RADIUS
╘  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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AAA 802.1X ὤ ╘̆ ᴳ AAA 802.1X
Ȃ ᴳ aaa authentication dot1x ԇ

‟ ұ 802.1X Ȃ 

₥ ̆ ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ ѝ rds_d1x AAA 802.1X ‟ Ȃ

‟ Ἴᴳ RADIUS ὤ ╘ ̆ RADIUS ὤ

╘ ̆‡ᴳ Ȃ 

Ruijie(config)# aaa authentication dot1x rds_d1x group 
radius local 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

dot1x authentication 802.1X ЭὯ ‟  

username Ѭ  

 

42.1.2 aaa authentication enable 

ᴳ AAA Enable ̆ ὤ ԇ aaa authentication 
enable Enable ‟ Ȃ ԇ no ‮

‟ Ȃ 

aaa authentication enable default method1 [method2...] 

no aaa authentication enable default  
ȍ Ȏ 

default ̔ᴳ ̆‡ Ѭ ‟ ᴐѝ Enable
ȂEnable ұὤ ̆ ₥

‟ Ȃ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ   

local ᴳ  

none а  

group 
ᴳ ╘ ̆ ₥ RADIUS
TACACS+ ╘  

ȍ ᾳȎ 



AAA ԇ 

42-3 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA Enable ╘̆ ᴳ AAA Enable
Ȃ ᴳ aaa authentication enable ԇ

‟ ұ Enable Ȃ 

₥ ̆ ᴳ ֙ Ȃ 

Enable
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Ὧ   

local ᴳ ֙  

none а ֙  

group 
ᴳ ╘ ֙ ̆ ₥

RADIUS TACACS+ ╘  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA ὤ ╘̆ ᴳ AAA Login
Ȃ ᴳ aaa authentication login ԇ

‟ ұ Login Ȃ 

₥ ̆ ᴳ ֙ Ȃ 

ҩ Login ̆ ὲ Login
Э̆ ‡ а Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ ѝ list-1 AAA Login ‟ Ȃ

‟ Ἴᴳ RADIUS ὤ ╘ ̆ RADIUS ὤ ╘

̆‡ᴳ Ȃ 

Ruijie(config)# aaa authentication login list-1 group 
radius local 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

username Ѭ  

login authentication Э Login  

 

42.1.4 aaa authentication ppp 

ᴳ AAA PPP ̆ ὤ ԇ aaa 
authentication ppp PPP ‟ Ȃ ԇ no 
‮ ‟ Ȃ 
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aaa authentication ppp {default | list-name} method1 [method2...] 

no aaa authentication ppp {default | list-name}  
ȍ Ȏ 

default ̔ᴳ ̆‡ Ѭ ‟ ᴐѝ PPP
Ȃ 

list-name ̔ ѬУэ PPP ‟ ̆ Ԉ ֗ᴉ ѕȂ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ   

local ᴳ  

none а ֙  

group 
ᴳ ╘ ̆ ₥ RADIUS
╘  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA PPP ὤ ╘̆ ᴳ AAA PPP
Ȃ ᴳ aaa authentication ppp ԇ

‟ ұ PPP Ȃ 

₥ ̆ ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ ѝ rds_ppp AAA PPP ‟ Ȃ

‟ Ἴᴳ RADIUS ὤ ╘ ̆ RADIUS ὤ ╘

̆‡ᴳ Ȃ 

Ruijie(config)# aaa authentication ppp rds_ppp group 
radius local 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

ppp authentication PPP Ὧ ‟  

username Ѭ  
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42.1.5 login authentication 

Э Login̂ ̃ ╖ ̆

Ю login authentication ԇ Login ‟ Ȃ ԇ

no ‮ ‟ Э Ȃ 

login authentication {default | list-name} 

no login authentication 
ȍ Ȏ 

default ̔ᴳ ̆ Login ‟ Ȃ 

list-name ̔ Уэ Ѭ Login ‟ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Login ‟ У ̆ ╟ ⁮ ЭȂ

Э Login ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ‡ֶ̆  Уэ ᶕ ̆ Э Login
аֶ ̆ Ѭҩ Login ‟ ֶ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ ѝ list-1 AAA Login ‟ Ȃ

‟ ᴳ Ȃ VTY 0 - 4 ЭȂ 

Ruijie(config)# aaa authentication login list-1 local 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# login authentication list-1 
 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

username Ѭ  

login authentication Login ‟  

 

42.2 授权相关命令 
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ԇ ̆ ὡ

ԇ ̆AAA ԇ ⁮ ὤ ╘ Э̆ ὤ ╘ ἵ

ԇ̆‡ ԇ ̆ ‡ ԇа ̆ ֶ   ԇ

Ȃ 

ԇ Ḁ ԇ ⁞̆ э ⁞ ԇ ⁞

̂ᴿ ̆ ԇ ұ 14 ԈЭ ̆‡ ԇ ⁞ 14
Ȃ̃ 
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̂ ̃Ю ԇ ̆ Ԉᴳ ԇ

no Ὧ ╖ ̆‡ ὲ Ю ԇа

ԇ Ԉ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Ю ԇ ╖ ̔ 

Ruijie(config)# aaa authorization config-commands 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authorization commands Ѭ AAA ԇ  

 

42.2.3 aaa authorization console 

ᴳ AAA ⁸ ̆ ԇ ̆ ὤ

ԇ aaa authorization consoleȂ ԇ no Ὧ AAA
⁸ ԇ ╖ Ȃ 

aaa authorization console 

no aaa authorization console 

ȍ Ȏ 

ԇ Ὧ Ȃ 

ȍ ᾳȎ 

а ⁸ ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

‍שּ ⁸ ὲӹ ̆ Ԉ ⁸

̆ ԇ Ȃ Ὧ ҩ ⁸ ԇ ╖

̆‡ ⁮ ⁸ ԇ ‟ а Ȃ 

ȍѡᴿȎ 

Ю ᴿ ⁸ ԇ ╖ ̔ 

Ruijie(config)# aaa authorization console 

ȍ Ὧ ԇȎ 
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ԇ  
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Ԉ Ь а б̆ ֙ У ̆ ₥

̆ ᴳ ̆ ₥ ̆‡

аᾋᴳ ὲӹ Ȃ 

RADIUS ╘ У ‟ Ȃ

Ԉ RADIUS RADIUS Э ̆ RADIUS
ҩ RADIUS Ȃ 

ȍѡᴿȎ 

Ю ᴿᴳ RADIUS ╘ ╘ ̔ 

Ruijie(config)# aaa authorization network default group 
radius 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model EîE›�Z�!�Ý
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ԇ ‟ У ̆ ╟ ⁮ ЭȂ Э

ԇ ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ‡ֶ̆  Уэ ᶕ ̆ Э ԇ а

ֶ ̆ Ѭҩ ԇ ‟ ֶ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝcmd ԇ ‟ ̆ 15 ԇ ̆

ᴳ TACACS+ᴐѝ ὤ ╘ ̆ ╘ none Ȃ

⁮ VTY 0 – 4 Э̔ 

Ruijie(config)# aaa authorization commands 15 cmd group 
tacacs+ none 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# authorization commands 15 cmd 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authorization commands Ѭ AAA ԇ ‟  

 

42.2.7 authorization exec 

Exec ‟ Э̆ ԇ 
authorization execȂ ԇ no Э Exec ╖ Ȃ 

authorization exec {default | list-name} 

no authorization exec 

ȍ Ȏ 

default ̔ᴳ ̆ Exec Ȃ 

list-name ̔ Уэ Ѭ Exec ‟ Ȃ 

ȍ ᾳȎ 

AAA Exec ╖ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Exec ‟ У ̆ ╟ ⁮ ЭȂ

Э Exec ‟ ̆ Ԇ ‟ Ȃ
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level ̔ ԇ ⁞̆ 0~15 ᾱ̆ э ⁞ ԇ ̆

ᶕ Ȃ 

default ̔G ‡̆ Ѭ ‟ ᴐѝ ԇ Ȃ 

list-name ̔ ѬУэ ԇ ‟ ̆ Ԉ ֗ᴉ ѕȂ 

method ̔ Ю ‟Ὧ ѮЎУэ ‟ 4 э ̔ 

Ὧ  
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ԇ 
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ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa authentication Ѭ AAA ֙  

accounting commands Э Exec  

 
 

42.3.3 aaa accounting network 

 ұ ╟̆ ╟ ̆

ὤ ԇ aaa accounting networkȂ ԇ no
╖ Ȃ 

aaa accounting network {default | list-name} start-stop group radius 

no aaa accounting network {default | list-name} 

ȍ Ȏ 

network  ̔ Ὧ ╘ ̆ꜛ DOT1X̆PPP Ȃ 

resource ̔ Ὧ Ȃ 

list-name ̔ ‟ Ȃ 

start-stop ̔ ╟ ̆

╖ ̆ ἵ Ȃ 

group ̔ᴳ ╘  

radius ̔ᴳ RADIUS ╘  

ȍ ᾳȎ 

Ὧ ╖  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ὤ ╘ ╟ ȂG Ὧ

start-stop̆⁸ Ȃ 

ȍѡᴿȎ 

Ю ᴿᴳ RADIUS ╘ ̆

̔ 

Ruijie(config)# aaa accounting network default 
start-stop group radius 
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ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA
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42.3.5 aaa accounting update periodic 

╖ ̆ ὤ ԇ aaa accounting update 
periodic ԇ̆ ԇ ұ Ȃᴳ ԇ no

Ȃ 

aaa accounting update periodic interval 

no aaa accounting update periodic 

ȍ Ȏ 

interval ̔ ̆Ԉ‍ ѝ ᴁ̆ ѝ 1 ‍ Ȃ 

ȍ ᾳȎ 

5 minutesȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA ὤ ╘̆‡а ᴳ Ȃ AAA
ὤ ╘̆‡ ԇ Ȃ 

ȍѡᴿȎ 

Ю ᴿ 1 ‍ Ȃ 

Ruijie(config)# aaa new-model 
Ruijie(config)# aaa accounting update 
Ruijie(config)# aaa accounting update periodic 1 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model AAA ὤ ╘ 

aaa accounting network Ѭ ‟  

42.3.6 accounting commands 

ԇ ‟ Э̆ ԇ

accounting commandsȂ ԇ no Э ԇ ╖ Ȃ 

accounting commands level {default | list-name} 

no accounting commands level 

ȍ Ȏ 
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level ̔ ԇ ⁞̆ 0~15 ᾱ̆ э ⁞ ԇ

Ȃ 

default ̔ᴳ ̆ ԇ Ȃ 

list-name ̔ Уэ Ѭ ԇ ‟ Ȃ 

ȍ ᾳȎ 

Ὧ ╖  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ‟ У ̆ ╟ ⁮ ЭȂ Э

ԇ ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ‡ֶ̆  Уэ ᶕ ̆ Э ԇ а

ֶ ̆ Ѭҩ ԇ ‟ ֶ Ȃ 

ȍѡᴿȎ 
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list-name ̔ Уэ Ѭ Exec ‟ Ȃ 

ȍ ᾳȎ 

Ὧ ╖  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Exec ‟ У ̆ ╟ ⁮ ЭȂ

Э Exec ‟ ̆ Ԇ ‟ Ȃ

Ѭ ‟ ̆‡ֶ  Уэ ᶕ ̆ Э Exec
аֶ ̆ Ѭҩ Exec ‟ ֶ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ exec-1 Exec ‟ ̆ᴳ RADIUS ᴐѝ

ὤ ╘ ̆ ╘ none Ȃ ⁮ VTY 
0 – 4 Э̔ 

Ruijie(config)# aaa accounting exec exec-1 group radius 
none 
Ruijie(config)# line vty 0 4 
Ruijie(config-line)# accounting exec exec-1 

ȍ Ὧ ԇȎ 

ԇ  

aaa new-model ᴳ AAA ὤ ╘ 

aaa accounting commands Ѭ AAA Exec ‟  

 

42.4 AAA 服务器组命令 

 aaa group server 

 ip vrf forwarding 

 server 

 show aaa group 

42.4.1 aaa group server 

ὡ AAA ╘ Ȃ ԇ no ‮ ╘ Ȃ 

aaa group server {radius | tacacs+} name 
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ȍᴳ Ȏ 

ѝ ╘ vrfȂ 

ȍѡᴿȎ 

Ю ᴿȂ 

Ruijie(config)# aaa group server radius ss 
Ruijie(config-gs-radius)# server 192.168.4.12 
Ruijie(config-gs-radius)# server 192.168.4.13 
Ruijie(config-gs-radius)# ip vrf forwarding vrf-name  
Ruijie(config-gs-radius)# end 

ȍ Ὧ ԇȎ 

ԇ  

aaa group server aaa ╘  

show aaa group aaa ╘  
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Ruijie(config)# aaa group server radius ss 
Ruijie(config-gs-radius)# server 192.168.4.12 

acct-port 5 auth-port 6 
Ruijie(config-gs-radius)# end 
Ruijie# show aaa group 
Group Name:  ss 

Group Type:  radius 
Referred:    2 

Server List: 
IP Address: 192.168.4.12 

Authentication Port: 6 
Accounting Port: 5 

Referred:  1 
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Referred:    2 
Server List: 

IP Address: 192.168.217.64 
Authentication Port: 1812 

Accounting Port: 1813 
Referred:  1 

ȍ Ὧ ԇȎ 

ԇ  

aaa group server AAA ╘  

 

42.5 AAA 其他命令 

 aaa local authentication attempts 
 aaa local authentication lockout-time 
 aaa new-model 
 clear aaa local user lockout 
 debug aaa 
 show aaa method-list 
 show aaa user lockout 

42.5.1 aaa local authentication attempts 

login  

aaa local authentication attempts  max-attempts 
ȍ Ȏ 

max-attempts̔ ̆ ḣ 1~2147483647Ȃ 

ȍ ᾳȎ 

ḣѝ 3  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ Login  

ȍѡᴿȎ 
Ю ᴿ̔ 

Ruijie# configure terminal  
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Ruijie(config)# aaa local authentication attempts 6 

ȍ Ὧ ԇȎ 

ԇ  

show running-config ₥  

show aaa lockout ₥ login  

 

42.5.2 aaa local authentication lockout-time 

login ̆  

aaa local authentication lockout-time lockout-time 

ȍ Ȏ 

lockout-time̔ ̂ ᴁ̔ ̃̆ ḣ 1~2147483647 

ȍ ᾳȎ 

ḣѝ 15  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

login ̆  

ȍѡᴿȎ 
Ю ᴿ̔ 

Ruijie# configure terminal  
Ruijie(config)# aaa local authentication lockout-time 
5 

ȍ Ὧ ԇȎ 

ԇ  

show running-config ₥  

show aaa lockout ₥ login  

 

42.5.3 aaa new-model 

ᴳ AAA ὤ ╘╖ ̆ ὤ ԇ aaa new-model ᴳ
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AAAȂ ԇ no Ὧ AAA ὤ ╘Ȃ 

aaa new-model  
no aaa new-model  

ȍ Ȏ 

ԇ Ὧ Ȃ 

ȍ ᾳȎ 

Ὧ AAA ὤ ╘ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ԇ AAA ᴳ ԇ̆ ᴳ AAA ὤ ╘̆ ᴳ

aaa new-model ᴳ AAA ὤ ╘Ȃ AAĂ‡ AAA
ԇ а Ȃ 

ȍѡᴿȎ 

Ю ᴿᴳ AAA ὤ ╘Ȃ 

Ruijie(config)# aaa new-model 

ȍ Ὧ ԇȎ 

ԇ  

aaa authentication Ѭ ‟  

aaa authorization Ѭ ‟  

aaa accounting Ѭ ‟  

 

42.5.4 clear aaa local user lockout 

‟  

clear aaa local user lockout {all | user-name <word>} 
ȍ Ȏ 

<word>̔ ID 

ȍ ᾳȎ 

                 

ȍ ԇ Ȏ 
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Ȃ 

ȍᴳ Ȏ 

‟ ̆ Ԉὤ ҂ Ԉ  

ȍѡᴿȎ 
Ю ᴿ̔ 

Ruijie# clear aaa local user lockout all 

ȍ Ὧ ԇȎ 

ԇ  

show running-config ₥  

show aaa lockout ₥ login  

 

42.5.5 debug aaa  

AAA ╘ ὯȂ ԇ no Ὧ ὯȂ 

debug aaa event 
no debug aaa event 

ȍ Ȏ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

EXEC Ȃ 

42.5.6 show aaa method-list 

AAA ‟ Ȃ 

show aaa method-list 

ȍ Ȏ 

ԇ Ὧ Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 
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ԇ AAA ‟ Ȃ 

ȍѡᴿȎ 
Ю ᴿ AAA ‟ Ȃ 

Ruijie# show aaa method-list 
Authentication method-list 
aaa authentication login default group radius  

aaa authentication ppp default group radius  
aaa authentication dot1x default group radius  

aaa authentication dot1x san-f local  group angel group 
rain none   

aaa authentication enable default group radius  
Accounting method-list 

aaa accounting network default start-stop group radius  
Authorization method-list 

aaa authorizating network default group radius 

ȍ Ὧ ԇȎ 

ԇ  

aaa authentication Ѭ ‟  

aaa authorization Ѭ ‟  

aaa accounting Ѭ ‟  

42.5.7 show aaa user lockout 

₥ ‟ Ȃ 
show aaa user lockout {all | user-name <word>} 

ȍ Ȏ 

<word>̔ ID 

ȍ ᾳȎ 

                 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

₥ ‟ ̆Ԉ Ѩ Ȃ 

ȍѡᴿȎ 
Ю ᴿ̔ 

Ruijie# show aaa user lockout all  
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ȍ Ὧ ԇȎ 

ԇ  

show running-config ₥  

show aaa lockout ₥ login  
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Ю ᴿ ҩ radius ӱ fastEthernet 0/0 ip ᴐѝ

radius ̔ 

Ruijie(config)# 



RADIUS ԇ 

43-3 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host Ѭ RADIUS ╘  

43.1.3 radius-server host 

RADIUS ὤ ╘ ў ̆ ὤ ԇ radius-serverȂ
ԇ no ‮ RADIUS ὤ ╘ ў Ȃ 

radius-server host { ip-address} [auth-port port-number] [acct-port  
port-number] 

no radius-server host {ip-address} 

ȍ Ȏ 

ip-address: RADIUS ὤ ╘ ў IP Ȃ 

auth-port: RADIUS ֙ UDP  

port-number: RADIUS ֙ UDP ̆ ѝ 0̆‡ ў

а ֙ Ȃ 

acct-port: Radius UDP  

port-number: RADIUS UDP ̆ ѝ 0̆‡ ў а

Ȃ 

ȍ ᾳȎ 

RADIUS ў Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝҩᴳ RADIUS AAA ὤ ╘̆ Ѭ RADIUS ὤ ╘ Ȃ

Ԉᴳ radius-server ԇ ѬУэ э RADIUS ὤ ╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ RADIUS ὤ ╘ ў ̔ 

Ruijie(config)# radius-server host 192.168.12.1   

ȍ Ὧ ԇȎ 

ԇ  

aaa authentication  Ѭ AAA ֙ ‟  
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radius-server key ѬRADIUS ὤ ╘ Ὥӎ ԇ

radius-server retransmit Ѭ RADIUS  

radius-server timeout Ѭ RADIUS  

43.1.4 radius-server key 

Ѭ ╘ ̂ ̃б RADIUS ὤ ╘ ᶕ

Ὥӎ ԇ̆ ὤ ԇ radius-server keyȂ ԇ no
Ὥӎ ԇȂ 

radius-server key [0|7] text-string 

no radius-server key 

ȍ Ȏ 

text-string  Ὥӎ ԇ  

ȍ ᾳȎ 

Ὥӎ ԇȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ὥӎ ԇ RADIUS ὤ ╘ ᶕ Ȃѝҩᴳ

RADIUS ὤ ╘ ᶕ̆ RADIUS ὤ ╘

Э Ѭ Ὥӎ ԇȂ 

ȍѡᴿȎ 

Ю ᴿ Ѭ RADIUS ὤ ╘ Ὥӎ ԇѝ aaa̔ 

Ruijie(config)# radius-server key aaa 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host ѬRADIUS ὤ ╘ ў

radius-server retransmit Ѭ RADIUS  

radius-server timeout Ѭ RADIUS  
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ѝ RADIUS ὤ ╘ Ԉ₥ ̆

ὤ ԇ radius-server retransmitȂ ԇ no
Ȃ 

radius-server retransmit retries 

no radius-server retransmit 

ȍ Ȏ 

retries̔RADIUS Ȃ 

ȍ ᾳȎ 

ѝ 3Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

AAA ᴳ ЮУэ ₥ ₥ ὤ ╘

Ȃ ″ ὤ ╘ ῆ ὤ ╘

RADIUS ̆ Ѯ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѝ 4̔ 

Ruijie(config)# radius-server retransmit 4 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host ѬRADIUS ὤ ╘ ў

radius-server key Ѭ RADIUS Ὥӎ ԇ  

radius-server timeout Ѭ RADIUS  

43.1.6 radius-server timeout 

RADIUS ὤ ╘ ̆ ὤ

ԇ radius-server timeoutȂ ԇ no ̆ ḣȂ 

radius-server timeout seconds 

no radius-server timeout 

ȍ Ȏ 

seconds ̔ ̂ ᴁѝ ̃Ȃ ḣ ѝ 1-1000 Ȃ 

ȍ ᾳȎ 
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5
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Ruijie(config)# radius-server deadtime  10 

ȍ Ὧ ԇȎ 

ԇ  

radius-server host ѬRADIUS ὤ ╘ ў

radius-server retransmit Ѭ RADIUS  

radius-server key Ѭ RADIUS Ὥӎ ԇ  

radius-server timeout Ѭ RADIUS  

43.1.8 radius attribute 

radius attribute{id | down-rate-limit | dscp | mac-limit | up-rate-limit} 
vendor-type type 
no radius attribute {id | down-rate-limit | dscp | mac-limit | 
up-rate-limit} vendor-type 

ȍ Ȏ 

id  ̔   ╖ id <1-255> 

type  ̔ type 

ȍ ᾳȎ 

⁞  

id ╖  type 

1 max down-rate 1 

2 qos 2 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 
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12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 

16 max up-rate 16 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

ᾳ 

id ╖  type 

1 max down-rate 76 

2 qos 77 

3 user ip 3 

4 vlan id 4 

5 version to client 5 

6 net ip 6 

7 user name 7 

8 password 8 

9 file-diractory 9 

10 file-count 10 

11 file-name-0 11 

12 file-name-1 12 

13 file-name-2 13 

14 file-name-3 14 

15 file-name-4 15 
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16 max up-rate 75 

17 version to server 17 

18 flux-max-high32 18 

19 flux-max-low32 19 

20 proxy-avoid 20 

21 dailup-avoid 21 

22 ip privilige 22 

23 login privilige 42 

24 limit to user number 50 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ ḣȂ 

ȍѡᴿȎ 

Ю ᴿ max up-rate ḣ Ѭѝ 211̔ 

Ruijie(config)# radius attribute 16 vendor-type 211 

ȍ Ὧ ԇȎ 

ԇ  

radius set qos cos radius ּЮ qos ḣѝ cos ḣ

43.1.9 radius set qos cos 

radius ּЮ qos ḣѝ cos ḣ 

radius set qos cos 

no radius set qos cos 

ȍ Ȏ 

 

ȍ ᾳȎ 

qos ѝ dscp ḣ 

ȍ ԇ Ȏ 
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ὤ Ȃ 

ȍᴳ Ȏ 

ԇ̆ Ԉ ּЮ qos ḣᴐѝ cos ḣ̆ ᴐѝ dscp ḣ 

ȍѡᴿȎ 

Ю ᴿ̔ 

Ruijie(config)# radius set qos cos 

ȍ Ὧ ԇȎ 

ԇ  

radius vendor-specific extend 
Radius ѝаּש⁞

id 

43.1.10 radius vendor-specific extend 

ѝаּש⁞ idȂ 

radius vendor-specific extend 

no radius vendor-specific extend 

ȍ Ȏ 

 

ȍ ᾳȎ 

⁞ id 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ id ⁞Ȃ 

ȍѡᴿȎ 

Ю ᴿ̔ 

Ruijie(config)# radius vendor-specific extend 

ȍ Ὧ ԇȎ 

ԇ  

radius attribute  

radius set qos ᴳ cos 
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radius-server host ѬRADIUS ὤ ╘ ў

radius-server retransmit Ѭ RADIUS  

radius-server key Ѭ RADIUS Ὥӎ ԇ  

radius-server timeout Ѭ RADIUS  

43.2.4 show radius vendor-specific 

RADIUS Ȃ 

show radius vendor-specific 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ radius  

ȍѡᴿȎ 

Ruijie# show radius vendor-specific  
id    vendor-specific        type-value 

----- -------------------- ---------- 
1     max down-rate          76         

2     qos                      77         
3     user ip                  3          

4     vlan id                  4          
5     version to client      5          

6     net ip                   6          
7     user name                7          

8     password                 8          
9     file-diractory         9          

10    file-count              10         
11    file-name-0             11         

12    file-name-1             12         
13    file-name-2             13         

14    file-name-3             14         
15    file-name-4             15         

16    max up-rate             75         
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17    version to server      17         
18    flux-max-high32        18         

19    flux-max-low32         19         
20    proxy-avoid             20         

21    dailup-avoid            21         
22    ip privilige            22         

23    login privilige        42         
24    limit to user number  50         

ȍ Ὧ ԇȎ 

ԇ  
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44 配置 TACACS+命令 

44.1 TACACS+配置相关命令 

TACACS+ ꜛ ԈЮ Ὧ ԇ̔ 

 aaa group server tacacs+ 
 server(TACACS+) 
 ip vrf forwarding(TACACS+) 
 ip tacacs source-interface 
 tacacs-server host   
 tacacs-server key   
 tacacs-server timeout  

44.1.1 aaa group server tacacs+ 

ԇ TACACS+ ╘ ̆ а TACACS+ ╘ ‚‍⁮а

Ȃ 

aaa group server tacacs+ group-name 

no aaa group server tacacs+ group-name 

ȍ Ȏ 

group-name̔  TACACS+ ╘  

ȍ ᾳȎ 

TACACS+ ╘ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

TACACS+ ╘ ‍ ̆ ȁ ȁ Ԉᴳ а

╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ tac1 TACACS+ ╘ ̆ з ѐ

Уэ 1.1.1.1 TACACS+ ╘ ̔ 

Ruijie(config)# aaa group server tacacs+ tac1 
Ruijie(config-gs-tacacs+)#server 1.1.1.1 
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ȍ Ὧ ԇȎ 

ԇ  

server TACACS+ ╘ server ‟  

ip vrf forwarding TACACS+ ╘ VRF   

44.1.2 server(TACACS+) 

ԇ TACACS+ ╘ ѐ ╘ Ȃ 

server ip-address 

no server ip-address 

ȍ Ȏ 

ip-address̔  TACACS+ ╘ ѐ ╘  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

TACACS+ ╘ Ȃ 

ȍᴳ Ȏ 

ԇ₥̆ ԇ aaa group server tacacs+ ὡ TACACS+
Ȃ 

TACACS+ ╘ ѐ ╘ ̆ ὤ Ю̆

tacacs-server host ԇ ╘ Ȃ 

╘ ѐ TACACS+ ╘ ̆ Уэ ╘ ̆

ֶ ЮУэ ╘ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Уэ ѝ tac1 TACACS+ ╘ ̆ з ѐ

Уэ 1.1.1.1 TACACS+ ╘ ̔ 

Ruijie(config)# aaa group server tacacs+ tac1 
Ruijie(config-gs-tacacs+)# server 1.1.1.1 

ȍ Ὧ ԇȎ 

ԇ  

aaa group server tacacs+ TACACS+ ╘  

ip vrf forwarding 
TACACS+ ╘ VRF
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44.1.3 ip vrf forwarding(TACACS+) 

ԇ TACACS+ ╘ ᴳ vrf ( VRF
ԇ)Ȃ 

ip vrf forwarding vrf-name 

no ip vrf forwarding 

ȍ Ȏ 

vrf-name̔  vrf  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

TACACS+ ╘ Ȃ 

ȍᴳ Ȏ 

ѝ TACACS+ ╘ vrf Ȃ 

ȍѡᴿȎ 

Ю ᴿѝ TACACS+ ╘ VRF ѝ vpn1̔ 

Ruijie(config)# aaa group server tacacs+ tac1 
Ruijie(config-gs-radius)# server 1.1.1.1 
Ruijie(config-gs-radius)# ip vrf forwarding vpn1  

ȍ Ὧ ԇȎ 

ԇ  

aaa group server tacacs+ TACACS+ ╘  

server 
TACACS+ ╘

server ‟  

44.1.4 ip tacacs source-interface 

ԇ TACACS+ Ȃ  

ip tacacs source-interface  interface 

no ip tacacs source-interface 

ȍ Ȏ 

Interface̔  TACACS+  

ȍ ᾳȎ 
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TACACS+ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ѝҩ῏ TACACS+ ╘ Э nas ᶕ ᴐ ̆ Ԉ

ԇ TACACS+ Ȃ ԇ Уэ ip
ᴐѝ TACACS+ ̆ ԇ Ь ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ҩ TACACS+ ӱ fastEthernet 0/0 ip
ᴐѝ TACACS+ ̔ 

Ruijie(config)# ip tacacs source-interface 
fastEthernet 0/0   

ȍ Ὧ ԇȎ 

ԇ  

tacacs-server host Ѭ TACACS+ ╘  

ip address ip  

44.1.5 tacacs-server host 

ԇ TACACS+ ╘ ў IP Ȃ 

tacacs-server host ip-address [port integer] [timout  integer] [key  
[0 | 7]string] 

no tacacs-server host ip-address 

ȍ Ȏ 

Ip-address ̔TACACS+ ὤ ╘ ў IP Ȃ 

port  integer   ̔ TACACS+ ᴳ TCP  

timeout integer ̔TACACS+ў Ȃ 

key string   ̔ TACACS+ client б ╘ Ὥӎ Ȃ 

0 | 7 ̔  ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

ȍ ᾳȎ 

TACACS+ў Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 
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ѝҩᴳ TACACS+ AAA ὤ ╘̆ Ѭ TACACS+ ὤ ╘

Ȃ Ԉᴳ tacacs-server ԇ ѬУэ э TACACS+ ὤ ╘

Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѬУэ TACACS+ ὤ ╘ ў ̔ 

Ruijie(config)# tacacs-server host 192.168.12.1   

ȍ Ὧ ԇȎ 

ԇ  

aaa authentication  Ѭ AAA ֙ ‟  

tacacs-server key ὤ Ѭ TACACS+ ὤ ╘ Ὥӎ ԇ 

tacacs-server timeout
ὤ Ѭ TACACS+ ╘

 

44.1.6 tacas-server key 

ԇ TACACS+ ὤ Ȃ 

tacacs-server key [0 | 7] string 

no tacacs-server key 

ȍ Ȏ 

string  Ὥӎ ԇ  

0 | 7   ԇ ╗ ̆0 ╗ ̆7 ╗ Ȃ 

ȍ ᾳȎ 

Ὥӎ ԇȂ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

Ὥӎ ԇ TACACS+ ὤ ╘ ᶕ Ȃѝҩᴳ

TACACS+ ὤ ╘ ᶕ̆ TACACS+ ὤ

╘ Э Ѭ Ὥӎ ԇȂ ԏ ѝ э ╘ а

ᴳ̆ ԏᴳ host ԇѐ key ̆ Ԉ ὤ

key ╘ Уэ keyȂ 

ȍѡᴿȎ 

Ю ᴿ Ѭ TACACS+ ὤ ╘ Ὥӎ ԇѝ aaa̔ 

Ruijie(config)#tacacs-server key aaa 
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ȍ Ὧ ԇȎ 

ԇ  

tacacs-server host Ѭ TACACS+ ὤ ╘ ў  

tacacs-server timeout Ѭ TACACS+  

44.1.7 tacacs-server timeout 

ԇ б TACACS+ ╘ ̆ ╘ ὤ Ȃ 

tacacs-server timeout seconds 

no tacacs-server timeout 

ȍ Ȏ 

seconds ̔ ̂ ᴁѝ ̃Ȃ ḣ ѝ 1-1000 Ȃ 

ȍ ᾳȎ 

5  

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ȃ ԏ ѝ э ╘

а ̆ᴳ host ԇѐ timeout ̆ Ԉ

ὤ timeout ╘ Уэ timeoutȂ 

ȍѡᴿȎ 

Ю ᴿ Ѭѝ 10 ̔ 

Ruijie(config)# tacacs-server timeout  10 

ȍ Ὧ ԇȎ 

ԇ  

tacacs-server host Ѭ TACACS+ ὤ ╘ ў  

tacacs-server key Ѭ TACACS+ Ὥӎ ԇ  

44.2 TACACS+特权命令 

 debug tacacs+ 
 show tacacs 
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44.2.1 debug tacacs+ 

TACACS+ ὯȂ ԇ no Ὧ TACACS+ ὯȂ 

debug tacacs+ 
no debug tacacs+ 

ȍ Ȏ 

Ὧ Ȃ 

ȍ ԇ Ȏ 

EXEC Ȃ 

44.2.2 show tacacs 

TACACS+ ╘ Ӈҵ ᾳȂ 

show tacacs 

ȍ Ȏ 

Ȃ 

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ TACACS+ ╘ Ӈҵ ᾳȂ 

ȍѡᴿȎ 

Ruijie# show tacacs 
Tacacs+ Server : 172.19.192.80/49 

Socket Opens: 0 
Socket Closes: 0 

Total Packets Sent: 0 
Total Packets Recv: 0 

Reference Count: 0 

ȍ Ὧ ԇȎ 

ԇ  

tacacs-server host 
Ѭ TACACS+ ╘ Ӈ

ҵ ᾳ ὤ ╘ ў  
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45 配置 SSH 命令 

45.1 SSH 配置相关命令 

SSH ꜛ ԈЮ ԇ̔ 

 crypto key generate 
 crypto key zeroize 
 ip ssh version 
 ip ssh time-out 
 ip ssh authentication-retries 

45.1.1 crypto key generate 

╘ ὨὭ ̆ ὤ Ю̆ ԇ̔ 

crypto key generate {rsa | dsa} 

ȍ Ȏ 

  

rsa RSA  

dsa DSA  

ȍ Ȏ 

ᾳЮ SSH Server ὨὭ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

SSH Server ╘ ̆ ԇ SSH ╘ ὨὭ

Ȃ enable service ssh-server ԇ̆ SSH Server ╖
ȂSSH 1 ᴳ RSA ̕SSH 2 ᴳ RSA DSA Ȃ ̆

₥ RSA ̆‡ SSH1 б SSH2 Ԉᴳ ̕ Ө

DSA ̆‡Ө SSH2 Ԉᴳ Ȃ 
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~ 注意： 

‮ ӑ ԇ no crypto key generatĕ ԇ crypto 
key zeroize ԇ‮ Ȃ 

 

ȍѡᴿȎ 

Ruijie# configure terminal  
Ruijie(config)# crypto key generate rsa 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh SSH Server ₥ ᶕ Ȃ

crypto key zeroize {rsa | dsa}
‮ DSA б RSA Ὧ̆ SSH 
Server ╖ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

45.1.2 crypto key zeroize 

‮ SSH ╘ ὨὭ ̆ ὤ Ю̆ ԇ̔ 

crypto key zeroize {rsa | dsa} 

ȍ Ȏ 

  

rsa ‮ RSA  

dsa ‮ DSA  

�Ï(���AÈ�â� Ðd s a�á�u����â�Ð
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Ruijie# configure terminal  
Ruijie(config)# crypto key zeroize rsa 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh SSH Server ₥ Ȃ 

crypto key generate {rsa|dsa} DSA б RSA Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

45.1.3 ip ssh version 

SSH server Ȃᴳ ԇ no ѝ

Ȃ 

ip ssh version {1 | 2} 
no ip ssh version 

ȍ Ȏ 

  

1 SSH Server Ө SSH1  

2 SSH Server Ө SSH2  

ȍ Ȏ 

Юὸ SSH 1 2Ȃ ̆

SSH ȂG no ip ssh version ԇ҂ Ԉ

ѝ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ⁸ SSH  Server SSH Ȃ ᾳ

Ю̆SSH Server ὸ SSH1 б SSH2̆ᴳ SSH 1
SSH 2 Ԉ Ȃ ҩ 1 2̆ ἵ

SSH Ȃᴳ show ip ssh ԇ SSH Serv
er ₥ Ȃ 

ȍѡᴿȎ 

ᴳ 2̔ 
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Ruijie# configure terminal  
Ruijie(config)# ip ssh version 2 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh SSH Server ₥ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

45.1.4 ip ssh time-out 

SSH Server Ȃᴳ ԇ no
ѝ Ȃ 

ip ssh time-out time 
no ip ssh time-out 

ȍ Ȏ 

  

time Ȃ 

ȍ Ȏ 

Ю̆ ѝ 120sȂ ̆ᴳ no ip ssh 
time-out ԇ̆ ѝ ḣȂ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ SSH Server Ȃӱ

̆ 120s ╖ ̆‡ ѝ Ȃᴳ

show ip ssh ԇ SSH server ᶕ Ȃ 

ȍѡᴿȎ 

ѝ 100s̔ 

Ruijie# configure terminal  
Ruijie(config)# ip ssh time-out 100 

ȍ Ὧ ԇȎ 

  ԇ  
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show ip ssh ssh-server ₥ ᶕ Ȃ 

ȍ Ȏ 

 ֒ RGOS10.1 ԈЭ 

45.1.5 ip ssh authentication-retries 

SSH Server Ȃᴳ ԇ no
ѝ Ȃ 

ip ssh authentication-retries retry times 
no ip ssh authentication-retries 

ȍ Ȏ 

  

retry times Ȃ 

ȍ Ȏ 

Ю ѝ 3 Ȃ ̆ᴳ no ip ssh 
authentication-retries ԇ҂ Ԉᴳ ѝ ḣȂ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ SSH Server Ȃ SSH Server
̆Ӱ ╖̆‡ ѝ Ȃᴳ show 

ip ssh ԇ SSH Server ᶕ Ȃ 

ȍѡᴿȎ 

ѝ 2̔ 

Ruijie# configure terminal  
Ruijie(config)# ip ssh ssh authentication-retries 2 

ȍ Ὧ ԇȎ 

ԇ  

show ip ssh SSH Server ₥ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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45.2 SSH 显示与监控命令 

SSH ꜛ ԈЮ ԇ̔ 

 show ip ssh 
 show ssh 
 show crypto key mypubkey 
 disconnect ssh 

45.2.1 show ip ssh 

SSH Server ₥ ᶕ Ȃ 

show ip ssh 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

SSH Server ₥ ᶕ Ȃꜛ ̔ ȁ SSH 
Serverȁ ȁ Ȃ 

̔ ᴳ ҩ SSH ̆ ╘ ̆

Ӱ SSH ѝа Ȃ 

ȍѡᴿȎ 

Ruijie# show ip ssh 

ȍ Ὧ ԇȎ 

ԇ  

Ip ssh version {1 | 2} SSH Server ᶕ Ȃ

ip ssh time-out time 
SSH Server

Ȃ 

Ip ssh authentication-retries 
retry times 

SSH Server
Ȃ 

ȍ Ȏ 
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֒ RGOS10.1 ԈЭ 

45.2.2 show ssh 

SSH э ᶕ Ȃ 

show ssh 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

SSH ᶕ Ȃꜛ ̔ VTY ȁ

SSH ȁ╗ ȁ ȁ ȁ Ȃ 

ȍѡᴿȎ 

Ruijie# show ssh 

ȍ Ὧ ԇȎ 

 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

45.2.3 show crypto key mypubkey 

SSH Server ὨὭ Ὠ ‍ ᶕ Ȃ 

show crypto key mypubkey {rsa/dsa} 

ȍ Ȏ 

  

rsa RSA Ὠ ‍ 

dsa DSA Ὠ ‍ 

ȍ Ȏ 
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ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

SSH Server ὨὭ Ὠ ‍ ᶕ Ȃꜛ ̔

ȁ ȁὨ ‍ᾃ ᶕ Ȃ 

ȍѡᴿȎ 

Ruijie# show crypto key mypubkey rsa 

ȍ Ὧ ԇȎ 

ԇ  

crypto key generate {rsa | dsa} DSA б RSA Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

45.2.4 disconnect ssh 

SSH ֶ Ȃ 

disconnect ssh [vty] session-id 

ȍ Ȏ 

  

session-id SSH ֶ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ὡ SSH ֶ ̆ SSH Ȃ

ὡ VTY ֶ ̆ SSH Ȃ SSH
Ȃ 

ȍѡᴿȎ 

Ruijie# disconnect ssh 1    
Ruijie# disconnect ssh vty 1 
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ȍ Ὧ ԇȎ 

ԇ  

show ssh SSH ֶ ᶕ Ȃ

Clear line vty line_number ₥ VTY ֶ Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 
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46 配置 CPU 保护命令 

46.1 配置相关命令 

  ᶑ ԇꜛ ̔ 

 cpu-protect type packet-type traffic-class traffic-class-num 

 cpu-protect traffic-class id id_num bandwidth bandwidth_value 
 cpu-protect traffic-class all bandwidth bandwidth_value 
 cpu-protect cpu bandwidth bandwidth_value 
 cpu-protect mac-address storm-control enable value 

46.1.1 cpu-protect type packet-type traffic-class 

traffic-class-num 

‟ Ὧ  

cpu-protect type { bpdu | arp | igmp | dot1x | gvrp | dhcp | unicast | 
multicast | broadcast | error_ttl | other} traffic-class  
traffic-class-num 

ȍ Ȏ 

traffic-class-num ̔ ‟ id̆ ḣ ѝ 0̇7Ȃ 

ȍ ᾳȎ 

‟ ḣ show cpu-protect ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

Ю CPU BPDU ‟ ᴿ ̔ 

Ruijie(config)# cpu-protect type bpdu traffic-class 5 
Ruijie(config)# end 
Ruijie # show cpu-protect type bpdu traffic-class 
%**********packet type       traffic-class********** 

                  bpdu             5 

ȍ Ὧ ԇȎ 

ԇ  
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cpu-protect traffic-class id 
id_num bandwidth 
bandwidth_value 

э ‟  

cpu-protect traffic-class all 
bandwidth bandwidth_value 

‟  

cpu-protect cpu bandwidth 
bandwidth_value 

CPU  

 

46.1.2 cpu-protect traffic-class id id_num bandwidth 

bandwidth_value 

э ‟ Ȃ 

cpu-protect traffic-class id id_num  bandwidth bandwidth_value 

ȍ Ȏ 

id_num ̔ ‟ ID̆ ḣ ѝ 0̇7  

bandwidth_value ̔ ‟ ̆ ḣ ѝ 32̇131072(kbps) 

ȍ ᾳȎ 

‟ ḣ̆ show cpu-protect ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

Ю ‟ 7 ѝ 312(kbps)̔ 

Ruijie#configure terminal 
Ruijie(config)# cpu-protect traffic-class id 7  
bandwidth 312 
Ruijie(config)#end 
Ruijie# show cpu-protect traffic-class id 7  
%*********traffic class      bandwidth(kbps)********** 
               7                   312 

ȍ Ὧ ԇȎ 

ԇ  

cpu-protect type packet-type 
traffic-class traffic-class-num 

‟ Ὧ  

cpu-protect traffic-class all 
bandwidth bandwidth_value 

‟  
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cpu-protect cpu bandwidth 
bandwidth_value 

CPU  

46.1.3 cpu-protect traffic-class all bandwidth bandwidth_value 

‟ Ȃ 

cpu-protect traffic-class id id_num  bandwidth bandwidth_value 

ȍ Ȏ 

bandwidth_value ̔ ‟ ̆ ḣ ѝ 32̇131072(kbps) 

ȍ ᾳȎ 

‟ ḣ̆ show cpu-protect ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

Ю ‟ ѝ 312(kbps)̔ 

Ruijie#configure terminal 
Ruijie(config)# cpu-protect traffic-class all  
bandwidth 312 
Ruijie(config)#end 
 

ȍ Ὧ ԇȎ 

ԇ  

cpu-protect type packet-type 
traffic-class traffic-class-num 

‟ Ὧ  

cpu-protect traffic-class id 
id_num bandwidth 
bandwidth_value 

э ‟  

cpu-protect cpu bandwidth 
bandwidth_value 

CPU  

 

46.1.4 cpu-protect cpu bandwidth bandwidth_value 

CPU  

cpu-protect cpu bandwidth bandwidth_value 



CPU ᶑ ԇ 

46-4 

bandwidth_value ̔ ‟ ̆ ḣ ѝ 64̇1000000(kbps) 

ȍ ᾳȎ 

‟ ḣ̆ show cpu-protect ԇ Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍѡᴿȎ 

CPU ѝ 2000̂kbps̃ ᴿ̔ 

Ruijie#configure terminal 
Ruijie(config)#cpu-protect cpu bandwidth 2000 
Ruijie(config)#end 
Ruijie#show cpu-protect cpu  
%cpu port bandwidth: 2000(kpbs) 

 

ȍ Ὧ ԇȎ 

ԇ  

cpu-protect type packet-type 
traffic-class traffic-class-num 

‟ Ὧ  

cpu-protect traffic-class id 
id_num bandwidth 
bandwidth_value 

э ‟  

cpu-protect traffic-class all 
bandwidth bandwidth_value 

‟  

 

46.2 显示相关命令 

CPU ᶑ ԇꜛ ̔ 

 show cpu-protect type packet-type 
 show cpu-protect traffic-class id id_num 

 show cpu-protect traffic-class all 
 show cpu-protect cpu 

46.2.1 show cpu-protect type packet-type 

‟Ȃ 

show cpu-protect type packet-type 

ȍ ԇ Ȏ 



CPU ᶑ ԇ 

46-5 

Ȃ 

ȍᴳ Ȏ 

ԇ ‟Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ᴳ show cpu-protect type all ԇ ‟̔ 

%**********packet type       traffic-class********** 

                 bpdu                6  
                 arp                 5  

                 igmp                3  
                 dot1x               3  

                 gvrp                3  
                 dhcp                2  

                 unicast            4  
                 multicast          1  

                 broadcast          0  
                 error_ttl          0  

                 co-operate         6  
                 other               0 

ȍ Ὧ ԇȎ 

ԇ  

show cpu-protect traffic-class 
id id_num 

э ‟ Ȃ 
id_num ḣ ѝ 0̇7 

show cpu-protect traffic-class 
all 

‟  

show cpu-protect cpu CPU Ȃ 

46.2.2 show cpu-protect traffic-class id id_num 

э ‟ Ȃ 

show cpu-protect traffic-class id id_num  

ȍ Ȏ 

idt_num ̔ ḣ ѝ 0-7Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ э ‟ Ȃ 



CPU ᶑ ԇ 

46-6 

ȍѡᴿȎ 

Ю ᴿ ‟ 1 CPU ᶑ ᶕ Ȃ 

Ruijie#show cpu-protect traffic-class id 1 

%*********traffic class      bandwidth(kbps)********** 

1 1000   

ȍ Ὧ ԇȎ 

ԇ  

show cpu-protect type 
packet-type 

‟ 

show cpu-protect traffic-class 
all 

‟   

show cpu-protect cpu CPU Ȃ 

46.2.3 show cpu-protect traffic-class all 

‟ ̔ 
show cpu-protect traffic-class all 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ ‟ Ȃ 

ȍѡᴿȎ 

ԈЮᴿ ᴳ show cpu-protect traffic-class all ԇ ‟

̔ 

Ruijie# show cpu-protect traffic-class all 
%*********traffic class      bandwidth(kbps)********** 

               0                  1000 
               1                  1000 

               2                  1000 
               3                  1000 

               4                  1000 
               5                  1000 

               6                  1000 
               7                  100000  

ȍ Ὧ ԇȎ 

ԇ  



CPU ᶑ ԇ 

46-7 

show cpu-protect type 
packet-type 

‟ 

show cpu-protect traffic-class 
id id_num 

э ‟ Ȃ 
id_num ḣ ѝ 0̇7 

show cpu-protect cpu CPU Ȃ 

 

46.2.4 show cpu-protect cpu  

CPU ̔ 
show cpu-protect cpu 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ CPU Ȃ 

ȍѡᴿȎ 

ԈЮᴿ CPU ̔ 

Ruijie# show cpu-protect cpu 
%cpu port bandwidth: 100000(kbps) 

ȍ Ὧ ԇȎ 

ԇ  

show cpu-protect type 
packet-type 

‟ 

show cpu-protect traffic-class 
id id_num 

э ‟ Ȃ 
id_num ḣ ѝ 0̇7 

show cpu-protect traffic-class 
all 

‟   

 





  ᶑ ԇ 

47-2 

ȍ Ὧ ԇȎ 

ԇ  

Show system-guard ₥  ╖  

47.1.2 system-guard isolate-time seconds 

  Ȃᴳ ԇ no ḣȂ 

system-guard isolate-time seconds 

no system-guard isolate-time 

ȍ Ȏ 

  

seconds 
  Ȃ

IP ֶ ╟ Ȃsecond ḣ ѝ 30
⁮ 3600 ̆ ḣѝ 120  

ȍ ᾳȎ 

ѝ 120  

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

  ̆ IP second ᾃ

ᶕȂ ҩ IP ֶ ╟ Ȃ 

ȍѡᴿȎ 

Ю ѝ 100  

Ruijie(config-if)# system-guard  isolate-time 100 



  ᶑ ԇ 

47-3 

system-guard same-dest-ip-attack-packets number 

no system-guard same-dest-ip-attack-packets 

ȍ Ȏ 

  

number 
эа IPа IP  

ḣȂ ḣ ѝ  0 э ⁮ 2000 э ̆

ḣѝ 20 эȂ 0 а   Ȃ 

ȍ ᾳȎ 

ḣѝ 20 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ḣ ″̆   ў ῆ ̆

Э ў ̆ ὤ

ḣȂ 

ȍѡᴿȎ 

Ю ḣѝ 100 э 

Ruijie(config-if)# system-guard 
same-dest-ip-attack-packets  100 

ȍ Ὧ ԇȎ 

ԇ  

system-guard enable  ╖  

 

47.1.4 system-guard scan-dest-ip-attack-packets number 

У IP   ḣȂᴳ ԇ no
ḣȂ 

system-guard scan-dest-ip-attack-packets number 



  ᶑ ԇ 

47-4 

number 
У IP   ḣȂ ḣ

ѝ 0 э ⁮ 1000 э ̆ ḣѝ 10
эȂ 0 а   Ȃ 

ȍ ᾳȎ 

ḣѝ 10 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ḣ ″̆   ў ῆ ̆

Э ў ̆ ὤ

ḣȂ 

ȍѡᴿȎ 

Ю ḣѝ 100 э 

Ruijie(config-if)# system-guard  
scan-dest-ip-attack-packets  100 

ȍ Ὧ ԇȎ 

ԇ  

system-guard enable  ╖  

47.1.5 system-guard detect-maxnum number 

 ў Ȃᴳ ԇ no ḣȂ 

system-guard detect-maxnum number 

no system-guard detect-maxnum 

ȍ Ȏ 

  

num 
У IP   ḣȂ ḣ

ѝ 1 э ⁮ 500 э ̆ ḣѝ 10 эȂ

0 а   Ȃ 

ȍ ᾳȎ 

ḣѝ 100 

ȍ ԇ Ȏ 



  ᶑ ԇ 

47-5 

ὤ Ȃ 

ȍᴳ Ȏ 

У ̆ э ᶑ ľ ў /20Ŀ Ȃת ̆

ў ⁮ ў ̆ Ԉ

ў ̆Ԉ ⁮ ᶑ Ȃ ̆

ў ֶ̆ ₥ ў Ȃ 

ȍѡᴿȎ 

ὤ Ю  ў ѝ 200 э 

Ruijie(config)# system-guard  detect-maxnum  200 

ȍ Ὧ ԇȎ 

ԇ  



  ᶑ ԇ 

47-6 

Ruijie(config-if)# system-guard  exception  
192.168.5.145 255.255.255.0 

ȍ Ὧ ԇȎ 

ԇ  

system-guard enable  ╖  

47.1.7 clear system-guard [interface interface-id [ip-address 

ip-address]] 

IPȂ 

clear system-guard [interface interface-id [ip-address] ] 

 

ȍ Ȏ 

  

interface interface-id  

ip-address ip-address IP  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Fastethernet 0/1 ѐ IP 

Ruijie(config)# clear system-guard interface 
fastethernet 0/1 

ȍ Ὧ ԇȎ 

ԇ  

system-guard enable  ╖  

 

47.2 显示相关命令 



  ᶑ ԇ 

47-7 

  ᶑ ԇꜛ ̔ 

 show system-guard [interface interface-id]  

 show system-guard isolate-ip [interface interface-id] 

 show system-guard detect-ip [interface interface-id] 

 show system-guard exception-ip 

47.2.1 show system-guard [interface interface-id]  

  ᶑ Ȃ 

show system-guard [interface interface-id] 

ȍ Ȏ 

  

interface interface-id  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Ruijie# show system-guard 

detect-maxnum number   : 100      // ў  

isolated host number   : 11         // ў  
inteface state isolate time same-attack-pkts  

scan-attack-pkts 
---------------------------- ----------------  

Fa 0/1  ENABLE    120      20           10 
Fa 0/2  DISABLE   110      21           11 

…… 
Ruijie# show system-guard interface Fa 0/1 

detect-maxnum number   : 100      // ў  
isolated host number   : 11         // ў  
inteface  state   isolate time  same-attack-pkts  
scan-attack-pkts 

---------------------------- ----------------  
Fa 0/1  ENABLE    120            20              10 

ȍ Ὧ ԇȎ 



  ᶑ ԇ 

47-8 

ԇ  

system-guard enable  ╖  

47.2.2 show system-guard isolate-ip [interface interface-id]  

  ᶑ IP ᶕ Ȃ 

show system-guard isolate-ip [interface interface-id] 

ȍ Ȏ 

  

interface interface-id  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Ruijie# show system-guard isolated-ip 
interface    ip-address     isolate reason  

remain-time(second) 
----------   ------------------  ---------------- 

Fa 0/1     192.168.5.119   scan ip attack      110 
Fa 0/1     192.168.5.109   same ip attack      61 

ȍ Ὧ ԇȎ 

ԇ  

system-guard enable  ╖  



  ᶑ ԇ 

47-9 

interface interface-id  

ȍ ᾳȎ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ȍѡᴿȎ 

Ruijie# show system-guard detect-ip 
interface ip-address same ip attack packets  scan ip 

attack packets 
---------------------------------------------------- 

Fa 0/1     192.168.5.118          0                8 
Fa 0/1     192.168.5.108         12                2 

ȍ Ὧ ԇȎ 

ԇ  







GSN ὤ ԇ 

48-2 

֒ RGOS10.1 ԈЭ 

48.1.2 security community 

ԇ ұ smp ╘ Ѯ ὤ  

security { [ v1 | v2 ] community community | v3 user username } 

no security  { [ v1 | v2 ] community community | v3 user username } 

ȍ Ȏ 

community ̔ ╘ Ӈҵ community ѕ 

username  ̔ ᴳ v3 ὤ  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

╘ Ѯ Ḁ̆ ╘

, v3 ‡̆ snmp-server
ԇЮ Ὧ v3 ̆έᴇ SNMP ԇ Ȃ 

ȍѡᴿȎ 

v1 community̔ 

Ruijie(config)# security v1 community public 

v3 ѝ start̔ 

Ruijie(config)# security v3 user start 

ȍ Ὧ ԇȎ 

 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

48.1.3 smp-server host 

ԇ ұ smp-server ip  

smp-server host ip-address 
no smp-server host 



GSN ὤ ԇ 

48-3 

ȍ Ȏ 

ip-address  ̔ smp server ip  

ȍ Ȏ 

smp server 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show smp-server Ȃ 

ȍѡᴿȎ 

Ruijie(config)#smp-server host 192.168.4.243 

ȍ Ὧ ԇȎ 

ԇ  

4Hshow smp-server smp server  

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

48.1.4 security event inteval 

ԇ ұ ּ  

security event inteval interval 
no security event inteval 

ȍ Ȏ 

interval ̔ ὤҮ֒ Ȃ 

ȍ Ȏ 

5s 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show security event interval Ȃ 

ȍѡᴿȎ 

ὤҮ֒ ̔ 



GSN ὤ ԇ 

48-4 

Ruijie(config)# security event interval 10 

ȍ Ὧ ԇȎ 

ԇ  

5Hshow security event interval ὤҮ֒  

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

48.1.5 security address-bind enable 

ԇ ұ  

security address-bind enable 
no security address-bind enable 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

̆ ү Ӈ ̂аꜛ AP AP ̃ 

ȍᴳ Ȏ 

ԇȂ‡ ̆ ԇ GSN ὤ

Ὧ ᴐ Ȃ 

ȍѡᴿȎ 

ὤҮ֒ ̔ 

Ruijie(config-if)# security address-bind enable  

ȍ Ὧ ԇȎ 

ԇ  

security gsn enable GSN ὤ Ὧ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

48.2 显示与监控命令 



GSN ὤ ԇ 

48-5 

б ꜛ ԈЮ ԇ̔ 

show smp-server 
show security event interval 

48.2.1 show smp-server 

smp server IP  

ȍ Ȏ 

  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

smp server IP Ȃ 

ȍѡᴿȎ 

Ruijie# show smp-server  

SMP-Server IP̔192.168.20.30 

ȍ Ὧ ԇȎ 

ԇ  

smp-server host smp server ip Ȃ 

ȍ Ȏ 

֒ RGOS10.1 ԈЭ 

48.2.2 show security event interval 

ὤҮ֒ Ȃ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ὤҮ֒ Ȃ 

ȍѡᴿȎ 





DAI ԇ 

49-1 

49 配置 DAI 命令 

49.1 启用和关闭指定 VLAN 的 DAI 报文检查功能命令 

ԇꜛ ̔ 

 ip arp inspection vlan 

49.1.1 ip arp inspection vlan vlan-id 

ᴳ ԇ̆ Ԉ vlan-id VLAN DAI ╖ Ȃ

ԇ no ԈὯ vlan-id VLAN DAI ╖ ̆

vlan-id̆‡Ὧ VLAN Э DAI ╖ Ȃ 

ip arp inspection vlan vlan-id 

no ip arp inspection vlan [vlan-id] 

ȍ Ȏ 

  

vlan-id vlan Ȃ 

ȍ ᾳȎ 

VLAN ЭὯ DAI ╖ Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᴳ ԇ ᴐ ̆ Ἴ DAI ╖ ̆ ЭУ Ȃ 

ȍѡᴿȎ 

ԈЮ ̆ѝ VLAN 1 Э ⁮ ARP Ȃ 

Ruijie(config)# ip arp inspection  
Ruijie(config)# ip arp inspection vlan 1 

ȍ Ὧ ԇȎ 

ԇ  

show ip arp inspection vlan 
VLAN DAI

╖  
 



DAI ԇ 

49-2 

49.2 二层端口是否可信任配置命令 

49.2.1 ip arp inspection trust  

ү ᶕ֗̆ ᴳ ԇ ip arp inspection 
trustȂ ԇ no ү ѝаᶕ֗ Ȃ 

ip arp inspection trust 
no ip arp inspection trust 

ȍ Ȏ 

ȍ Ȏ 

ұаᶕ֗ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ э ⁮ ARP ֒ DAI ̆ Ԉ

ὲ ᶕ֗ ̆ ԏа ⁮ ARP ̆

ԏ Ȃ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ gigabitEthernet 0/19 ᶕ֗Ȃ 

Ruijie(config)# interface gigabitEthernet 0/19 
Ruijie(config-if)# ip arp inspection trust 

ȍ Ὧ ԇȎ 



DAI ԇ 

49-3 

 ip arp inspection limit-rate 

49.3.1 ip arp inspection limit-rate limit-rate 

ѬУэ ARP ̆ ԇ ip arp 
inspection limit-rateȂ ԇ no Ԉ Ȃ 

ip arp inspection limit-rate {limit-rate | none } 

no ip arp inspection limit-rate 

ȍ Ȏ 

  

none аṁ ⁸ 

limit-rate ̆ ḣ ѝ̂1̆2048̃

ȍ ᾳȎ 

ᶕ֗ ⁸ ѝ 15 э ARP / Ȃᶕ֗ ѝ

0̂ а ⁸̃Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

DAI ╖ ̆ ⁸ Ȃ ̆ ᶑ

(Network Foundation Protection Policy) ╖ ̆ Ԉаᾋ ᵏ

ԇȂ 

ȍѡᴿȎ 

ԈЮ ᴿ ̆ ұ VLAN 2 gigabitEthernet 0/2 ⁸

ѝ 10 э ARP / Ȃ 

Ruijie(config)# ip arp inspection  
Ruijie(config)# interface gigabitEthernet 0/2 
Ruijie(config-if)# ip arp inspection limit-rate 10 

49.4 DHCP Snooping 数据库相关配置 

ҩ VLAN DAI ╖ з̆ ARP ү ұ

а ᶕ֗ ̆ ARP ‡ У ̆ ᵑ

DHCP Snooping Ὧᶕ . ֗ᴉ

‡̆ ȂDHCP Snooping Ὧ ȇDHCP Snooping
Ȉ 



IP source Guard ԇ 

50-1 

50 配置 IP Source Guard 命令 

50.1 IP Source Guard 全局命令 

IP Source Guard ὤ Ю ԇ Ю ԇ 

 ip source binding 

50.1.1 ip source binding 

̆ ὤ Ю ԇȂ ԇ no
̆ ‮ Ȃ 

[no] ip source binding mac-address vlan vlan-id ip-address interface 
interface-id 

ȍ Ȏ 

mac-address  ̔ ╗ MAC  

vlan-id        ̔ ╗ vlan id 

ip-address    ̔ ╗ IP  

interface-id    ̔ ╗  

ȍ ᾳȎ 

ᾳЮа  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

 

ȍѡᴿȎ 

Ю Уэ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# ip source binding 00d0.f801.0101 vlan 
1 192.168.4.243 interface fastEthernet 0/1 
Ruijie(config)# end 
Ruijie# show ip source binding 
MacAddress  IpAddress  Lease(sec)  Type  VLAN  

Interface 
------------------ --------------- ------------  



IP source Guard ԇ 

50-2 

00d0.f801.0101 192.168.4.243 infinite  static   1 
FastEthernet 0/1 

Total number of bindings: 1 

ȍ Ὧ ԇȎ 

ԇ  

show ip source binding IP ֒ ᶕ  

50.2 IP Source Guard 接口模式命令 

IP Source Guard ╖ Ю̆ Ю ԇ 

 ip verify source 

50.2.1 ip verify source 

Э IP Source Guard ╖ ̆ Ю

ԇȂ ԇ no ̆ Ὧ Э IP Source Guard ╖ Ȃ 

[no] ip verify source [port-security] 

ȍ Ȏ 

port-security ̔ IP Source Guard ╖ ұ IP + MAC  

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ Ԉ IP Source Guard ╖ Ȃ Ԉ

ұ IP ̆ ұ IP + MAC Ȃ 

╖ Ө DHCP Snooping ⁸ ᾃ ᶕ֗ Э ̆

ֶ Ȃ 

ȍѡᴿȎ 

Ю fastEthernet 0/1 Э̆ IP Source Guard ╖ ᴿ ̔ 

Ruijie# configure terminal 
Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# ip verify source 
Ruijie(config-if)# end 
Ruijie# show ip verify source 





IP source Guard ԇ 

50-4 

inactive-trust-port   ̔ ұ DHCP Snooping ⁸ ᶕ֗ ̆

╖ а ̕ 

active  ̔ ұ DHCP Snooping ⁸ ᶕ֗ ̆ ╖ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ̔ 

Ruijie # show ip verify source  
Interface            Filter-type         Filter-mode 

Ip-address Mac-address    VLAN 
-------------------- ----------- -----------  

FastEthernet 0/1   ip          active      192.168.4.243 
00d0.f801.0101 1 

ȍ Ὧ ԇȎ 

ԇ  

ip verify source IP Source Guard ╖  

50.3.2 show ip source binding 

Ю ԇ̆ Ԉ IP ֒ ᶕ Ȃ 

show ip source binding [ip-address] [mac-address]  
[dhcp-snooping] [static] [vlan vlan-id] [interface interface-id] 

ȍ Ȏ 

ip-address  ̔ ip ᶕ  

mac-address  ̔ mac ᶕ  

dhcp-snooping  ̔ ╟ ᶕ  

static  ̔ ᶕ  

vlan-id   ̔ vlan ᶕ  

interface-id   ̔ ᶕ  

ȍ ᾳȎ 

Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

 

ȍѡᴿȎ 



IP source Guard ԇ 

50-5 

Ю IP ֒ ᶕ ᴿ ̔ 

Ruijie#show ip source binding  
MacAddress         IpAddress       Lease(sec)   Type 
VLAN  Interface 

------------------ --------------- ------------ -- 
00d0.f801.0101   192.168.4.243   infinite    static   

1    FastEthernet  0/1 
Total number of bindings: 1 

ȍ Ὧ ԇȎ 

ԇ  

ip source binding  

50.3.3 debug ip source bind 

Ӈ Э IP Source Guard ╖ Ὧ̆ Ю

ԇȂ 

debug ip source bind 

ȍ Ȏ 

 

ȍ ᾳȎ 

Ὧ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ̆ IP Source Guard ╖ ᶕ Ȃ 

ȍѡᴿȎ 

Ю IP Source Guard Ὧ ᴿ ̔ 

Ruijie# debug ip source bind 

ȍ Ὧ ԇȎ 

                 



ACL ԇ 

51-1 

51 配置 ACL 命令 

ԈЮ ԇѐ ⁮ ԈЮ ԇ  

 Ѭ 

id 

‟ ḣ Ȃ  
IP ῆ ACL:  1-99,1300-1999 
IP ACL:  100-199,2000-2699 
MAC ACL: 700–799 
ж ACL: 2700–2899 

name ACL  

sn ACL ( ִἼ ӊ ) 

start-sn ḣ 

inc-sn  

deny ּר ̆‡  

permit ּר ̆‡ἵ  

prot 

̆ ұ IPv6 ѝ ipv6, 
icmp, tcp,udp ḣ 0-255̆ ұ IPv4̆

Ԉ eigrp, gre, ipinip, igmp, nos, 
ospf, icmp, udp, tcp, ip ѐ Уэ̆҂

Ԉ Ԇ IP 0-255 ̆УҾ

 icmp/tcp/udp ‟ 

 

interface idx ὡּר  

src  ̂ў ̃ 

src-wildcard  
Ȃ Ԉᴳа ̆

0.255.0.32 

src-ipv6-pfix IPv6  

dst-ipv6-pfix IPv6  

pfix-len ᴁ ᴁ  

src-ipv6-addr IPv6  

dst-ipv6-addr IPv6  

dscp dscp ╘ , ḣ̆ 0-63 

flow-label flow-label ̆ ḣ 0-1048575 

dst ̂ў ̃ 

dst-wildcard 
Ȃ Ԉа ̆

0.255.0.32 



ACL ԇ 

51-2 

fragment ‍  

precedence precedence ִἼ ⁞̂0-7̃ 

time-range tm-rng-name ּ̆ש ѝ tm-rng-name

tos tos ╘ ̂0-15̃ 

cos cos cos ḣ(0-7) 

cos inner cos ᾃ tag ѐ cos 

icmp-type ICMP ̂0-255̃ 

icmp-code ICMP Ԇ ̂0-255̃ 

icmp-message ICMP  

operator port[port] 

Operator ѝ ᴐ ̂lt- ұ̆eq- ұ̆

gt- ұ̆neq-а ұ̆range- ̃ 
port ̆ү ᴐ чэ

̆ὲӹ ᴐ Уэ  

src-mac-addr ў  

dst-mac-addr ў  

VID vid vlan id 

VID inner vid ᾃ tag ѐ vid 

ethernet-type Ԉ ̆ Ԉ ὡ 0x ḣ 
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C 
 

12 Q IP  36 

D 
VLAN tag

 
14 R ip  38 

E 
DSAP(

╘  
)  

18 S ip  42 

F 
SSAP(
╘  

)  
19 T TCP  46 

G Ctrl  20 U TCP  48 

H 
Org Code

 
21 V ‟  50 

I 
 

24 W  54 

J IP  26 XY 
IP ᶑ

ᴁ 
58 
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ԇ 

 ip access-group  
 mac access-group 
 expert access-group 
 ipv6 traffic-filter 

51.1.1 access-list 

ԇ… Уэ ‟ ‡̆ ұ Ȃ ԇ no ‮

‟ Ȃ 

1) IP ῆ ‟ ̂1 - 99̆1300 - 1999̃ 

access-list id {deny | permit} {source source-wildcard | host source |  
any} 

2) IP ‟ ̂100 - 199̆2000 - 2699̃ 

access-list id {deny | permit} protocol {source source-wildcard | host 
source | any} {destination destination-wildcard | host destination | any} 
[precedence precedence] [tos tos] [fragments] [time-range  
time-range-name] 

3) MAC ‟ ̂700 - 799̃ 

access-list id {deny | permit} {any | host source-mac-address} {any | 
host destination-mac-address} [ethernet-type][cos [out][ inner in]] 

4) Expert ‟ ̂2700 - 2899̃ 

access-list id {deny | permit} [protocol | [ethernet-type][ cos [out]]5.0015 T]TJ
/TT2 1 Tf
2.6514 0 T55314 0 TD
0.0031 (
0.0038  Tw
( [)Tj
/TT147d75Tj
/TT2 1 Tf
2.4457 0 TD
0 8( )Tj
/TT14 1 Tf
0.4971 0 TD
050022 Tc
(][ )j
/TT2 1 Tf
0.7714 0 TD
0.0022 Tc
(][ )0 TD
0{)Tj28]TJ
/T]]]6( )]T 1 Tf
1.4  0 TD
0.000579 Tc
-0.0056[][23Tj
/TT2 1 Tf
0.7829 0 TD
0. [
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destination-mac-address | any} [precedence precedence] [tos tos] 
[fragments] [time-range time-range-name] 

УҾ Expert ‟ ̔ 
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 urg 
 ack 
 psh 
 rst 
 syn 
 fin 

ִἼ ⁞ Ю̔ 

 ACL ԇ 
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 information-request  
 mask-reply  
 mask-request  
 mobile-redirect  
 net-redirect  
 net-tos-redirect  
 net-tos-unreachable  
 net-unreachable  
 network-unknown  
 no-room-for-option  
 option-missing  
 packet-too-big  
 parameter-problem  
 port-unreachable  
 precedence-unreachable  
 protocol-unreachable  
 redirect  
 router-advertisement  
 router-solicitation  
 source-quench  
 source-route-failed  
 time-exceeded  
 timestamp-reply  
 timestamp-request  
 ttl-exceeded  
 unreachable 

Ю TCP T̆CP Ԉᴳ έᴇ

̔ 

 bgp  
 chargen  
 cmd 
 daytime  
 discard  
 domain  
 echo 
 exec  
 finger  
 ftp  
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 ftp-data  
 gopher  f t p - d a t a   f t p - d a t a   f t p - d a t a   

ftp-data  
gopher  

ftp-data  
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 pim-auto-rp  
 rip  
 snmp  
 snmptrap  
 sunrpc  
 syslog  
 tacacs  
 talk  
 tftp  
 time  
 who  
 xdmcp 

Ԉ Ethernet-type Ю 

 aarp 
 appletalk 
 decnet-iv 
 diagnostic 
 etype-6000 
 etype-8042 
 lat 
 lavc-sca 
 mop-console 
 mop-dump 
 mumps 
 netbios 
 vines-echo 
 xns-idp 

ȍѡᴿȎ 

1) IP ῆ ‟ ᴿ 

Ю IP ‟ ἵ ѝ192.168.1.64 - 192.168.1.127
̆ὲӹ ̔ 

Ruijie(config)# access-list 1 permit 192.168.1.64 
0.0.0.63 

2) IP ‟ ᴿ 

Ю IP ‟ ἵ DNS ICMP ̔ 
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ip access-list {extended | standard}  {id | name} 

no ip access-list {extended | standard} {id | name} 

ȍ Ȏ 

id̔IP ‟ ̆ ῆ̂1-99̆1300-1999̃̆ ̂100-199̆
2000-2699̃ 

name ̔IP ‟  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ῆ ACL а ̆ ACL
╗ Ȃ deny permit ԇ ῆ Ȃᴳ show ip 

access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

… ῆ ACL̔ 

Ruijie(config)# ip access-list extended 123 
Ruijie(config-ext-nacl)# show ip access-lists 
ip access-list extended 123 

Ruijie(config-ext-nacl)# 

… ACL̔ 

Ruijie(config)# ip access-list standard std-acl 
Ruijie(config-std-nacl)# show ip access-lists  
ip access-list standard std-acl 

Ruijie(config-std-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show ip access-lists IP ‟  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.3 MAC access-list 
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ԇ… MAC  ACL̆ ὡ ȂG ԇ no
‮ ACL 

mac access-list extended {id | name} 

no mac access-list extended {id | name} 

ȍ Ȏ 

Id̔ MAC ‟ ̂700-799̃ 

Name̔ MAC ‟  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show mac access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

… MAC ACL̔ 

Ruijie(config)# mac access-list extended mac-acl 
Ruijie(config-mac-nacl)# show mac access-lists 
mac access-list extended mac-acl 

Ruijie(config-mac-nacl)# 

… MAC ACL̔ 

Ruijie(config)# mac access-list extended 704 
Ruijie(config-mac-nacl)# show mac access-lists  
mac access-list extended 704 
Ruijie(config-mac-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show mac access-lists mac ‟  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.4 expert access-list 

ԇ… ж  ACL̆ ὡ Ȃᴳ ԇ no
‮ ACL 
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expert access-list extended {id | name} 

no expert access-list extended {id | name} 

ȍ Ȏ 

Id ̔Expert ‟ ̂2700-2899̃ 

Name ̔ACL  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show expert access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

… ж ACL̔ 

Ruijie(config)# expert access-list extended exp-acl 
Ruijie(config-exp-nacl)# show expert access-lists 
expert access-list extended exp-acl 
Ruijie(config-exp-nacl)# 

… ж ACL̔ 

Ruijie(config)# expert access-list extended 2704 
Ruijie(config-exp-nacl)# show expert access-lists  
expert access-list extended 2704 
Ruijie(config-exp-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show expert access-lists ж ‟  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.5 ipv6 access-list 

ԇ… IPV6  ACL̆ ὡ Ȃᴳ ԇ no
‮ ACL 

ipv6 access-list name 
no ipv6 access-list name 
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ȍ Ȏ 

Name ̔ ACL  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

… IPV6 ACL̔ 

Ruijie(config)# ipv6 access-list v6-acl 
Ruijie(config-ipv6-nacl)# show access-lists 
ipv6 access-list extended v6-acl 
Ruijie(config-ipv6-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists IPV6 ‟  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.6 ip access-list resequence 

ԇ ip ACL ̆… IPV6  ACL̆ ὡ

Ȃᴳ ԇ no ḣ 

ip access-list resequence {id | name} start-sn inc-sn 
no ip access-list resequence {id | name} 

ȍ Ȏ 

Id̔ACL  

Name̔ACL  

start-sn̔ ḣ 

inc-sn̔   

ȍ Ȏ 

start-sn̔10 

inc-sn̔10 

ȍ ԇ Ȏ 
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ὤ  

ȍᴳ Ȏ 

ԇȂᴳ show access-lists ԇ ACL Ȃ 

ȍѡᴿȎ 

ACL ̔ 

Ruijie# show access-lists 
ip access-list standard 1 

10 permit host 192.168.4.12 
20 deny any any 

Ruijie# config 
Ruijie(config)# ip access-list resequence 1 21 43 
Ruijie(config)# exit 
Ruijie# show access-lists 
ip access-list standard 1 
21 permit host 192.168.4.12 

64 deny any any 
Ruijie# 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists ‟  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ  

51.1.7 deny 

Уэ э х (deny) ֒Ԉ ұᾱ х Ȃ

ACL Ю̆ ACL ᶢ Ȃ 

1) IP ῆ ‟  

[sn] deny {source source-wildcard | host source | any} 

2) IP ‟  

[sn] deny protocol source source-wildcard destination 
destination-wildcard [precedence precedence] [tos tos] [fragments]  
[time-range time-range-name] 

УҾ IP ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 
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[sn] deny icmp {source source-wildcard | host source | any}  
{destination destination-wildcard | host destination | any} [icmp-type] 
[[icmp-type [icmp-code]] | [icmp-message]] [precedence precedence] 
[tos tos] [fragments] [time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] deny tcp {source source-wildcard | host Source | any} [operator  
port [port]] {destination destination-wildcard | host destination | any} 
[operator port [port]] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] deny udp {source source –wildcard | host source | any} [ operator  
port [port]] {destination destination-wildcard | host destination | any} 
[operator port [port]] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] 

3) MAC ‟  

[sn] deny {any | host source-mac-address}{any | host  
destination-mac-address} [ethernet-type][cos [out] [inner in]] 

4) Expert ‟  

[sn] deny[protocol | [ethernet-type][ cos [out] [inner in]]] [[VID 
[out][inner in]]] {source source-wildcard | host source | any}{host 
source-mac-address | any } {destination destination-wildcard | host 
destination | any} {host  destination-mac-address | any} [precedence 
precedence] [tos tos][fragments] [time-range time-range-name] 

ꜛ Ԉ ethernet-type cos  

[sn] deny {[ethernet-type}[cos [out] [inner in]]} [[VID [out][inner in]]]  
{source source-wildcard | host source | any} {host  
source-mac-address | any } {destination destination-wildcard | host  
destination | any} {host destination-mac-address | any} [time-range 
time-range-name] 

protocol  

[sn] deny protocol [[VID [out][inner in]]] {source source-wildcard |  
host source | any} {host source-mac-address | any } {destination 
destination-wildcard | host destination | any} {host  
destination-mac-address | any} [precedence precedence] [tos tos]  
[fragments] [time-range time-range-name] 

УҾ expert ‟ ̔ 

Internet Control Message Protocol (ICMP) 
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[sn] deny icmp [[VID [out][inner in]]] {source source-wildcard | host 
source | any} {host source-mac-address | any} {destination  
destination-wildcard | host destination | any} {host  
destination-mac-address | any} [icmp-type] [[icmp-type [icmp-code ]] |  
[icmp-message]] [precedence precedence] [tos tos] [fragments]  
[time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] deny tcp [[VID [out][inner in]]]{source source-wildcard | host  
Source | any} {host source-mac-address | any } [operator port [port]]  
{destination destination-wildcard | host destination | any} {host  
destination-mac-address | any} [operator port [port]] [precedence  
precedence] [tos tos] [fragments] [time-range time-range-name]  
[match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] deny udp [[VID [out][inner in]]]{source source –wildcard | host  
source | any} {host source-mac-address | any } [ operator port [port]]  
{destination destination-wildcard | host destination | any}{host  
destination-mac-address | any} [operator port [port]] [precedence  
precedence] [tos tos] [fragments] [time-range time-range-name] 

5) 5̃IPV6 ‟  

[sn] deny protocol{source-ipv6-prefix/prefix-length | any | host  
source-ipv6-address} {destination-ipv6-prefix / prefix-length | any 
| hostdestination-ipv6-address} [dscp dscp] [flow-label  
flow-label] [fragments] [time-range time-range-name] 

УҾ IPV6 ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn]deny icmp {source-ipv6-prefix / prefix-length | any  
source-ipv6-address | host} {destination-ipv6-prefix / prefix-length 
| host destination-ipv6-address | any} [icmp-type] [[icmp-type  
[icmp-code]] | [icmp-message]] [dscp dscp] [flow-label  
flow-label] [fragments] [time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] deny tcp {source-ipv6-prefix / prefix-length | host 
source-ipv6-address | any}[operator port[port]] {destination-ipv6-prefix 
/prefix-length | host destination-ipv6-address | any} [operator port 
[port]] [dscp dscp] [flow-label flow-label] [fragments] [time-range 
time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] deny udp {source-ipv6-prefix/prefix-length | host  
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source-ipv6-address | any} [operator port [port]]  
{destination-ipv6-prefix /prefix-length | host destination-ipv6-address |  
any}[operator port [port]] [dscp dscp] [flow-label flow-label]  
[fragments] [time-range time-range-name] 

ȍ Ȏ 

ԈЮ ⁮ access-list 

Sn ̔ACL  

source-ipv6-prefix ̔ IPv6 . 

destination-ipv6-prefix ̔ IPv6  

prefix-length ̔ ᴁ ᴁ  

source-ipv6-address ̔ IPv6  

destination-ipv6-address ̔ IPv6  

dscp ̔ ╘  

dscp ̔ ḣ̆ 0-63. 

flow-label ̔  

flow-label ̔ ḣ̆ 0-1048575. 

protocol ̔ ұ IPV6 ѝ IPV6 | icmp | tcp | udp <0-255> 

ȍ Ȏ 

֗ᴉ  

ȍ ԇ Ȏ 

ACL Ю 

ȍᴳ Ȏ 

ACL Ю ACL ֒  

ȍѡᴿȎ 

Юᴿ ᴉ…
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Ю IP ACL ᴳ ᴿ̆ IP ѝ 192.168.4.12 ў

ᵏ TCP ѝ 100 ╘̆ ⁮ 1Ȃ  
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Ruijie(config)# interface gigabitethernet 1/1 
Ruijie(config-if)# ipv6 traffic-filter v6-acl in 

ȍ Ὧ ԇȎ 

 

ԇ  

show access-lists ‟  

ipv6 traffic-filter 
Э IPV6 ‟

 

ip access-group IP  ACL  

mac access-group MAC  ACL  

ip access-list IP ACL Ѭ 

mac access-list MAC  ACL Ѭ 

expert access-list ж  ACL Ѭ 

ipv6 access-list IPV6 ACL Ѭ 

permit ῆ Ѭ ԇ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.8 permit 

Уэ э ἵ (permit) ֒Ԉ ұᾱ х

Ȃ ACL Ю̆ ACL ᶢ

Ȃ 

1) IP ῆ ‟  

[sn] permit {source source-wildcard | host source | any} 

2) IP ‟  

[sn] permit protocol source source-wildcard destination  

destination-wildcard [precedence precedence] [tos tos] [fragments]  

[time-range time-range-name] 

УҾ IP ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source source-wildcard | host source | any}  
{destination destination-wildcard | host destination | any}  
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[ icmp-type ] [[icmp-type [icmp-code ]] | [ icmp-message ]] [precedence  
precedence] [tos tos] [fragments] [time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] permit tcp {source source-wildcard | host Source | any} [operator  
port [port]] {destination destination-wildcard | host destination | any} 
[operator port [port]] [precedence precedence] [tos tos] [fragments]  
[time-range time-range-name] [match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] permit udp {source source -wildcard|host source |any} [ operator  
port [port]] {destination destination-wildcard |host destination | any} 
[operator port [port]] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] 

3) MAC ‟  

[sn] permit {any | host source-mac-address} {any | host  
destination-mac-address} [ethernet-type][ cos [out] [inner in]] 

4) Expert ‟  

[sn] permit [protocol | [ethernet-type][ cos [out] [inner in]]] [VID 
[out][inner in]] {source source-wildcard | host source | any} {host 
source-mac-address | any } {destination  destination-wildcard  | host 
destination | any} {host destination-mac-address | any} [precedence 
precedence] [tos tos][fragments] [time-range time-range-name] 

ꜛ Ԉ Ethernet-type cos  

[sn] permit {ethernet-type| cos [out] [inner in]} [VID [out][inner in]]  
{source source-wildcard | host source | any} {host  
source-mac-address | any } {destination  destination-wildcard | host  
destination | any} {host destination-mac-address | any} [time-range  
time-range-name] 

Protocol  

[sn] permit protocol [VID [out][inner in]] {source source-wildcard |  
host Source | any} {host source-mac-address | any } {destination   
destination-wildcard  | host destination | any} {host  
destination-mac-address | any} [precedence precedence] [tos tos]  
[fragments] [time-range time-range-name] 

УҾ Expert ‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] permit icmp [VID [out][inner in]] {source source-wildcard | host 
source | any} {host source-mac-address | any } {destination  
destination-wildcard  | host destination | any} {host  
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destination-mac-address | any}[ icmp-type ] [[icmp-type [icmp-code ]] | 
[ icmp-message ]] [precedence precedence] [tos tos] [fragments] 
[time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] permit tcp [VID [out][inner in]]{source source-wildcard | host 
Source | any} {host source-mac-address | any } [operator port [port]] 
{destination destination-wildcard | host destination | any} {host  
destination-mac-address | any} [operator port [port]] [precedence  
precedence] [tos tos] [fragments] [time-range time-range-name]  
[match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] permit udp [VID [out][inner in]]{source source –wildcard | host 
source | any} {host source-mac-address | any } [ operator port [port]] 
{destination destination-wildcard | host destination | any} {host  
destination-mac-address | any} [operator port [port]] [precedence 
precedence] [tos tos] [fragments] [time-range time-range-name] 

5) IPV6 ‟  

[sn] permit protocol {source-ipv6-prefix / prefix-length | any | host  
source-ipv6-address} {destination-ipv6-prefix / prefix-length | any 
| hostdestination-ipv6-address} [dscp dscp] [flow-label  
flow-label] [fragments] [time-range time-range-name] 

УҾ IPV6 ⁸‟ ̔ 

Internet Control Message Protocol (ICMP) 

[sn] permit icmp {source-ipv6-prefix / prefix-length | any  
source-ipv6-address | host} {destination-ipv6-prefix / prefix-length 
| host destination-ipv6-address | any} [icmp-type] [[icmp-type  
[icmp-code]] | [icmp-message]] [dscp dscp] [flow-label flow-label] 
[fragments] [time-range time-range-name] 

Transmission Control Protocol (TCP) 

[sn] permit tcp {source-ipv6-prefix / prefix-length | host 
source-ipv6-address | any} [operator port [port] ]  
{destination-ipv6-prefix / prefix-length | host  
destination-ipv6-address | any} [operator port [port]] [dscp dscp]  
[flow-label flow-label] [fragments] [time-range time-range-name]  
[match-all tcp-flag] 

User Datagram Protocol (UDP) 

[sn] permit udp {source-ipv6-prefix / prefix-length | host  
source-ipv6-address | any} [operator port [port] ]  
{destination-ipv6-prefix / prefix-length | host  
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expert access-list ж  ACL Ѭ 

ipv6 access-list IPV6 ACL Ѭ 

deny Ѭ ACL  

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.9 list-remark 

ѝ ACL ╗ ᶕ ̆no ₥ ‮  

list-remark text 

ȍ Ȏ 

Text ̔ ᶕ  

ȍ ԇ Ȏ 

ACL ὤ  

ȍᴳ Ȏ 

ѝ ACL ╗ ᶕ  

ȍѡᴿȎ 

Ruijie# ip access-list extended 102 
Ruijie(config-ext-nacl)# list-remark this acl is to 
filter the host 192.168.4.12 
Ruijie(config-ext-nacl)# show access-lists 
ip access-list extended 102 
deny ip host 192.168.4.12 any 

1000 hits 
this acl is to filter the host 192.168.4.12 

Ruijie(config-ext-nacl)# 

 

Ruijie# configure terminal  

Ruijie(config)# access-list 88 list-remark 
last_comment  

 

ȍ Ὧ ԇȎ 

ԇ  
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show access-lists ‟  
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֒ RGOS10.3(5)Ȃ 
 
 

51.1.11 no sn 

‮ ACL Уэ  

no  sn 

ȍ Ȏ 

sn ̔ѝ ACL Уэ  

ȍ ԇ Ȏ 

ACL Ю 

ȍᴳ Ȏ 

ACL Ю‮ ACL  

ȍѡᴿȎ 

Ruijie(config)# ipv6 access-list extended v6-acl 
Ruijie(config-ipv6-nacl)# permit ipv6 
host ::192.168.4.12 any 
Ruijie(config-ipv6-nacl)# 12 deny ipv6 host any any 
Ruijie(config-ipv6-nacl)# show access-lists 
ipv6 access-list extended v6-acl 

10 permit ipv6 host ::192.168.4.12 any 
12 deny ipv6 any any 

Ruijie(config-ipv6-nacl)# no 12 
Ruijie(config-ipv6-nacl)# show access-lists 
ipv6 access-list extended v6-acl 
10 permit ipv6 host ::192.168.4.12 any 

Ruijie(config-ipv6-nacl)# 

ȍ Ὧ ԇȎ 

ԇ  

show access-lists ‟  

ip access-list ip ACL Ѭ 

ipv6 access-list IPV6 ACL Ѭ 

deny Ѭ Ѭ ACL  

permit Ѭἵ Ѭ ACL  
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ȍ Ȏ 
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51.1.13 MAC access-group 

Уэ MAC ACL ⁮ Ȃᴳ ԇ no
Ȃ 

mac access-group {id | name}{in | out} 
no mac access-group {id | name} {in | out} 

ȍ Ȏ 

id ̔MAC ‟ ̂700-799̃ 

name ̔MAC ‟  

in ̔ ὡ  

out ̔ ӱ    

ȍ Ȏ 

 ACL 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ᴳ ACL ȂG show running-config ԇ

Ȃ 

ȍѡᴿȎ 

Юᴿ ᴉ access-list accept_00d0f8xxxxxx_only ұ Gigabit
1 Э̔ 

Ruijie(config)# interface GigaEthernet 1/1 
Ruijie(config-if)# mac access-group 
accept_00d0f8xxxxxx_only in 

ȍ Ὧ ԇȎ 

ԇ  

show access-group Э ACL Ȃ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.14 expert access-group 

Уэ EXPERT ACL ⁮ Ȃᴳ ԇ no
Ȃ 
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expert access-group {id | name} {in | out} 
no expert access-group {id | name} {in | out} 

ȍ Ȏ 

id ̔Expert ‟ ̂2700-2899̃ 

name ̔Expert ‟  

in ̔ ὡ  

out ̔ ӱ    

ȍ Ȏ 

 Expert ACL 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ACL ұ Э̆G ὲ ὡ   ⁸Ȃ

ᴳ show access-group ԇ  

ȍѡᴿȎ 

Юᴿ ᴉ access-list accept_00d0f8xxxxxx_only ұ Gigabit
1 Э̔ 

Ruijie(config)# interface GigaEthernet 0/1 
Ruijie(config-if)# expert access-group 
accept_00d0f8xxxxxx_only in 

ȍ Ὧ ԇȎ 

ԇ  

show access-group Э ACL Ȃ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.1.15 ipv6 traffic-filter 

Уэ IPV6 ACL ⁮ Ȃᴳ ԇ no
Ȃ 

ipv6 traffic-filter name {in | out} 

no ipv6 traffic-filter name {in | out} 

ȍ Ȏ 

name ̔IPV6 ‟  
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in ̔ ὡ  

out ̔ ӱ    

ȍ Ȏ 

IPV6 ACL 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ACL ұ Э̆G ὲ ὡ   ⁸Ȃ

ᴳ show ipv6 traffic-filter ԇ  

ȍѡᴿȎ 

Юᴿ ᴉ access-list v6-acl ұ Gigabit 1 Э̔ 

Ruijie(config)# interface GigaEthernet 0/1 
Ruijie(config-if)# ipv6 traffic-filter v6-acl in 

ȍ Ὧ ԇȎ 

ԇ  

show access-group Э ACL Ȃ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.2 显示相关命令 

б ꜛ ԈЮ ԇ: 

 show access-lists 
 show ip access-group 
 show expert access-group 
 show mac access-group 
 show ipv6 traffic-filter 
 show access-group 

51.2.1 show access-lists 

ACL ACL 

show access-lists [id | name] 

ȍ Ȏ 
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id ̔ ‟  

name ̔ ‟  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

acl̆ id namĕ‡ ACL 

ȍѡᴿȎ 

Ruijie# show access-lists n_acl 
ip access-list standard n_acl 

Ruijie# show access-lists 102 
ip access-list extended 102 

Ruijie# show access-lists 
ip access-list standard n_acl 
ip access-list extended 101 

mac access-list extended mac-acl 
expert access-list extended exp-acl 

ipv6 access-list extended v6-acl 

ȍ Ὧ ԇȎ 

ԇ  

ip access-list  IP ACL ѬȂ 

mac access-list MAC ACL Ѭ 

expert access-list Expert ACL Ѭ 

ipv6 access-list IPv6 ACL Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.2.2 show ip access-group 

IP ACL 
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ȍᴳ Ȏ 

IP ACL̆ ̆‡ Ὧ IP 
ACL 

ȍѡᴿȎ 

Ruijie# show ip access-group interface gigabitethernet 
0/1 
ip access-group aaa in 

Applied On interface GigabitEthernet 0/1. 

ȍ Ὧ ԇȎ 

ԇ  

ip access-list  IP ACL ѬȂ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.2.3 show expert access-group 

Expert ‟ Ȃ 

show expert access-group [interface <interface>] 

ȍ Ȏ 

<interface R  
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ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.2.4 show mac access-group 

MAC ‟  

show mac access-group[interface <interface>] 

ȍ Ȏ 

<interface> ̔    

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Ὧ MAC ACL̆ ̆‡ Ὧ

MAC ACL 

ȍѡᴿȎ 

Ruijie# show mac access-group interface gigabitethernet 
0/3 
mac access-group mm in 
Applied On interface GigabitEthernet 0/3. 

ȍ Ὧ ԇȎ 

ԇ  

mac access-list MAC ACL Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.2.5 show ipv6 traffic-filter 

IPV6 ‟  

show ipv6 traffic-filter [interface <interface>] 

ȍ Ȏ 

<interface> ̔  

ȍ ԇ Ȏ 
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ȍᴳ Ȏ 

Ὧ IPv6 ACL̆ ̆‡ IPv6 
ACL 

ȍѡᴿȎ 

Ruijie# show ipv6 traffic-filter interface 
gigabitethernet 0/4 
ipv6 traffic-filter v6 in 

Applied On interface GigabitEthernet 0/4. 

ȍ Ὧ ԇȎ 

ԇ  

ipv6 access-list IPV6 ACL Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 

51.2.6 show access-group 

Э ACL  

show access-group [interface <interface>] 

ȍ Ȏ 

<interface> ̔  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

Э ACL̆а ὤ Э ACL 

ȍѡᴿȎ 

Ruijie# show access-group 
ip access-list standard ipstd3 
Applied On interface GigabitEthernet 0/1. 

ip access-list standard ipstd4 
Applied On interface GigabitEthernet 0/2. 

ip access-list extended 101 
Applied On interface GigabitEthernet 0/3. 

ip access-list extended 102    
Applied On interface GigabitEthernet 0/8. 

ȍ Ὧ ԇȎ 
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ԇ  

ip access-group ip ‟ Ѭ 

mac access-group MAC ‟ Ѭ 

expert access-group Expert ‟ Ѭ 

ipv6 traffic-filter IPV6 ‟ Ѭ 

ȍ Ȏ 

֒ RGOS10.0 ԈЭ 
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52 配置 QOS 命令 

52.1 缺省配置 

QoS Ѯ₥̆ QoS Ὧ ԈЮΰ ᶕ ̔ 

Уэ Ὧ 1 э policy-map 

Уэ policy-map Ԉ э class-map 

Уэ class-map Ὧ 1 э ACL̆ ACL ACE έ

 

Уэ ЭὯ ACE э ӱ“ ὤ ACL” ⁸ 

ᾳЮ̆QoS ╖ Ὧ Ȃ Ȃת

ᴔ Уэ Policy Map Ὧ ⁮ Уэ Э̆ ҩ ᶕ֗ ̆

QoS ╖ Ȃ Ὧ QoS ╖ ̆ ᾱ

Policy Map ̆ ᶕ֗ ѝ Off ȂԈЮѝ

QOS ̔ 

CoS ḣ 0 

‟э  8 

‟  WRR 

QueueWeight 1:1:1:1:1:1:1:1 

WRR Weight Range 1:15 

DRR Weight Range 1:15 

ᶕ֗  No Trust 

Cos ḣ⁮ ‟  

CoS ḣ 0 1 2 3 4 5 6 7 

‟ 1 2 3 4 5 6 7 8 

CoS to DSCP  

CoS ḣ 0 1 2 3 4 5 6 7 

DSCP ḣ 0 8 16 24 32 40 48 56 

IP-Precedence to DSCP  
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IP-Precedence 0 1 2 3 4 5 6 7 

DSCP 0 8 16 24 32 40 48 56 

Q

O

S
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ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

… MAC ACL, me 

Ruijie(config)# mac access-list extended me 

ACL ‡ 

Ruijie(config-ext-macl)# permit host 1111.2222.3333 
any 

  ACL  

Ruijie(config-ext-macl)# exit 

… class-map, cm 

Ruijie(config)# class-map cm 

Ὧ ACL 

Ruijie(config-cmap)# match access-group me 

  class-map  

Ruijie(config-cmap)# exit 

ȍ Ὧ ԇȎ 

show mac access-lists 

show ip access-lists 

show class-map 

52.2.4 Policy Maps 

… policy map̆ ὡ policymap  

[no] policy-map policy-map-name 

… policy map ѐᴳ class-map ‍ , ὡ ‍

 

[no] class class-map-name 

ѐ IP  ipdscp ḣ̆ ұ IP а ᴐ  

set ip dscp new-dscp 

no set ip dscp 

⁸ ѝ ‍ ╟ᴐ 



QOS ԇ 

52-5 

police rate-bps burst-byte[exceed-action {drop | dscp dscp-value}] 

no police 

ȍ Ȏ 

policy-map-name  ̔ … policymap ̕ 

no policy-map policy-map-name ̔ ‮ policy map̕ 

class-map-name  ̔ … class map ̕ 

no class class-map-name ̔‮ ‍ ̕ 

new-dscp ̔ DSCP ḣ̕ ḣ ᵑӊ а а ̕ 

rate-bps ̔ ⁸ ̆ ᴁ kbps̕ 

burst-byte̔ ⁸ḣ̆ ᴁ kbyte̕ 

drop  ̔ х ‍ ̕ 

dscp-value ̔ ᾗ ‍ DSCP ḣ ḣ ᵑӊ а

а Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

… policy map, po 

Ruijie(config)# policy-map po 

Ὧ class-map  cm 

Ruijie(config-pmap)# class cm 

dscp ḣѝ 10 

Ruijie(config-pmap-c)# set ip dscp 10 

ѝ 1M, ѝ 4096k, ╟ᴐѝ dscp 16 

Ruijie(config-pmap-c)# police 1000000 4096  
exceed-action dscp 16 

ȍ Ὧ ԇȎ 

show policy-map 

52.2.5 service-policy 

policy map ⁮ Э 

service-policy {input | output} policy-map-name 
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no service-policy {input | output} 

ȍ Ȏ 

policy-map-name ̔ … policymap  

no  ̔ policy map Э  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie(config)# interface fastEthernet 0/1 
Ruijie(config-if)# service-policy input po 

Ruijie(config)# virtual-group 3 
Ruijie(config-if)# service-policy input po 

ȍ Ὧ ԇȎ 

show mls qos interface 

ȍ Ȏ 

virtual-group Ю а output 
 

52.2.6 priority-queue 

  ‟  

[no] priority-queue 

ȍ Ȏ 

priority-queue    ‟ ѝ SP 

no priority-queue   ‟ ѝ WRR 

ȍ Ȏ 

  ‟ ѝ WRR 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# no priority-queue  

ȍ Ὧ ԇȎ 

show mls qos queueing 



QOS ԇ 

52-7 

52.2.7 priority-queue cos-map 

  ‟Ὧ CoS ḣ 

priority-queue cos-map qid cos0 [cos1 [cos2 [cos3 [cos4 [cos5 [cos6  
[cos7]]]]]]] 

no priority-queue cos-map 

ȍ Ȏ 

qid ̔ ѝ ‟ id̕ 

cos0 ... cos7 ̔Ὧ CoS ḣ̕ 

no ̔ ḣȂ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# priority-queue cos-map 1 0 1 

ȍ Ὧ ԇȎ 

show mls qos queueing 

ȍ Ȏ 

52.2.8 wrr-queue bandwidth 

WRR ‟ ᴿ 

wrr-queue bandwidth weight1 ... weightn 

no wrr-queue bandwidth 

ȍ Ȏ 

weight1...weightn ѝ n э   ‟ ḣ̆n ḣ ḣ

̕ 

no  ̔ ḣȂ 

ȍ Ȏ 

weight1: ...: weightn = 1:..:1 

ȍ ԇ Ȏ 



QOS ԇ 

52-8 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# wrr-queue bandwidth 1 2 3 4 5 6 7 8  

ȍ Ὧ ԇȎ 

show mls qos queueing 

ȍ Ȏ 

52.2.9 mls qos map cos-dscp 

CoS ḣ ⁮ᾃ DSCP ḣ 

mls qos map cos-dscp 
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dscp-list ̔ ḣ ᵑӊ а а  

cos  ̔  ḣ 0͘7 

no  ̔  ḣ 

ȍ Ȏ 

 

?•e�,ÕG!5B
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  ‟  

mls qos scheduler [sp | wrr | drr] 

no mls qos scheduler 

ȍ Ȏ 

sp ̔ ִἼ  

wrr̔  

drr̔  

no̔ ḣ 

ȍ Ȏ 

ѝ wrr  

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# mls qos scheduler sp 

ȍ Ὧ ԇȎ 

show mls qos scheduler 

52.2.13 drr-queue bandwidth 

DRR ‟  

drr-queue bandwidth weight1...weight8 

no drr-queue bandwidth 

ȍ Ȏ 

weight1...weight8 ̔ ḣ    

no  ̔  ḣ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# drr-queue bandwidth 1 2 3 4 5 6 7 8 
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ȍ Ὧ ԇȎ 

show mls qos queueing 

ȍ Ȏ 

86  

52.2.14 mls qos map ip-prec-dscp 

ippre ḣ ⁮ᾃ DSCP ḣ 

mls qos map ip-prec-dscp dscp1...dscp8 

no mls qos map ip-prec-dscp 

ȍ Ȏ 

dscp ̔  ḣ ᵑӊ а а  

no   ̔  ḣ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍѡᴿȎ 

Ruijie(config)# mls qo map ip-prec -dscp 8 10 16 18 24 
26 32 34 

ȍ Ὧ ԇȎ 

show mls qos maps dscp-cos maps,dscp-cos maps  
ip-prec-dscp maps 

buffer management qos queue 

Ӈ ‟  

buffer management qos queue queue-number 

ȍ Ȏ 

  

queue-number ‟  

ȍ Ȏ 

︢Ἲ ‍ 8 э ‟ ᾰּש  
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Ἲ ‍⅓ᴍ ᾰּש  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╗ὡ AP  

queue-number ѝ 1 ̆   ‟ аִּ‍שἼ  

ȍѡᴿȎ 

Ю ᴿ Ԉ 0/52 3 ̔ 

Ruijie(config)# interface gigabitethernet 0/52 
Ruijie(config-if)# buffer management qos queue 8 

ȍ Ὧ ԇȎ 

ԇ  

show buffer management queue 
‟

 

ȍ Ȏ 

֒ RGOS10.35 ԈЭ 

 

virtual-group 

Уэ Aggregate Port ѝ э Ȃ

ᴳ ԇ no ‮ э Ȃ 

virtual-group virtual-group-number 

no virtual-group virtual-group-number 

ȍ Ȏ 

  

virtual-group-number 
̆

̆ 128 э

ȍ Ȏ 

а ұ֗ᴉ  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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class-name ̔ class map  

ȍ Ȏ 

policy name 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show policy-map 

52.3.3 show mls qos interface 

QoS ᶕ  

show mls qos interface interface-id [policers] 

ȍ Ȏ 

interface-id ̔   

policers   ̔ Ὧ police 

ȍ Ȏ 

QOS ᶕ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos interface fastEthernet 0/1  

52.3.4 show mls qos virtual-group 

Ὧ police ᶕ  

show mls qos virtual-group [virtual-group-number | policers] 

ȍ Ȏ 

virtual-group-number ̔   

policers   ̔   Ὧ police 

ȍ Ȏ 

Ὧ police ᶕ  

ȍ ԇ Ȏ 
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ȍѡᴿȎ 

Ruijie# show mls qos virtual-group 1  

Ruijie# show mls qos virtual-group policers 

52.3.5 show mls qos queueing 

QoS ‟ᶕ (cos-to-queue map,wrr weight,drr weight) 

show mls qos queueing 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos queueing 

52.3.6 show mls qos scheduler 

ִἼ ‟  

show mls qos scheduler 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos scheduler 

52.3.7 show mls qos maps 

dscp-cos maps,dscp-cos maps ip-prec-dscp maps 

show mls qos maps [cos-dscp | dscp-cos | ip-prec-dscp] 

ȍ Ȏ 

cos-dscp  ̔ cos-dscp maps 

dscp-cos  ̔ dscp-cos maps 

ip-prec-dscp ̔ ip-prec-dscp maps 

ȍ Ȏ 

dscp-cos maps dscp-cos maps ip-prec-dscp maps 
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ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos maps 

52.3.8 show mls qos rate-limit 

⁸ᶕ  

show mls qos rate-limit [interface interface-id] 

ȍ Ȏ 

interface  ̔interface-id rate-limit ԇ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show mls qos rate-limit 

52.3.9 how buffer management qos queue 

‟  

show buffer management qos queue  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie#show buffer management qos queue 

Interface               Status  Queue 

------------------------------------- 

FastEthernet     0/1    Auto   8 

FastEthernet     0/2    Admin  8 

.... 

GigabitEthernet 0/52   Auto   8 
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52.3.10 show virtual-group 

ᶕ  

show virtual-group [virtual-group-number | summary] 

ȍ Ȏ 

virtual-group-number̔ ̆

̆ 128 э  

summary̔ ᶕ  

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ruijie# show virtual-group 1 

Ruijie# show virtual-group summary 
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53 配置 VRRP 命令 

53.1 配置相关命令 

VRRP ԇ ̔ 

 vrrp authentication 
 vrrp delay 
 vrrp description 
 vrrp ip 
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vrrp 1 authentication x30dn78k 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP╖

IP  

53.1.2 vrrp delay 

ԇ Э VRRP ╟ Ȃ 

vrrp delay { minimum min-seconds | reload reload-seconds } 

no vrrp delay 

ȍ Ȏ 

min-seconds ̔ ѝ ╟ V̆RRP min-seconds
╟̕ 

reload-seconds ̔ ╟ VRRP ╟ Ȃ

min-seconds ұ reload-seconds̆‡ ╟ VRRP
min-secondsȂ 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╟╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

╟ȁ ѝ UP ̆ Э VRRP а

╟ȁ У ᾋ ╟ ̆ ‾ ԇ Э

VRRP ╟ Ȃч ḣ 0~60 Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ Ԉ E0 Э ҩ VRRP ╟ ѝ 10 ̕

ѫ ѝ UP ̆ Э VRRP 1 ᵳֶ 10 ᾋ ╟  ̔

interface FastEthernet 0/0 
shutdown 

ip address 10.0.1.1 255.255.255.0 
vrrp delay minimum 10 

vrrp 1 ip 10.0.1.20 
no shutdown 

show vrrp 1 

ȍ Ὧ ԇȎ 
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ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP ╖

IP  

ȍ Ȏ 

ԇӱ RGOS10.3(4) Ȃ 

53.1.3 vrrp description 

ԇѝ VRRP Уэ ̆ὲ no Ȃ 

vrrp group description text 

no vrrp group description 

ȍ Ȏ 

group ̔VRRP ̕ 

text ̔VRRP Ȃ 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ ҩ VRRP ╖

̆ ҂ ֗ᴉ VRRP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ѝ VRRP ̆ Ԉᵳұּש‍ VRRP Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ Ԉ E0 Э VRRP 1 ѝ Building A – 
Marketing and AdministrationȂ 

interface FastEthernet 0/0 
ip address 10.0.1.1 255.255.255.0 

vrrp 1 ip 10.0.1.20 
vrrp 1 description “Building A - Marketing and 

Administration” 

ȍ Ὧ ԇȎ 
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53.1.4 vrrp ip 

ԇ Э VRRP IP ̆ὲ no
Э VRRP ╖ IP Ȃ 

vrrp group ip ipaddress [secondary] 
no vrrp group ip ipaddress [secondary] 

ȍ Ȏ 

group  ̔ VRRP ̕ 

ipaddress ̔  IP ̕ 

secondary ̔  IP Ȃ 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

аᴳ secondary ̆ ѫ Ȃ ̕ IP
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vrrp group preempt [delay seconds] 
no vrrp group preempt [delay] 

ȍ Ȏ 

group  ̔VRRP  

delay seconds ̔  ̆ Ѭҩῆ Master
֙Ѯ₥ Ȃ ḣѝ 0 Ȃ 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

VRRP ᴐ ЮȂ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

VRRP ᴐ Ю̆У ִἼ ұ ₥

Master ִἼ ̆ ѝ VRRP ў Ȃ VRRP
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group   ̔VRRP  

level   ̔VRRP ִἼ  

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

VRRP ὲִἼ ѝ 100Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ╟ VRRP ִἼ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ VRRP 1 ִἼ ѝ 254Ȃ 

vrrp 1 priority 254 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP ╖

IP  

Ruijie(config-if)# vrrp group preempt 
[ delay seconds ] 

VRRP ұ  

53.1.7 vrrp timers advertise 

ԇ ў VRRP ὲ̆ no
Ȃ 

vrrp group timers advertise interval 
no vrrp group timers advertise 

ȍ Ȏ 

group   ̔VRRP ̕ 

interval ̔ VRRP (Ԉ ѝ ᴁ)Ȃ 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ ȂУ VRRP ╖ ̆

ў ѝ 1 Ȃ 

ȍ ԇ Ȏ 

 



VRRP ԇ 

53-7 

ȍᴳ Ȏ 

₥ VRRP ѐ ў ̆ Ԉ VRRP
VRRP ȁִἼ Ԉ ὲ ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ VRRP ѝ 4 Ȃ 

vrrp 1 timers advertise 4 

ȍ Ὧ ԇȎ 

ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [ secondary ] 

VRRP╖

IP  

Ruijie(config-if)# vrrp group timers learn ҃╖  

53.1.8 vrrp timers learn 

ԇ ҃╖ ̆ὲ no Ὧ ╖ Ȃ 

vrrp group timers learn 
no vrrp group timers learn 

ȍ Ȏ 

group ̔VRRP  

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

ᾳЮ Ὧ ҩ ҃╖ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

У ҩ ҃╖ ̆ ₥ VRRP ֙ ̆

ҩ ҃╖ ̆ ֶӱў VRRP ѐ ҃ VRRP
̆ Master ̆ а ᴳ

VRRP Ȃ ԇ Ԉ б Master VRRP
Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ VRRP 1 Э ҩ ҃╖ Ȃ 

vrrp 1 timers learn 

ȍ Ὧ ԇȎ 
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ԇ  

Ruijie(config-if)# vrrp group ip 
ipaddress [secondary] 

VRRP╖

IP  

Ruijie(config-if)# vrrp group timers 
advertise [msec] interval 

VRRP

53.1.9 vrrp track 

VRRP ᴳ vrrp group track interface-type number
ԇ̆ VRRP IP ╖ ̆ᴳ vrrp group track ip-address
ԇ̆vrrp group track bfd BFD IP̆ὲ no

Ὧ ╖ Ȃ ԇ Ю̔ 

vrrp group track [interface-type number| bfd interface-type 
interface-number ipv4-addess ] [priority ] 

vrrp group track ip-address [[[ interval interval-value ] 

     timeout timeout-value ] priority ] 

vrrp group track [interface-type number| bfd interface-type 
interface-number ipv4-addess | ip-address] 

ȍ Ȏ 

group   ̔VRRP  

interface-type ̔  

number ̔  

ipv4-addres ̔ IPv4 ̆ bfd ֶ  

interval-value ̔ Ȃ а ̆

ḣѝ 3  

timeout-value ̔″ ȁ а Ȃ а ̆

ḣѝ 1  

priority ̔ ὲ VRRP ִἼ

Ȃ а ̆ ḣѝ 10 

ȍ Ȏ 

ᾳЮ̆ Э VRRP ╖ Ȃ ᵳ VRRP ╖ ̆

IP Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 
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Ԉᴳ ԇ   ̆ ἵ Ь

( Routed Port ̆SVI ̆Loopback̆Tunnel ) ̕
IP ̆ ping Ȃ 

ȍѡᴿȎ 

Ю ᴿ ѐ V̆RRP 1 Routed Port Fa1/1 Ȃ Fa1/1
V̆RRP ִἼ ῏ 30̕ Fa1/1 V̆RRP

1 ִἼ Ȃ 

vrrp 1 track FastEthernet 1/1 30 

 

# VRRP BFD 192.168.1.3 

Ruijie#
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 debug vrrp events 
 debug vrrp packets 
 debug vrrp state 

53.2.1 debug vrrp  
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debug vrrp errors 
no debug vrrp errors 

ȍ Ȏ 

ᾳЮ̆ VRRP   ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP   ὯȂ 

Ruijie# debug vrrp errors 
Ruijie# 

VRRP: Grp 1 Advertisement from 192.168.201.213 has 
invalid virtual address 192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has 
invalid virtual address 192.168.1.1 

VRRP: Grp 1 Advertisement from 192.168.201.213 has 
invalid virtual address 192.168.1.1 

53.2.3 debug vrrp events 

ԇ VRRP Ү֒ Ὧ̆ὲ no Ὧ ὯȂ 

debug vrrp events 
no debug vrrp events 

ȍ Ȏ 

ᾳЮ̆ VRRP Ү֒ ὯȂ 

ȍ ԇ Ȏ 

 

ȍѡᴿȎ 

Ю ᴿ ѐ̆ ҩ VRRP Ү֒ ὯȂ 

Ruijie# debug vrrp events 
VRRP: Grp 1 Event - Advert higher or equal priority 
VRRP: Grp 1 Event - Advert higher or equal priority 

VRRP: Grp 1 Event - Advert higher or equal priority 

53.2.4 debug vrrp packets 

ԇ VRRP ꜛ Ὧ̆ὲ no Ὧ ὯȂ 
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Ruijie# debug vrrp state 
Ruijie# 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master 
-> Backup 

%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Backup 
-> Master 

Ruijie# config terminal 
Enter configuration commands, one per line.  End with 

CNTL/Z. 

Ruijie(config)# interface fastethernet 0/0 
Ruijie(config-if)# no shutdown 
Ruijie(config-if)# end 
Ruijie# 
%VRRP-6-STATECHANGE: FastEthernet 0/0 Grp 2 state Master 

-> Init 

53.3 显示相关命令 

53.3.1 show vrrp 

ԇ VRRP ᾳ Ȃ 

show vrrp [ brief | group ] 

ȍ Ȏ 

brief  ̔ ̆ VRRP ᾳ 

group ̔ VRRP  

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

аᴳ ̆ VRRP ᾳȂ 

ȍѡᴿȎ 

VRRP ᾳ 

Ruijie# show vrrp 
FastEthernet 0/0 - Group 1 

State is Backup 
Virtual IP address is 192.168.201.1 configured 

Virtual MAC address is 0000.5e00.0101 
Advertisement interval is 3 sec 

Preemption is enabled 
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ȍ ԇ Ȏ 
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Ruijie(config-if)# bfd interval 100 min_rx 100 multiplier 3 

 
ȍ Ὧ ԇȎ 

 ԇ  
 

bfd all-interfaces ᴳ ἵ б BFD ╟Ȃ 

 clear bfd ‮ BFD ֶ Ȃ 

 ip ospf bfd ᴳ ἵ OSPF б BFD ╟Ȃ 

 ip rip bfd ᴳ ἵ RIP б BFD ╟ 
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ȍ ᴿȎ 

 
 # Юᴳ ἵ OSPF б BFD ╟Ȃ 
Ruijie(config)# router ospf 123 

Ruijie(config-router)# bfd all-interface 

ȍ Ὧ ԇȎ 

ԇ  
 

bfd BFD ֶ Ȃ 

 ip ospf bfd ᴳ ἵ OSPF б BFD ╟Ȃ 
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 # BFD ᶑ Ȃ 
Ruijie(config)# bfd cpp 

ȍ Ὧ ԇȎ 

ԇ  
 

- - 

ȍ Ȏ 

   

54.1.4 bfd echo 

Ю bfd echo ԇ echo ̆ᴳ no ԇὯ echo
Ȃ 

bfd echo 

no bfd echo 

ȍ Ȏ 

   
 

 - - 

ȍ ᾳȎ 

  ᾳЮ BFD ֶ ᴳ echo  

ȍ ԇ Ȏ 

   

ȍᴳ Ȏ 

 

 ᾳЮ ҩ BFD ֶ ╟ᴳ echo ĕcho
ֶ Interval milliseconds min_rx milliseconds

Ȃ 

~  

ԇаἵ L3 AP Ю  

BFD ECHO ₥, BFD ֶ Э no ip 
redirects Ὧ ICMP ╖ ̆ no ip deny land

ԇὯ DDOS ╖ ( Land-based  ) 

Echo BFD  
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Ruijie(config)# no switchport 

Ruijie(config-if)# bfd echo 

ȍ Ὧ ԇȎ 

ԇ  
 

bfd BFD ֶ Ȃ 

 ip redirects ᴳ ICMP ╖ Ȃ 

 ip deny land ᴳ Land-based  ╖ Ȃ 

 bfd slow-timer  

ȍ Ȏ 

   

 

54.1.5 bfd slow-timer 

ὤ Ю bfd slow-timer ԇ BFD ECHO ╖ ̆

̆ ұ BFD BFD ⁸ Ȃ no ԇ

ḣȂ 

bfd slow-timer [milliseconds] 

no bfd slow-timer 

ȍ Ȏ 

   
  

milliseconds 
( )BFD ̆ ᴁѝ Ȃ

ӱ 1000 ⁮ 30000, ḣѝ 1000Ȃ 

ȍ ᾳȎ 

  ḣѝ 1000ms 

ȍ ԇ Ȏ 

  ὤ  

ȍᴳ Ȏ 

   

ȍ ᴿȎ 

  # slow-timer ѝ 14000 Ȃ 
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Ruijie(config)# bfd slow-timer 14000 

ȍ Ὧ ԇȎ 

ԇ  
 

bfd echo ᴳ BFD Echo ╖  

ȍ Ȏ 

 
  

 

 

54.1.6 ip ospf bfd 

Ю ip ospf bfd ԇ ᴳ ἵ OSPF б BFD ╟̆

disable Ὧ Ὧ ᴳ ̆ no ԇ‮ Ȃ 

ip ospf bfd [disable]  

no ip ospf bfd 

ȍ Ȏ 

   
 

 disable ( )Ὧ Эἵ OSPF б BFD ╟Ȃ 

ȍ ᾳȎ 

  ὡ disablĕ ѝ ᴳ ἵ OSPF б BFD ╟ 

ȍ ԇ Ȏ 

   

ȍᴳ Ȏ 

 

 ч Ԉᴳ Ὧ ἵ OSPF б BFD ╟̔ 

У ̔ OSPF Ю [no] bfd all-interfaces ԇᴳ Ὧ

ἵ б BFD ╟̕ 

ү ̔ Ԉ ὡ ip ospf bfd [disable] ԇᴳ Ὧ

ἵ OSPF б BFD ╟̕ 

ȍ ᴿȎ 

 

 # Routed Port FastEthernet 0/2 ЭὯ ἵ OSPF б BFD ╟. 

Ruijie(config)# interface FastEthernet 0/2 

Ruijie(config-if)# no switchport 
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Ruijie(config-if)# ip ospf bfd disable 

ȍ Ὧ ԇȎ 

ԇ  
 

bfd BFD ֶ Ȃ  

 
ȁ Ȏ    
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Ruijie(config-if)# ip rip bfd disable 

ȍ Ὧ ԇȎ 

ԇ  
 

bfd BFD ֶ Ȃ 

 bfd all-interfaces ᴳ б BFD ╟ 

ȍ Ȏ 

   

54.1.8 ip route static bfd 

ὤ Ю ip route static bfd ԇ б BFD ╟̆ no
ԇ‮ Ȃ 

ip route static bfd [vrf vrf-name] interface-type interface-number 

gateway [source ip-address] 

no ip route static bfd [vrf vrf-name] interface-type interface-number gateway 
[source ip-address] 

ȍ Ȏ 

   
 

 vrf vrf-name ( ) VRF Ȃ 

 
 interface-type 

interface-number  

Ȃ 

 

 gateway Ὧ IP̆ ѝ BFD IPȂ Ю

У ѝ BFD

Ȃ 

 
 
source ip-address 

( ) BFDֶ IP , IP

ѝ ᾳЮ̆ Ȃ 

ȍ ᾳȎ 

  б BFD ╟ 

ȍ ԇ Ȏ 

  ὤ  

ȍᴳ Ȏ 

  ~  Ἴ ᶑ BFD ֶ  
 

ȍ ᴿȎ 
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ȍ ᾳȎ 

  аὯ BFD ╖  

ȍ ԇ Ȏ 

   

ȍᴳ Ȏ 

  ~  Ἴ ᶑ IP BFD ֶ  
 

ȍ ᴿȎ 

 

 # ᴳ Ὧ BFD ̆ BFD б 172.16.0.2

 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)# route-map Example1 permit 10 

Ruijie(config-route-map)# match ip address 1 

Ruijie(config-route-map)# set ip precedence priority 

Ruijie(config-route-map)#set ip next-hop 

verify-availability 172.16.0.2 bfd FastEthernet 0/1 

172.16.0.2 

Ruijie(config-route-map)#end 

ȍ Ὧ ԇȎ 

ԇ  
 

bfd BFD ֶ Ȃ 

ȍ Ȏ 

   

 

54.1.10 vrrp bfd 

Ю vrrp bfd VRRP Эᴳ Ὧ BFD
master ұ ╟̆ no ԇὯ ╖ Ȃ 

vrrp group-number bfd ip-addess 

no vrrp group-number bfd ip-addess 

ȍ Ȏ 
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bfd up-dampening [milliseconds] 

no bfd up-dampening 

   

 
 

milliseconds 

( ) Ὧ ֶ UP ₥ UP

̆ ᴁѝ Ȃ ӱ 0 ⁮ 300000, 

0, ֶ ӱDOWN‎ ѝUP

. ḣѝ 0Ȃ 

 

  ḣѝ 0ms̆҂ ѝ 0̆  UP  

 

ԇ    

 

ᴳ    

 

ѡᴿ 

 # Юᴿ Ὧ ֶ UP ₥ UP ѝ 60,000

. 

Ruijie(config-if) bfd up-dampening 60000 

 

ԇ  
Ὧ ԇ 

bfd BFD ֶ Ȃ 

 

   

 

   
ԇ  

 10.3(5) ԇ 

 

54.2 显示相关命令 

BFD ꜛ ԈЮ ԇ̔ 

 7Hshow bfd neighbors 
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54.2.1 show bfd neighbors 

BFD ֶ ᶕ  

show bfd neighbors [vrf vrf-name
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 Int 

172.16.11.1  172.16.11.2 1/2   1   532 (3 )    Up 

 Ge2/1 

Local Diag: 0, Demand mode: 0, Poll bit: 0 

MinTxInt: 200000, MinRxInt: 200000, Multiplier: 5 

Received MinRxInt: 50000, Received Multiplier: 3 

Holdown (hits): 600(22), Hello (hits): 200(84453) 

Rx Count: 49824, Rx Interval (ms) min/max/avg: 208/440/332 

Tx Count: 84488, Tx Interval (ms) min/max/avg: 152/248/196 

Registered protocols: BGP 

Uptime: 02:18:49 

Last packet:  Version: 1        - Diagnostic: 0 

I Hear You bit: 1       - Demand bit: 0 

Poll bit: 0         - Final bit: 0 

Multiplier: 3       - Length: 24 

My Discr.: 2        - Your Discr.: 1 

Min tx interval: 50000  - Min rx interval: 50000 
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Received ֶ  

Received ֶ  

Holdown (hits) ֶ ⁮

Hello (hits) ֶ helloᶑ

Rx Count ֶ ⁮BFD э

Rx Interval ֶ ̆

Tx Count ֶ ⁮BFD э

Tx Interval ֶ ̆

Registered ᾊ⁮ ֶ  

Uptime ֶ ᶑ UP  

Last packet ֶ ⁮ УэBFD 
ȍ Ὧ ԇȎ 

 ԇ  
 

 - - 

ȍ Ȏ 

  S3760 а BGP BFD ╟ 
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55 配置 RLDP 命令 

55.1 配置相关命令 

RLDP ԇꜛ ὤ ԇȁ ԇ ԇȂ 

ὤ ԇꜛ ̔ 

 18Hrldp detect-interval 

 19Hrldp detect-max 

 20Hrldp enable 

 rldp loop-detect enable 

ԇꜛ ̔ 

21H 

55.1.1 rldp loop-detect enable 

ԇ ⁸ RLDP ὤ ╖ ὯȂ 

rldp loop-detect enable 

no rldp loop-detect enable 

   

    

   

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ὤ RLDP Ὧ ̆ RLDP Ȃ 

 

ѡᴿ  
Ю ᴿ ̔ 
Ruijie(config)# rldp loop-detect enable 

 

 ԇ  
Ὧ ԇ 

 rldp port RLDP ╖  

 



RLDP ԇ 
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55.1.3 rldp detect-max 

ᴳ ԇ RLDP Э ̆ э

̆ Ӱ ̆‡ ѝ Ȃ 

rldp detect-max num 

no rldp detect-max 
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  Ὧ Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ὤ RLDP Ὧ ̆ RLDP Ȃ

 

ѡᴿ  
Ю ᴿ ̔ 
Ruijie(config)# rldp enable 

 

 ԇ  
Ὧ ԇ 

 rldp port RLDP ╖  

 

   

 

   
ԇ  

 - - 

 

55.1.5 rldp loop-detect enable 

ԇ ⁸ RLDP ὤ ╖ ὯȂ 

rldp loop-detect enable 

no rldp loop-detect enable 

   

    

   

 

  Ȃ 

 

ԇ   ὤ Ȃ 

 

ᴳ   ὤ RLDP Ὧ ̆ RLDP Ȃ 

 

ѡᴿ  
Ю ᴿ ̔ 
Ruijie(config)# rldp loop-detect enable 

 



RLDP ԇ 
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 rldp enable ὤ rldp ԇ 

 

   

 

   
ԇ  

 - - 

55.1.7 rldp reset 

ԇᴳ rldp shutdown disable ὡ rldp Ȃ 

rldp reset 

   
 

 - - 

 

   

 

ԇ   Ȃ 

 

ᴳ    

 

ѡᴿ  
Ю ᴿ ԇ ᴳ ̔ 
Ruijie# rldp reset 

 

 

ԇ 
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55.2.1 show rldp 

rldp ᶕ Ȃ 

show rldp [interface interface-id] 

   
 

 Interface-id  

 

   

 

ԇ    

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 

55.2.2 debug rldp 

rldp ╘ ὯȂ ԇ no Ὧ ὯȂ 

debug rldp [packet | event | error] 

undebug rldp [packet | event | error] 

   

 packet rldp ᶕ Ȃ 

 event ע ᶕ Ȃ 
 

 error ѐ ᶕ Ȃ 
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ԇ    

 

ᴳ    

 

ѡᴿ   

 

 ԇ  
Ὧ ԇ 

 - - 

 

   

 

   
ԇ  

 - - 
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56 配置 DLDP 命令 

56.1 配置相关命令 

DLDP ꜛ ԈЮ ԇ̔ 

 8Hdldp 

 9Hdldp passive 

 10Hclear dldp 

56.1.1 dldp 

DLDP ╖ Ȃ Ԉᴳ ԇ no Ὧ IP DLDP
╖ Ȃ 

dldp ip-address [next-hop ipv4-address] [interval tick | retry retry-num | 
resume resume-num]  

no dldp ip-address 

 

   

 ip-address IP Ȃ 

 Ipv4-address ұ ̆ Ԉ ЮУ IP
Ȃ 

 tick ̆ 5~6000̆ ᴁѝ tick̆з

ѝ 5 ᷁Ȃ̂1tick= 10ms̃ 

 retry-num ּ ̆ 1~3600Ȃ 

 

 resume-num ̆

ӱ DOWN ѝ UP ₥̆ ⁮ DLDP
э ̆ 1~200Ȃ 

 

  ᾳЮ̆tick ѝ 100tick=1s̆retry-num ѝ 3 ̆resume-num ѝ 3 эȂ 

 

ԇ   Ȃ 

 

ᴳ   ԇ ╟ DLDP ╖ ̆ Ԉ Ԉ Ȃ 

 

ѡᴿ  
ᴿ 1̔ 10.83.132.10 DLDP ╖ ̔ 
Ruijie#config 
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ᴳ   

ѐ̆ ч DLDP̆ ч ҵ ICMP Echo ̆

ѐ ᴍ Ȃ ѐ У ᴳ ICMP Echo ꜛ̆ У

̆ Ԉ ̆

з҂ ҩ CPU Ȃ 

Ԉ ў╟ ICMP Echo ѝў╟ ̆ ╟ ICMP Echo
╟ Ȃ 

 

ѡᴿ  

ᴿ 1̔ DLDP ѝ ╟ ̔ 
Ruijie#config 

Ruijie(config)#interface vlan 1 

Ruijie(config-if-VLAN 1)#ip address 10.83.132.1 255.255.255.0 //
vlan1 IP  

Ruijie(config-if-VLAN 1)#dldp passive 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(5)Ԉ Ѯ ѐ̆ Ӈ ӊ Ȃ  

 

   
ԇ  

 - - 

 

56.2 显示相关命令 

DLDP ꜛ ԈЮ ԇ̔ 

 11Hshow dldp 

56.2.1 show dldp 

DLDP ѐ э ᶕ Ȃ 
show dldp [interface interface-name] [statistic] 
 

   
 

 interface-name Ь  

 

   

 

ԇ    
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ᴳ   
statistic Ὧ Ь Э ᶕ Ȃ

Ь ̆ Ԉ Ь Э ᶕ Ȃ 

 

ѡᴿ  

ᴿ 1̔ ᶕ ̔ 
Ruijie#show dldp 
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  10.3(5)Ԉ Ѯ ѐ̆ Ӈ ӊ Ȃ  

 

   
ԇ  

 - - 

56.3 清除相关命令 

56.3.1 clear dldp 

dldp э ѐὯұ up/down ᶕ ̆

Ȃ 

clear dldp [interface interface-name [ip-address]] 

   
 

 interface-name Ь  

  ip-address IP  

 

   

 

ԇ    

 

ᴳ   

DLDP up/down ᶕ ̆ ԇ Ԉ

up/down ̆ з Ȃ Ь IP ̆ Ԉ

Ь Э У up/down Ȃ Ь

IP ̆ up/down Ȃ 

 

ѡᴿ  

ᴿ 1̔ up/down ̔ 
Ruijie#clear dldp 

ᴿ 2̔ interface vlan 1 Э up/down ̔ 
Ruijie#clear dldp interface vlan 1 

ᴿ 3̔ interface vlan 1 ЭὯұ 10.83.132.1 up/down ̔ 
Ruijie# clear dldp interface vlan 1 10.83.132.1 

 

 ԇ  
Ὧ ԇ 

 - - 

 

  10.3(5)Ԉ Ѯ ѐ̆ Ӈ ӊ Ȃ  
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ԇ  

 - - 
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57 配置 TPP 命令 

57.1 配置相关命令 

57.1.1 topology guard 

ὤ ԇ Ю̆ᴳ topology guard ԇ ╖

ὤ ὯȂᴳ ԇ no ╖ Ȃ  

[no] topology guard  

ȍ Ȏ 

 

ȍ Ȏ 

╖ ѝ  

ȍ ԇ Ȏ 

ὤ ԇ  

ȍᴳ Ȏ 

╖ ̆ Ԉ ᶑ Ԉ̆ὁ

  Ȃ б ԇ cpu topology-limit ᴳ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᴉ Ὧ ὤ ╖ ̔ 

Ruijie(config)# topology guard 
Ruijie(config)# no topology guard 

ȍ Ὧ ԇȎ 

tp-guard port enable ̔ᴳ ╖ Ȃ 

cpu topology-limit ̔ CPU ‾  

57.1.2 tp-guard port enable 

ᴳ ╖ ̆ᴳ ԇ  

[
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ȍ Ȏ 

 

ȍ ԇ Ȏ 

ԇ  

ȍᴳ Ȏ 

ὤ ╖ ᾳЮ̆ ╖ ‡̆

  CPU ‾ ὲӹ ̆

Ȃ ԇ ұү Ӈ ̆ὲӹ (ꜛ AP )а
ԇȂ 

ȍѡᴿȎ 

Ю ᴿ ᴉ ╖ ̔ 

Ruijie(config-if)# tp-guard port enable 
Ruijie(config-if)# no tp-guard port enable 

ȍ Ὧ ԇȎ 

topology guard ̔ᴳ ὤ ╖  

57.2 TPP᮴ भ 恕  恒 肇 ㏀ 憇 熂 ₥ ။ 覞 䐀 

 ȍ Ȏ 

 

ȍ ԇ Ȏ 

ȍᴳ Ȏ 



TPP ԇ 

57-3 

Ruijie# show tpp 

ȍ Ὧ ԇȎ 

topology guard ̔ᴳ ὤ ╖  



ᴳ ֒ ԇ 

58-1 

58 配置使用文件系统命令 

58.1 配置相关命令 

֒ ᵏ ԇ ̔ 

 cd 
 cp 
 ls 
 makefs 
 mkdir  
 mv 
 pwd 
 rm 
 rmdir 

58.1.1 cd 

‎ ̆ ὡ  

cd DIRECTORY  

ȍ Ȏ 

DIRECTORY ̔  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

Э ѝ ὡ ὲ̆ѐЭУ “..” ̆ “.”
ὲ̆ӹ Ԉ ₥ ᴁ ̆ ᴐ

ὡ Ȃ ὡ Ԉ Ӯ ls ԇ Ȃ 

ȍѡᴿȎ 

Ю Уэ ὡ ₥ tmp ╟ᴐ̔ 

Ruijie# cd tmp 

ȍ Ὧ ԇȎ 
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ԇ  

ls ₥ ᾃ  

58.1.2 cp 

֒ ᴐ, Уэ ֒⁮ ֒ Ȃ 

cp dest {DESTINE_FILE | DIRECTORY} sour SOURCE_FILE 

cp sour SOURCE_FILE dest {DESTINE_FILE | DIRECTORY} 

ȍ Ȏ 

DESTINE_FILE̔ ⁮Уэ ֒ 

DIRECTORY̔ ⁸⁮ ֒  

SOURCE_FILE̔ ⁸ ֒ (ꜛ ) 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

֒ ⁮ ֒ ѐ̆ ֒ ‡̆

ᴐ ᶕ Ȃ 

 

~ 注意： 

ᴳ ̆ ₥ cp ԇа ⁸Ȃ 

 

ȍѡᴿȎ 

ԈЮᴿ ₥ log.txt ⁮ЭУ : 

Ruijie# cp sour log.txt dest ../log_bak.txt 

ȍ Ὧ ԇȎ 

 

58.1.3 ls 

₥ Ю ֒ ᶕ Ȃ 
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ls PATHNAME  

ȍ Ȏ 

PATHNAME̔ ̆ ̆ ᾳѝ ₥ Ю

ᶕ  

ȍ ᾳȎ 

ֶ ₥ ᴐ Ю ᶕ Ȃ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ὡ Ю ֒ᶕ ̆

Ю ֒ᶕ Ȃ 

ᴐ а . 

ȍѡᴿȎ 

₥ Ю ֒ ᶕ  

Ruijie# ls 

tmp Ю ֒ᶕ  

Ruijie# ls tmp 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

58.1.4 makefs 

ע ֒ ⁮  

makefs dev DEVNAME fs FSNAME 

makefs fs FSNAME dev DEVNAME 

ȍ Ȏ 

DEVNAME̔ ע (ꜛ ᶕ ) 

FSNAME̔ Эᴳ ֒  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 
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ȍᴳ Ȏ 

ԇ ᴳ ᶝ ᾳЮ ̔ aȁ ӱ ᴳ ֒ ̆

ѫѝҩ Эᴳ ֒ ‫ ᴳ Ѯ₥ Уע ̆

Ԉ ‡ ̕bȁ ֒ ᴳ У Ԉ ̆ ‮

Э ֒ ̆ Ԉᴳ ԇ э Э Ȃ 

ȍѡᴿȎ 

Ю ѡᴿ ̔ jffs2 ᴳ ֒ d̆ev/mtdblock/1 ֒

̔ 

Ruijie# makefs dev /dev/mtdblock/1 fs jffs2  

ȍ Ὧ ԇȎ 

Ὧ ԇ 

58.1.5 mkdir 

…  

mkdir DIRECTORY 

ȍ Ȏ 

DIRECTORY ̔ …  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ὡ … (ꜛ ᶕ )Ȃ 

Э а ᶕ ̆ … ֶ Ȃ 

ȍѡᴿȎ 

Ю… test  ̔ 

Ruijie# mkdir test 

ȍ Ὧ ԇȎ 

 

58.1.6 mv 

╟ ֒⁮ Уэ ֒  
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mv sour SOURCE_FILE dest {DESTINE_FILE | DIRECTORY} 

mv dest {DESTINE_FILE | DIRECTORY} sour SOURCE_FILE 

ȍ Ȏ 

SOURCE_FILE̔ ╟ ֒ 

DESTINE_FILE/DIRECTORY̔ ⁮ ֒  

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ԇ Э ὡ ̆ ֒ ᾃ  ⁮ ῆ  Ȃ 
ᴳ ᶝ  ̔aȁὯ ὡ( type file);  bȁ’?’ ╠

ᴳ ̆ а ὡӣѫ ̆ Ԉ ὡ’? ’ ԇ ᶕ

,Ԉ ὡ ԇȂ 

ȍѡᴿȎ 

Ю ᴿ log.txt ╟⁮ЭУ , ѝ config.txt,
֒,‡ ֒̔ 

Ruijie# mv sour tmp/log.txt dest ../config.txt 

Ю ᴿ log.txt ╟⁮ tmp Ю̔ 

Ruijie# mv dest /mnt/tmp sour tmp/log.txt 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

58.1.7 pwd 

₥ ᴐ  

pwd  

ȍ Ȏ 

 

Ὧ   

pwd ₥ ᴐ ᶕ  

ȍ ᾳȎ 
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ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

₥ ᴁ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ₥ ᴐ ᶕ Ȃ 

Ruijie# pwd 

ȍ Ὧ ԇȎ 

Ὧ ԇ 

58.1.8 rm 

‮ ֒Ȃ 

rm FILE 

ȍ Ȏ 

FILE̔ ‮ ֒ (ꜛ ᶕ ) 

ȍ ᾳȎ 

ḣȂ 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

а ᴐ,а ֒ שּ‍ ‮ ᴐȂ ̆

‮ Уэ ̆ а ֒ ᾃ Ȃ 

ȍѡᴿȎ 

‮ ₥ Ю log.txt ֒̔ 

Ruijie# rm log.txt 

ȍ Ὧ ԇȎ 

ԇ  

rmdir 
‮ , ѝ ԇ

ᾗ, Ԉ rm ԇ҂ Ԉ‮
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58.1.9 rmdir 
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59 配置系统管理命令 

59.1 CPU-LOG 查看命令 

ꜛ чэ ԇ̔ 

 show cpu 

 cpu-log 

59.1.1 show cpu 

CPU ‾ ᶕ ̆ ԇ show cpuȂ 

show cpu 

ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ CPU ‾ ᾰͅꜛ 5 ᾃȁ 1
‍ ᾃȁ 5 ‍ ᾃ CPU ‾ ̆Ԉ э֗╘‍⁞ 5

ᾃȁ 1 ‍ ᾃȁ 5 ‍ ᾃ CPU ‾
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  3     0%     0%     0%    atimer  
  4     0%     0%     0%    printk_task  

  5     0%     0%     0%    waitqueue_process  
  6     0%     0%     0%    tasklet_task  

  7     0%     0%     0%    kevents  
  8     0%     0%     0%    snmpd  

  9     0%     0%     0%    snmp_trapd  
 10     0%     0%     0%    mtdblock  

 11     0%     0%     0%    gc_task  
 12     0%     0%     0%    Context  

 13     0%     0%     0%    kswapd  
 14     0%     0%     0%    bdflush  

 15     0%     0%     0%    kupdate  
 16     0%     3%     1%    ll_mt  

 17     0%     0%     0%    ll main process  
 18     0%     0%     0%    bridge_relay  

 19     0%     0%     0%    d1x_task  
 20     0%     0%     0%    secu_policy_task  

 21     0%     0%     0%    dhcpa_task  
 22     0%     0%     0%    dhcpsnp_task  

 23     0%     0%     0%    igmp_snp  
 24     0%     0%     0%    mstp_event  

 25     0%     0%     0%    GVRP_EVENT  
 26     0%     0%     0%    rldp_task  

 27     0%     2%     1%    rerp_task  
 28     0%     0%     0%    reup_event_handler  

 29     0%     0%     0%    tpp_task  
 30     0%     0%     0%    ip6timer  

 31     0%     0%     0%    rtadvd  
 32     0%     0%     0%    tnet6  

 33     2%     0%     0%    tnet  
 34     0%     0%     0%    Tarptime  

 35     0%     0%     0%    gra_arp  
 36     0%     0%     0%    Ttcptimer  

 37     8%     1%     0%    ef_res  
 38     0%     0%     0%    ef_rcv_msg  

 39     0%     0%     0%    ef_inconsistent_daemon  
 40     0%     0%     0%    ip6_tunnel_rcv_pkt  

 41     0%     0%     0%    res6t  
 42     0%     0%     0%    tunrt6  

 43     0%     0%     0%    ef6_rcv_msg  
 44     0%     0%     0%    ef6_inconsistent_daemon  

 45     0%     0%     0%    imid  
 46     0%     0%     0%    nsmd  

 47     0%     0%     0%    ripd  
 48     0%     0%     0%    ripngd  
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 49     0%     0%     0%    ospfd  
 50     0%     0%     0%    ospf6d  
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 95     0%     0%     0%    conf_dispatch_task  
 96     0%     0%     0%    devprob_task  

 97     0%     0%     0%    rdp_snd_thread  
 98     0%     0%     0%    rdp_rcv_thread  

 99     0%     0%     0%    rdp_slot_change_thread  
100     4%     2%     1%    datapkt_rcv_thread  

101     0%     0%     0%    keepalive_link_notify  
102     0%     0%     0%    rerp_msg_recv_thread  

103     0%     0%     0%    ip_scan_guard_task  
104     0%     0%     0%    ssp_ipmc_hit_task  

105     0%     0%     0%    ssp_ipmc_trap_task  
106     0%     0%     0%    hw_err_snd_task  

107     0%     0%     0%    rerp_packet_send_task  
108     0%     0%     0%    idle_vlan_proc_thread  

109     0%     0%     0%    cmic_pause_detect  
110     1%     1%     1%    stat_get_and_send  

111     0%     1%     0%    rl_con  
112    75%    80%    90%    idle 

Э ‟ ѐ̆ 3 ‍⁞ 5 ȁ 1 ‍ ȁ

5 ‍ ᾃ CPU ‾ ᾳ̂ꜛ LISRȁHISR ֗╘̃ȂЮ

‡ έᴇ CPU ‾ ‍ ᾳȂὲѐ̆ У‟ Ѭ Ю̔ 

 No̔  

 5Sec̔ У ֗╘ 5 ᾃ CPU ‾  

 1Min̔ У ֗╘ 1 ‍ ᾃ CPU ‾  

 5Min̔ У ֗╘ 5 ‍ ᾃ CPU ‾  

₥ 2 ‍̆⁞ LISR CPU ‾ HISR
CPU ‾ ̆ӱ 3 ̆ ֗╘ CPU ‾ ҩȂ У

idle CPU ‾ ̆ Windows Ю ľSystem Idle ProcessĿ
У ̆ Ȃ Э ᴿ ѐ̆idle 5 ᾃ CPU
‾ ѝ 75%̆ ₥ CPU 75% ұ Ȃ 

59.1.2 cpu-log 

CPU ‾ ᶕ , Ԉᴳ cpu-logȂ 

cpu-log log-limit low_num high_num 

ȍ Ȏ 

log-limit ԇ  

low_num  CPU ‾ ᴂ  

high_num  CPU ‾  
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ȍ Ȏ 

ᾳЮ ѝ 100%̆ᴂ ѝ 90%Ȃ 

ȍ ԇ Ȏ 

ὤ Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ CPU ‾ ᶕ ᴂ ̆
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ȍ Ȏ 

 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

Ȃ 

ȍᴳ Ȏ 

ᴳ ԇ Ԉ ₥ ᾃ ᾃ ᴳ ᾰͅꜛ

ᾃ ̆Ԉ ₥ ȁ ᾃ Ȃ 

ȍѡᴿȎ 

Ю ᴿ show memory Уэ Ȃ 

Ruijie#show memory 
System Memory Statistic: 
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ԇ ᾃ ᾳȂ 

show memory protocols  

ȍ Ȏ 

   
 

   

ȍ ԇ Ȏ 

   

ȍᴳ Ȏ 

  

ᴳ ԇ ᾃ ᾳȂ 

  
а а ̆ў

BGP,OSPF,RIP,LDP,PIM,ISIS Ȃ 
 

ȍ ᴿȎ 

  

ᴿ 1̔Юᴿѝ show memory protocols  ᾃ  
Ruijie(config)# show memory protocols 
==================================================== 
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59.3.1.1 threshold set  

ḣ̆ ᵏ 3 ̆‍⁞ѝ CPU ‾ ȁᾃ

‾ ȁ Ȃ ұ CPU ‾ ᾃ ‾ ̆ў ұᵏ

MIB ̆ ҩ CPU ᾃ ̆ syslogȂ ̆

ұ ̆ ֶ̆ syslogȂ 

no У ḣȂ 
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ᴿ 2̔ ү CPU ‾ Ȃ  

Ruijie(config)# threshold set cpu member 2 70 90 

ȍ Ὧ ԇȎ 

 ԇ  
 

show threshold ԇ 

ȍ Ȏ 
  S3760 а  

59.3.2 显示相关命令 

ꜛ ԈЮ ԇ̔ 

 13Hshow threshold 

59.3.2.1 show threshold 

ḣȂ 

show threshold {cpu | memory | temperature} [M1 | M2 | slot n | member n] 

ȍ Ȏ 

   

 cpu | memory | temperature ̆ Ь c̆pu ѝ CPU
‾ ̆memory ѝᾃ ‾ ̆

temperature ѝ  
 

 M1 | M2 | slot n ᴁ̆ Э ̆n ѝ

̆ ‡ ᴁ  

 
 member n ̆ Э

̆n ѝ ̆ ‡

ȍ ᾳȎ 
   

ȍ ԇ Ȏ 
  Ȃ 

ȍᴳ Ȏ 
   

ȍ ᴿȎ 

 

 ᴿ 1̔ M1 CPU ‾ Ȃ 
Ruijie# show threshold cpu M1 

 

ᴿ 2̔ ᾃ ‾ Ȃ 
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Ruijie# show threshold memory 

ȍ Ὧ ԇȎ 

  ԇ  

  threshold set ԇ 

ȍ Ȏ 
  S3760 а  
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60 配置系统日志命令 

60.1 配置相关命令 

60.1.1 logging on 

ἵ ᶕ а Э ̆ ᴳ ὤ ԇȂ ᶕ ̆

ᴳ ԇ no Ȃ 

logging on 

no logging on 

ȍ Ȏ 

 

ȍ Ȏ 

ἵ ᶕ а Э Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

RGOS аӨ Ԉ ᶕ Console ȁVTY Э̆҂ Ԉ ᶕ

а Э̔ᾃ ᾰּשȁFLASHȁSyslog ServerȂ ԇѝ

Ὧ̆ Ὧ Ὧ̆ ᶕ а ̆ ҩш ⁞ѝ ұ

1 LogȂ 

ȍѡᴿȎ 

Ю ᴿ ЭὯ Ὧ̔ 

Ruijie(config)# no logging on 

ȍ Ὧ ԇȎ 

ԇ  

logging buffered ᶕ ⁮ᾃ ᾰּש 

logging  ᶕ Syslog Server 

logging file flash: ᶕ FLASH Э 

logging console 
ἵ ⁸ Э

ᶕ ⁞ 
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logging monitor 
ἵ VTY ( telnet
)Э ᶕ ⁞ 

logging trap 
ἵ Syslog Server
ᶕ ⁞ 

 

60.1.2 terminal monitor 

ԇἵ ₥ VTY Э ᶕ Ȃ Ὧ ₥ VTY Э

ᶕ ̆ ᴳ ԇ no Ȃ 

terminal monitor 

terminal no monitor 

ȍ Ȏ 

ᾳЮ̆ VTY Эаἵ VTY Э ᶕ Ȃ 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ԇ ₥ VTY ї Ȃᴐѝї ̆ аֶ Ѩᶑ Ȃ

VTY ֶ ̆ ї Ȃ 

 

  说明： 

ѝҩ ᵳ ̆RGOS ἵ ⁸ Эᴳ ԇȂ ⁸ Э ԇ no
, ἵ ш ⁞ѝ 0̆1 Ȃ 

 

ȍѡᴿȎ 

Ю ᴿ̆ ₥ VTY ἵ ᶕ Ȃ 

Ruijie# terminal monitor 
Ruijie# 

60.1.3 logging buffered 

no Ȉ ὣ ᾰּש ᶕ
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ȍ Ȏ 

buffer-size ̔ ᾰּש ̆ ḣ ӱ 4K ⁮ 128K BytesȂ 

levelI ̔ ᶕ ш ̆ӱ 0 ⁮ 7Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ Ȃ 

ȍ Ȏ 

ᾰּש ѝ 4k BytesȂ 

ᶕ ш ѝ 7Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾃ ᾰּש ᴳ ̆ ᾃ שּ ᾗ ̆‡ ᶕ

Ȃ ᾃ ᾰּש ᶕ ̆ ᴳ ԇ show loggingȂ 

ᾃ ᾰּשѐ ᶕ ї ̆ ԇ clear 
logginğ ᾰּשѐ ᶕ Ȃ ̆ ᾗ⁮ FLASH
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Ruijie(config)# logging server ipv6 AAAA:BBBB::FFFF 

ȍ Ὧ ԇȎ 

ԇ 
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Уэ ш Ԉ ̆ ḣЭ ұ ᴂұ ш ⁞

⁸ ЭȂ 

show logging ԇ Ԉ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ἵ ⁸ ᶕ ⁞ѝ 6̔ 

Ruijie(config)# logging console informational 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

show logging 
ᾰּשѐ ̆Ԉ

Ὧ  

 

60.1.7 logging monitor  

ἵ VTY ̂telnet ȁSSH ̃Э ᶕ ⁞̆

ὤ Ю ԇȂ ԇ no VTY Э Ȃ 

logging monitor level  

no logging monitor 

ȍ Ȏ 

level ̔ ш Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ ȂὯұ

ᶕ ш ̆ 1Ȃ 

ȍ Ȏ 

Debugging (7) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

VTY Э ᶕ ̆ Ἴ ԇ terminal monitor ἵ
₥ VTY ᶕ Ȃἵ ᶕ ⁞‡ logging monitor
ѬȂ 

Logging monitor Ѭ ᶕ ⁞ VTY Ȃ 

ȍѡᴿȎ 
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Ю ᴿ ἵ VTY Э ᶕ ⁞ѝ 6̔ 

Ruijie(config)# logging monitor informational 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

show logging 
ᾰּשѐ ̆Ԉ

Ὧ  

 

60.1.8 logging trap  

ἵ Syslog Server ᶕ ⁞̆ ὤ Ю

ԇȂ ԇ no Syslog ServerȂ 

logging trap level  

no logging trap  

ȍ Ȏ 

level  ̔ ш Ȃ Ԉᴳ ⁞ ̆҂ Ԉ ᴳ ȂὯұ

ᶕ ш ̆ 1Ȃ 

ȍ Ȏ 

Informational(6) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᶕ Syslog Server̆ Ἴ ᴳ ὤ ԇ logging Syslog 
ServerȂ ̆ᴳ logging trap ᶕ ш ⁞Ȃ 

show logging ԇ Ԉ Ὧ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ⁞ѝ 6 ᶕ ѝ 202.101.11.22 Syslog 
Server̔ 

Ruijie(config)# logging 202.101.11.22 

Ruijie(config)# logging trap informational 

ȍ Ὧ ԇȎ 
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ԇ  

logging on Ὧ  

logging  ᶕ Syslog Server 

show logging 
ᾰּשѐ ̆Ԉ

Ὧ  

 

60.1.9 logging source interface  

̆ ὤ Ю ԇȂ ԇ no
Ȃ 

logging source interface interface-type interface-number 

no logging source interface 

ȍ Ȏ 

interface-type ̔  

interface-number ̔  

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾳЮ̆ Syslog Server Ȃѝ

ҩᵳұ ̆ Ԉᴳ ԇ ѝ э ̆

У ⁞ӱ   Ȃ 

ȍѡᴿȎ 

Ю ᴿ Loopback 0 ѝ Syslog ̔ 

Ruijie(config)# logging source interface loopback 0 

ȍ Ὧ ԇȎ 

ԇ  

logging  ᶕ Syslog Server 
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60.1.10 logging source ip| ipv6 

̆ ὤ Ю ԇȂ ԇ no
Ȃ 

logging source {ip ip-address | ipv6 ipv6-address} 

no logging source {ip | ipv6} 

ȍ Ȏ 

ip-address  IPV4 ў IPV4 ̕ 

ipv6-address  IPV6 ў IPV6 ̕ 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ᾳЮ̆ Syslog Server Ȃѝ

ҩᵳұ ̆ Ԉᴳ ԇ ѝ э ̆

У ⁞ӱ   Ȃ 

ȍѡᴿȎ 

Ю ᴿ Loopback 0 ѝ Syslog ̔ 

Ruijie(config)# logging source ip 192.168.1.1  

ȍ Ὧ ԇȎ 

ԇ  

logging  ᶕ Syslog server 

 

60.1.11 logging facility  

ᶕ ḣ̆ ὤ Ю ԇȂ ԇ no ̆

ḣѝ ḣ(23)Ȃ 

logging facility facility-type 

no logging facility  

ȍ Ȏ 
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facility-type ̔Syslog ḣ̆έᴇ ḣ ᴳ Ȃ 

ȍ Ȏ 

Local7(23) 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

Ю ̂ 2̃ Syslog ḣ̔ 

2 

Numerical 
Code

Facility 

0 kernel messages 

1 user-level messages 

2 mail system 

3 system daemons 

4 
security/authorization 

messages  

5 
messages generated 

internally by 
syslogd 

6 
line printer 

subsystem 

7 
network news 

subsystem 

8 UUCP subsystem 

9 clock daemon   

10 
security/authorization 

messages 

11 FTP daemon 
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12 NTP subsystem 

13 log audit 

14 log alert  

15 clock daemon   

16 local use 0  (local0) 

17 local use 1  (local1) 

18 local use 2  (local2) 

19 local use 3  (local3) 

20 local use 4  (local4) 

21 local use 5  (local5) 

22 local use 6  (local6)  

23 local use 7  (local7) 

RGOS ḣѝ(local7)  23Ȃ 

ȍѡᴿȎ 

Ю Syslog ḣѝ kernel̔ 

Ruijie(config)# logging facility kern 

ȍ Ὧ ԇȎ 

ԇ  

logging console 
ἵ ⁸ Э

ᶕ ⁞ 

 

60.1.12 logging count 

╖ ̆ ὤ Ю ԇȂ Ὧ

╖ ̆ ᴳ ԇ no Ȃ 

logging count 



ԇ 
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no logging count 

ȍ Ȏ 

 

ȍ Ȏ 

Ὧ  

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ╖ Ȃӱ ԇ Ȃ no logging count
ԇ ̆ ╖ Ὧ ̆ з Ȃ 

ȍѡᴿȎ 

╖ ̔ 

Ruijie(config)# logging count 

ȍ Ὧ ԇȎ 

ԇ  

show logging count ѐ ᶕ  

show logging  
ᶕ б

ᾰּשѐ ᶕ  

 

60.1.13 logging rate-limit 

⁸╖ ̆ ⁸ ᾃἵ   ᶕ ̆ ὤ Ю

ԇȂ Ὧ ⁸╖ ̆ ᴳ ԇ no Ȃ 

logging rate-limit {number | all number | console {number | all number}} [except 
severity] 

no logging rate-limit 

ȍ Ȏ 

number  



ԇ 

60-14 

except  ұ ұ ш ⁞ ᶕ ӑ ⁸̕ ⁞ѝ error(3)̆
ұ ұ error ⁞ ᶕ а ⁸̕ 

severity  ᶕ ш ⁞̆ ⁞ ̆ш ̆ ѝ 0—7; 

ȍ Ȏ 

ᾳЮ̆а ⁸Ȃ 

ȍ ԇ Ȏ 

ὤ  

ȍᴳ Ȏ 

ԇ ⁸ ᶕ  Ȃᴳ ԇ̆ Ԉ ᶕ  Ȃ 

ȍѡᴿȎ 

ᾃἵ ᶕ ̂ꜛ debug̃ѝ 10 ת̆ warning
ш ⁞а ⁸̔





ԇ 

60-16 

ҩ ᶕ ѐ╗Э ᶕ Ԉ ̆ Ԉ ᶕ ѐ╗Э ̆ ӱ 1
Ȃ╗Э Ԉ ̆ Ԉ ᶕ х ̆Ԉ ӊ

Ἴ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᶕ ѐ╗Э ̔ 

Ruijie(config)# service sequence-numbers 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ  

service timestamps ᶕ ѐ  

 

60.1.16 service timestamps  

ᶕ ѐ╗Э ᶕ ̆ ὤ Ю ԇȂ ԇ no
ᶕ ѐ Э ᶕ Ȃdefault ᶕ ѝ

ḣȂ 

service timestamps message-type [uptime | datetime [msec | year]]  

no service timestamps message-type 

default service timestamps message-type 

ȍ Ȏ 

message-type ̔ ̆ ч log debugȂlog ᶕ ш ⁞ 0
̇6 Ѯ ᶕ ̆debug ᶕ ш ⁞ѝ 7 ᶕ Ȃ 

uptime̔ ╟ ̆ ̔* * *‍* ̆ᴿ̔07:00:10:41 

datetime̔ ₥ ̆ ̔   ̔‍̔ ̆ᴿ̔Jul 27 16:53:07 

msec  ₥ ̆ ̔   :‍: .  ᴿ̔Jul 27 
16:53:07.299 

year  ₥ ֙ ̆ ̔    :‍:  ᴿ̔2007 Jul 27 
16:53:07 

ȍ Ȏ 

ᶕ ѐ ̆ѝ ₥ Ȃ RTC̆‡ ╟ ѝ

╟ Ȃ 

ȍ ԇ Ȏ 



ԇ 
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ὤ  

ȍᴳ Ȏ 

ᴳ Uptime ӱЭ ╟⁮ ₥ ̆ ᴁѝ Ȃ

ᴳ Datetime ѝ ₥  ̆ ̇ ̇    ‍̔ ̔ Ȃ 

ȍѡᴿȎ 

Ю ᴿ Log ᶕ Debug ᶕ ̆ ѝ Datetime̔̆ з

̔ 

Ruijie(config)# service timestamps debug datetime msec 

Ruijie(config)# service timestamps log datetime msec 

Ruijie(config)# end 

Ruijie(config)# Oct  8 23:04:58.301 %SYS-5-CONFIG_I: 

Configured from console by console 

ȍ Ὧ ԇȎ 



ԇ 

60-18 

ȍѡᴿȎ 

Ю ᴿ ᶕ ѐ╗Э ̔ 

Mar 22 15:28:02 %SYS-5-CONFIG: Configured from console by 

console 

Ruijie# config terminal 
Enter configuration commands, one per line. End with CNTL/Z. 

Ruijie(config)# service sysname 

Ruijie(config)# end 
Ruijie# 

Mar 22 15:35:57 S3250 %SYS-5-CONFIG: Configured from console 

by console 

ȍ Ὧ ԇȎ 

ԇ  

show logging 
ᶕ

б ᾰּשѐ ᶕ  

 

60.1.18 more flash 

FLASH ѐ ֒ᾃ ̆ Ю ԇ̔ 

more flash:filename 

ȍ Ȏ 

Filename ̔ ֒  



ԇ 
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ԇ  

logging file flash: ᶕ FLASH Э 

 

60.1.19 clear logging 

ᾃ ᾰּשѐ ᶕ ̆ Ю ԇȂ 

clear logging 

ȍ ԇ Ȏ 

  

ȍᴳ Ȏ 

ԇ ᾃ ᾰּשѐ ᾃ Ȃа ᶕ Ȃ 

ȍѡᴿȎ 

Ю ᴿ ᾃ ᾰּשѐ ᾃ Ȃ 

Ruijie# clear logging 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ 

show logging ᾰּשѐ  

logging buffered ᶕ ⁮ᾃ ᾰּש 

 

60.2 显示相关命令 



ԇ 

60-20 

ȍ ԇ Ȏ 



ԇ 
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Console 
logging 

⁸

Э ᶕ

⁞̆Ԉ

 

Monitor 
logging 

VTY
Э

ᶕ

⁞̆Ԉ

 

Buffer logging 

ᾃ

ᾰּשѐ

ᶕ

⁞̆Ԉ

 

Timestamp 
debug 
messages

Debug ᶕ

 

Timestamp log 
messages

Log ᶕ

 

Sequence log 
messages

Ὧ 

Trap logging 

Syslog 
Server

ᶕ

⁞̆Ԉ

 

Log Buffer  
ᾃ

ᾰּשѐ

 

ȍ Ὧ ԇȎ 

ԇ  

logging on Ὧ 



ԇ 
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clear logging  ᾰּשѐ  

 

60.2.2 show logging count 

ѐ ᶕ ӊ ̆Ԉ ӊ ᶕ ̆

Ю ԇȂ 

show logging count 

ȍ Ȏ 

 

ȍ ԇ Ȏ 

 

ȍᴳ Ȏ 

ѝҩᴳ ╖ ̆ ὤ Ю̆ logging count ԇȂ

show logging count ԇ̆ Ԉ ᶕ ̆ӊ ̆ У  

Ȃ 

show logging ԇ̆ Ԉ ⁮ ᶕ ╖ Ȃ 

ȍѡᴿȎ 

Ю ᴿ show logging count ̔ 

Ruijie# show logging count 
Module Name   Message Name Sev Occur      Last Time 

====================================================SYS           

CONFIG_I         5   1         Jul 6 10:29:57 

----------------------------------------------------SYS 

TOTAL                           1 

ȍ Ὧ ԇȎ 

ԇ  

logging count ╖ Ὧ 

show logging  
ᶕ

б ᾰּשѐ ᶕ  

clear logging ᾰּש ᶕ  

60.2.3 show logging reverse 



ԇ 

60-23 

ԇ╖ б show logging



ԇ 

60-24 

ᾰּשѐ  

ᶕ

б ᾰּשѐ ᶕ  
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