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1 Web  

1.1 运行环境 

ѝҩ ᵳ ᴐ ̆ ᵏҩ Web ╖ Ȃ У PC

Уэ ̆ ὡ ̆ᵳ Ԉ Ȃ 

Web 1-1 Ȃ 
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б УэԈ Ȃ ̆ᴳ PC ̆Ԉ Web

Ȃ PC IP ѝ̔192.168.201.122/255.255.255.0 

  

₥̆ ᴐ HA( ) Ю̆ ᴐ HA Ю̆

‡ IP ֶ а ̆έᴇ FW-FAILOVER-SCG.doĉAS Ю̃

FW-FAILOVER-AA-SCG.doĉAA Ю̃Ȃ 

 

 : 

1̃ Ӈ  

# … VLAN 3Ȃ GigabitEthernet 1/1 ѝ Access ̆ ╗ὡ VLAN 2Ȃ 

Firewall# configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Firewall(config)# vlan 2 

Firewall(config-vlan)# exit 

Firewall(config)# interface Gigabitethernet 1/1 

Firewall(config-if)# switchport access vlan 2 

Firewall(config-if)# exit 

 

# ̂ ᴁұӇ 4 ̃ TenGigabitethernet 4/1 TenGigabitethernet 

4/2 ( чэ Ӈ ҵ )ṁѝ Aggretegateport 4 ̔ 

Firewall(config)# interface TenGigabitethernet 4/1 

Firewall(config-if)# port-group 4 

Firewall(config-if)# exit 

Firewall(config)# interface TenGigabitethernet 4/2 

Firewall(config-if)# port-group 4 

Firewall(config-if)# exit 

 

# Aggretegateport 4 ᴐ Trunk Ю̆ἵ VLAN 2 Ȃ 

Firewall(config)# interface Aggretegateport 4 

Firewall(config-if)# switchport mode trunk 

Firewall(config-if)# switchport trunk allowed vlan remove 1,3-4094



web ᾊ 

www.ruijie.com.cn 

2̃  

Firewall(config)#interface vlan 2 

Firewall(config-if)#ip address 192.168.201.1 255.255.255.0 

 

̂3̃ ╟ http/https ╘ 

 ╟ http ╘ 

Firewall(config)# enable service web-server http 

 ╟ https ╘ 

Firewall(config)# enable service web-server https 

̂4̃ Web ѝ local ̔ 

     Firewall(config)# ip http authentication local 

  

̂5̃  

  

Firewall(config)# user admin password admin 

 ̂ ѝ 15 ̆ ‡ֶ ̃ 

Firewall(config)# user admin privilege 15 

̂6̃ ╗  

Firewall(config)# service password-encryption 

  ╗ ԇ ̆ CLI ̆ ̆ ⁮ ╗ Ȃѝ ὤ

̆ ╗ Ȃ 

 

  

(1) ᴳ Web ̆‡ ѝ local Ȃ 

(2) ѐ ădmin ѝ ̆ὲӹ ѝУ ̆

ᶢ ̆ ᶢ Ȃ 

̂3̃admin У ̆а ‮ ̆а ᶢ Ȃ 

̂4̃ Ԉ ╗̆‮ ̆ᶢ ὲӹ ᶕ Ȃ 

̂5̃ ‍שּ ᾗ 
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ԈЭ ̆ ╟ ̂ѝ ̆ ᴳ IE 8.0 ԈЭ ̃̆

ѐ ὡ IP ľ192.168.201.1Ŀ ̆ ὡ Web ̆ 1-2 Ȃ ὡ

ľadminĿ ľadminĿ̆  < > Ȃ 

 

1-2  

 

1.3 退出Web 

Web Э   Э <  > ̆   Web Ȃ 

1.4 页面布局 

Web Ὥ‍ѝ̔ ȁ ȁשּ Ь ‍̆ 1-3 Ȃ 

 

1-3 Web  
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 
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ᴐ ԇ 

ᶢ http  

Firewall(config)#ip http port ? 

80            Default port number 

<1025-65535>   Port number range 

ᶢ https  

Firewall(config)#ip http secure-port ? 

         443           Default port number 

         <1025-65535>   Port number range 

ᶢ Web  

Firewall(config)#ip http authentication ? 

  enable  Use enable passwords 

local   Use local username and passwords 

enable ̔ ̆ Ю̆

Ю ̂ ᴳ username xxx password xxx ԇ

̃ Ȃ Ю ѝ admin̆

ᶢ ᴳ ԇ Firewall(config)#enable password xxxxx

ᶢ Ȃ 

local ̔ ᴳ Ю ̂ ᴳ

username xxx password xxx ԇ ̃ ̆

ѝ local ̆ local ̆enable

╟ Ȃ 

ń WEB ̆ local Ȃ 

 

  ԈЭ ԇ  

 

1.7 注意事项 

(1)Web Microsoft Internet Explorer 6.0 SP2 ԈЭ ȁMozilla Firefoxȁ360 ὤ

ȁGoogle Chrome ў Ȃѝҩᴳ ⁮ ᴧ ̆ ᴳ IE 8.0 ԈЭ

Ȃ 

(2)Web а ȁ₥ ȁ⁹ Ȃᴳ Ҿ ֶ Web а

Ȃ 
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2  

Ԉ ╠ ҩ ᶕ ̆έᴇꜛ ԈЮΰ ᾃ ̔ 

 ᶕ ̆ꜛ ̆ ̆ ̆ ֒ ̆ ֒ ̕ 

 ̆ꜛ CPU ᶕ ̆ᾃ ᶕ ̕ 

 ‍╖ ᶕ  

 

⁮ Web ̆ ὡľ Ŀ ̆ 2-1 Ȃ ѐ Ȃ 

 

2-1  
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3  

ѐ ў ̆ Ӈ ╖ ת Эа ȁ

Ȃ 

ұ Web Э ѐ VLAN BVI ̂ Ȃ̃ 

 VLAN У̔ Ь Ю ў̆ ұ VLAN Ь ҵ Ȃ э VLAN Уэ VLAN

̆ ѝ VLAN ҩ IP ̆ ᴐѝ VLAN ᾃ Ὧ̆

ұ IP Ь Ȃ 

 BVI ̂ ̃̔ ᴐ ̆ ү ̆ў Э

VLAN Ȃ Ԉ а VLAN ╗ὡУэ BVI ̆ VLAN Ȃ 

 

ᵏ ᶕ ȁ… ȁᶢ ‮ VLAN ȁBVI ╖ Ȃ 

 

3.1 配置VLAN接口 

3.1.1 VLAN ᶕ
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3-1 VLAN  

‟   

 VLAN  

IP /  
IP ̆ IP ѝ IP̆҂

Ԉ DHCP ⁮ IP Ȃ 

 

̔ 

 UP:  

 DOWN: Ὧ  



web ᾊ 

www.ruijie.com.cn 

‟   

ᶕ  

+ ŀ̔ ᶕ ‟ 

- ̔ ᶕ ‟ 

̔Ь ү ̕ 

̔ ̆ ұ ̕ 

ὤ ̔ ὤ ̆ ὤ ұ ‚‍ ̆

ᶕ ̕ 

ACL ‡̔ Э ACL ‡̆ꜛ ACL ̆

̂in/out̃̕   ACL ̆ Ԉ

ACL ‡̕ 
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3-2 VLAN ╗  

  

VLAN ID VLAN ID 

IP  

IP ̔а IP ̆ ĬP שּ ̕

̔ IP ̆ꜛ ў IP ӱ

IP ̕ 

IP  
VLAN ў IP ̆ IP ľ Ŀ

̆ Ȃ IP УэȂ 

ӱ IP  

VLAN ӱ IP ̆ IP ľ Ŀ ̆

Ȃӱ IP эȂ 

ὡӱ IP ̆  ľ ╗Ŀ ̆ ӱ IP ╗ὡ

Ю ‟ Ȃ 



web ᾊ 

www.ruijie.com.cn 

 

3.2 配置BVI接口（桥组接口） 

3.2.1 BVI ᶕ  

ѐ ľ  > Ŀ̆ ὡ VLAN Ȃ  ľ Ŀ ̆ ὡ

Ȃ 3π3 Ȃ 

 

3-3  

‟   

  

ꜛ  
╗ὡ VLAN ȂVLAN ╗ὡ ̆ ү

̆а ᾋ VLAN Ю IP Ȃ 
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‟   

IP /  
IP ̆ IP ѝ IP̆҂

Ԉ PPP ⁮ IP Ȃ 

 

̔ 

 UP:  

 DOWN: Ὧ  

ᶕ  

+ ŀ̔ ᶕ ‟ 

- ̔ ᶕ ‟ 

IP ̔ IPȁ ȁPPP  

̔Ь ү ̕ 

̔ ̆ ұ ̕ 

ὤ ̔ ὤ ̆ ὤ ұ ‚‍ ̆

ᶕ ̕ 

ACL ‡̔ Э ACL ‡̆ꜛ ACL ̆

̂in/out̃̕   ACL ̆ Ԉ

ACL ‡̕ 

ӱ IP ̔ ӱ IP ̕ 

ᴐ 
ᶢ ̔ᶢ ᶕ  

‮ ̔‮  

 

3.2.2 BVI  

BVI ̂ 3-3 ̃̆ ľ ╗ Ŀ ̆ ὡ⁮ ╗ ̆ 3-4 ̔ 
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IP /  ў IP ̆ УэȂ 

ӱ IP /  
ӱ IP ̆ӱ IP эȂ ľ

╗Ŀ ╗ эӱ IP Ȃ 
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4    

4.1 配置防攻击黑名单 

4.1.1  

̆  IP У Ȃ ў Уэ Ԉ

ip ╟ ╗ ‮ ̆ ѝ ⁮ IP  ֝ Ѯ ̆

ў╟ᶢ ‟ ӱ  IP Ȃ ̆ Уэ ὤ

Ȃ ѐ Ԉ ╟ ҂ Ԉ ╟ ╗Ȃ 

4.1.2  

ѐ ľ  >   Ŀ̆ Ἴ ὡ   Ȃ 4-1 Ȃ 

 

4-1    

 

‟   

IP  ╗ὡ ў IP  
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‟   

╗  

╗ ̆ 2 ╗ ̔ 

 ╗̔ ľ ╗Ŀ ╟ ╗

̆ ұ ╗̕ 

 ╟ ╗̔   ̆ ⁮

ў   ѝ̆҂ֶ ╟ ў IP ‟ὡ ̆

ұ ╟ ╗Ȃ 

 

╟ ╗ ⁸̆ У ֶ ╟ Ȃ

̆ ľ   Ŀ ľ  

Ŀ 

 

  ў ‟ὡ ̆ а Ȃ 

4.1.3 ╟ ╗  

  ̂ 4-1 ̃
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4-3    

‟   

   

SYN FLOOD   

UDP FLOOD   

ICMP FLOOD   

IP   

  

IP  
    IP ̆ ⁮   ̆ IP

╗ὡ  

IP  
 ў IP S̆YN FLOOD  ȁUDP 
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 ֶ ⁸ў ұ ֶ ₥ ֶ ⁸ эip ip ӊ

flow flood  ̕ 

 ⁸ ў Ҿ ̂ Ȃ̃ ̆ ұ icmp flood

udp flood  ̆ ὲӹ ᾳЮ̆ ⁸ Уэ Ȃ 

 

4.3.2 ֶ ⁸ 

ѐ ľ  >   Ŀ̆ ľֶ ⁸Ŀ‍ ̆ ὡֶ ⁸ Ȃ

4-4 Ȃ 

 

4-4 ֶ ⁸  

‟   

ў  ֶ ⁸ ў IP  

ᴿ ў  ľў ĿѮ ў Ȃ 

‡ 

ꜛ IP ⁸̂ ὡ/   ȁ̃ IP ֶ ⁸̂ ὡ

/  ̃ IP ֶ ⁸̂ ὡ/  ̃ 

̆ ὡ IP ̆   IP 

 

4.3.3 ╗ֶ ⁸ 

 ֶ ⁸ ̂ 4-4 ̃ ╗ ̆  ľ ╗ֶ ⁸Ŀ ̆ 4-5

Ȃ 



web ᾊ 

www.ruijie.com.cn 

 

4-5 ╗ֶ ⁸  

 

  

ў  
ֶ ⁸ ў IP Ȃ ѝў IPȁIP

anyȂѝ any ̆ ֗ ў Ȃ 

ᴿ ў  

ľў ĿѮ ў Ȃ ѝў IPȁ

IP anyȂѝ any ̆ ֗ ў Ȃ 

ᴿ ̔ 192.168.3.25 Ѯ 192.168.3.0

ў ֶ ⁸Ȃ‡ 4-5, ў

ѝ192.168.3.0 ̆ ᴿ ў ѝ192.168.3.25 Ȃ

IP ⁸ 
ὡ̔ IP ᾃ IP ̆ IP

⁸ ḣ̂1-100000kBps)̆а а ⁸Ȃ 
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Land   

 Land  ̆  TCP SYN ꜛ

 IP Ȃ

 SYN-ACK ̆ э  ACK …

Уэ ̆ Уэ ᶑ ⁮ Ȃ

Land   а ̆ UNIX ў ̆

Windows NT ў ֶ ὲ Ȃ 

Smurf   

Smurf  ̆  Уэ Ȃ ICMP 

̆ ꜛ ѝ ̆

ў  ICMP ᴐ  ̆

Ȃ Smurf  ў   ў Ȃ

Э  ICMP ꜛ ѝ ў

̆ ў Ȃ   У

̆  Ȃ Э ̆ ў

̆   ȂSmurf   Уэ ᴇѝ

Fraggle  Ȃ 

Winnuke   

WinNuke    Windows  

NetBIOS ̂139̃ OOB̂out-of-band̃ ꜛ̆

Уэ NetBIOS ̆ ᴳ ў Ȃ 

SYN Flood   

ұ ⁸̆TCP/IP ἵ э TCP Ȃ  

SYN Flood   ‾ У ̆ ׆ Уэ SYN ̆ὲ

׆ Уэа ̆ ╘

̆ ╘ ⁮  SYN-ACK ̆  

̆аֶ ⁮ ACK ̆ Уэ Ȃ  

ֶ̆  ў Э  ̆

ὲ ̆ᴳ Ȃ ⁮ Ȃ

УҾ… а ⁸ ̆SYN Flood έ נ

̆ ֶ ᾃ Ȃ 

ICMP Flood    UDP 

Flood   

  ᾃ  ICMP ̂  ping̃  UDP 

а ̆ ᴳ а

ּ ֗╘Ȃ 

 

  

έ ̆ ᴐ  ὲ

̆ Ҿ з

Э̆ Ҿў ᴳ Ҿ ᵏ ╘Ȃ 
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Ping of Death   

 

 Ping of Death̆ ‾ УҾ  ICMP 

У  ȂIP ѝ 16 ᴁ̆

Уэ IP ѝ 65535Ȃ ұ ICMP 

̆ ұ 65507̆ ֶᴳ ICMP ̅IP 

(20)̅ICMP ̂8̃> 65535Ȃ ұ Ҿ

̆ ⁮Уэ ̆ ұ а ֶ̆

ȁ Ȃ 

 

4.4.2   SYN FLOOD   ╟ TCPԆ  

ѐ ľ  >   Ŀ̆ ľ   Ŀ‍ ̆ ὡ   Ȃ

  ̆ᴁұ שּ ̆ 4-6 Ȃ 

 

 4-6    

ԈЮ   ̔ Teardrop  ȁ Smurf  ȁ TCP Flag  ȁ Ping of Death

 ̕ὲӹ  ѝ ̆ ̆  ľᶑ Ŀ ᴳ Ȃ 

 

4.4.3   ḣ 

ѐ ľ  >   Ŀ̆ ľ   Ŀ‍ ̆ ὡ   Ȃ

  שּ Ю ̆   שּ ̆ 4-7 Ȃ 
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4-7    

  

  

:ⱶ ľ  Ŀ ̆  

╖ ̕ ᾳЮ̆ שּ Ὧ ̕
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ұ ў ̆ ѝ Ȃ 

ԈЮΰ ̔ 

 TCPȁUDP ICMP  

 а TCP  

 а UDP  

 а ICMP  
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4-8 IP‍ FLOOD    

  

IP ‍ FLOOD

  

:ⱶ ľ IP ‍ FLOOD  Ŀ ̆

╖ ̕ ᾳЮ̆ שּ Ὧ ̕

Ὧ ̔ ľ IP ‍ FLOOD  Ŀ ̆ Ὧ

╖ ̕ 

ḣ 
ḣ̆ ᴁ̔pps̕ ꜛ ḣ̆‡

ѝ  ̕ 

 IP ‍ FLOOD   ̆   ѐ

 

4.4.4.2 配置防超长ICMP报文攻击 

4-9 ̔ 

 

4-9 ICMP    

  

ICMP   

:ⱶ ľ ICMP  Ŀ ̆ ╖ ̕

ᾳЮ̆ שּ Ὧ ̕ 

Ὧ ̔ ľ ICMP  Ŀ ̆ Ὧ ╖

̕ 

ICMP  
ICMP ̆ ̆‡ ѝѝ ICMP  ̕

̆ 4000 bytes̆ ᴁ̔byte 

 

4.4.4.3 配置防SYN FLOOD报文攻击 

4-10 ̔ 
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4-10 SYN FLOOD  ў  

‟   

SYN FLOOD   

̔ ᾳЮ ľ̆ SYN FLOOD  Ŀ ѐ̆

з שּ ‟ ̕ 

Ὧ ̔Ὧ ᾳЮ ľ̆ SYN FLOOD  Ŀ а ѐ̆

Ὧ שּ ҂а ̕ 

ᶑ ў IP|ACL  

SYN FLOOD  ᶑ ў IP̆ Ȃ ACL

ў ̆ ‟ ACL Ȃ   ACL

̆ ⁮ ACL ᾃ Ȃ 

ḣ ḣ 

 

̔ⱶ ľ Ŀ ̆ SYN FLOOD  

̆   ̕ 

Ὧ ̔ ľ Ŀ ̆ Ὧ ╖  

Web ч SYN Flood  ̔1̃ ╗ ᶑ ў IP ̕2̃ Ѭ ACL

ᶑ IP Ȃ 

1)  ľ ╗ ᶑ IPĿ ̆  ľ ╗ SYN Ŀ Ȃ 4-11 ̔ 
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4.4.4.4 配置防UDP FLOOD报文攻击 

4-12 ̔ 

 

4-12 UDP FLOOD  ў  
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‟   

UDP FLOOD   

̔ ᾳЮ ľ̆ UDP FLOOD  Ŀ ѐ̆

з שּ ‟ ̕ 

Ὧ ̔Ὧ ᾳЮ ľ̆ UDP FLOOD  Ŀ а ѐ̆

Ὧ שּ ҂а ̕ 

ᶑ ў IP  

UDP FLOOD  ᶑ ў IP̆ Ȃ ACL

ў ̆ ‟ ACL Ȃ   ACL

̆ ⁮ ACL ᾃ Ȃ 

ḣ 

ḣ̆ ḣ̆‡ ѝ UDP FLOOD  Ȃ

ńѝҩ UDP FLOOD   ῆ ̆

ḣȂ 

 

̔ⱶ ľ Ŀ ̆ UDP FLOOD  

̆   ̕ 

Ὧ ̔ ľ Ŀ ̆ Ὧ ╖  

ч UDP Flood  ̔1̃ ᶑ ў IP ;2) Ѭ ACL

ᶑ ў Ȃ 

1̃  ľ ╗Ŀ ̆  ľ ╗ UDP FLOOD  Ŀ Ȃ 4-13 ̔ 

 

4-13 UDP FLOOD    
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ᶑ ў IP  
UDP FLOOD  ᶑ ў IP ̆ э

ў Ȃ 

ḣ 
ḣ̆ ᴁ̔ꜛ Ȃ ᶕ ḣ̆‡

ѝ UDP FLOOD  Ȃ 

2̃ ACL 4.4.5.3 Ȃ 

 

4.4.4.5 配置防ICMP FLOOD报文攻击 

4-14 ̔ 

 

4-14 ICMP FLOOD  ў  

‟   

ICMP FLOOD   

̔ ᾳЮ ľ̆ ICMP FLOOD  Ŀ ѐ̆

з שּ ‟ ̕ 

Ὧ ̔Ὧ ᾳЮ ľ̆ ICMP FLOOD  Ŀ а

ѐ̆Ὧ שּ ҂а ̕ 

ᶑ ў IP  

ICMP FLOOD  ᶑ ў IP̆ Ȃ ACL

ў ̆ ‟ ACL Ȃ   ACL

̆ ⁮ ACL ᾃ Ȃ 

ḣ 

ḣ̆ ḣ̆‡ ѝ ICMP FLOOD  Ȃ

ńѝҩ ICMP FLOOD   ῆ ̆

ḣȂ 
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‟   

 

̔ⱶ ľ Ŀ ̆ ICMP FLOOD  

̆   ̕ 

Ὧ ̔ ľ Ŀ ̆ Ὧ ╖  

ч ICMP Flood  ̔1̃ ᶑ IP;2) Ѭ ACLȂ 

1)   ╗ ̆  ľ ╗ ICMP FLOOD  Ŀ Ȃ 4-15 ̔ 

 

4-13 ICMP FLOOD    

  

ᶑ ў IP  
ICMP FLOOD  ᶑ ў IP ̆

эў Ȃ 

ḣ 
ḣ̆ ᴁ̔ꜛ Ȃ ᶕ ḣ̆‡

ѝ ICMP FLOOD  Ȃ 

2̃ ACL 4.4.5.3 Ȃ 
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5 ὤ  

ὤ У έ ὤᶑ ̆ ҵᶕ֗ שּ ̆ У ᾃ ᶕ

ȁᴳ ўᴇȁ ὤ ἷ а ‚‍ Ȃ Уэ שּ ὤᶑ ̆έ

ὤ ⁸ ⁸ שּ̆ ᾃέ ҵᶕ֗Ὧ з̆ Уэ ὤ Ὥӎ ὤ Ȃ

ὤ ‚‍ Уэ ὤ ̆ ѝע שּ ὤᶑ Ȃ 

5.1 配置指导 

ὤ ̔ 

 ֗╘  

1 ὤ ‚‍  

ұԈЮч ‚‍ ὤ ̔ 

ұ IP ‚‍ ὤ  

ұ ‚‍ ὤ  

ń ұ ‚‍ ὤ

 

2 … ὤ  

ὤ ᾳЮ̆ ұ default ὤ Ȃ

default ὤ ̔ ᾳЮ default ὤ ᾃ

а ὲӹ ὤ ̆ὲӹ ὤ ҂а default ὤ

̂ Ю ̃̕ default ὤ ᾃ

҂ а ҵ Ȃ 

3 ᶢ ὤ  

ᾳЮ ִἼ ὤ ў╟ ᴂִἼ ὤ ̕ᴂ

ִἼ ὤ а ִἼ ὤ Ȃὲӹ ̆

 

5.2 配置安全域创建方式 

ѐ ľ  > ὤ Ŀ̆ ὤ Ȃ 5-1 Ȃ 
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5-1 ὤ  

 ľ ὤ … Ŀ̆   ὤ ‚‍ ̆ 5-2 Ȃ 

 

5-2 ὤ …  

  

IP  ұ ў IP ‚‍ ὤ  

 ‚‍ ὤ  
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  ὤ … ֶ ὤ ᶕ ὤ х Ȃ 

 

5.3 基于IP地址划分安全域 

5.3.1 ὤ ᶕ  

ὤ … ѝľ ұ IP ‚‍Ŀ ̆ ұ IP ‚‍ ὤ ̆ 5-3

Ȃ 

 

5-3 ұ IP ‚‍ ὤ  

‟   

ὤ  ὤ  

ў  ұ ὤ IP  

ᴿ ў  
аꜛ ὤ ᾃ ў Ȃ IP

ľў Ŀ Ѯ Ȃ 

 ὤ ִἼ ̆ ḣ ִἼ ⁞ Ȃ 
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‟   

 

 ḣ̔ ὤ ᴿ Ȃ э

Ὧ ὤ ḣ ̆ ̕

Ѭа ̕ 

 ̔ ╟ᴐ̆ꜛ ȁtrap ̆

trap Ь ̕ ̕ 

 ᴿ ע ̔ ᴿ ̆ ̔1  

 

 ̔ ᴿ Ȃ э Ὧ

ὤ ̆ ̕

Ѭа ̕ 

 ̔ 

1̃ ᴿ ̂ ̆

Уэ ᴿᾃ̃ᶑ שּ ̕ 

2̃ ᴿ ὤ  

̔ ᴿ ὤ  

 ̔ ̆ Ѩ  

 

5.3.2 … ὤ  

ὤ ̂ 5-3 ̃̆  ľ ╗Ŀ̆  … ὤ ̆ 5-4 Ȃ 
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5-5 ὤ …  

  

ὤ  ὤ  

ў  
ұ ὤ IP ̆ ѝў IPȁIP anyȂ

ѝ any ̆ ֗ ў Ȃ 
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ᴿ ў  
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5.3.3 ɡ ὤ  

1) ὤ ‡ 

ѐ ľ  > ὤ Ŀ̆ ὤ Ȃ ľ ὤ Ŀ ̆ ὤ

‡ᶕ ̆ 5-6 Ȃ 

 

 5-6 ὤ ‡  

‟   

‡ 

ὤ ‡Ȃ ̔ 

A B: ὤ A Ԉ ὤ B 

A B: ὤ B Ԉ ὤ A 

A B: ὤ A B Ԉҵ  

A B: ὤ A B а ҵ  

‡ 

‡ִἼ ұ ‡̆ ‡

Ȃ ‡ Ȃ 

̔ 

A B: ὤ A Ԉ ὤ B 

A B: ὤ B Ԉ ὤ A 



web ᾊ 

www.ruijie.com.cn 

 

2) ᶢ ὤ ‡ 

 ἵ У ὤ ᾃҵ  

‡аἵ У ὤ ᾃ ҵ ̆ ἵ У ὤ ᾃ ҵ ̆

Ȃ 5-6 ԈЮּש Ȃ 

 

 ὤ ҵ  

‡аἵ ὤ ҵ ̆ ἵ ὤ ҵ ̆ Ȃ

5-6 ԈЮּש Ȃ 

 

 ╗ ‡ 

ὤ ‡ ̂ 5-6 ̃̆   ѐ ὤ ᶢ ̆ ὡ ὤ

‡ ̆ 5-7 Ȃ 
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5-7 ‡  

2 ‡̔ 

 ұ IP ╗̔ Ԉ ╗ў IP ּ ̆ Ѭ ‡  ̕

 ACL ╗̔ ԈὯ Ѭ ACL ‡̆ ACL ‡ ⁮  ̕
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
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ѐ ľ  > ὤ Ŀ̆ ὤ Ȃ ľ Ŀ ̆

ᶕ ̆ 5-9 Ȃ 

 

5-9  

‟   

IP  IP  

ὤ  ὤ  

ᴿ  
ὤ  

ὤ  

 
Ѩ  

 

ὤ  ‟ ѐ ᴿ ⁸ 

 

5.4 基于接口划分安全域 

5.4.1 ὤ ᶕ  

ὤ … ѝľ ұ ‚‍Ŀ ̆ ұ ‚‍ ὤ ̆ 5-10 Ȃ 
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5-11 ұ ὤ …  

 

‟   

ὤ  
ὤ Ȃ 

, ,Ю‚ , а 16 э  

 

ұ ὤ  

̔ з ╗ὡ ₥ ὤ  

̔ ѐ  

 
ὤ ִἼ ̆ ḣ ִἼ ⁞ Ȃ 

ִἼ ὤ ᴂִἼ ὤ Ȃ 

 

5.4.3 ɡ ὤ  

ұ ὤ ‡ ұ IP ὤ ‡У ̆ Ԉ 5.2.2.3 ѐ 

ұIP ὤ  
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1) ὤ ‡ 

5.2.2.3 ᶢ ὤ ѐ ὤ ‡ 

 

2) ᶢ ὤ ‡ 

5.2.2.3 ᶢ ὤ ѐ ᶢ ὤ ‡ 
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6 ACL  

ACL̂Access Control List̆ ⁸‟ ̃ ѬУҾ ‡ Э ⁸̔

ἵ х Ȃ 

ACL У ‟ ̆ ԏ Ѯѝ ὡ ⁸‟ (Access Control Entry̔ACE)Ȃ э ὡ ⁸

‟ ҩ רּ ֒ ѝȂ 

‟ ‡ Ԉ ȁ ȁЭ ̆ שּ ᶕ Ȃ 

6.1 配置指导 

ACL ̔ 

 ֗╘  

1 ACL 
У ACL̆ ACL ⁮ э

Э 

2 ╗ ACE 

ACL У ‟ ‡ ̆ Ҿ ‡ ѝ ACE 

 

̔╗ὡ ACE ╗⁮ ‟ ̆

… Ԉ ̆ ‮ ̆ ‮ э ‟ Ȃ

Ԉ ‟ Ȃ ᾱ

‍ ̆ … ‍ б ̆

רּ⁮ ̆ᵳаᾋ ὲӹ ‡ Ȃ 

 

6.2 查看ACL配置 

ѐ ľ  > ACL Ŀ̆ ACL Ȃ 6-1 Ȃ 
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6π1 ACL  

ACL שּ ҩ ὤ ACLȂ   ACL ̆ ACE שּ ACL ACE

‟ ̕  ľᶢ Ŀ̆ ᶢ ₥ ACL ⁮ Ȃ 

ACE ‟ ̔ 

‟   

ACL  

רּ ACE ̆ ᴐ̔ 

ἵ ̂permit̃̔ ἵ  

̂denỹ̔  

IP  

ACE רּ ֒ѮУȂ 

֒ IP ̆ꜛ IP ̆ ̆

IP ̆ Ȃ 

IP  
ACE רּ ֒ѮУȂ ACL ѐ Ȃ 

Ȃ 
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‟   

IPȁ  
ACE רּ ֒ѮУȂ ACL ѐ Ȃ 

֒ IP Ԉ  

IPȁ  
ACE רּ ֒ѮУȂ ACL ѐ Ȃ 

֒ IP Ԉ  

 

ACE רּ ֒ѮУȂ 

Ѭ ACE Ȃ ̆‡ ᾃ

Ȃ 

ń ACE רּ ш ACE ‟ ѐ ӱ̆ У Ў Уэ ꜛ ѐ

э ֒″ רּ ̆ ѫ ̆аᾋ ̕ ̆ Ѭ ACE ̆ ш

ACE רּ ACE Ȃ 

 

6.3 新建ACL 

ACL ̂ 6π1 ̃ѐ̆  ľ ╗ACLĿ ̆  ACL ̆ 6π2 Ȃ 
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6π2  ╗ ACL 

  

ACL  

ACL ̆ὤ У 

 ̔ꜛ ѐ ̆ Ю‚ аת̆

Ԉ ᴐѝ Ȃ 

 ̔ ῆ ACL̔1-99̆1300-1999̕

ACL̔100-199̆2000-2699Ȃ 

ACL  

ῆ ACL̔ ῆ IP ‟ ̂ ѝ 1 - 99 1̆300 

- 1999̃ў IP ‍ ̕ 

ACL̔ IP ‟ ̂ ѝ 100 – 199̆

2000 - 2699̃ў ̆ ̆Э ̆

שּ ‍ Ȃ 

⁮  

Ҿ Ю ₥ ACL  

 in ̔ ACL ⁮ ̆

б ὡ ACL У ACE ּר ̕ 

 out ̔ ACL ῆ ӱ Уэ  

̆ б   ACL У ACE רּ

Ȃ 

 

 ̔ 

₥ Web ῆ IP ‟ IP ‟ ѬȂ IP ‟ ̆ 

MAC ⁸‟ ȁMAC ⁸‟ Expert ⁸‟ Ȃ 

ԈЭ‟ CLI ⁸ Ȃ 

 

 

6.4 添加ACE（ACL规则） 

ACL а ̆ACE ‍ѝ 2 ̔ 

 ῆ ACL ACĔ ᾃ ꜛ ̔ACL ̆ IP ̆ ̕ 

 ACL ACĔ ᾃ ꜛ ̔ACL ̆ IP ̆ IP ̆ ̆



web ᾊ 

www.ruijie.com.cn 

̆ Ȃ 

 

 ̔ 

ACE רּ ԈЮ ‡̔ 

1.  ⁸‟ ш ACE ‟ ѐ ̆ӱ У ̆У У

э ꜛ ѐ э ֒″ רּ ̆ ѫ ̆аᾋ ̕ 

2.  ľ Ŀ ‡ ̔ э ‟ У “ ” ‡ ̆

‍ б֗ᴉ ‡ аּר ̆ Ȃ 

 

  
Ѭ ‟ Ḁ̆ ⁮ Ȃ ұ ‟ “

”̆ Ȃ 

 

1) ѝ ῆ ACL ╗ ACE 

ACL ̂ 6π1 ̃ ACE שּ ѐ̆   ῆACL ACE‟ Э ľ ╗ACEĿ

̆  ACE ̆ 6π3 Ȃ 

 

6π3 ╗ ῆ ACE 
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ACL  

רּ ACE ̆ ᴐ̔ 

ἵ ̂Permit̃̔ ἵ  

̂Denỹ̔  

IP  

IP: ‡̆ ў ‍

IP: ‡̆ ў ‍

 

IP  ў IP  

 
б У Ȃ2 ⁸ᴁѝ 1 ̆ רּ ̆ѝ 0 ̆ аּר

Ȃ 

 
Ѭ ACE Ȃ ̆‡ ᾃ

Ȃ 

 

2) ѝ ACL ╗ ACE 

ACL ̂ 6π1 ̃ ACE שּ ѐ̆   ACL ACE‟ Э ľ ╗ACEĿ

̆  ACE ̆ 6π4 Ȃ 
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7 NAT  

NAT̂Network Address Translation̆ ̃ IP ѐ IP ѝ Уэ IP

Ȃ ѐ̆NAT ў ұ ὨὭ ╖ Ȃ ᴳ Ὠ

IP Ԇ IP ̆ ╠ұ῏ IP Ȃ 

7.1 配置指导 

₥ Ь NAT ̆ έᴇ ̆ ὲѐУ Ȃ 

 ᾃ IP ̂ ╟ ̃̔ Ю̆ ᾃ IP ѝ

IP Ȃ 

 н╘ IP ̔ Ю̆ Уэ IP а ̆ Ԉ ⁮ ᾃ

ѐ эа ╘ Э н╘ Ȃ 

 ╘ IP ̆ ‍ѝч  

1 ̔ѝ ᾃ ╘ ̆ Уэ IP Ȃ 

2 ̔ѝ ᾃ ╘ ̆ Уэ IP ̆ӱ Ȃ 

NAT ̔ 

 ֗╘  

1 NAT ᾃ  NAT н╘ ᾃ ̆ NAT  

2 NAT н╘ 

̆ У NAT ̔ 

 ᾃ IP  

 н╘ IP  

 ╘ IP  

 

7.2 配置NAT内外网接口 

ѐ ľ  > NAT Ŀ̆ Ŀᾃ ȁ IP ̂╟ NAT̃Ŀ Ȃ 7-1

Ȃ 



web ᾊ 

www.ruijie.com.cn 

 

7-1 ╟ NAT 

 

╟ NAT ľ ₥ NAT ⁮ Ŀּש  ľ Э Ŀ ľᶢ Ŀ ̆ ὡ NAT

̆ 7π2 Ȃ 

 

7π2 NAT  

  

  

 ‍ NAT  

ᾃ  ᾃ  
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7.3 配置内网、外网IP地址转换（动态地址转换） 

╟ NAT ̂ 7π1 ̃̆  ľ ╗Ŀ ̆   ╗ᾃ IP ̆ 7π2 Ȃ 

  

7-2 ╗ᾃ ȁ IP  

  

 

ұ б ᶕ IP ( ұᾃ

NAT ) Ȃ̆ 

2 ̔ 

1̃ ---- Ѭ ̕ 

2̃ ----  

 ACL Уэ ACL ‡̆ רּ ACL  

 

7.4 配置业务系统IP地址转换（网络地址端口转换NAPT） 

ѐ ľ  > NAT Ŀ̆ ĿDMZ ╘ ̂ NAT̃Ŀ ̆ ὡн╘

IP Ȃ 7-3 Ȃ 
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7-3 NAT 

н╘ IP  

‟   

IP  
ᾃ ╘ NAT IP ̆

̆ ‟ ұ Ȃ 

ᾃ ╘ IP 

̔ 

:1026 ᾃ ╘ 4:172.18.3.7 udp(2002) 

 

Эᴿ ̔ 1026 ᾃ ╘ 172.18.3.7

2002 ᵏ UDP UDP

�Y5%
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‟   

 

 ╘ ̔ѝ ᾃ ╘ ̆ Уэ

IP ̆1 1  

 ╘ ̔ѝ ᾃ ╘ ̆ Уэ

IP ̆1 Ȃ 

IP  
ᾃ ╘ NAT IP ̆

̆ ‟ ұ Ȃ 

ᾃ ╘ IP ᾃ ╘ IP  

ἵ ў╟  
аἵ ̔ᾃ ╘ а Ԉў╟ ╘  

ἵ ̔ᾃ ╘
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IP  

2 ̔ 

ў IPĺ NAT ў IP 

ĺ NAT    

 
ᾃ ╘ ̆ Ԉ IP +

ᾃ ╘  

ᾃ IP  NAT ᾃ ╘ IP  

 ᾃ ╘ NAT  

 ᾃ ╘ NAT ּ  

 

7.5 配置服务器IP地址转换(1 对 1、1 对多转换) 

  NAT ̂ 7-3 ̃ ╘ IP שּ ╗ ̆ ὡ ╘ IP ̆

7-5 Ȃ 
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7-5 ╗ ╘ IP  

ᾃ ╘ IP ̂1 1 ̃ 

  

IP  NAT IP NAT ұ  
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IP  ᾃ ╘ NAT IP  

ᾃ IP NAT ᾃ ╘  

ᾃ IP NAT ᾃ ╘  

 ᾃ ╘  
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8 HA  

а ̂ ȁᵏ ᾳ̃̆   а ᾳȂѝҩ

ὁ ѝ   а ᾰͅ Ԉᴳ ч ᴐȂὲѐ

У ᴐѝў ̂Activẽ̆ У ұ ̂Standby Ȃ̃ў ╖ ̆

‡ ў   ̆ ╟ ў ᴐзах з

н╘̆ӱ ᶑ Ȃ 

 

8-1 ὴ  

ч Ѯ Уэж ̂ ѝ failover ̃ У Ȃ эж ұּ ȁ

ᶕ з ȂFailover ᶑ ҩ ‎ ў ЮȂ 

8.1 查看设备HA状态 

ѐ ľ  > HA Ŀ̆ HA ў Ȃ 8-1 Ȃ 



web ᾊ 

www.ruijie.com.cn 

 

 8-1 HA ў  

‟   

 
╖ ̔ ̂ ᴇ̃ 

╖ ѐ ̔ ̂ ᴇ̃ 

ᴐ  

 ̔ ұ ̆ бὲӹ֗ᴉ

֙ ̕ 

 AS ̔ б ̆ ұ

̆ ұ AS ѐ̕ AS Ю̆

̂Standbỹ ұ ̆а б н

╘̆ ў ֗̆ ᴐѝ ֙Ȃ 

 AA ̔ б ̆ ұ

̆ ұ AA ѐ̕ AA Ю̆

҂ б н╘ ̆ ў

֗̆ ᴐѝ ֙Ȃ 

₥  

₥ WEB  

ń ₥ ѝ standby ̆‡

̆ Ὧ ̆ ̆ ̆ Ԉ

⁮ Ȃ 
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‟   

 ұ  

 ╖  

‎  У ўӱ‎  

╟⁹ ̔ ╟⁹ ╖ ̆Ԉ HA Ȃ ╟⁹ Ю ‟ Ȃ 

ᶕ >>̔  ľ ᶕ >>Ŀ ̆ ᶕ Ȃ 8-2 Ȃ 

 

8-2 ᶕ  
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8.2 HA配置 

ѐ ľ  > HA Ŀ̆ HA ў ̆  ľ >>Ŀ, ὡ HA

̆ 8-3 Ȃ 

 

 

8-3 HA  

HA ̔ 

 ֗╘  

1 ᴳ   

2 
ᴐѝў /
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9 
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9π2 ╗  

  

 Ȃ1~15 Ȃ 

֒  
֒ ̆ э У

̆ ֒Ȃ 

 ╗ὡ  

 
э Ȃ Ԉ ѝ

Ȃ 

ꜛ ̂interface VLAÑ ̆ ᾳЮ ̂interface VLAÑ

ұ Ȃ э ѫ ұ ѫ ұ Ȃ 
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ń IP Ю Ȃ 

 

9.3 虚拟防火墙资源限制 

̂ 9π1 ̃  ľ ⁸Ŀ ̆ ὡ Ȃ 9π3

Ȃ 

 

9π3  

₥ Web ⁸̆ ‍⁸ Ȃᴿ ̆ ѝ

30%̆‡ ȁў ȁMAC ѝ 30%̆ӱ э

Ȃ 

э  ľ Ŀ̆ ᾋ  ľ Ŀ̆ ╖Ȃ ̆  ľ

Ŀ ľXĿ ̆Ὧ Ȃ 

 

9.4 虚拟防火墙配置文件的上传下载 

̂ 9π1 ̃ ѐ  ľ ֒ Ŀ ̆ ὡ

֒ЭּЮ Ȃ 9π4 Ȃ 
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 9π4 ֒ЭּЮ  

ὡ̔ ὡ ֒̆ ֒ б ֒ ᾃ ̕ 

 ̔ ֒а ̆   а ᴳ Ȃ ₥ ᴳ IE  

֒Ȃ 

  
֒ У Ȃ ֦ҩ ֗˛ ‡ ѐ M�
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10  

У ̆ Ȃ ̆

Ȃ 

10.1 进入配置管理界面 

ѐ ľ  > Ŀ̆ ў ̆ 10-1 Ȃ 

 

 10-1  

‟   

IP IP  

 IP  

ЮУ /

 

ЮУ ̔ ЮУ IP  

̔    
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‟   

ὲӹ 

̔ ִἼ   ִἼ э
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10-2 ╗  

  

IP 
IP  

ń ̆ IP ᾗ 0.0.0.0 

 
IP  

ń ̆ ᾗ 0.0.0.0 
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ЮУ /

 

ЮУ ̔ ЮУ IP  

̔    

̆ ̆҂ ЮУ

Ȃ ЮУ έᴇ ᾳ

ȂЮУ а ѝ IP ̆ ‡ аֶ

Ȃ 

Э̆ ЮУ Ȃ

̆ Ἴ ѐбѮּר Ȃ

ҩЮУ ̆ ⁮ ̆

Ȃ 

̔ 

 ұ ⁮ ̆ ᴳа ̆҂ Ԉ

  Ȃ ̆ ᴳ ҩ

҂ Ȃ PPP ̆

PPP IP ̆ Ԉа ЮУ

̆   Ȃ 

 ұ NBMAȁP2MP ̆ ԏ ⁮ ̆

ҩ IP ̆ ү ̆ IP

⁮ Ȃ ᾳЮ̆  

̆ ЮУ Ȃ 

 ̆ а ᴐ

  ̂ Ԉ ȁVirtual-TemplateȁVLAN

Ȃ̃ ѝ ֶ̆   эЮУ ̆

У ЮУ Ȃ Ҿ ѐ̆

ѝ  ̆‡ ὲ ЮУ

Ȃ 

 

ִἼ   ִἼ э

  0 rip 120 

⁮ э чэ  ‡ֶ

Ȃ 
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Ȃ 

ѝ 1Ȃ weight ұ WCMP

╖ ̆ ⁮ ̆ ֶ

ḣ‍ ̆weight ֶ‍

̆ 

ֶ‍ Ȃ WCMP ⁸ѝ 8Ȃ 

Ѯ ұ WCMP ⁸ ̆   ⁸

аֶ Ȃ 

ᴿ ̆ Э WCMP ⁸ѝ 8̆ ѫЮ ч

ѐ̆ У ֶ ̔ 

Firewall(config)#ip route 10.0.0.0 255.0.0.0 172.0.1.2 

weight 6 

Firewall(config)#ip route 10.0.0.0 255.0.0.0 172.0.1.4 

weight 6 

 



web ᾊ 

www.ruijie.com.cn 

11  

У ұ ╗ ꜛ ⁸Ȃ ҩ ̆

ᾱ ᴉ ꜛ ̆ ᾱ ҩУэ ꜛ ЮУ Ȃ 

̆ ᴳ ̆ Ἴ… ȂУэ

̆ э Ѭҩ 1 э э רּ ‡ ᴐȂУэ ̆ ⁮

ꜛ ̆а ֗ᴉ ꜛ ̆ ѐ э

ꜛ ѐ Ѭ ᴐ Ȃ 

11.1 进入配置管理界面 

ѐ ľ  > Ŀ̆ ľ Ŀ ̆ ў ̆

10-3 Ȃ 

 

10-3  

 

11.2 修改策略模式 

̂ 10π3 ̃ ₥ שּ ľᶢ Ŀ ̆ ὡ ̆

10π4 Ȃ 

 4
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эЮУ ֶ ̆ Ԉ ‍

 

ᾕᴍ ֙  
эЮУ ұᾕᴍ ̆ ₥ ִἼ ̆ ₥

ЮУ ̆ ִ ЮУ ֶ  

 

11.3 添加策略路由 

̂ 10π3 ̃  ľ ╗ Ŀ ̆   ̆ 10π5 Ȃ 
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 10π5  

  

(route-map) 

̆Уэ Ю э Ȃ 

IP ѐ У ִἼ ⁮ᴂᵑ

רּ ̆ רּ ҩ₥ ╟ᴐ  

̕ IP а רּ ѐ ֗ᴉ ̆ ѫ

ֶ IP Ȃ 

ִἼ  ִἼ Ȃ0 ⁮ 65535̆ ḣ ᴂִ̆Ἴ

רּ IP  
רּ̔ IP ᾃ IP  

ҩ Ԉ רּ̔ IP Ԉ IP  

IP  IP IP  

ЮУ  ЮУ IP  

ԈЭ ̆  ľ ╗Ŀ ̂  10-5 ̃ ̆ ╗ὡ רּ╗ ‟

̆ Ԉ ╗ Ȃὤ ╗ ̆   ľ Ŀ ̆

Ȃ 

11.4 应用策略路由 

╗ ╖ ̆ ᴳ ̆ ⁮έᴇ ЭȂ 

̂ 10π3 ̃ ᴐ  ľ ⁮ Ŀ ̆   ̆ 10π6

Ȃ 
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10π6  

  
Уэ Уэ ̆ Уэ Э

ֶ ҵ ̆ Ȃ 
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̔11-2-1 RIP ᶕ ў  

12.2.1 RIP╖ ᶕ  

 

11-2-1-2 RIP ᶕ  



web ᾊ 

www.ruijie.com.cn 

12.2.2 RIP Ὧ  

̂1̃ ╗Ὧ  

ľRIP Ŀĺĺ>Ŀ Ὧ Ŀѐ ὡὯ , Ԉ Ю 2 ὡ ̔̂ 1̃

192.168.10.0/24̂ ̔ / ̃̂ 2̃192.168.10.0 255.255.255.0̂ ̔  



web ᾊ 

www.ruijie.com.cn 

 

11-2-1-6 Ὧ ‮ Ѯ  

12.2.3 RIP ╟  

ľ ╟ ╖ Ŀ̆ ľ ╟ Ŀ ѐľ῞
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11-2-1-10 Ὧ ľ Ŀ 

12.2.5 RIP  

Rip Ь : ̂ ȁ̃ ȁа ̆‍⁞ ұ 11-2-1-11 Ȃ 

Ȃ 

 

11-2-1-11 RIP  

⁞ ̆ ὡ ip Ȃ 

╗ ᴐ 1̔̃ ѐľ Ŀ̂ ֶ Уэ ὡ ̆ Ю 11-2-1-12 ̃̕

2̃ ὡ ѐ ὡ ip ̂ ̔192.168.5.2̃̕ 3̃   ᵛ ľ ╗Ŀ Ȃ 1̃2̃3̃

ֶ ‟ ѐ • ╗ ip̂192.168.5.2̃ҩ̆ 11-2-1-13. 

‮ ᴐ̔1̃ ⁮ ‮ ip ̂ ̔192.168.5.2̃Э̆ ᵛֶ 

ľ Ŀ, 11-2-1-14̕2̃   эľ Ŀ Ԉ ‮ ҩȂ 

 

11-2-1-12  



web ᾊ 

www.ruijie.com.cn 

12.3 RIP的高级配置（RIP接口参数配置） 

RIP ̆ Ԉ э VLAN ᶕ ̆ : ‍→ȁ ᾳȁ

ᾳȁ ȁ ╟ ȁ ȁRIP ᴐ̆Ԉ ȁ Ȃ

ў ᴐ 11-2-2-1. 

 

11-2-2-1 RIP ў  

 ľ ‟ ĺĺ> ᴐĺĺ>ᶢ Ŀ ̆ Ԉ VLAN RIP ᶕ ᶢ ҩȂᶢ

ў Ю 11-2-2-2 Ȃ 
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11-2-2-2 ᶢ ў ᴐ  

12.3.1 ̂ ұ ̃ 

ľRIP ĺĺ> ‟ ĺĺ> ᴐĿѐ  ľ Ŀ̆ ֶ   11-2-2-2 Ȃ

э ѐ Ὧұľ Ŀ ̆ Ю 11-2-2-3Ȃ 

(1) ╗ ̔ ὡ ѐ ὡ ̆ Ю 2 ὡ ̔(ã

172.18.10.0/18̂ ̔ / ̆ 11-2-2-4̃(b̃172.18.0.0 255.255.19
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 ̃, ᵛ ľ ╗Ŀ ̆ ╗ ╖ҩ̆ ̔11-2-2-5Ȃ 

(2)‮ ̔ ⁮ ‮ Э , ᵛֶ  ľ Ŀ̂ 11-2-2-6̃̆

  эľ Ŀ Ԉ ‮ ҩȂ бľ11.2.1.5 RIP Ŀ ľ11.2.1.2

RIP Ὧ Ŀ  Ȃנ

 

11-2-2-3 

 

11-2-2-4 

 

11-2-2-5 ╗У  

 

11-2-2-6 

12.3.2 ╟ ̂ ұ ̃ 
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12.3.3 ‍→̂ ұ ̃ 

ľRIP ĺĺ> ‟ ĺĺ> ᴐĿѐ  ľ Ŀ̆ ֶ   11-2-2-2 ľᶢ rip
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ּ ╗ ᴐ Ȃέᴇ ᴐ̔  ľ ĺĺ> ᴐĿЮ ľ Ŀ̆

 ľ Ŀ ̆ ̔11-2-2-15. э ѐ̆ Ԉ ľ IDĿ̆ľ

Ŀ̆ ľ Ŀ э ̆ Ԉ ̆

11-2-2-16̆ Ԉᶢ ̆ 11-2-2-17 Ȃ ᴿ̔ ὡľ IDĿ̂

ὡ̔1̃ ľ Ŀ̂ ̔network̃̆  ľ Ŀ ̆ ľ Ŀ Ю

ֶԈľ ID/ Ŀ̂ 1/network̃   ̆ 11-2-2-18Ȃ 

̂3̃ ‮ ̔ ѐ У ̂ ѐ ѝľhelloĿ 11-2-2-19̃̆  

ᵛ ľ Ŀ̆ Ԉ ‮ ҩȂ‮ ľ Ŀ 11-2-2-20 Ȃ 

̂4̃ ‮ ̔ ľ Ŀ ᵛ ̆ эľ Ŀ ὲ ̆ Ԉ

⁮ ľv Ŀ ұ ̂ 11-2-2-21̃̆   Э ľ Ŀ̆

‮ ҩȂ‮ 11-2-2-22Ȃ 

 

11-2-2-10 

 

11-2-2-11  

 

11-2-2-12 ╗  
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11-2-2-13 ╗ ѝľruijieĿ  

 

11-2-2-14 

 

11-2-2-15 
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11-2-2-16  
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11-2-2-17 ᶢ ľ Ŀ 

 

11-2-2-18 ╗ ľ1/networkĿ  

 

11-2-2-19 

 

11-2-2-20 

 

11-2-2-21 ὤ  
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11-2-2-22 ‮  

12.3.6 ̂ ұ ̃ 

ľᶢ rip Ŀ   ѐ̆ Ԉ ̆ 3 э ̂ ̔11-2-2-23̃̔̂ãа

̂ ̃̂ b̃ ̆а ὲӹ ̂c̃ ̆҂ ὲӹ Ȃὲ

ѐ̂b̃ (c) Ԉѝ ḣ̆ ḣ ѝ 1~15 Ȃ 11-2-2-24 

 

11-2-2-23 

 

11-2-2-24 

 

12.3.7 ̂ ұ ̃ 

ľᶢ rip Ŀ   ѐ̆ ѐľ Ŀ ̆ Ԉ RIP

ᾳҩ̂ 11-2-2-26 Ȃ̃ὲѐľ Ŀ‍ѝľἵ Ŀбľ Ŀ2ѐ ᾳ̕

҂‍ѝľἵ Ŀ ľ Ŀ̕ľ Ŀ ľ Ŀ 3 ᾳᵏ

ѐ 11-2-2-27 б 11-2-2-28 ̆ έᴇ ᾳ ѐ Ȃ 
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11-2-2-26 

 

11-2-2-27 

 

11-2-2-28 

12.3.8 Ӈ 

ԈЭ Ҿ ѐ ̆  ľᶢ rip Ŀ   ľ Ŀ ̂ 11-2-2-29̃

̆ Ӈ• ᶕ ҩ̆ Ԉ ľRIP Ŀ ѐ Ȃ̂ 11-2-2-30̃ 

 

11-2-2-29 
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11-2-2-30 

12.3.9 эVLAN  

11-2-2-30 ̆ VLAN 2 Э ᾰͅ Ҿ ̆ ѐ

̆̂ 11-2-2-31 ѐ ѐ̃   ѐ ľ Ŀ э ̆

ᾳ 11-2-2-31 . vlan2 ⁮ ҩȂ 

 

11-2-2-31 ѐУ  

 

11-2-2-32 

12.3.10 VLAN  

У ⁮ ḣ̆ 2 э a̔̃ э ѐ̂

11-2-2-33 ѐ э ̃̆ ֶ ѐ ̆ 11-2-2-24 ̆   Э
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11-2-3-1RIP ў  
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13 OSPF  

OSPF̂Open 



web ᾊ 
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13.2.1   OSPF  

ѐ ľ  >OSPF Ŀ̆ ᶕ OPSF ᶕ ̆ў ᵏҩ OSPF

╗̆‮ ̆ᶢ ╖ ̆ Ю    

 

 

13.2.1.1 OSPF新增描述 

… OSPF ̆ Ѭб OSPF Ὧ IP ̆Ԉ IP

OSPF שּ ȂOSPF ұ IP ȁ OSPF ̆ з

Ȃ ₥ ԏ 64 э OSPF Ȃ 

… OSPF ̆ Ԉ Ю  ̔ 

 ԇ 
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13.2.1.3.1 ╗OSPFּש  

OSPF ᶕ ѐ ѐ эέᴇ ID̆ з   ̆ ֶ  Уэ ̆  

ѐ ᵏ  ľ שּ Ŀ  ̆ ֶ  Уэ   ̆ Ю ̔ 

 

  

       OSPF ID OSPF ᾗ 

שּ ID ѝ  

שּ   
ѝ ̆ OSPF ‡

╗ὡ⁮‟ ѐ 
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שּ   
ѝּ̆ש ‚‍ў ѝҩ ӱ ᴐ

ᵏ ᵳ 

13.2.1.3.2 ᶢ OSPFּש  

OSPF ᶕ ѐ ѐ эέᴇ ID̆ з   ̆ ֶ  Уэ ̆  

ѐ ᵏ  ľᶢ שּ Ŀ ̆ ֶ  Уэ   ̆ ᶢ שּ̆ Ԉ שּ̆

ᶢ Ю ̔ 

 

  

       OSPF ID OSPF ᾗ  

שּ ID OSPF ᾗ  

שּ   
ѝ ̆ OSPF ‡

╗ὡ⁮‟ ѐ 

שּ   
ѝּ̆ש ‚‍ў ѝҩ ӱ ᴐ

ᵏ ᵳ 
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13.2.1.3.3 ‮ שּ  

OSPF ᶕ ѐ ѐ эέᴇ ID̆ з   ̆ ֶ  Уэ ̆  

ѐ ᵏ  ľ‮ שּ Ŀ ̆ ֶ  Уэ , ֶ ‮ שּ ᶕ . Ю   

 

 

13.2.1.3.4 ‮ OSPF  

OSPF ᶕ ѐ , ѐ ‮ OSPF ,   ľ‮ OSPF Ŀ, ‮

Ю  

 

שּ 13.2.2  

13.2.2.1 区域参数的配置概述 

ᴔ שּ ȁ ȁ ̆ שּ ԇ Ȃ  

שּ ѝҩ ⁮ ȁ ̆Ԉ ὁ ⁮ ̆

ѐּ̆ש Ԉ ὁ ѝ ̆ᶑ ҩ

ὡᵩ Ȃ  
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Уэּש ѝ OSPF שּ ̆ שּ аᴐѝ שּ ̆҂аֶ OSPF ὡ

̆ Ԉ שּ ѝ ̂Stub Area Ȃ̃ ⁮Ь ̔1̃ ᾃ

̕2̃ὲ שּ ̕3̃ Ȃ ұ ̆ Ԉ

̆ Ԉ ̆ Ԉѝѐᴂ Ȃѝҩ У

῏ ⁮ Stub שּ ѐ ̂LSÃ Ԉ שּ ѝὤ ( noπsummary

)̆ὤ ⁮ч ̔1̃ ᾃ ̕2̃ Ȃ

ὤ ̆ᴳ OSPF ̆ע ҩ ּ Ȃ  

Ԉ ⁮ ̆ ( area defaultπcost

)̆ Ԉ ⁸ ִἼᴳ Ȃ  

13.2.2.2 NASS的配置 

13.2.2.2.1 NASS  

NSSA(NotπSoπStubby Area) OSPF STUB שּ Уэ ,NSSA ҂ 5

LSA(ASπexternalπLSA) NSSA ᴂ ת, STUB а NSSA Ԉ

ὡУ ᶕ ⁮ OSPF . 

‍ ̆NSSA ἵ ὡ 7 ⁮ NSSA שּ , Ҿ 7 LSA

NSSA שּ Э 5 LSA з ⁮ э ̆ ѐ Ԉ

Ȃ 

NSSA ԈЮΰ ̔ 

 ּש а NSSĂа NSSA ᴐѝ ּ שּ Ȃ 

 Уэּש NSSĂ ⁮ NSSA שּ ᴳ area nssa ԇ

שּ NSSA Ȃ 

שּ ѝУэ NSSA שּ ̆ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 Firewall(config-router)# area area-id nssa 

[no-redistribution] [no-summary] 

[default-information-originate[metric 

metric][metric-type [1 | 2]]] 

̂ ̃ ѬУэ NSSA שּ ̕  

Step 2 Firewall(config-router)# area area-id 

default-cost cost 
⁮ NSSA שּ  

default‐information‐originate ӊ Typeπ7 LSĂ nssa ABR ASBR Э

Ҿ ⁞̆ ABR Э ѐ ̆ ֶӊ Typeπ7 LSA ̆ ASBR

Э( ҂а ABR) ѐ ̆ ֶӊ Typeπ7 LSA Ȃ 
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noπredistribution ASBR
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ABR Type-3 LSA 

no-summary 

̂ ̃ nssa (ABR)

summary LSAŝType-3 LSÃȂ 

 

13.2.2.3 STUB的配置 

13.2.2.3.1 STUB   

Уэ OSPF שּ ѝ ὤ ̆ ᴳ ԇ area stubȂ ԇ no ‮

ὤ Ȃ 

area area�rid stub [no‐summary] 

no area area�rid��stub [no‐summary] 

  

area-id STUB שּ שּ Ȃ 

 

no-summary 

̂ ̃ ABR ̆

ѝὤ Ȃ ABR

Ȃ 

 

 Ѭ Ȃ 

 

ԇ  Ȃ 

 

ᴳ  

OSPF ᾃ area stub ԇȂABR Ь

(LSA)̔1̃ 1̆ LSA̕2̃ 2̆ LSA̕3̃ 3̆

LSAȂӱ ̆ ѐ ҃⁮ OSPF ᾃ ̆

ꜛ ABRѪ
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Ȃarea default-cost ԇ Ѭҩᾃ ‫ ̂ ̃Ȃ 

 

ѡᴿ 

ԈЮ ᴿ ̆ שּ 1 ѝ ̆ ұ שּ Ȃ 

Firewall(config)# router ospf  1 

Firewall(config-router)# network  172.16.0.0 0.0.255.255 area 0 

Firewall(config-router)# network  192.168.12.0 0.0.0.255 area 1 

Firewall(config-router)# area 1 stub 

 

13.2.2.3.2 STUB  

OSPF ᶕ ѐ-> שּ ѝSTUB OSPF  -> ѐ эέᴇ ID

  ̆ ֶ  Уэ ̆   ѐ ᵏ ľּש Ŀ ,ֶ  Уэ ,

ѐ ѐ STUB , STUB Ю : 

 

 

13.2.2.4  区域认证配置 

  

area-id STUB שּ שּ , ᾗ 
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שּ 13.2.2.4.2  

OSPF ᶕ ѐ-> ѐ эέᴇ OSPF ID   ̆ ֶ  Уэ ̆

  ѐ ᵏ ľּש Ŀ ,ֶ  Уэ , ѐ ѐּש ,

שּ Ю : 

 

  

area-id ּש ID ּש , ᾗ 

MD5  

Authentication[ message-digest] 
MD5 а  

13.2.2.5 区间路由汇聚配置 

שּ 13.2.2.5.1  

OSPF שּ Ѯ ̆ ᴳ ԇ area rangeȂ ԇ no ‮

̆no ₥ б cost Ԉ ḣ̆תаֶ‮ Ȃ 

area area�rid range��ip�raddress��net�rmask [advertise | not‐advertise] [cost cost] 

no area area�rid range ip�raddress��net�rmask [cost] 

  

area-id 
ὡ OSPF שּ Ȃּש Ԉ

Уэ︠ ⁸ ḣ̆҂ Ԉ Уэ IP Ȃ 

ip-address net-mask Ѭ Ȃ 

 

advertise | not-advertise Ѭ Ὠ  
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cost cost ḣ̆ ḣ ̔0-16777215 

 

 

שּ Ȃ 

Ὠ Ȃ 

ḣб ὸ RFC1583 Ὧ̆ ҩὸ RFC1583 ̆

ḣ cost ḣ̆ ‡ ḣ cost ḣȂ

 

ԇ  Ȃ 

 

ᴳ  

ԇ ABR Э ̆ Уэּש э У ̆

⁮ὲ שּ Ȃ ᶕ ѝ שּ שּ̆ ᾃ Э

⁮ έᴇ ᶕ ὲת̆ שּ ⁮У Ȃ з Ԉ

advertise not-advertise ᾱ Ὠ э ̆ ⁮ ᴐ

̆ Ὠ Ȃ Ԉ cost ḣȂ 

Ԉ Ѭ эּש ԇ̆ э OSPF ⁮ ̆ע ⁞

ֶ̆ Ȃ 
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שּ ID: 

area-id  

ὡ OSPF שּ Ȃּש Ԉ

Уэ︠ ⁸ ḣ̆҂ Ԉ Уэ IP Ȃ

ᾗ 

IP ip-address 

 
Ѭ IP,  

   

net-mask 
Ѭ ,  

Ѭ Ὠ  

advertise | not-advertise 

Ѭ Ὠ ,advertise Ὠ , 

not_advertise аὨ   

cost cost 
ḣ̆ ḣ ̔0-16777215 

 

 

13.2.2.6  区域过滤配置 

שּ 13.2.2.6.1  

ABR Э ̆ Ԉᴳ area filterπlist ԇ а שּ Ѯ ᾃשּ ҵ ҃Ȃ 

area area�rid filter‐list [access acl�rname| prefix prefix�rname] [in | out] 

no area area�rid filter‐list [access acl�rname | prefix prefix�rname] [in | out] 

  

area-id ּש Ȃ 

acl-name acl  

prefix-name prefix-list  

access | prefix Ὧ prefix list ACL 

 

in | out ֒ ұ ὡ|   שּ  
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ᴳ  

ԇ ABR
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ip-address IP Ȃ 

poll-interval seconds 

̂ ̃ Ԉ̆ ѝ ᴁ̆ ḣ ̔

1-2147483647Ȃ 
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ԈЭ ѐ а Ԉ ᾗ  

  

ID IDȂ ᾗ 

IP  IP 192.168.1.1 

  
poll-interval ̂ ̃ ̆Ԉ ѝ

ᴁ̆ ḣ ̔1-2147483647 

ִἼ  
̂ ̃ ִἼ ḣ̆ ḣ ̔

0-255Ȃ (NBMA)  

 

̂ ̃ ⁮ ⁮ э ̆

Ѭ̆ᴳ Э cost̆ ḣ ̔

1-65535Ȃ ⁮ (point-to-multipoint)

Ȃ 

╖ Ю  

 

╟ᴐἷ   
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dead-interval seconds 

̂ ̃ Ѭ х ̆Ԉ ѝ

ᴁ̆ ḣ ̔1-65535Ȃ б

ᶑ У Ȃ 

hello-interval seconds 

̂ ̃OSPF Hello

̆Ԉ ѝ ᴁ̆ ḣ ̔

1-65535Ȃ б ᶑ У Ȃ 

retransmit-interval 

seconds 

̂ ̃OSPF ̂LSÃ ּ

̆Ԉ ѝ ᴁ̆ ḣ ̔1-65535Ȃ

 

seconds 

̂ ̃OSPF

LSA
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ὲᴍ ḣȂ 

 

ᴳ  

OSPF ѐ̆ שּ б ̆ ̆

̆ ‡   Ȃ

чэּש ̂ABR Ѯ̃ … ч̆э ABR Ὥ

שּ ѝ שּ Ȃ ̂Stub Areã NSSA а ᴐѝ שּ

Ȃ ҂ Ԉ ұ ὲ שּ Ȃ 

router-id ѝ OSPF ̆ а router-id ḣ̆

show ip ospf neighbor ԇ Ȃ Ԉ Loopback ṁ

Ȃ 

area virtual-link ԇ Ѭ ̆

שּ OSPF ̆ ԇ area authenticationȂ 

 

13.2.4.2 虚拟连接的配置 

OSPF ᶕ ѐ-> ѐ эέᴇ OSPF ID   ̆ ֶ  Уэ ̆

  ѐ ᵏ ľ Ŀ , ֶ   Ю : 

 

  

 ╖  

שּ ID:area-id 
OSPF שּ Ȃּש Ԉ Уэ︠ ⁸ ḣ̆

҂ Ԉ Уэ IP Ȃ ᾗ 

Ospf ID:router-id  
Ȃ Ԉ

show ip ospf ԇ Ȃ 
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х  

dead-interval seconds 

̂ ̃ Ѭ х ̆Ԉ ѝ ᴁ̆ ḣ

̔1-65535Ȃ б ᶑ У Ȃ 

 

hello-interval seconds 

̂ ̃OSPF Hello

̆Ԉ ѝ ᴁ̆ ḣ ̔1-65535Ȃ

б ᶑ У Ȃ 

LSA ּ  

retransmit-interval seconds 

̂ ̃OSPF ̂LSÃ ּ ̆Ԉ

ѝ ᴁ̆ ḣ ̔1-65535Ȃ

⁮ ꜛ Э Ȃ 

LSA  

transmit-delay seconds 

̂ ̃OSPF ̂LSÃ ̆

Ԉ ѝ ᴁ̆ ḣ ̔1-65535Ȃ ḣ ╗ LSA

̆ LSA ⁮У ̆

LSA ⁹ Ȃ 

 

authentication-key key 

̂ ̃ Ѭ OSPF Ȃ Ѯ

У Ȃ service 

password-encryption ԇ Ԉᴳ Ԉ╗

Ȃ 

̧̞̏ ̥̟̳  

message-digest-key key-id 

md5 key 

̂ ̃ Ѭ OSPF MD5 Ȃ

Ѯ MD5 У Ȃ

service password-encryption ԇ Ԉᴳ Ԉ╗

Ȃ 

 

authentication 
̆ᴳ Ȃ 

MD5  

authentication 

message-digest 

ѝ MD5 Ȃ 

null ѝа Ȃ 

13.2.5 OSPF  

13.2.5.1 可选配置概述 

OSPF ў ꜛ ̔OSPF ̆ ̆ ̆ ̆OSPF

Ю Ȃ 
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13.2.5.2 可选配置功能块 

13.2.5.2.1 ╖  

╖ ў ̔ ᶕ , OSPF ᶑ ̆ OSPF ̍э╖

Ȃ 

̋) ᶕ  

ԇ LSA ‍ ⁹ Ԉ ע ̆ ԇ no

Ȃ 

timers lsa-group-pacing seconds 

no timers lsa-group-pacing 

  

 

seconds 
LSA ̆ ̆ ע ̆ ḣ

: 10-1800Ȃ 

 

  240 Ȃ 

 

ᴳ  эLSA ע (LSA age)̆ эLSA LSA

ע ̆ CPU Ȃѝҩ ‾ CPU ̆ ᾃLSA
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У ע ᴐȂ 
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ᴳ ԇ ѝ ╟ Ȃ ԇ no

Ȃ 

passive-interface [default | type number] 

no passive-interface [default | type number] 

  

type number ѝ ╟ Ȃ  

default ѝ ╟ Ȃ 

 

 ᾳЮ̆ ѝ ╟ ̆ἵ OSPF Ȃ 

 

ᴳ   
ѝҩ ѐ ὲӹ ╟ ҃⁮ ᶕ ̆ Ԉ

ѝ ╟ Ȃ 

 

13.2.5.2.2 ╖  

OSPF ᶕ ѐ-> ѐ эέᴇ OSPF ID   ̆ ֶ  Уэ ̆

  ѐ ᵏ ľὲ OSPF Ŀ , ֶ   ѐ OSPF ,Ю

: 
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ID IDȂ ᾗ 

ᶕ  ᾗ‡ ,а ‡а  

OSPF ᶑ  OSPF ᶑ ╖  

OSPF  OSPF  

╟  ὤ ѝ ╟  

 

13.2.5.3 OSPF管理距离配置 

13.2.5.3.1 OSPF  
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ӊ OSPF Ь ̆ ḣ ѝ ש110ּ̔ ᾃ שּ̆ Ѯ ̆ Ȃ ұУэּש

ѝּש ᾃ ̆⁮ Уэּש ѝּש Ѯ ̆⁮ὲ ̂ ‍ ⁮̃

ѝ Ȃ 

OSPF ̆ Ю ԈЮ ԇ̔ 

distance {distance | ospf { intra‐area distance | inter‐area distance | external distance }} 

no distance [ospf] 

   

 distance  ̆ ḣ ̔1-255 

 intra-area distance ּשᾃ ̆ ḣ ̔1-255 

 inter-area distance ּש ̆ ḣ ̔1-255 

 external distance ̆ ḣ ̔1-255 

 

13.2.5.3.2   OSPF  

OSPF ᶕ ѐ-> ѐ эέᴇ OSPF ID   ̆ ֶ  Уэ ̆

  ѐ ᵏ ľὲ OSPF Ŀ , ֶ   , ѐ , Ю

: 

 

   

 OSPF ID ᾗ 

שּ  ᾃ ּשᾃ ̆ ḣ 1̔-255 ḣ 110 
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שּ  שּ  ̆ ḣ 1̔-255 ḣ 110 

  ̆ ḣ 1̔-255 ḣ 110 

 

13.2.5.4  计时器配置 

13.2.5.4.1  

OSPF ⁮ ᶕע ̆ SPF ̆Ԉ ч SPF ̆

ᴳ ԇ timers spf  timers throttle spfȂ ԇ no Ȃ 

timers spf spf�rdelay��spf�rholdtime 

no timers spf  

 

timers throttle spf spf�rdelay��spf�rholdtime��spf�rmax�rwaittime��

   

 spf-delay 

Ѭ SPF
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ᴳ   

spf-delay spf-holdtime ̆OSPF ע ҂ ̆҂

ת̆ ֶ CPU Ȃ 

timers spf б timers throttle spf
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13.2.5.5 外部路由汇聚配置 

13.2.5.5.1    

OSPF ̆ ᴳ ԇ summary‐addressȂ ԇ no

‮ ѬȂ 

summary‐address ip�raddress��net�rmask��{not‐advertise | tag value} 

no summary‐address ip�raddress��net�rmask��{not‐advertise | tag value} 

   

 ip-address IP Ȃ 

 net-mask Ȃ 

 not-advertise аὨ ̆ ‡ѝὨ Ȃ 

 

 tag value tag ḣ̆ ḣ ̔0-4294967295 

 

ᴳ   

ӱὲ ‍ ̆ ὡ OSPF ̆ ‍⁞ԈУэ

OSPF Ȃ ὡ Уэ ̆

Ԉ Уэ ̆ӱ ῏ Ȃ 

б area range ԇа ̆ area  
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 always 
̂ ̃ Ὧ ᴳ OSPF ֒ӊ ̆

а Ȃ 

 metric metric 
̂ ̃ ‫ ḣ̆ ḣ ̔

0-16777214Ȃ 

 metric-type type 

̂ ̃ ȂOSPF ч

̔ 1̆а Э ⁮ ḣаУ ̕

2̆ ⁮ ḣ У Ȃ 1

2 ᶕȂ 

 route-map map-name Ὧ route-map , Ὧ route-map 

 

  

аӊ ̕ 

metric ѝ 1̕ 

metric-type ѝ 2Ȃ 

 

ᴳ   

redistribute default-information ԇ ŎSPF ֶ ╟ ѝASBR

̂ ̃Ȃת ASBR аֶ ╟ӊ ̆ OSPF

ѐ ȂASBR ӊ ̆ default-information originate

ԇ Ȃ 

always ̆OSPF а ̆ ֶ У
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13.2.5.6.2   OSPF   

OSPF ᶕ ѐ-> ѐ эέᴇ OSPF ID
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13.3 OSPF接口配置 

13.3.1  

OSPF ἵ Ҿ ̆ Ԉ Ҿ Ȃ ̆

УҾ ᶑ б У ̆ Ҿ ip ospf helloπinterval̆ip 

ospf deadπinterval̆ip ospf authentication̆ip ospf authenticationπkey ip ospf messageπdigestπkey,ip ospf 

network ̆ ᴳ Ҿ ԇ ҂ Ȃ  

 OSPF ̆ ѐ ԈЮ ԇ̔ 

 ԇ ᴐ  

Step 1 Firewall# configure terminal  ὡὤ Ȃ 

Step 2 Firewall(config)# ip routing ╖ ( ѝὯ ) 

Step 3 Firewall(config)# interface interface-id ὡ Ȃ 

Step 4 Firewall(config-if)# ip ospf cost cost-value ̂ ̃ Ѭ ̆  

Step 5 Firewall(config-if)# ip ospf retransmit-interval 

seconds 
̂ ̃ ּ ̕ 

Step 6 Firewall(config-if)# ip ospf transmit-delay 

seconds 

̂ ̃ ּ ה

̕  

Step 7 
Firewall(config-if)# ip ospf hello-interval 

seconds 

̂ ̃ hello ̆ ұ э

̆ ḣ ̕ 

 

Step 8 Firewall(config-if)# ip ospf dead-interval 

seconds 

̂ ̃ ̆ ұ э

̆ ḣ ̕ 

Step 9 

 
Firewall(config-if)# ip ospf priority number 

̂ ִ̃Ἴ ̆ ұ ѡ ̂DR̃

֙ ̂BDR̃ 
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Step 10 

Firewall(config-if)# ip ospf priority  

{broadcast ͖  non-broadcast ͖ 

point-to-multipoint  non-broadcast ] ͖ 

point-to-point} 

 

broadcast OSPF ѝ

Ȃ 

non-broadcast OSPF

ѝ ̆ NBMA Ȃ 

point-to-multipoint [non-broadcast] 

OSPF ѝ ⁮ Ȃ 

⁮ , non-broadcast

ѝ ⁮  

point-to-point OSPF ѝ

Ȃ 

Step11 Firewall(config-if)# ip ospf authentication 

[message-digest | null] 
̂ ̃  



web ᾊ 



web ᾊ 

www.ruijie.com.cn 

 

ԈЭ  

 Ԉ ᴳ  

 ╗ ,  

( ) 

а ӣѫ̆ Ԉ ѝ

Ȃ Ԉ ̂ ѐ ̆

X.25̃ ̆ OSPF

̆ ҩ Ȃ X.25 map

Frame-relay map ԇ̆ Ԉ X.25 ѐ έ

╒̆ OSPF Ԉ X.25 ѐ

ᴐ Ȃ 

⁮ Ԉ Уэ э ̆

OSPF ⁮ ֶ̆ эў

Ȃ ⁮ б ԈЮ

̔ 

 ̆а ̆҂

̕ 

 Ԇ֓ ̆а ὤ Ȃ 
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 ( ) 

ᾳ Ю ̆ OSPF ḣ ѝ

100Mbps/Bandwidth̆ὲѐ Bandwidth ѝ

̆ ԇ bandwidth Ȃ 

ΰ ὴ OSPF ѝ̔ 

 У ̔64K ѕ ̆cost ѝ 1562̕ 

 ү ̔E1 ̆cost ѝ 48̕ 

 Ь ̔10M Ԉ ̆cost ѝ 10̕ 

 ̔100M Ԉ ̆cost ѝ 1Ȃ 

ip ospf cost ԇ OSPF ֶ̆

Ȃ 

ּ ( ) 64K6 4 K
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hello ( ) 

hello ꜛ hello ѐȂ ̆

OSPF ⁮ ע ҂ ת̆ ╗

Ȃ У Э hello

У Ȃ ᶢ ″ ӄ

̆ ᶑ hello а ұ

ӄ  

Ԉ 10 ̕ 

PPPȁHDLC 10 ̕ 

ѐ ⁮ 10 ̕ 

ѐ ⁮ ȁX.25 30 Ȃ 

( ) 

dead-interval 

OSPF ӄ ꜛ Hello ᾃȂ OSPF

ӄ ᾃ̆ ⁮ Hello ̆

ӱ ѐ‮ Ȃ ӄ

ѝhello 4᷁̆ ᶢ ҩhello

ֶ̆ ╟ᶢ ӄ Ȃ 

ԇ Ԉ ᶢ OSPF ″ ӄ ת̆

︠‍ Ȃ ч ̔ 

 У ̔ ӄ ̆а ұ hello

̕ 

ү ̔ У Э ӄ

У  

ִἼ ( ) 

OSPF ִἼ ḣꜛ hello ѐȂ OSPF

DR/BDR̂ ̉ ֙

̃ ̆ ִἼ ḣ ̆

ѝ DR BDRȂ ִἼ ḣУ ̆

ѝ DR BDRȂִ Ἴ ḣѝ̊

̆а б DR/BDR Ȃ ԇ OSPF 

broadcast non-broadcast Ȃ 

 : 

ѐ DR BDR ѫᶢ ִ

Ἴ аֶ ̆ ЮУ DR BDR

ѡ ѐ ֶ ⁮ ִἼ Ȃ 
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ᴳ BFD (

) 

э , ⱶ‡ᴳ ,а ⱶ‡аᴳ  

ִἼ ұ Ю bfd 

all-interfaces ԇȂ 

Ԉ ̆ ip ospf bfd ԇ

ᴳ BFD ҂̆ Ԉᴳ OSPF

Ю ԇ bfd all-interfaces б

OSPF BFD ̆ᴳ

ip ospf bfd disable Ὧ BFD

╖  

ӊ OSPF ( ) 

э , ⱶ‡ᴳ ,а ⱶ‡аᴳ  

ԇ ҩ network area רּ ̆

ԇ ̆ ᴳ ұ network̆҂ а

ᾋӊ ospf Ȃ аֶ ֗ᴉ

OSPF ̆҂а б OSPF  

 

( ) 

ip ospf database-filter all out 

э , ⱶ‡ᴳ ,а ⱶ‡аᴳ  

э Э LSA ̆ Ԉ

Э ╖ ̆ ╖ ̆ а

LSA Ӱת̆ Ὧ

LSA ᶕ Ȃ 

 

 

1:а  2 ᴳ  3 ᴳ MD5  

ԇ а ֗ᴉ . 

ᴳ no

ḣ ̆ שּ Э

ᾱ ̆ ѝ null̆‡ ⁸

ѝа , Э שּ

,ִἼ Э  



web ᾊ 

www.ruijie.com.cn 

 

KEY 

ip ospf authentication-key ԇ ̆

ὡ OSPF Ȃ аУ ̆ч

а OSPF Ὧ ̆ ҂а

ᶕ Ӈ Ȃ 

а Ԉ аУ ת̆ У

Э ̆ У Ȃ 

Уэ OSPF שּ ̆ ԇ

area authentication Ȃ 

Э҂ Ԉ ,
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13.4.1   OSPF  

ұOSPF , ԏ OSPF , ᶕ , OSPF ᶕ , 

ѐ ľ  >OSPF  Ŀ Ԉ ⁮ OSPF ̆   OSPF  ,

‡ ὡҩ OSPF , ѐ OSPF ‡ Ԉ ⁮ὲᶕ , Ю : 

 

13.4.2 ᶕ  

ұOSPF , ԏ OSPF , ᶕ , OSPF ᶕ , 

ѐ ľ  >OSPF  Ŀ Ԉ ⁮ OSPF ̆   OSPF  ,

‡ ὡҩ OSPF , ѐ ᶕ ‡ Ԉ ⁮ὲᶕ , Ю : 

 

13.4.3   OSPF ᶕ   

ұOSPF , ԏ OSPF , ᶕ , OSPF ᶕ , 

ѐ ľ  >OSPF  Ŀ Ԉ ⁮ OSPF ̆   OSPF  ,

‡ ὡҩ OSPF , ѐ OSPF ᶕ  ‡ Ԉ ⁮ὲᶕ , Ю : 
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Ьэ ⁞̔ ȁ Ȃ

⁞ έ ᴂ ⁞ ᴐ Ȃ 

 ̔ ӱ ̆ а ֗ᴉ

Ȃ 

 ̔ Ԉӱ ̆ ̆

ת а ֒ ȁ ╗/‮ /ᶢ ȁ

֙/ ֒ ᴐȂ 

 ̔ Ԉ ֗ᴉ ᴐȂ 

14.2 用户权限文件管理 

֒ Ю ЭּȂӱ ᵳ ֒ ֙ Ȃ 

̂ 13-1 ̃  ľ ֒ Ŀ ̆  ľ ֒ Ŀ Ȃ

13-3 Ȃ 

 

13-3 ֒  

  

1.  ֒ ᵏ Ѭ̆аꜛ

̕ 

2.  Эּ ֒ ѝ xml ֒̆з ֒ ѝ̔

webinfo.xml; 

3.  Эּ ѐ а ὲӹ ᴐ̕ 
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15  

15.1 导入、导出系统软件 

ѐ ľ  > Ŀ̆ ̆ὲѐ ὡ   שּ֒ ̆ 15-1

Ȃ 

  

15-1 ֒  

₥ ̔ ₥ ֒ Ȃ 

ὡ̔ ὡ ֒̆ ֒ Ԉ.bin .bin_ѝ Ȃ 

 ̔   ֒Ȃ 

  

 Ө ᴳ IE ὡ   ᴐ 

 ѐ̆ ֶ ⁮ flash ӱ

̆ а ̆ ⁮ ╖ 

 

15.2 导入、导出配置文件 

ѐ ľ  > Ŀ̆ ̆ὲѐ ὡ   שּ֒ ̆ 15-2

Ȃ 
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15-2 ֒  

̔ ₥ ֒ ᶕ Ȃ 

ὡ̔ ὡ ֒̆ ֒ ѝ config.text 

 ̔   ֒Ȃ Э config.text а ̆   а ᴳ Ȃ 

  

 Ө ᴳ IE ὡ   ᴐ 

  
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16 ╘ 

ѐ ľ  > ╘ Ŀ̆ ╘ ̆ Ю Ȃ 

 

14-1 ╘  

 

16.1 SYSLOG服务器配置 

╘ IP ̔ ╘  

16.2 NTP服务器配置 

╘ IP ̔ ╘  
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