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1 命令行界面配置 

ᶏ פ ̆ ץ ᶏ פ Ȃ 

Һ Ҋῤץ ̔ 

 פ  

 ꜛ 

 ᶏ  פ

 ᶏ  

 CLI 

1.1 命令模式 

№ Ҍ ̆ ╠ פ ‗ ԅ ᶏץ

 Ȃפ

פ Ҋ ῀ ̂?̃ ₮↓ץ ҩ פ ᶏ  Ȃפ

ѿҩ ᴪ ̆ ץ ԍ

̂User ̃ ̂Admin ̃Ȃ Ҋ ̆ ᶏץ

̆פ ᶏץ ̆פ ғ פ ⱳ Ӟ ⌠ѿ֓ └̆ᶛ Ἕ show פ Ȃ

פ ᵬ Ҍᴪ Ḡ Ȃ 

ᶏ ̆פ ῀ Ȃ Ҋ̆ ᶏץ

 Ȃפ

Ҋ ↓₮ԅ פ ȁ ᵥ ҩ ȁ Ȃ Ẋ ҹ

―Ruijie‖Ȃ 

פ ̔ 

פ     Ҋѿ  ῏ԍ  

 User̂

̃ 

῀ User

ȁ Ȃ 

Ruijie:

3# 

Logout ̆ ῀ Admin

ȁ  

ᶏ

ȁ Ḥ  

 
Admin̂

̃ 

῀ Admin

ȁ Ȃ 

Ruijie:

4# 
 

ᶏ

פ Ȃ

ΐ Ḡפ Ȃ 

1.2 获得帮助 
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ץ פ Ҋ ῀ ̂?̃↓₮ ҩ פ Ȃפ Ӟ ↓ץ

₮ ῏פ ҩ פ Ḥ Ȃ Ҋ ̔ 

ᵬ פ   

 

abbreviated-command-entry<Tab> 

ᶏ פ ῏ Ȃ 

ᶛ ̔ 

Ruijie# show conf<Tab> 

Ruijie# show config current_config 

 

? 

↓₮ פ Ҋѿҩ῏ ῏ Ȃ 

ᶛ ̔ 

Ruijie# show ? 

 

command keyword ? 

↓₮ ῏ ῏ Ҋѿҩ Ȃ 

ᶛ ̔ 

Ruijie#create snmp view ? 

Command: create snmp view ? 

 

Next possible completions:  

<oid>                

1.3 使用历史命令 

ᶫԅ ῀ פ Ȃ ῀ ғ פ № Ȃ  

׆ פ ῀ ̆פ Ҋ Ҭ ᵬ̔ 

 ᵬ  

 

҉  

פ Ҭ ╠ѿ ׆Ȃפ ѿ

̆ ᶏ ᵬ ץ

Ȃ 

 

Ҋ  

ᶏ ԅ҉ ᵬӊ ̆ᶏ ᵬ

פ Ҭ ⌠ ѿ Ȃפ ᶏ

ᵬ ץ Ȃ 

 

    ‰ ̆ᶛ VT100 ↓Ȃ 

1.4 使用编辑特性 



פ  

1
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ᶏ CLIӊ╠̆ ᶏ ѿҩ PC Ȃ ꜚ ̆

ᴆ ᴆ∆ ᶏץ CLIȂ ᶏ ᶏץ ұ

̂Consolẽ ̆ ҹ ̂Outband̃ Ȃ ԅ ῏ ̆

ץ ֜ └̆ ҹ ῤ̂Inband̃ ̆ Telnetȁ

Web SSHȂ  
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Success. 

Ruijie# 

2.1.2.3 查看系统时间 

ᵰ ץ Ҋᶏ show time פ Ḥ ̆ Ҋ̔ 

Ruijie# show time // ╠  

Command: show time 

 

Current Time Source   
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└֜ ̔ 

Ruijie# reboot force_agree 

Command: reboot force_agree 

 

Please wait, the switch is rebooting... 

 

2.1.3.3 复位 

Ҋ̆ᶏ Ҋ פ ̔ 

 פ 
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2.1.4 系统名称和命令提示符 

2.1.4.1 概述 

ҹԅ Ḃ̆ᵰ ҹѿץ פ Ȃ ’Ҋ̆ ҹ

ľRG-S2320G-PĿȂ 

2.1.4.2 配置命令提示符 

ᵰ ץ Ҋᶏ config command_prompt פ פ Ȃ 

ᵬ פ   

Step 1 
Ruijie# config command_prompt [<string 

16> | username | default] 

פ ̆

̆ 16ҩ ̆↕ ῒ╠ 16

ҩ Ȃ 

ᵰ ᶏץ פ default פ ҹ ṿȂ 

2.1.5 标题配置 

2.1.5.1 概述 

̆ᵰ ѿ֓ Ḥ Ȃᵰ ץ Ḥ

⌠ ҩ Ȃ ̆ ᾢ ҉Ȃ 

2.1.5.2 配置欢迎信息 

ץ Ҋץ פ Ḥ ̔ 

ᵬ פ   
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Step 1 

Ruijie# config greeting_message {default} 

Ҭפ ῀ default̆ Ḥ

ᴪ ⌠₮ Ȃ 

Ḥ ̆ ῀ config 

greeting_message פ ₯ Enter Ȃ 

ᶏ Ḥ ҉ ↓ פ ῀

Ḥ ῤ ̔ 

 ₮ ҌḠ ̔Ctrl+C      

 Ḡ ₮̔  Ctrl+W 

 ꜚᾣ ̔    Left/Right/Up/Down 

 − :     Ctrl+D         

 ̔Ctrl+X    

 ⱴ ̔Ctrl+L 

ḱ Ḥ ̔ 

Ruijie#  config greeting_message 

Command: config greeting_message 

 

Greeting Messages Editor 

=================================================================== 

 

                        RG-S2320G-P Fast Ethernet Switch 

                             Command Line Interface 

 

                             Firmware: Build 1.00.B2  

       Copyright(C) 2010 Ruijie Networks Corporation. All rights reserved. 

=================================================================== 

 

 

   <Function Key>                    <Control Key> 

   Ctrl+C     Quit without save      left/right/ 

   Ctrl+W     Save and quit            up/down     Move cursor 

                                     Ctrl+D        Delete line 

                                     Ctrl+X        Erase all setting 

                                     Ctrl+L        Reload original setting 

-------------------------------------------------------------------------------- 

2.1.5.3

l+92D6>] TJ

ET

 EMC  /P <</MCID 54>> BDC 90.74

BT

/F1E1BT

/F2D3e

W* 158e

W* n87

1 0 077

1 0 

BT

/F1>> BDC44<2152.63 569FT

/F1>3B8-44<1D95>-3P << 
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Ruijie#show greeting_message 

Command: show greeting_message 

 

=================================================================== 

 

                        RG-S2320G-P Fast Ethernet Switch 

                             Command Line Interface 

 

                             Firmware: Build 1.00.B2  

       Copyright(C) 2010 Ruijie Networks Corporation. All rights reserved. 

=================================================================== 

 

Ruijie# 

2.1.6 查看系统信息 

2.1.6.1 概述 

ᵰ ץ פ Ҭ פ ѿ֓ Ḥ ̆Һ Ḥ ̆ Ҭ

Ḥ Ȃ 

2.1.6.2 查看系统、版本信息 

Ḥ Һ ̆ ᴆ ̆ ᴆ ̆ Ctrl ᴆ ̆

Boot ᴆ Ȃᵰ ץ ֓Ḥ ԅ ҩ ’Ȃᵰ ץ

Ҋᶏ Ҋ ↓ פ ֓ Ḥ ̔ 

ᵬ פ   

Step 1 Ruijie# show switch ȁ Ḥ  

 

2.1.7 控制台速率配置 
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2.1.7.1 概述 

ѿҩ └ ̂Consolẽ̆ ҩ └ ̆ ץ

Ȃ ץ ұ Ȃ ̆

└ ѿ Ȃ 

2.1.7.2 设置控制台速率 

Ҋ̆ ᶏץ Ҋץ פ └ ̔ 

ᵬ פ   

Step 1 

Ruijie# config serial_port baud_rate speed 

└ ᴰ ̆ ᵝ bpsȂ ԍұ

̆ᵰ ᴰ ҹ 9600ȁ

19200ȁ38400ȁ57600ȁ115200Ҭ ѿҩ̆

9600Ȃ 

̔ 

Ruijie# config serial_port baud_rate 115200 

Command: config serial_port baud_rate 115200 

 

Success. 

 

Ruijie#  

2.1.8 在网络设备上使用 Telnet 

2.1.8.1 概述 

Telnet TCP/IP Ҭ ԍ ̆ ₮ԅ ᶫ

ⱳ ȂTelnet Client Ⱶҹ ⌠ ҉ ᶫ

ᶏ Telnet Client ҉ῒז ⱵȂ Ҋ

҉ ᴏ Telnet ҍ A ̆ ῀ Telnet

Ῥפ B̆ ῒ Ȃ 

Telnet ᶏ IPv4 IPv6 Ȃᵬҹ Telnet Server̆

ץ IPv4 IPv6 Telnet ȂẠҹ Telnet Client̆ ץ IPv4

Һ Ȃ 
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          1 

2.1.8.2 使用 Telnet Client 

ץ ҉ Telnet פ ⌠ ҉ ̔ 

ᵬ פ   

Step 1 

Ruijie# telnet <ipaddr> {tcp_port <value 

0-65535>} 

Telnet IPv4 ⌠ Ȃ 

Telnet פ ̆

Ҭפ Telnet פ ῏

Ȃ 

Telnet IP 10.53.13.99̆  

Ruijie# telnet 10.53.13.99 tcp_port 23 

Command: telnet 10.53.13.99 tcp_port 23 

2.1.9 连接超时设置 

2.1.9.1 概述 

ץ ̆ └ ̂ ץ̆

⌠ ᴪ ̃̆ ṿ̆ ᴋᵥ ῀ ₮Ḥ ̆Ҭ

Ȃ 

2.1.9.2 连接超时 

╠ ̆ ῤ̆ ᴋᵥ ῀Ḥ ̆ Ⱶ Ҭ Ȃ  

ᵬ פ   

Step 1 Ruijie# config serial_port auto_logout 

[never | 2_minutes | 5_minutes | 

10_minutes | 15_minutes] 

̆

̆ ᴋᵥ ῀ ̆ Ҭ Ȃ 

2.1.10 服务开关设置 
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Ҭ̆ ꜚץ ᶫ Ⱶ̆ ҍ῏ Ⱶ̂SSH 

Server/Telnet Server/Web Server̃Ȃ 
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3 系统升级配置 

3.1 理解系统中的程序映像 

ԅ ἝȂ ץ ֓ Ἕ̆

⌠ Ȃ show firmware information ̆פ ԅץ ╠ ҉

Ἕ ץ̆ Һ Ȃ 

3.2 升级步骤 

Ҋ ̔ 

  ╠ ‰  

 Ἕ ᴆ ⌠ TFTP Ⱶ ҉ 

  

 ’ 

 

    

Ҍ ₮ ̂CPU≠ >70%̃ Ṝ ҙⱵ

/ ᵝ Ȃ ҽ ꜚᵬ ꜚȂΐᵣ Ҋ

’̔ 

̂1̃ reset ꜚ ῀ Ȃ CPU ≠ ̆ ԍ

ꜚ Ἕ№ ̆ CPU ≠ Ҋ

̆Ῥ ᵝ ̆ ⌠ ⱳ Ȃ 

̂2̃ Ҭ̆CPU≠ Ȃ

CPU≠ Ҋ ̆  Ȃפ

 

3.2.1 升级前的准备 

ӊ╠ Ạ Ҋ ‰ ᵬ̔ 

 TFTP Ⱶ  

 ᴍ ᴆ 

 

 
   

₯ Ṝ ꜚᵬ̆ ᴪ Ȃ ץ

show utilization cpu פ ̆ CPU ≠ ԍ 20%
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3.2.1.1 配置 TFTP 服务器 

ץ Ҋ ἝҊ ⌠ ҉̔ 

 TFTP Ⱶ Ҋ  

ᾢ Ⱶ ҉ ԅ TFTP server ᴆ̂ ᵬ server ̃Ȃ Ҋ

ᴆ ̆ ҩ Ҭ Ḡ Ҋ ἝȂ TFTP server ̆

Ḡ TFTP serverȂ 

3.2.1.2 备份配置文件 

╠ ᴍ ᴆȂ ҹҌ ᴆ Ҍ ̆

╠ ‖ Ȃҹԅ Ḡ Ҍ₮ ̆ ╠ᾢ ᴍ ᴆȂ

ⱳ ̆ ‖ ’Ȃ 

3.2.2 升级典型过程举例 

3.2.2.1 设备升级 

ҹ̔ 

 ᴆҊ ⌠ ҉Ȃ 

 Ἕ ID Ȃ 

3.2.2.1.1 
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Command: config firmware image_id 1 boot_up 

 

Success. 

 

Ruijie# reboot 

 

    

Flash ᵬ ̆ ҉ Download firmware

programming flash ꜚᵬ ̆ ≢ Ҍ Ҋ Ȃ ᵬ Flash

Ҋ ꜚ̆ғҌ Ȃ 

 

3.2.3 确认设备安装情况 

ԅ ̆ ץ show firmware information פ ’̆

ᾢ Ȃ 

 

֜ ҉ ╠ ᴆḤ ̔ 

Ruijie#show firmware information 

Command: show firmware information 

 

Image ID     : 1(Boot up firmware) 

Version      : 1.00.B003 

Size         : 3195476 Bytes 

Update Time : 0000/00/00 00:00:00 
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4 网络通信检测工具 

4.1 Ping 连通性测试 

ҹԅ ̆ Echo ̆ ѿҩ

̆ Ȃ Echo ̆ ץ

ᵀ ȁ Ȃ≠ RGOS ᶫ Ping ΐ̆ ץ ꜛ

ȁ ᵝ Ҭ Ȃ 

ping פ ҊȂ 

ᵬ פ  

Ruijie# ping <ipaddr> {times <value 0-255> | size 

<value 1-60000> | timeout <sec 1-99>} 
Ping̔ ΐ 
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Ruijie# ping6 <ipv6addr> {times <value 1-255> | 

size <value 1-6000> | timeout <value 1-10>} 
Ping̔ ΐ 

Ping IPv6  ľFE80::254:85FF:FE32:1804ĿΈ ̔ 

Ruijie# ping6 FE80::254:85FF:FE32:1804%System times 6 

Command: ping6 FE80::254:85FF:FE32:1804%System times 6 

 

Reply from FE80::254:85FF:FE32:1804, bytes=100 time=10 ms 

Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms 

Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms 

Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms 

Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms 

Reply from FE80::254:85FF:FE32:1804, bytes=100 time<10 ms 

 Ping Statistics for FE80::254:85FF:FE32:1804 

 Packets: Sent =6, Received =6, Lost =0 

Success. 

 

Ruijie#  

4.3 Traceroute 连通性测试  

traceroute ̆פ ץ ׆ ⌠ Ȃ

traceroute Һפ ԍ ̆ ̆‰ ᵝ

ᵝ Ȃ 

ᴰ ↕ ̆ѿҩ ѿҩ ̆ Ҭ TTL ᴪ⁞ 1Ȃ

TTL ҹ 0 ̆ Ḃҡ ҩ ̆ ѿҩ Ҍ

Ȃ ҩ ↕̆Traceroute פ ̔ ᾢ̆Traceroute ₮ѿ

ҩ TTL 1 ⌠ Ȃ ҉ ѿҩ ⌠ ҩ ̆

TTL ⁞ 1Ȃ ̆TTL ҹ 0 ԅ̆ ץ ᴪ ҡ ̆ ѿҩ ICMP 

TTL ȂTraceroute ⌠ ҩ ̆Ḃ ҩ ԍ ҩ ҉̆

Traceroute Ῥ ₮ ѿҩ TTL 2 ̆ 2 ҩ ...... ҩ

ѿ Ҋ ̆ ⌠⌠ Ȃ 

traceroute פ ץ Ҋ ̆ΐᵣ פ Ҋ̔ 
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Ruijie# traceroute 10.48.74.121 probe 3  

Command: traceroute 10.48.74.121 probe 3 

 

1  <10 ms.    10.48.74.121 

1  <10 ms.    10.48.74.121 

1  <10 ms.    10.48.74.121 

 

Ruijie#  
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5 接口配置 

5.1 接口类型概述 

Һ ⅞№̆ ӈȂ

№ҹץҊң ̔ 

 ԋ (L2 interface)  

 ҈ (L3 interface) (҈ ) 

5.1.1 二层接口(L2 interface) 

Һ ԋ ῏ ӈ̆ №ҹץҊ₃  

 Switch Port 

 L2 Aggregate Port 

5.1.1.1 Switch Port 

Switch Port ҉ ҩ ̆ ԋ ֜ ⱳ ȂSwitch Port ԍ

ҍӊ ῏ ԋ ̆ ғҌ Ȃ 

5.1.1.2 L2 Aggregate Port 
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5.2.1 配置接口的描述和管理状态 

ҹԅ ꜛԍ ᵟѿҩ ⱳ ̆ ҹѿҩץ ѿҩҒ ҩ

̆Ӟ (Description)Ȃ ץ ӈ ΐᵣ ̆

̆ Gigabitethernet 1 № AҒ ᶏ ̆ ץ ҩ

ҹľPort for User AĿȂ 

ᵬ פ  

Ruijie# config ports [<portlist> | all] description 

<desc 32> 

̆ 32ҩ Ȃ 

Ҋ ᶛ ԅ ᵥ 1 ̔ 

Ruijie#config ports 1 description port1      

Command: config ports 1 description "port1" 

 

Success.    

 

Ruijie# 

֓ ’Ҋ̆ ҩ Ȃ ץ ῏ ѿ

ҩ Ȃ ῏ ѿҩ ̆↕ ҩ ҉ Ҍᴪ ᴋᵥ ̆ ҩ Ҧ

ҩ ⱳ Ȃ Ӟ ץ ѿҩ ῏ Ȃ

ң ̔Up Down̆ ῏ ̆ ҹ Down̆ ↕ҹ

UpȂ 

 פ
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ԋ Ҋ ̔ 

   

 ᵬ  ԋ ֜  

 ᾛ VLAN  VLAN 1͘
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Success. 

 

Ruijie#  

5.3 显示接口配置和状态 

ῤ ̆ ᶛȂ Ҋ show פ

Ȃ Ҋ ᶏ Ҋץ פ ̔ 

ᵬ פ  

Ruijie# show ports {<portlist>} ῃ Ḥ Ȃ 

֜ ҉ ̔ 

Ruijie# show ports 

Command show ports 

 

Port   State/          Settings             Connection           Address 

        MDI       Speed/Duplex/FlowCtrl  Speed/Duplex/FlowCtrl    Learning 

 -----  --------  ---------------------  ---------------------    -------- 

 1      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 2      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 3      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 4      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 5      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 6      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 7      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 8      Enabled   Auto/Disabled          LinkDown                 Enabled 

        Auto 

 

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh 

5.4 line-detect 线缆检测 
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ץ פ ᵬ ’Ȃ ԍ ȁ

̆ ꜛԍ ∞ ᵬ ’Ȃ 

ΐᵣפ Ҋ̔ 



 

5-7 

ᵬ פ  

Ruijie# [enable|disable] snmp linkchange_traps ῏ LinkChangeTrap ⱳ . 

5.5.2 配置举例 

ԍ ֜ ҉ SNMP trap ̔ 
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6 Aggregate Port 配置 

ᵥ ҉ Aggregate PortȂ 

6.1 概述 

6.1.1 理解 Aggregate Port 

ױ ץ ҩ ѿ ѿҩ ̆ ҩ ױ ӊҹ

Aggregate Port̂ץҊ AP̃Ȃ ᶫ AP ⱳ IEEE802.3ad ‰̆

ץ ԍ ̆ ᶫ Ȃ 

APⱳ ̆ ץ № ȂAPⱳ ԅ ᴍ̆

AP Ҭ ѿ ̆ ᴪ ꜚ № ⌠ AP Ҭ ῒ

҉ ȂAPҬѿ ⌠ Ȃ 

 

 1. ῖ AP  

֜ ֟ ↓ ҩ AP ҹ 8ҩȂ 

6.1.2 理解流量平衡 
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AP ץ MAC ȁ MAC ̆ MAC + MAC ȁ IP

̆ IP ץ IP + IP ṿ № ⌠ AP

ҬȂ ץ config link_aggregation algorithm № Ȃ 

MAC MAC № ⌠ AP ҩ ҬȂҌ

MAC ̆ MAC № ̆ MAC ̆

׆ ѿҩ Ȃ 

MAC MAC № ⌠AP ҩ ҬȂ

MAC ̆ ׆ ѿҩ ̆Ҍ MAC ̆

MAC № Ȃ 

MAC+ MAC MAC MAC № ⌠

AP ҩ ҬȂΐ Ҍ MAC+ MAC MAC+ MAC

№ ̆ ΐ MAC+ MAC ↕ №

ѿҩ Ȃ 

IP IP IP IP № ȂҌ IP

IP IP IP № ̆ IP IP

↕ Ȃ ԍ҈ ̆

Ҋ ⌠ԋ ̆↕ ꜚ Ȃ 

IP + IP IP IP № Ȃ

ԍ҈ ̆ Ҋ ⌠ԋ ̆↕ ꜚ

Ȃΐ Ҍ IP+ IP IP+ IP

№ ̆ΐ IP+ IP ↕ № Ȃ 

҉ץ ԍԋ AP̆ ̆ IP ȁ IP ȁ

IP + IP Ӟ ԍԋ APȂ 

 1 ֜ ֟ ↓  

 ֜  

ԍ MAC √ 

ԍ MAC √ 

ԍ MAC+ MAC √ 



Aggregate Port  

6-3 

№ ̆ ҹ MAC ̕ ֜ ̆↕ ҹ

MAC Ȃ 

    

ҹ IPȁ IPȁ IP̅ IP 2

Ȃ config link_aggregation 

algorithm show link_aggregation algorithm פ Ȃ 
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6.2.2 Aggregate Port 配置指导 

AP ѿ Ȃ 

ԋ ⱴ῀ԋ AP̕ AP Ҍᾛ ԋ Ȃ 

APҌ ῃⱳ Ȃ 

    ѿҩ ⱴ῀ AP ̆Ҍ ҉ ᴋᵥ ̆ ⌠ ₮ APȂ 

6.2.3 配置 Aggregate Port 

Ҋ̆ Ҋ ⱴ῀ AP̔ 

ᵬ פ  

Ruijie#create link_aggregation group_id 

<value> {type [lacp | static]} 
⇔ ѿҩ APȂ 

Ruijie# config link_aggregation group_id 

<value> {master_port <port> | ports <portlist> | 

state [enable | disable]} 

ⱴ῀ѿҩ AP̆ Һ Ȃ 

Ҋ ѿҩ ⱴ῀ APȂ 

Ҋ ᶛ ԋ ץ 5̂Һ ̃̆6 ԋ AP 1 ̔ 

Ruijie#create link_aggregation group_id 1 

Command: create link_aggregation group_id 1 

 

Success.    

 

Ruijie#config link_aggregation group_id 1 master_port 5 ports 5-6 state 

enable  

Command: config link_aggregation group_id 1 master_port 5 ports 5-6 state 

enable 

 

Success.    

 

Ruijie# 

6.2.4 配置 Aggregate Port 的流量平衡 
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Ҋ̆ Ҋ AP ̔ 

ᵬ פ  
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7 VLAN 配置 

ᵥ IEEE802.1Q VLAN 

7.1 概述 

VLAN ̂Virtual Local Area Network̃ ̆ ѿҩ ҉⅞№₮

Ȃ ҩ ԍ ISO ԋ ȂVLAN ⅞№Ҍ ᵝ

└ȂVLAN ̆ ԅ ᵝ └̆ ѿ

Ȃ ԋ ȁ ѿҩ VLANῤ ȁ ̆ Ҍᴪ ῀ῒז VLANӊ

ҬȂ ̆ץ ѿҩ Һ ῒ Ҍ ѿҩ VLAN Һ ̆↕ ѿ

ҩ҈ ̆ Ҋ Ȃ 

ץ ѿҩ ӈҹѿҩ VLAN ̆ ⌠ ҩ ѿ

№̆ ғ ҩ ץ ҩ VLANȂ VLANҬ ⱴȁ− ḱ Ṝ̆Ҍ ׆

҉ Ȃ 

 

ѿҩ ѿ V̆LAN ѿҩ IP ѿ Ȃѿҩῖ ᶛ ̆ ѿҩ

IP Ҭ Һ ԍ ѿҩ VLANȂ 

7.1.1 支持的 VLAN 

֟ VLAN IEEE802.1Q ‰̆ 4094ҩVLAN(VLAN ID 1-4094) ῒ̆ҬVLAN 

1 Ҍ − VLANȂ 

    
 VLAN ID ҹ 1-4094 

 ᴆ Ҍ ’Ҋ̆ ⇔ VLAN Ḥ Ȃ 
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7.2 配置 VLAN 

ѿҩ VLAN ץ VLAN ID VLAN Name Ȃ Ҭ̆ ץ ⱴȁ− ȁḱ VLAN 

2-4094̆ VLAN 1 ꜚ⇔ ̆Ҍ − Ȃ 

ץ Ҋ ѿҩ VLAN ⱴ῀ȁ ₮ѿҩ VLANȂ 

7.2.1 VLAN 配置信息的保存 

פ Ҋ ῀ copy running-config startup-config פ ̆VLAN Ḥ

Ḃ Ḡ ᴆȂ VLAN Ḥ ̆ ᶏץ show vlan  Ȃפ

7.2.2 缺省的 VLAN 配置 

  ṿ  

 VLAN ID 1 1̇4094 

 VLAN Name default 32ᵝ ұ 

7.2.3 创建、修改一个 VLAN 

ῃ Ҋ̆ ⇔ץ ḱ ѿҩ VLAN̔ 

ᵬ פ   

Step 1 

Ruijie#create vlan 

[vlanid<vidlist>|<vlan_name 32> ]tag <vlanid 

1-4094> {advertisement} 

⇔ ѿҩ VLANȂ̂ ̃Ӟ ҹ VLAN ѿҩ

Ȃ ѿ ̆↕ ᴪ ꜚҹ

ѿҩ  VLAN xxxx ῒ̆Ҭ xxxx VLAN ID

Ȃ ̆VLAN 0004 VLAN IDҹ 4

Ȃ 

Ҋ ѿҩ⇔ VLAN 888̆ ҹ Test888 ᶛ ̔ 

Ruijie#create vlan Test888 tag 888 

Command: create vlan Test888 tag 888 

 

Success.    

 

Ruijie# 

7.2.4 删除一个 VLAN 

VLAN̂VLAN 1̃Ҍᾛ − Ȃ 
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ῃ Ҋ− ѿҩ VLAN̔ 

ᵬ פ   

Step 1 Ruijie#delete vlan vlanid <vidlist> − ѿҩ VLAN ID VLANȂ 

7.2.5 向 VLAN 分配端口 

ᵬ פ   

Step 1 Ruijie# config vlan <vlan_name 32> {[add 

[tagged | untagged | forbidden] | delete] 

<portlist> | advertisement [enable | disable]} 

1ȁҹ VLAN ⱴ − ̂҈

̃ 

2ȁ ῏ VLAN ⱳ  

Ҋ ҩᶛ FastEthernet 1/10ⱴ῀҉ᶛҬ⇔ VLAN 888̔ 

Ruijie#config vlan vlanid 888 add untagged 10                      

Command: config vlan vlanid 888 add untagged 10 

 

Success.    

 

Ruijie# 

Ҋ ҩᶛ ԅ ᵥ ̔ 

Ruijie#show vlan vlanid 888        

Command: show vlan vlanid 888 

 

 

VID               : 888          VLAN Name     : Test888 

VLAN TYPE        : Static       Advertisement : Disabled 

Member Ports     : 10                   

Static Ports     : 10                   

Current Tagged Ports    :                      

Current Untagged Ports  : 10                   

Static Tagged Ports     :                      

Static Untagged Ports   : 10                   

Forbidden Ports         :                      

 

Total Entries : 1 

 

Ruijie# 

7.3 显示 VLAN 

Ҋ̆ ץ VLAN Ḥ Ȃ Ḥ VLAN IDȁVLAN NameȁVLAN

ץ VLAN Ḥ ȂץҊ ↓ԅ ῏  ̔פ
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ᵬ פ   

Step 1 show vlan {[<vlan_name 32> | vlanid 
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 2.   Tag  

8.1.1 基本 QinQ 

QinQ ԍ Ȃ ԅ tunnel ̆ ⌠ ̆ ᴪҹ

҉ tunnel VLAN VLAN TagȂ ⌠ VLAN Tag

̆ ҹ Tag ̕ ⌠ Ҍ VLAN Tag ̆

ҹ VLAN Tag Ȃ QinQ ̆ᵖ VLAN Tag Ҍ

Ȃ 

8.1.2 其他功能 

 TPID ᴨᾢ └ҍ  

8.1.2.1 TPID 设置及优先级的复制与映射 

ץ Tag ҩ T̔PID(Tag Protocol Identifier̆ )ȁ User Priorityȁ

CFIȁVLAN IDȂ ԍ TPIDṿ̆ IEEE802.1Q 0x8100Ȃ ֓

Tag TPID ṿ ҹ 0x9100
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 QinQ  

 QinQ └ 

 QinQ 

8.2.1 QinQ 的默认配置 

Ҋ̆ QinQ QinQῒזⱳ ҹ῏ Ȃ 

8.2.2 QinQ 配置的限制 

QinQ Ҋ └̔ 

 Ⱶ ᶫ Ӟᶏ STP ᶫѿ ꜚ ̆ 802.1ad№ ԅѿ

ҩҒ Ⱶ ᶫ ̂01-80-C2-00-08̃ № Ⱶ ᶫ STP

STPȂ֜ ̂UNI ̃ Ⱶ ᶫ ̂NNI ̃

ѿҩ STP Ȃ ԑ ̆ Ҍ UNI NNI ҉ STPȂ 

 Ⱶ ᶫ Ӟ ᶏץ ֓ GARP ̆ 802.1ad№ ԅѿҩҒ Ⱶ

ᶫ GVRP ̂01-80-C2-00-00-0D̃ № Ⱶ ᶫ GVRP

GVRPȂ֜ Ⱶ ᶫ ̂NNI ̃ ѿ GVRP ᶛȂ

Ҍ NNI ҉ GVRPȂ UNI ҉̆GVRP PDU

01-80-C2-00-00-21̆BPDU 01-80-C2-00-00-00Ȃ NNI ҉̆ GVRP 

PDU BPDU Ȃ ’Ҋ̆NNI ҉ᴪᶏ 802.1ad Ҭ ӈ

PDU ̂01
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Ҋᶛ ₮ԅ ᵥ ѿҩ QinQ ᶛ̔ 

 

Ruijie# config qinq ports 1-4 role nni outer_tpid 0x88a8 trust_cvid enable 

Command: config qinq ports 1-4 role nni outer_tpid 0x88a8 trust_cvid 

enable 

 

Warning: The outer TPID will be globally applied to all ports!  

 

Success.    

  

Ruijie# enable qinq  

Command: enable qinq 

 

Success.    

 

Ruijie#  

 

8.2.3.1.1 配置基于内层 Tag 的 vid 修改策略表 

῀ ̆ ῤ TagҬ Ҍ VID̆ Tag VIDḱ ҹ

Ҍ ṿ̆ᶏ create vlan_translation VID(ḱ ╠ TagҬ VID)↓ ḱ

ҹ VIDȂΐᵣ פ פ Ȃ 

Ҋ̔ 

ᵬ פ   

Step 1 create vlan_translation [add cvid <vidlist> 

svid <vlanid 1-4094> | replace cvid <vlanid 

1-4094> svid <vlanid 1-4094>] 

ⱴ VLAN ↕Ȃ 

Step 2 config qinq ports [<portlist> | all] 

vlan_translation [enable | disable] 
҉ VLAN ⱳ Ȃ 

 

Ҋ ᶛ S-VLAN 100 ῀⌠ C-VLAN 1-10Ҭ̔ 

Ruijie# create vlan_translation add cvid 1-10 svid 100 

Command: create vlan_translation add cvid 1-10 svid 100 

 

Success.    

  

Ruijie#  
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9 MAC 地址配置 

ץ ֜ ≠ MAC Ḥ ̆

MAC  

9.1 理解 MAC 地址表 

9.1.1 概述 

≢ Ḥ ץ ֜ Һ ⱳ ̂ ҹԋ ⱳ

ץ̆̃ ֜ MAC Ḥ ⌠ ץ̆

֜ MAC Ữ MAC ҍ Ḥ ῏ Ȃ 

ץ ֜ MAC Ҭ MAC VLAN ῏ ̆Ҍ VLAN ᾛ

MAC Ȃ ҩ VLAN ҉ ѿᴍ Ȃѿҩ VLAN ӟ

MAC ̆ ԍῒז VLAN ׅ̆ ӟȂ 

ץ ֜ MAC ҊḤץ ̔ 

 

 1. MAC  

 ̔ ҹꜚ ȁ Ȃ 

 VLAN̔MAC VLAN 

 MAC ̔ MAC Ḥ  

 ̔MAC Ḥ  

 

ץ ֜ MAC Ҭ Ҋңץ ̔ 

 ꜚ ӟ 

  

 

ץ ֜ MAC ץ VLAN ID Ḥ

MAC Ҭ ₮ ̆ ȁ

̔ 
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 ̔ץ ֜ MAC Ҭ ⌠ҍ MAC

VLAN ID ғ Ҭ ₮ ѿ ̆ ׆

₮Ȃ 

 ̔ץ ֜ MAC Ҭ ⌠ҍ MAC

VLAN ID ғ Ҭ ѿ ₮ ̆ ׆ ₮Ȃ 

 ̔ץ ֜ ⌠ ҹ ffff.ffff.ffff MAC Ҭ

Ҍ⌠ ̆ ⌠ VLAN Ҭ ῀ ῒז

₮Ȃ 

 

    
ꜚ ȁ ҍ ̆ Ҍ ῤ

̆ ȇIGMP Snooping ȈȂ 

9.1.2 动态地址学习 

9.1.2.1 动态地址 

ץ ֜ ꜚ ӟ ֟ MAC ҹꜚ ̆ ꜚ

ᴪ └ − Ȃ 

9.1.2.2 地址学习过程 

’Ҋ MAC ꜚ ӟ ̆ῒ ᵬ Ҋ̔ 

ץ .1 ֜ MAC ҹ ’Ҋ̆UserA ҍ UserB ̆UserA

ᾢ ⌠֜ GigabitEthernet 0/2̆ ץ ֜ UserA MAC

ӟ⌠ MAC ҬȂ 

ԍ Ҭ UserB MAC ̆ ץ ֜ ץ

⌠ ԅ UserAץ ̆ User Bҍ User C ̆ UserC

⌠ UserA ₮ Ҍ ԍ Ȃ 
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 4. ꜚ ӟ ԋ 

 

ץ .5  ֜ MAC ԋ 

3. UserA ҍ UserB ѿ ֜ԑ ץ̆ ֜ ӟ⌠ԅ UserA ҍ UserB

MAC ̆ӊ UserAҍ UserBӊ ֜ԑ↕ ̆

UserC ҌῬ ⌠ UserAҍ UserBӊ ֜ԑ Ȃ 

 

9.1.2.3 地址老化 

ץ ֜ MAC └ ץ̆ ֜ └ Ҍ

Ȃ 

ץ ֜ ӟ⌠ѿҩ ꜚ ̆ ⌠ ╠̆

ץ ֜ Ῥѿ ץ⌠ ҹ MAC ̆ ⌠

ᴪ׆ MAC Ҭ− Ȃ 

 

9.1.3 IP 和 MAC 地址绑定 

9.1.3.1 概述 

ꜚ IP MAC ⱳ ̆ ץ ῀ IP MAC

῏ Ȃ ѿҩ IP ѿҩ MAC ̆↕ IP

MAC ҩ IP ̕ ↕ IP ҡ Ȃ 

 

≠ ҩ ̆ Ҥץ └ ῀ Ȃ ̆

└֜ ῀̆ ᴨᾢԍ 802.1Xȁ ῃץ ACL Ȃ 

9.1.4 协议规范 

ȇIEEE Std 802.3
TM

 Carrier sense multiple access with collision detection (CSMA/CD) 

access method and physical layer specificationsȈ 
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ȇIEEE Std 802.1Q
TM

 Virtual Bridged Local Area NetworksȈ 

9.2 缺省配置 

 ⱳ  ṿ 

 ꜚ  300  

 MAC ӟ ⱬ  

9.3 配置动态地址 

9.3.1 配置端口 MAC 地址学习能力 
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Ruijie# 

9.3.3 查看配置 

ᵬ פ  
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9.4.1 配置老化时间 

ᵬ פ   

 Ruijie# config fdb aging_time <sec 

10-1000000> 
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ᵬ פ   

 Ruijie# create fdb <vlan_name 32> 

<macaddr> port <port> 

macaddr̔ MAC ᴪ ⱴ⌠

ҬȂ 

vlan_name̔MAC VLAN Ȃ 

port ҍ̔ MAC Ȃ֜

⌠ Ȃ 
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Ruijie#show fdb static    

Command: show fdb static 

 

VID  VLAN Name                        MAC Address       Port Type   

---- ------------------ ----------------- ---- --------------- 

1    default                          00-D0-F8-00-07-3C  3   Permanent 

1    default                          00-D1-F8-00-07-3C  3   Permanent 

 

Total Entries  : 2 

 

Ruijie# 

 

9.6 配置 IP 地址和 MAC 地址绑定 

 IP MAC  

  

9.6.1 配置 IP 地址和 MAC 地址绑定 

ῃ Ҋ̆ ץ Ҋץ ̔ 

ᵬ פ   

Step 1 Ruijie# create arpentry <ipaddr> 

<macaddr> 

IP MAC ῏  

ipaddr̔ IP  

macaddr̔ MAC  

Ҋᶏ delete arpentry [<ipaddr> | all]− ѿҩ IP MAC

Ȃ

 

IP

MAC 



MAC
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 6. ῖ  

Ⱶ GigabitEthernet0/1 ץ⌠ ֜ ̆WEB Ⱶ Ⱶ

GigabitEthernet 0/2 ץ⌠ ֜ ̆ Ⱶ GigabitEthernet 0/3 ץ⌠

֜ ῒ̆ז ѿ ץ ֜ GigabitEthernet 0/10 ῀ WEB Ⱶ

̆ VLAN 1Ҭ Ȃ 

ҹḠ WEB Ⱶ ҍ ӊ ֜ԑ Ḥ ῃץ ҍ Ⱶ ӊ ֜ԑ Ḥ

ῃ̆ Ḡ WEB Ⱶ ҍ Ⱶ ӊ

̆ ҍ Ⱶ ӊ Ӟ ̆ ץ ᾧ ֓

ץ ⌠ѿ ᶏ ҬȂ 

9.7.2 设备配置 

 

Ruijie#create fdb default 00d0.f800.0001 port 1 

Ruijie#create fdb default 00d0.f800.0002 port 2 

Ruijie#create fdb default 00d0.f800.0003 port 3 
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Ⱶ ȂҊ DHCP Snoopingῤᶏ ⌠ ѿ֓

ⱳ ѿ֓ ̔ 

1̃ DHCP Snooping ̔ DHCP ᴪ₮ IP

̆ IP Ҍᵖᶏ ץ ̆ ғᴪ ѿ֓ ᶏ DHCP

IP ҹ‖ ᶏ ̆DHCP Snooping Client Server

ӊ ֜ԑ ̆ ⌠ IPḤ ץ MACȁPORTȁ Ḥ ѿ

ҩ ׆̆ ѿҩ DHCP Snooping Ȃ 

2̃ DHCP Snooping DHCP ҡ̆ Ҍ DHCP

̆ Ḥ DHCP  Snooping ᶫῒזⱳ ᶏ ȂץҊ₃

ҹ DHCP ̔ 

   Ḥ ԍ DHCP Snooping Ҭ̆p Ḥ ҍ Ḡ DHCP

   Ҭ Ḥ Ҭ Ḥ Ҍѿ DHCPRELEASE Ȃ 

10.1.3 DHCP snooping 的相关安全功能 

DHCP Ҭ̆ ⌠ ѿҩ ѿ֓ ḱ ᶏ IP

̆ Ҍ ᶏ ꜚ
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--------------- ----------------- ----------------- ---- 

 

Total Entries : 0 

10.2.2 配置端口过滤 DHCP 报文 

’Ҋ̆ DHCP ⱳ ῏ , ⱳ ӊ ̆

DHCP ⱳ Ȃ 

ᵬ פ   

Step 1 Ruijie#config dhcp_snoop ports [ <portlist>| 

all ] state [enable | disable] 
DHCP ⱳ Ȃ 

1-3 DHCP snooping ̔ 

Ruijie#config dhcp_snoop ports 1-3 state enable 

 

DHCP snooping ̔ 

Ruijie#show dhcp_snoop ports 

Command: show dhcp_snoop ports 

 

Port  State 

 

----  -------- 

1     Enabled 

2     Enabled 

3     Enabled 

4     Disabled 

5     Disabled 

6     Disabled 

7     Disabled 

8     Disabled 

9     Disabled 

10    Disabled 

11    Disabled 
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10.33.53.82      00-20-c3-56-b2-ef     2590               2    
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11 IGMP Snooping 配置 

11.1 概述 

11.1.1 理解 IGMP Snooping 的工作原理 

IGMP Snooping Internet Group Management Protocol̂ ̃ Ȃ

VLAN҉ IP └̆ ԍ └ IP VLANῤ ̆

ԍԋ ⱳ ȂҊ IGMP 

 ETJ

ET

 EMC  /P <</MCID 12>> BDC BT

f

1 0 0 1 256.7 4T

f256.7 4T

f256.727 12>> BDCF1 10.56 Tf

1 0 0 1 256.73 173.43 Tm

 0.36 Tc[<34F41ADD23710D39TJ

620>-33<2CB4>]8>> BET

T

1A36>-33<0AID 3T

1A36>BT

/CID 2337 BDC BT

/F1 10.56 Tf

1 0 0 1 442.3 323.43 Tm

 0 Tc[(V)-14(L)-23(A)-14(19.11 ETJ

ET

 EMC/MCID 20>> BDC BT

/F2 10.56 Tf

1 0 0 1 189.053373.43 Tm

 0.36 Tc[<07B52CB4459C0A50.7
620>-33<2CB4>]/MC BDC 9>>J

ET
BDC 

ET

 EMC  /P-33<0AID 2D2<19D7>-7A3/F1 10.56 Tf

1 0 0 1 442.3 3)-23(g)-11(e)-11(m)-3<04BC>-4/La1
ET

 EMC  /P <
 EM311F0A13048FBT

2337 F1 10.56 Tf

1 0 0 1 442.3 373.43 Tm

 0 Tc[(V)-14(L)-23(A)-1416 /P4>-4/La1
ET

 E/P <</MCID 20>> BDC BT

/F2 10.56 Tf

1 0 0 1 189.053573.43 Tm

 0.36 Tc[<07B52CB4459C01c[<97>-4/La1
ET

 EMC  /P <]/MC47P < EM> B00A8
/F1 10.56 Tf

1 0 0 1 442.3 3Tc[<128E>-33<04BE>-3254.57>-4/La1
ET

MCI11F0A13/F1 10.56 Tf

1 0 0 1 442.3 31C4>] TJ

ET

 EMC  2>-341>-4/La1
ET

 E/P < BT

1 0 0 1 198.89 557.23 Tm

[<3573.43 Tm

 0 Tc[(V)-25(L)-11(A)-12P <505-4/La1
ET

MBT

/F8 15.96 Tf

1 0 0 1 99.26573.43 Tm

 0.36 Tc[<043A2CB4>] TJ
<04BC>-1 /P1
ET

 EMC  /P <9>> BDC 1 0 0 1 198.89 557.23 Tm

[<4573.43 Tm

 0.184 Tc[(IP)] TJ

ET
111/0C>-1 /P1
ET

 EDC BT
28.18 589.66 Tm

[( )] TJ

E.89 557.23 Tm

[<4

Ʌ
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 1. VLAN҉
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 2. IGMP Snooping ң  

̂Multicast Router Port̃̔֜ ҉ ̂҈ ̃̆

2֜ Eth0/1 Ȃ֜ ҉ ̂ ꜚ ̃

↓ ҬȂ ’Ҋ VLANῤ ̆Ӟ

ᴪ ⱴ⌠ IGMP Snooping ҬȂ 

̂Member Port̃̔ IP ̆ ᶶ ̂Listener Port̃̆

֜ ҉ IP ᶷ ̆ 2 ֜ Eth0/2ȁEth0/3 Eth0/4

Ȃ֜ ҉ ̂ ꜚ ̃ IGMP Snooping 

ҬȂ 

11.1.3 理解动态端口的老化定时器 

 2 IGMP Snooping ꜚ  

  ꜚ Ԋᴆ ֜ ꜚᵬ 

ꜚ

 

֜ ҹ ҩꜚ

ꜚѿҩ ̆

ῒ ꜚ

 

⌠ IGMP 

PIM Hello  

׆ ↓

Ҭ−  

ꜚ

 

֜ ҹ ꜚѿҩ

̆ῒ

ꜚ  

⌠ IGMP   

׆ IGMP 

Snooping 

Ҭ−  

11.1.4 理解 IGMP Snooping
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11.1.4.1 普遍组查询和特定组查询 

IGMP ῤ Һ ҍ ̂ ҹ 224.0.0.1̃

ץ̆ ֓ IP Ȃ ⌠ IGMP ̆֜

VLANῤ ₮ ̆ Ạ Ҋ ̔ 

 ↓ Ҭ̆↕ ῒ Ȃ 

 Ҍ ↓ Ҭ̆↕ ῒ ⱴ⌠ ↓ Ҭ̆ ꜚῒ

Ȃ 

 ⌠ IGMP ̆ ᴪ ꜚ

̆ ҹ ¦ẫ + Ȃ ̆↕ ҹ

ҌῬ ̆ ᴪ ׆ IGMP Snooping Ҭ− Ȃ 

⌠ IGMP ̆ ᴪ ꜚ

̆ ҹ ¦ẫ Ȃ ԅ ⌠Һ ̆

↕ ҹ ҌῬ ̆ ᴪ ׆ IGMP Snooping

Ҭ− Ȃ 

ԍ IGMP ̆ҌẠ Ȃ 

11.1.4.2 报告成员关系 

Ҋץ ’̆Һ ᴪ IGMP IGMP ῏ ̔ 

 IP Һ ⌠ IGMP ( ) ̆ᴪ

IGMP ῏ Ȃ 

 Һ ⱴ῀ ҩ IP ̆ ᴪҺꜚ IGMP IGMP ῏

ץ ⱴ῀ IP Ȃ 

⌠ IGMP ῏ ̆֜ ῒ VLAN ῤ ₮ ̆

׆ Ҭ ₮Һ ⱴ῀ IP ̆ Ạ Ҋ ̔ 

 Ҍ IP ̆↕⇔ ̆ ᵬҹꜚ

ⱴ⌠₮ ↓ Ҭ̆ ꜚῒ ̕ 

 IP ̆ᵖῒ₮ ↓ ҬҌ ̆↕

ᵬҹꜚ ⱴ⌠₮ ↓ Ҭ̆ ꜚῒ ̕  

 IP ғ̆ῒ₮ ↓ Ҭ ꜚ ̆

↕ ῒ Ȃ 

11.1.4.3 离开组播组 

Һ IP ̆ᴪ IGMP ̆ץ ԅ

ҩ IP Ȃ ֜ ׆ ꜚ ҉ ⌠ IGMP ̆

Ȃ 
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11.2 配置 IGMP Snooping 

ױ Ҋ₃ҩץ׆ ᵥ IGMP SnoopingȂ 

11.2.1 配置 IGMP Snooping 基本功能 

11.2.1.1 使能 IGMP Snooping 

ᶏ IGMP Snooping Ṝ̆ IGMP Sooping ᵬ Ȃ 

11.2.1.1.1 全局启用/关闭 IGMP Snooping 

ῃ Ҋ̆ Ҋ /῏ IGMP Snooping̔ 

ᵬ פ  

Ruijie# enable igmp_snooping 

{forward_mcrouter_only} 

ῃ IGMP SnoopingȂ 

Ruijie# disable igmp_snooping 

{forward_mcrouter_only} 

῏ IGMP Snooping
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Ruijie# config igmp_snooping [vlan_name 

<vlan_name 32> | vlanid <vidlist> | all] state 

enable 

VLAN IGMP Snooping ⱳ Ȃ 

Ҋᶛץ vlan default IGMP Snooping̔ 

Ruijie# config igmp_snooping vlan_name default state enable 

Command: config igmp_snooping vlan_name default state enable 

 

Success. 

 

Ruijie#  

    
VLANῤ IGMP Snooping ̆ VLANῤ IPv6 ̆

VLAN҉Ӟ MLD SnoopingȂ 

11.2.1.2 配置 IGMP 查询器 

ᵬ פ  

Ruijie#config igmp_snooping querier 

[vlan_name <vlan_name 32> | vlanid <vidlist> | 

all] max_response_time <sec 1-25> 

IGMP ᵬ ̔ꜚ

Һ Ȃ IGMP

̆ ҹ 1-25 ̆

ṿҹ 10 Ȃ 

Ruijie#config igmp_snooping querier 

[vlan_name <vlan_name 32> | vlanid <vidlist> | 

all] query_interval <sec 1



IGMP Snooping  
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 ̂ ̃  

 ̂ ̃  

11.2.2.1 配置路由连接口 

’Ҋ̆VLAN ῤ ꜚ ӟȂ ץ ῏ ꜚ

ӟ ⱳ ̆ no ῏פ ꜚ ӟ̆ ꜚ ӟ⌠

Ȃ 

ץ פ ֜ ҉ ҹ Ȃ 

ῃ Ҋ̆ Ҋ ̔ 

ᵬ פ   

Step 1
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11.2.2.2 配置端口快速离开 

֜ ׆ ⌠Һ IP
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Ruijie# show igmp_snooping 

Command: show igmp_snooping 

 

 IGMP Snooping Global State             : Disabled 

 Multicast Router Only                   : Disabled 

  

 

 VLAN  Name                      : default 

 Query Interval                  : 125 

 Max Response Time               : 10 

 Robustness Value                : 2 

 Last Member Query Interval     : 1 

 Querier State                   : Disabled 

 Querier Role                    : Non-Querier  

 Querier IP                      : 0.0.0.0 

 Querier Expiry Time             : 0 secs 

 State                           : Disabled 

 Fast Leave                      : Disabled 

 Version                         : 3     

 

Total Entries : 1 

 

Ruijie#  

11.3.2 查看路由连接口信息 

Ҋᶏ Ҋ פ IGMP Snooping Ḥ ̔ 

ᵬ פ  

Ruijie# show router_ports IGMP Snooping Ḥ Ȃ 

Ҋᶛץ ᶏ show router_ports פ IGMP Snooping Ḥ ̔ 

Ruijie# show router_ports 

Command: show router_ports 

 

VLAN Name          : default 

Static Router Port
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Ruijie#  
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12 MSTP 配置 

12.1 
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12.1.1.2 Bridge Protocol Data Units(简写为 BPDU)： 

ѿҩ ᶭ Ҋᾝץ ̔ 

 ҩ ѿ ID̂Bridge ID̃̆ ᴨᾢ MAC Ȃ 

 ⌠ ̂
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12 bit System ID̆ҹץ ̆ RSTP Ҭ ṿҹ 0̆ ᴨ

ᾢ 4096 Ṑ Ȃ 

  Bitᵝ ṿ 

 

Priority value 

16 32768 

 15 
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 Designated Port̔ ҩ LANҬ ⌠ Ȃ 

 Alternate Port̔ ̆ѿ ̆
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ѿҩ ̆ Root Port Designated Port ᴪ ῀ Forwarding

̆ῒ ԍ Discarding Ȃ 

12.1.1.6 
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4 

Switch A Switch B
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6  

12.1.1.7 RSTP 的快速收敛 

׃ RSTP ⱳ ̆ ― ‖ ForwardingȂ 

STP ̂Port Rolẽ 30 (ҹ 2 Ṑ Forward-Delay Timĕ

Forward-Delay Time ̆ ҹ 15 )Ῥ Forwarding ̆ ғ ̆

ҩ ₮ Root Port Designated Port 30 Ῥ Forwardinğ

ҩ ҹѿҩ 50 Ȃ 

RSTP Forwarding Ҍѿ ԅ̆ 7 ̆Switch A RSTP

―Proposal‖ ̆Switch B Switch A ᴨᾢ ̆ Switch Aҹ ̆

⌠ ҹ Root Port̆ Forwardinğ ׆ Root Port Switch A ―Agree‖

ȂSwitch A Designated Port ⌠― ‖̆Ӟ ForwardingԅȂ Switch B

Designated Port ―Proposal‖ ᶭ Ȃ ҉̆RSTP

ѿ ̆ ⌠ Ȃ 
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7      

    
҉ץ ― ‖ ᴆ ̆ ―Point-to-Point Connect̂

̃‖Ȃҹԅ ⱳ ̆ Ҍ ᶏ ҹ Ȃ 

Ҭ 8ȁ 9 ̆ῒ ҹ― ―Ҋ↓₮ԅץ̆‖ ‖ ᶛ

Ȃ 

ᶛ̔ 

 

8 
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9 

ȁҊ ҹ― ‖ ̆ № 

 

10 

12.1.1.8 RSTP 与 STP 的兼容 

RSTP ҍץ STP ῃῚ R̆STP ᴪ ⌠ BPDU ꜚ∞

ҍӊ STP RSTP ̆ ҍ STP ԑ

STP Forwarding ̆ 30 Ῥ Forwardinğ RSTP ⱳ Ȃ 

̆RSTP STP ᴪ ⌠ ѿҩ Ȃ 11 ̆Switch A RSTP

̆Switch B STP ̆ Ḭԑױ ̆Switch A ҍ STP ̆

STP BPDU Ὶ Ȃp ԅ Switch C̆ RSTP ̆p Switch 

A ᶭ STP BPDŬ ᶏ Switch CӞ ҹҍӊԑ STP ԅ̆ ң

RSTP ץ STP ̆ ᵞԅ Ȃ 

ҹ RSTP ᶫԅ Protocol-migrationⱳ └ RSTP BPDU ( ’Ҋ̆

RSTP)̆ Switch A └ ԅ RSTP BPDŬSwitch C ҍӊԑ

RSTP ̆ԍ ң ץ RSTP ԅ̆ 12Ȃ 
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Protocol Migration 

 

11 

 

12 

12.1.2 MSTP 概述 

MS
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14 

ҹԅ ‗ ҩ ̆MSTP ֟ ԅ̆ ץ ѿ ѿҩ ҩ VLAN⅞№ҹѿҩ

Instancĕ Instance ѿҩ ̂MST Regioñ̆

̂ ҩῤ ҹ IST̆Internal Spanning Treẽ̕ ҩ MST region
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0Ȃ ̆ ҩ MSTÎMST Instancẽ ѿҩ―VLAN ‖̆ BPDU MSTI

Ḥ MSTIῤ ̆Ҍ CIST ῒז MSTI Ȃ 

ץ config stp mst_config_id {revision_level <int 0-65535> | name 

<string>}/config stp instance_id <value 1-4> [add_vlan | remove_vlan] <vidlist>

פ Ḥ҉ץ Ȃ 

MSTP BPDU Ḥ҉ץ ̆ ѿ ⌠ BPDU MST Ḥ

ѿ ̆ ᴪ ҹ ҉ ԍ ѿҩ
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16 

MSTI 1̂Instance 1̃ ̆ 17̆B ᴨᾢ ̆ ҹ Region Root̆Ῥ

ῒז ̆ B C DiscardingȂ ̆ Instance 1 ―VLAN ‖ ̆

A⌠ BȁA⌠ C ̆ ԅ ҩ―VLAN ‖ Ȃ 

 

17 

MSTI 2̂Instance 2̃ ̆ 18̆C ᴨᾢ ̆ ҹ Region Root̆Ῥ

ῒז ̆ A B DiscardingȂ ̆ Instance 2 ―VLAN ‖ ̆

B⌠ CȁA⌠ C ̆ ԅ ҩ―VLAN ‖ Ȃ 
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MSTP Ҍ῏ ѿҩ ԍ ҩ VLAN̆ ץ

VLAN ’ ҹ ῏ Path Cost Priority̆ץ MSTP

ԅҌ Ȃ 

12.1.2.3 MSTP Region 间的生成树（CST） 

ҩ MSTP Region CST

P

T

P

 



MSTP  

12-15 
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CIST Regional RootҌѿ Regionῤ Bridge ID ̆ Region

ῤ⌠ CST Root Root Path Cost Ȃ 

̆CIST Regional Root Root Port MSTI ԅҩ Port Rolĕҹ―Master 

Port‖̆ᵬҹ Instance ―₮ ‖̆ Instance Forwarding Ȃҹԅᶏ

̆ ױ ҩ Region CST Root ―₮ ‖ Region ѿ

҉! 

12.1.2.4 Hop Count 

IST MSTI Ҍ Message Age Max Age BPDUḤ ̆

ᵌԍ IP TTL └ ̆ Hop CountȂ 

ץ Spanning Treeῃ פ Ȃ Regionῤ̆׆ Region Root Bridge ̆

ѿҩ ̆Hop Count ᴪ⁞ 1̆ ⌠ҹ 0 ↕ BPDU Ḥ ̆ ⌠

Hopsṿҹ 0 BPDU ҡ Ȃ 

ҹԅ Region STPȁRSTPῚ ̆MSTPᶭ Ḡ ԅ Message Age Max Age

└Ȃ 

12.1.2.5 MSTP 和 RSTP、STP 协议的兼容 

STP M̆STPᴪἝ RSTP STP BPDU Ὶ ̆ ’ ―RSTP

ҍ STP Ὶ ‖ Ȃ 

RSTP ̆ ᴪ MSTP BPDUҬ CIST №̆ MSTPҌ Ғ

RSTP BPDUץῚ Ȃ 
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STP RSTP ѿҩ Region̆Ҍҍᴋᵥѿҩ ѿ

ҩ RegionȂ 

12.2 配置 MSTP 

 Spanning Tree  

 ȁ῏ Spanning Tree  

 Spanning Tree  

 ᴨᾢ ̂Switch Prioritỹ 

 ᴨᾢ ̂Port Prioritỹ 

 ̂Path Cost̃ 

 Path Cost ̂path cost method̃ 

 Hello Time 

 Forward-Delay Time 

 Max-Age Time 

 Tx-Hold-Count 

 Protocol Migration
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ץ Ҍ Instance № Ҍ ᴨᾢ ̆ ҩ Instance ֓ṿ

Ȃ ԍҌ Region ̆ ױ ῏ CIST̂Instance 0̃ ᴨᾢ Ȃ 

�²Brod0i 0
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ҩ ⌠ ̂Root Bridgẽ Path Cost Root Port ̆

Port Path Cost ῏ ⌠ Root PortȂ ṿ Interface

̂The Media Speed̃ ꜚ ̆ ̆ ≢ Ҍ

̆ ҹ ₮ Path Cost Ȃ ץ ѿҩ ҉ Ҍ Instance№

Ҍ ̆ ҩ Instance ֓ṿ Ȃ 

῀ ̆ Ҋץ ̔ 

ᵬ פ   

Step 1 

Ruijie#config stp mst_ports <portlist> 

instance_id <value 0-4> internalCost auto | 

<value 1-200000000> 

Ҍ instance ᴨᾢ Ȃ 

instance-id̆ ҹ 0̇4 

internalCost ̆ ҉ ̆ ṿ

ҹ 1⌠ 200,000,000Ȃ ṿҹ

interface ꜚ Ȃ 

Step 2 Ruijie#show stp ports <portlist>{instance 

<value 0-4>} 
Ȃ 

Step 3 Ruijie# save config Ḡ Ȃ 

 

12.2.7 配置 Path Cost 的缺省计算方法（path cost method） 

Path Costҹ ṿ ̆ ᴪ ꜚ ₮ Path CostȂ 

Ҋ ↓₮ң Ҍ ꜚ Path CostȂ 

  Interface IEEE 802.1d IEEE 802.1t 

 
10M



MSTP  

12-20 

Step 3 Ruijie#save config Ḡ Ȃ 

12.2.8 配置 Hello Time 

BPDU Ȃ ṿҹ 2 Ȃ  

῀ ̆ Ҋץ Hello Time̔ 

ᵬ פ   

Step 1 
Ruijie# config stp hellotime <value 1-2> 

hello_timĕ ṿ ҹ 1⌠ 2 ̆

ṿҹ 2 Ȃ 

Step 2 Ruijie# show stp Ȃ 

Step 3 Ruijie# save config Ḡ Ȃ 

 

12.2.9 配置 Forward-Delay Time 

Ȃ ṿҹ 15 Ȃ  

῀ ̆ Ҋץ Forward-Delay Time̔ 

ᵬ פ   

Step 1 Ruijie#config stp forwarddelay <value 

4-30>  

forward delay timĕ ṿ ҹ 4⌠ 30

̆ ṿҹ 15 Ȃ 

Step 2 Ruijie# show stp Ȃ 

Step 3 Ruijie# save config Ḡ Ȃ 

 

12.2.10 配置 Max-Age Time 

ᵬ פ   

Step 1 
Ruijie# config stp maxage <value 6-40> 

max age timĕ ṿ ҹ 6⌠ 40 ̆

ṿҹ 20 Ȃ 

Step 2 Ruijie# show stp Ȃ 

Step 3 Ruijie# save config Ḡ Ȃ 
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    

Hello TimeȁForward-Delay TimeȁMax-Age Time ԅ ѿҩ ṿ

̆ ҈ҩӊ ѿҩ└ ῏ ̆ ̔2*(Hello Time + 1.0 seconds) <= 

Max-Age Time <= 2*(Forward-Delay – 1.0seconds)Ȃ ҈ҩ

ҩ ᴆ̆ ↕ Ҍ Ȃ 

12.2.11 配置 Tx-Hold-Count 

BPDUҩ ̆ ṿҹ 6ҩȂ 

῀ ̆ Ҋץ Tx-Hold-Count̔ 
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Step 2 

Ruijie# config stp instance_id <value 1-4> 

[add_vlan | remove_vlan] <vidlist> 

VLAN ⱴ⌠ѿҩ MST instance Ҭ 

instance-id̆ ҹ 1̇4 

vlanlist̆ ҹ 1̇4094 

ҽᶛ ̔ 
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 Current MST Configuration Identification 

 ---------------------------------------- 

 

 Configuration Name : test                              Revision Level :255 

 MSTI ID           VID List 

 -------           

------------------------------------------------------------- 

    CIST           2-4094 

       1           1 

 

Ruijie# 

 

    
VLAN instance ῏ ╠ Ⱶ Ḡ VLAN ⇔ ̆

↕ №֟ ҉ ᴪ₮ VLAN instance ῏ Ȃ 

12.2.14 配置 Maximum-Hop Count 

Maximum-Hop Count̆ ԅ BPDU ѿҩ Region ῤ ҡ Ȃ

Instance Ȃ 

῀ ̆ Ҋץ Maximum-Hop Count̔ 

ᵬ פ   

Step 2 
Ruijie#config stp maxhops <value 6-40> 

Maximum-Hop Count̆ ҹ 6̇40̆

ṿҹ 20 

Step 4 Ruijie# show stp Ȃ 

Step 5 Ruijie# save config Ḡ Ȃ 

12.3 显示 MSTP 配置和状态 

MSTP ᶫԅ Ҋ פ ԍ Ḥ Ḥ ̆ פ ⱳ

Ҋ̔ 

ᵬ פ   

Step 1 
Ruijie# show stp 

MSTP Ḥ

Ḥ  

Step 2 
Ruijie# show stp instance 

MSTP instance Ḥ ῒ

Ḥ  

Step 3 Ruijie# show stp mst_config_id MST Ḥ  
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Step 4 Ruijie# show stp instance {<value 0-4>} instance MSTPḤ  

Step 5 Ruijie# show stp ports {<portlist>} 

{instance <value 0-4>} 

interface instance MSTP

Ḥ  

Step 6 
Ruijie#show stp ports {<portlist>} 

interface instance MSTP

Ḥ  

Step 7 Ruijie# show stp forward-time 

Step 8 Ruijie# show stp Hello time 

Step 9 Ruijie# show stp max-hops 

Step10 Ruijie# show stp tx-hold-count 
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13 端口镜像配置 

13.1 概述 

13.1.1 理解端口镜像 

≠ץ Ἕ ᶫ ⱳ ̆ └⌠֜ ҉ ѿҩ

̆ ҍ Ȃ 

Ἕ ץ ῀ ׆ ₮ Ȃᶛ ̆ 1Ҭ̆ 5҉

⌠ԅ 10̆ 10҉ № ת 5

̆ᵖ ץ 5҉ Ȃ 

 

 1. Ἕ ᶛ 

Ἕ Ҍ ֜ ̆ ῀ ׆ ₮

└ԅѿᴍ⌠ Ȃᵖ Ἕ ’Ҋ̆ᶛ 100Mbps

1000Mbps
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Ἕᴪ Ἕ ҍ ӊ ̆ ץ ҩ ҩ ῀ȁ

₮ȁ ȂSwitched port AP ץ ҹ Ἕᴪ

Ȃ ⱴ῀ Ἕᴪ Ҍ ֜ ᵬȂ 

ץ ԍ῏ ҉ Ἕᴪ ̆ᵖ Ἕ
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13.2.4 目的端口 

Ἕᴪ ѿҩ (Ӟ ҹ )̆ ԍ Ȃ 

ΐ Ҋץ ̔ 

 ץ switched por APȂ 

 Ҍ ᵬҹ Ȃ 

13.3 配置端口镜像 

13.3.1 端口镜像缺省状态 

 ⱳ  ṿ 

 Ἕ  ῏  

13.3.2 创建端口镜像会话并指定目的端口和源端口 

ץ Ҋץ ⇔ Ἕᴪ ( ) ( )̔ 

ᵬ פ   

Step 1 Ruijie# config mirror port <port> add 

source ports <portlist> [rx | tx | both]} 
Ȃ 

 

Ҋ ҩᶛ ᵥ ⱴ Ἕ ̔ 

Ruijie# config mirror port 1 add source ports 2-7 both 

Command: config mirror port 1 add source ports 2-7 both 

 

Success. 

 

Ruijie#  

13.3.3 从端口镜像会话中删除一个口 

ץ Ҋץ ѿҩ׆ Ἕᴪ Ҭ− Ȃ 

ᵬ פ   



Ἕ
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14 IP 地址与服务配置 

14.1 IP 地址配置 

14.1.1 IP 地址简介 

IP 32 ᵝԋ └ ̆ҹԅӥΏ Ḃ̆ѿ └ Ȃ └ ̆

№ҹ ̆ 8 ᵝ̆ ׆ 0~255̆ ӊ ľ.Ŀ ̆ ľ192.168.1.1Ŀ

└ IP Ȃ 

IP ӈ̆ IP ԑ Ȃ32ᵝ IP ңҩ № ̔1̃

№̕2̃ №Ȃ № ₃ҩ ᵝ ṿ̆ ╠ᶏ Ҭ IP

№⅞ץ Ȃ 

A ̆ ᵝҹľ0Ŀ̆ 7 ҩ ᵝ ̆24 ҩ ᵝ Ȃ

῍ 128ҩ A Ȃ 

 

B ̆╠ңҩ ᵝҹľ10Ŀ̆ 1414
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Ҭ̆ IP ⅞ ̆ѿ IP № Ȃ

ҍԑ ↕̆ ⌠ № IP ȂҬ ץ

Ҭ ԑ Ḥ Ҭ ̂CNNIC̃ ̆ IP № ҹ ԑ

ҍ № Ὲ ̂ICANN,Internet Corporation for Assigned Names and Numbers̃Ȃ

ҹῤ ̆ Ҍ IP ̆ᵖ ӞҌ Ḃ№ ̆ № Ғ

Ȃ 

Ҋ ҹḠ ҍ ↓ ̔ 
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№ ѿҩ IP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

Step 1 Ruijie#config ipif System ipaddress 

<network_address> 
IP  

Ӟ ѿҩ 32 ṿ̆ IP ₃ҩ ҹ №Ȃ

Ҭ ṿ̆ҹ―1‖ IP ᵝ ҹ № ṿ̆ҹ―0‖ IP

ᵝ ҹҺ №Ȃ A ҹ―255.0.0.0‖Ȃ ≠ץ

№̆ Һ ̆ ⱴ ̆ ҹ Ȃ  

    

 

14.1.2.2 ARP 

Ҭ̆ ҩ IP ңҩ ̔

1

̃ ̆ ԍ

Ҭ̆ ‰ ̆ᵖ ҉

Ҭ MAC ̆ ӟ ҉ ҹ MAC M̆AC ף҉ IP ̕

2̃ ̆ ԑ ף҉ IP ̆ Ӟ ԅ Ȃ 

҉ң IP ӊ Ḥ̆ 48 MAC Ȃ IP

MAC ҹ ̂ARP̃Ȃ MAC IP

ҹ ̂RARP
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14.1.2.2.1 静态配置 ARP 

ARP ᶫԅ IP MAC ꜚ ⱳ ̆ ’ҊҌ Ȃ

֟ ARP̆ ץ Ҍ ԍ IP ARP Ȃ 

ARP̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

Step 1 Ruijie# create arpentry <ipaddr> 

<macaddr> 
⇔ ARP 

Step 2 Ruijie#delete arpentry [<ipaddr> | all] − ARP 

 

14.1.2.2.2 ARP 封装设置 

╠ ARP Ethernet II ̆ ֟ ҬӞ ҹ ARPA῏ Ȃ 

14.1.2.2.3 ARP 超时设置 

ARP ꜚ ӟ⌠ IP MAC ᵬ Ȃ ̆

ARP ‖ҬḠ ̆ᵖ ARP Ӟ ̆ ץ ≠ Ȃ

≢ ̆ ↕ѿ Ҍ ARP Ȃ 

ARP ̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

Step 1 Ruijie#config arp_aging time <value 

0-65535> 

ARP ̆ 0-65535№ ̆ῒ

Ҭ 0 Ҍ  

’Ҋ̆ ҹ 20№ Ȃ 

14.1.3 监视和维护 IP 地址 

14.1.3.1 清除缓冲表内容 

ᵬ פ   

 Ruijie# clear arptable ꜚ ARP ‖ 
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14.1.3.2 显示系统和网络状态 

ץ IP ȁ ‖ȁ ῤ ̆ ֓Ḥ №

ꜛȂ ⌠ ̆ ץ

Ȃ 

̆ Ҭ Ҋץ  ̔פ

ᵬ פ   

 Ruijie# show arpentry {ipif [System] | 

ipaddress <ipaddr> | static} 
ARP ‖  

 Ruijie#show ipif IPḤ  

 Ruijie# ping <ipaddr> {times <value 0-255> 

| size <value 1-
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15 DHCP Relay 配置 

15.1 概述 

 DHCP 

 DHCPҬ ̂DHCP Relaỹ 

 DHCP Relay Agent Information(option 82) 

 DHCP relay remote_idⱳ  

15.1.1 理解 DHCP 

DHCP
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15.1.4 理解 DHCP relay remote_id 功能 

DHCP Ҭ̆ ᴪҹ ѿҩ ҩ DHCP Ⱶ ׆̆ ᴍ̆
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DHCP Ⱶ IP ̆ ⌠ DHCP ̕ ̆

⌠ DHCP Ⱶ DHCP Ȃ 

DHCP Ⱶ ̆ ץ 1ҩ DHCP Ⱶ Ȃ ҉ ⌠ DHCP

̆↕ᶏ ῃ DHCP Ⱶ ↓ Ȃ 

DHCP Ⱶ Ҋ ̔ 

ᵬ פ   

Step 1 Ruijie#config dhcp_relay <ipaddr> ⱴѿҩῃ DHCP Ⱶ Ȃ 

 

15.2.3 配置 DHCP option 82 

פ config dhcp_relay option_82 פ ̆ Ạҹ DHCP Ҭ ̆ DHCP

Ҭ̆ DHCP Ҭ optionḤ Ȃ 

Ҋ̆ Ҋ DHCP option82̔ 

ᵬ פ   

Step 1 Ruijie#config dhcp_relay option_82 state 

[enable | disable] | policy [replace | drop | 

keep]   

DHCP option82 ⱳ ̆ Ȃ 

15.2.4 配置 DHCP relay option_82 remote_id 

פ DHCP relay option_82 remote_id D̆HCP Relayֽ DHCP

⌠ remote_idҬ Ⱶ Ȃ ↕̆פ DHCP Ⱶ

DHCP Ȃ 

ᵬ פ   

Step 1 Ruijie#config dhcp_relay option_82 

remote_id [default | user_define <string 

32>] 

DHCP relay Ⱶ ID Ȃ 

15.2.5 DHCP 配置实例 

Ҋ פ ԅ dhcp relayⱳ ȁ ⱴ DHCP Ⱶ ᶛ ̔ 

Ruijie#enable dhcp _relay                         // DHCPҬ ⱳ  

 

Ruijie#config dhcp_relay 192.18.100.1 // ⱴῃ Ⱶ  
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15.3 显示 DHCP 配置 

Ҋ show dhcp_relay פ DHCP Ȃ 

Ruijie#show dhcp_relay  

Command: show dhcp_relay  

 

DHCP/BOOTP Relay Status: Disabled 

DHCP Relay Agent Information 

Option 82 State      : Disabled 

Option 82 Policy     : Replace 

Option 82 Remote ID : 0A-80-B1-00-7C-22 

 

Interface      Server         

------------- ------------  

System         10.48.74.122     

 

                                             

 

Ruijie# 
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16 简单网络时间协议(SNTP) 

16.1 概述 

╠̆ ҉ ԅ ̆ NTP̂Network Time Protocol--

Ȃ̃ ѿ NTP ̆ SNTP̂ Simple Network Time Protocol̆

Ȃ̃ 

NTP ץ ᵬ ̆ ̆ ₃ӍҌ ꜚ

̆ ץ ᶫ 1-50 ms ȂNTP ᶫ └̆ ῃ ≢ Ȃᵖ NTP

̆ Ȃ 

SNTP̂ ̃ NTP ̆ ̆ ԅ ̆

Ȃ ѿ Ӟ ⌠ 1 ̆ Ȃ 

ԍ SNTP NTP ῃѿ ̆ ץ SNTP Client ῃῚ

NTP ServerȂ 

16.1.1
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T̔
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http://www.time.edu.cn/
http://www.ntp.org/
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16.2.5 配置本地时区 

SNTP ‰  (GMT)̆ҹԅ‰ ̆

‰ Ȃ 

1. ̆ ҹ-13 +13̆ ̆ қ Ȃ 8 қῇ ̆-8

8 ̆0 ‰ Ȃ ṿҹ 0Ȃ 

Ruijie# config time_zone {operator [+|-] | hour <utc_hour 0-13> | min <minute 

0-59>} 

2. ╠ Ȃ 

Ruijie# show time 

3. Ḡ Ȃ 

Ruijie# save config 

16.3 显示 SNTP 

Ҋ̔ 

1. SNTP ῏  

Ruijie# show sntp 

2. ᶏ show sntp SNTPΐᵣ ̔ 

Ruijie# show sntp 

Command: show sntp 

 

Current Time Source      : System Clock 

SNTP                     : Disabled 

SNTP Primary Server      : 10.1.1.1 

SNTP Secondary Server    : 10.1.1.2 

SNTP Poll Interval       : 30 sec 

 

Ruijie#  
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17 SNMP 配置 

17.1 SNMP 相关知识 

17.1.1 概述 

SNMP Simple Network Manger Protocol̂ ̃ Ώ̆ 1988 8

ҹѿҩ ‰ RFC1157Ȃ⌠ ╠̆ ᴧ ̆SNMP

ҹԊ ҉ ‰̆ ԍ ԑ Ҭᶏ Ȃ≠ SNMP ̆

ץ ҉ Ḥ ȁ ȁ ᵝȁ ⅞̆

SNMP ⱳ Ȃ 

SNMP ѿҩ ̆ҹ / Ⱶ ̆ ҈ҩ №̔ 

 SNMP  

 SNMPף  

 MIB Ḥ  

SNMP ̆ SNMP └ Ӟ̆ ҹ NMS (Network 

Management System)Ȃ 

SNMPף ̂SNMP Agent



SNMP  

17-2 

MIB ̆ҹԅ ѿ Ҭ ҩ ᾝ System̆ ץ ѿұ

̆ {1.3.6.1.2.1.1} ѿұ ҹ ᾝ Object Identifier̂ ᾝ ̃̆

MIB↕ ᾝ Ȃ 

 

 2. MIB  

17.1.2 SNMP 协议版本 

╠ SNMP Ҋץ ̔ 

 SNMPv1 ̔ ѿҩ ̆ RFC1157Ҭ ӈȂ 

 SNMPv2C̔ ԍ῍ ᵣ̂Community-Based̃ SNMPv2 , RFC1901

Ҭ ӈ ѿҩ Ȃ 

 SNMPv3 ̔ ≢ ⱴ ̆ ᶫԅץҊ ῃ ̔ 

1̃ Ḡ ᴰ ҬҌ ̕ 

2̃ Ḡ ׆ ₮̕ 

3̃ ⱴ ̆ Ḡ ̕ 

SNMPv1 SNMPv2C ԍ῍ ᵣ̂Community-based̃ ῃ Ȃ ӈҺ

ץ (Commumity S
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SNMPv2 ҉  ̆ SNMPv̍ ῃ ץ ῃ ≢ ῃ

└ ̕ ╠ ῃ ҈ ≢̔SNMPv1ȁSNMPv2CȁSNMPv3Ȃ 

Ҋ ҹ ╠ ῃ ץ ῃ ≢ 

 ῃ  ῃ ≢ ≢ ⱴ   
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SNMP ᵬ ῃ Ҋ ̆ SNMP ╠̆ ᾢ ῀ῃ

Ȃ 

17.2.1 设置认证名及访问权限 

SNMPv1/SNMPv2C ԍ῍ ᵣ̂Community-based̃ ῃ ̆SNMPף

̂Community-String̃ ᵬ̆ҍ Ҍ SNMP

Ҍ ̆ ҡ Ȃ ԍ NMS Agentӊ Ȃ 

 ץ ↓ ῏ ̆ IP NMS ץ ̕ 

 ץ ῍ ᵣ ᵬ ̆ ReadOnlŷ ̃ ReadWritê Ώ̃̕ 

 ̆ ԍ ԍ Ȃ ̆ ᾛ MIB

̕ 

SNMP ̆ ῃ Ҋ Ҋ  ̔פ

ᵬ פ   

Step 1 Ruijie#create snmp community 

<community_string 32> view <view_name 32> 

[read_only | read_write] 

Ȃ 

ץ ѿ ̆ ҩҌ ῍ ᵣ ̆ᶏ ᶫҌץ

NMS ̆ − ῍ ᵣ ̆ Ҋ̆ delete snmp 

community <community_string 32>  Ȃפ

17.2.2 配置 MIB 视图和组 

ᶏץ ԍ └ ∞ ѿҩ ᵬ῏ ᾛ ӊῤ

̆ ᾛ ӊῤ ᾛ Ȃ └ ̆ѿ

֓ ѿҩ ῏ ̆Ῥ ҩ ҍ ҩ ῏ Ȃѿҩ ῤ ΐ

Ȃ 

 ץ ̕ 

 ץҹѿ Ώ ̕ 

 SNMPv3 ̆ ҹῒץ ᶏ ῃ ≢̆ ȁ

ⱴ ̕ 

MIB ̆ ῃ Ҋ Ҋ  ̔פ

ᵬ פ   

Step 1 Ruijie# create snmp view <view_name 32> 

<oid> view_type [included | excluded] 

⇔ ѿҩ MIB ̆ ῏
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Step 2 Ruijie# create snmp group <groupname 32> 

[v1 | v2c | v3 [noauth_nopriv | auth_nopriv | 

auth_priv]] {read_view <view_name 32> | 

write_view <view_name 32> | notify_view 

<view_name 32>} 

⇔ ѿҩ ̆ ῏ Ȃ 

ᶏ delete snmp view <view_name 32> all פ − ѿҩ ̆ ᶏ delete snmp 

view <view_name 32> <oid> פ ѿҩ Ҭ− ѿ ȂӞ ᶏץ delete snmp 

group <groupname 32> פ − ѿҩ Ȃ 

17.2.3 配置 SNMP 用户 

ᶏץ ԍ ῃ ῃ ̆ ԍ Ԋᾢ Ḥ

̆NMS ᶏ ף ḤȂ 

ԍ SNMPv3 ̆ ץ ῃ ≢ȁ ̂MD5 SHÃȁ ȁⱴפ

̂ ╠ DES̃ ⱴ  ̕פ

SNMP ̆ ῃ Ҋ Ҋ  ̔פ

ᵬ פ   

Step 1 Ruijie#create snmp user <SNMP_name 32> 

<groupname 32> {encrypted [by_password 

auth [md5 <auth_password 8-16> | sha 

<auth_password 8-20>] priv [none | des 

<priv_password 8-16>] | by_key auth [md5 

<auth_key 32-32> | sha <auth_key 40-40>] 

priv [none | des <priv_key 32-32>]]} 

Ḥ Ȃ 

delete snmp user <SNMP_name 32>− Ȃ 

17.2.4 配置 SNMP 主机地址 

Agent ’Ҋ Ӟ̆ᴪҺꜚ NMS ̆ AgentҺꜚ NMS

Һ ̆ ῃ Ҋ̆ Ҋ  ̔פ

ᵬ פ   

Step 1 Ruijie#create snmp [host <ipaddr>] [v1 | v2c | 

v3 [noauth_nopriv | auth_nopriv | auth_priv]] 

<auth_string 32> 

SNMP Һ ̆ ̂ SNMPv3

Ҋ ̃ȁ ῃ ≢ֽ̂ SNMPv3 ̃

 

17.2.5 设置 SNMP 代理参数 
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ץ

ASNgeSNnt(P)] TJ

ET

 EMC  /P <</MCI4 0>> BDC BT

/F2 10.56 Tf
 
1 0 0 214.9798 753.36 Tm[<2CB42-33<0E2A2-33<1D5C2-33<09F22-33<1BA02-33<460B2-33<3E7C2-44
[<472-33<3D359-33<02C8>1 2<41EE2-44
3D359-33<41EE2-33<0F372-33<2CB42-33<36842-33<332B2-33<1BE92-44
153F2-33<01C3>1 2<41EE2-33<0F372-44
05472-33<3D359-33<01C3>P
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17.2.8 Authenticate Trap 策略配置 

Ҭ ץ ԍ Authenticate Trap̆ ⱳ ̆

̆SNMP ₮ Authenticate Trap, ӊ↕Ҍ Ȃ ’Ҋ̆ ⱳ Ȃ 

ᵬ פ   

Step 2 Ruijie#enable/disable snmp 

authenticate_traps 

῏ Authenticate Trap

ⱳ . 

Ҋ ҹҌ Authenticate Trap: 

Ruijie#disable snmp authenticate_traps    

Command: disable snmp authenticate_traps 

 

Success.    

 

Ruijie# 

 

17.2.9 查看 SNMP 用户 

Ҋ̆ show snmp user ף╠ ҉ SNMP Ȃ 

Ruijie#show snmp user    

Command: show snmp user 

 

Username         Group Name       SNMP Version Auth-Protocol PrivProtocol 

---------------  ---------------  ------------ ------------- 

------------ 

initial          initial          V3            None           None 

 

Total Entries  : 1 

 

Ruijie# 

17.2.10 查看 SNMP 视图和组 

Ҋ̆ show snmp groups ף╠ ҉ Ȃ 

Ruijie#show snmp groups     

Command: show snmp groups 
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Ҋ̆ show snmp host ף╠ ҉ Һ Ḥ Ȃ 

Ruijie#show snmp host    

Command: show snmp host 

 

SNMP IPv4 Host Table is empty ! 

Ruijie# 

17.3 SNMP 配置举例 

17.3.1 典型配置实例 

17.3.1.1 配置要求 

̆ ᵬ NMS ץ N̆MS IP ҹ 192.168.12.181̆

IP ҹ 192.168.12.1̆ ᵬ ҉ ԅ ᴆȂ 

 

 4. SNMPῖ  

17.3.1.2 网络设备具体配置 

ꜚ SNMPף Ⱶ̔ 

Ruijie#create snmp community public1 view CommunityView read_only 

Ҋ̆ ҉ץ ̆פ Ḃ ꜚԅ SNMPף Ⱶⱳ ̆

NMSḂ ץ SNMP
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Ҋץ SNMP ѿ֓ף ̆NMS ץ ֓

ѿ֓ Ḥ ̆ ҹ ̔ 

Ruijie#config snmp system_location location fuzhou 

Ruijie# config snmp system_contact wugb@i-net.com.cn 

Ruijie# config snmp system_name 1234567890 

Ҋץ ̆ ᾛ Һꜚ NMS ѿ֓ Trap ̆ ҹ ̔  

Ruijie# enable snmp traps 

Ruijie# create snmp host 192.168.12.181 v1 public 

҉ ̆ SNMP ף ̆NMS Ḃ ץ

ԅ̆ץ MIB Browserҹᶛ̔ 

 

 5. MIB Browser  

IP AddressҬ ῀ IP 1̔92.168.12.1̆ Community Name Ҭ ῀ public1̆

₯ add item ̆ MIB ΐᵣ ᾝ̆ Ҋ SystemȂ ₯ Start 

̆Ḃ MIB ԅ̆ΐᵣ Ҋ  ̔



SNMP  

17-12 

 

 6. MIB  

17.3.2 SNMP 访问列表关联控制实例 

֟ ץ ↓ ῏ ̆ ↓ Ҭᾛ NMS ≠ץ SNMP

Agent ̆ └ NMS ̆ SNMP ῃ Ȃ 

Ҋ̔ 

Ruijie# create trusted_host 192.168.12.181  

҉ ̆ IP ҹ 192.168.12.181 Һ ≠ SNMP

ԅȂ 

17.3.3 SNMPv3 相关配置实例 

Ҋץ ᾛ SNMPv3 ̅ⱴ v3user

MIB-2(1.3.6.1.2.1) Ҋ Ȃ ҹ MD5 ᶏ̆

ҹ MD5-Auth̆ DESⱴ ⱴ̆ ҹ DES-PrivȂ ᾛ 192.168.65.199

ץ SNMPv3 TrapȂ Trapᶏ ҹ v3user, ̅ⱴ ̆

ҹ MD5̆ᶏ ҹ MD5-Auth̆ DES ⱴ ̆ⱴ ҹ

DES-PrivȂ 

Ruijie# create snmp view v3userview 1.3.6.1.2.1 view_type  included 

Ruijie (config)#create snmp group v3usergroup v3 auth_priv write_view 

v3userview read_view v3userview   

Ruijie (config)# create snmp user v3user v3usergroup encrypted 

by_password auth md5 md5-auth priv des56 des-priv 

Ruijie (config)# create snmp host 192.168.65.199 v3 auth_priv v3user 
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18 RMON 配置 

18.1 概述 

RMON̂ Remote Monitorinğ ̃ IETF(Internet Engineering Task Force Ĭnternet

Ғ ) ‰ ̆ ҩ ץ └ ӊ ֜

ȂRMON ҉ ̆ ‗ ֓ ֓Ḥ

̆ Ḥ ̆ Ḥ ᶏ Ȃᶛ ֜

̆ ҉ ѿҩ ̆ RMON ⱳ ̆ ץ ╠ ᵝ

Ḥ Ȃ 
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19 IPv6 配置 

19.1 IPv6 相关知识 

Internet ץ IPv4 ̆IPv4 Ȃ

ѿףԑ ̂Internet Protocol Next Generation - IPng̃

ҹ ̆Internet ᴋⱵ ᵬ (IETF) IPng ᵬ ԅ IPng ̆

ӊҹ"IP 6"̂IPv6̃̆ RFC2460Ҭ Ȃ 

IPv6 Һ ̔ 

  

IPv4 32ᵝ ⌠ 128ᵝ̆ IPv6 2^128-1ҩ ̆IPv6 №

̆ ׆ Internet Һ ⌠ᴑҙῤ № Ȃ 

 ԅ  

IPv6 ↕ ⱬ ⌠ ᵞ̆ ѿ֓ ῏

׆ Ҭ ₮̆ ⌠ Ҭ̆ IPv6 IPv4 Ṑ̆ᵖ

ֽҹ IPv4 ңṐȂ IPv6 ̆ᶛ IPv6

Ҭ ̆IPv6 ҬҌ № (№ )Ȃ 

  

IPv6 └̆ ӈ ̆ ѿ ҉ ҩ ҉

Ҭ ҹѿҩ ѿ ╠ ̆ ץ ⁞ ̆ Ӟ

ᵞԅ Ữ Ȃ 

 ̔  

ѿ ↓ ꜚ ꜚ ⱳ ̆ Ȃ

̂Neighbor Discovery ȁ̃ ᴰ ᾝ ̂MTU Discovery ȁ̃ ̂Router 

Advertisement ȁ̃ ̂Router Solicitation ȁ̃ ꜚ ̂Auto-configuratioñ

ҹ ᶫԅ ῏ ⱵȂ ≢ ⌠ IPv6 ῃ ң

̆ IPv4Ҭ̆ꜚ Һ DHCP ԅҺ IP ῒ ῏

ꜚ ̆ IPv6 IPv4 ꜚ Ⱶ̆ ῒ ҹῃ ꜚ (Stateful 

Autoconfiguration)Ȃ ԅῃ ꜚ ̆ IPv6 ԅѿ ҹ ꜚ

̂Stateless Autoconfiguratioñ ꜚ ⱵȂ ꜚ Ҭ̆Һ ꜚ

ȁ ╠ ץ ῒ ѿ֓ ῏ Ḥ Ȃ 

 ῃ  

IPSec IPv4
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̆Ḡ № ̕ ᶫ ⱴ ⱳ ̆ ⌠

ⱴ Ȃ 

 QoS   

IPv6 ӈԅ ᵥ ≢ ȂIPv6 Ҭ ̂Flow Label̃

ԍ ≢ ᴍ̆≠ ̆IPv6ᾛ Ḥ ₮ Ȃ ץ

₮ ԍ ѿ ̆ ֓ ᶫ Ȃ  

 ԍ ֜ԑ  

IPv6 ̂Neighbor Discovery Protocol̃ᶏ ѿ ↓ IPv6 └Ḥ

̂ICMPv6̃ ̂ ѿ ҉ ̃ ֜ԑ Ȃ ץ

ץԅף ԍ ARPȁICMPv4

Ȃ 

   

IPv6 ΐ ̆ ץ ⱴ IPv6 ӊ ҬȂҌ

IPv4̆ 40 ĬPv6 ֽ ⌠ ҩ IPv6

└Ȃ 

╠ IPv6 Ҋ↓ ̔ 

 IPv6  

 IPv6  

 IPv6  

 ICMPv6 

 IPv6  

 MTU  

 ICMPv6  

 ‖  

 IPv6 ꜚ  

 IPv6  

 IPv6 ̆  

 IPv6  

 ΐ Ping IPv6 

19.1.1 IPv6 地址格式 

IPv6 X : X : X : X : X : X : X : X̆ῒҬ X ѿҩ 4ᵝ Έ └

(16ᵝ)Ȃ ѿҩ 4ҩ ̆ ҩ 4ҩ Έ └ ̆ ҩ 8ҩ

̆ѿ῍ 128ᵝȂҊ ѿ֓ IPv6 ̔ 

2001:ABCD:1234:5678:AAAA:BBBB:1200:2100 
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19.1.2.1 单播地址（Unicast Addresses） 

№ҹ ȁ ȁ ȁ ῃ Ȃ

╠̆ ԅ̆ ԅ ȁ ץ

̆ ῃ Ȃ 

1.  

0:0:0:0:0:0:0:0̆ Ώҹ::̆ ңҩ ̔ 

̂1̃ Һ ꜚ ץ↕̆ ᵬҹ ̆ ׆̆

῏ ╠ Ḥ ׆̆ ꜚ Ȃ 

̂2̃ Һ IPv6 ̆ ῒ Һ ‖ ץ↕̆

ᵬҹ ̂ ԍᾧ ARP Ȃ̃ 

2.  

0:0:0:0:0:0:0:1̆ Ώҹ::1̆ ԍ IPv4 127.0.0.1̆ѿ

ᶏ Ȃ 

3.  

Ҋ̔ 

 

ԍ ҩ ҉ Һ Ȃ╠ ╠ 10 ᵝ

Ȃ Ҍᴪ Ȃ Ҭ 54

ᵝ 0Ȃ 64 ᵝ ̆ №ᾛ ҩ ̂2 64

⁞ 1̃ҩҺ Ȃ 

4.  

Ҋ̔ 

 

ץ ῤᴰ ̆ Ҍᴪ

⌠ internet ҉̆ ῤ ̆ Ҍ ⌠

Ȃ ץ ҹѿҩῈ ̆ ᵌԍ IPv4 ̆
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192.168.0.0/16ȂRFC3879 ԅ
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4ҩ ᵝ Ȃ ╠ ԅ 4ᵝ̆ ᵝ Internet

̆ ᶏ ҳ Ȃ ᵝҹ―0‖̆

ҹ ̕ ᵝҹ―1‖̆ ҹҳ Ȃῒז 3
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RFC2373 Ҭ ӈԅѿҩ ̆ ӊҹ ȂҊ ԅ

̆ ╠ ѿ ↓ 0(ᵬҹ ) Ȃ 

ῒҬ ╠ ԅѿҩ ( )̆ № ⌠

҉ ѿҩ Ȃ ԍѿҩ ҉

ѿҩ Ḥ ᶏ Ȃ 

 

19.1.3 IPv6 包头结构 

IPv6 Ҋ ̔ 

 

IPv4Ҭ̆ ץ 4 ҹ ᵝȂ IPv6Ҭ̆ ץ 8 ҹ ᵝ̆

40 ȂIPv6 ӈԅץҊ ̔ 

 (Version)̔ 

ҹ 4ᵝ̆ ԍ IPv6 ҹ 6Ȃ 

 ≢(Traffic Class)̔ 

ҹ 8ᵝ̆ ҹ ᶫԅ Ⱶ̆ ԍ IPv4Ҭ ―TOS‖Ȃ 

 (Flow Label)̔ 

ҹ 20 ᵝ̆ ԍ ԍ ѿҙⱵ ̆ѿҩ ץ ᵬҹ ҩҙⱵ

̆ ѿ ԅѿҩҙⱵ Ȃ 

 ‪ (Payload Length)̔ 
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ҹ 16ᵝ ῒ̆Ҭ ‪ ̆ Ӟ ԅ ҩ IPv6 (

)̆ ԅ IPv6 IPv6 Ȃ 

 Ҋѿҩ (Next Header)̔ 

ҩ ₮ԅ
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IPv4 MTU ᵌ̆IPv6 MTU ᾛ ѿ Һ ꜚ

҉ MTU Ȃ ̆ Һ

҉ MTU ̆ Ӈ Һ № Ȃ Һ № ҹᶏ

№ ׆ ԅ IPv6 ̆ Ӟ ԅ IPv6 Ȃ 

    

IPv4 MTU 68 ̆ ҉

68 MTUȂ IPv6 MTU 1280 ̆

ԍ IPv6
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19.1.5.2 邻居不可达检测 

ѿҩ ҹ ⌠ ⌠ ץ ̆ IPv6 ҩ ̆

Ҍ  (Neighbor Unreachability Detection)Ȃ 

Ҍ IPv6 ץ ̆ Ҭ̆

IPv6 Ȃ 

19.1.5.3 地址冲突检测 

Һ IPv6 ץ ̆ ҩ IPv6 ҉ Ҍ ѿ ̆

‖ ̆ IPv6 Ȃ 

19.1.5.4 路由器，前缀和参数发现 

Ὲ (RA) ҉ Ȃ 

Ὲ Ҋ ̔ 
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Ὲ Ҭ Ҋῤ ̔ 

 ѿҩ ҩ IPv6 ╠ ̂ ԍ on-link ̆ ꜚ ̃ 

 IPv6 ╠ Ȃ 

 Һ ꜚ ᶏ ( )Ȃ 

 ᵬҹ Ḥ ( ‗ ᵬҹ ̆ Ӈ ᾟ

)Ȃ 

 ᶫ Һ ѿ֓ῒ Ḥ └ȁMTUȁ ᴰ Ȃ 

Ὲ Ӟ Һ ₮ (RS) ̆ ᾛ Һ

ѿ ꜚ ץ ꜚ Ḥ ₮ Ὲ (RA)Ȃ

Һ ↨ ꜚ ̆ ӇҺ ₮ ᶏ

(0:0:0:0:0:0:0:0)ᵬҹ ̆ ↕ᶏ ᵬҹ ̆

ᶏ (FF02::2)ᵬҹ Ȃᵬҹ (RS)

Ὲ (RA) ᶏ ᵬҹ (

Ӈ ᶏ FF02::1)Ȃ 

Ὲ ҬҊ↓ ץ ̔ 

Ra-interval Ὲ Ȃ 

Ra-lifetime ̆ ᾟ ץ ᾟ Ȃ 

Prefix IPv6 ╠ ̆ ԍ on-link ̆ ꜚ ̆ ╠

ῒ  Ȃ 

Rs-initerval ᴰ Ȃ 

Reachabletime ⌠ ⌠ Ԋᴆ ҹ ⌠ Ȃ 

҉ץ ֓ IPv6 Ҭ Ȃ 

19.1.5.5 重定向 

⌠ IPv6 ץ ̆ ᴨ Ҋѿ ̆ ICMP ᴨ

Ҋѿ Һ ̆Ҋѿ Һ IPv6 ᴨ Ҋѿ Ȃ 
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19.2 IPv6 的配置 

Ҋ ׃≢№ IPv6 ҩⱳ Ȃ 

19.2.1 配置 IPv6 的地址 

ᴋⱵ ԅ ᵥ ѿҩ ҉ IPv6 Ȃ IPv6 Ȃ 

IPv6 Ҋ̔ 

 



IPv6  

19-13 

Total Entries  : 1 

 

Ruijie# 

19.2.2 配置静态邻居 

ᵥ ѿҩ ̆ ’Ҋ ̆

(NDP) ꜚ ӟ ғ ῒ ̆ Ӟᾛ ҹῒ Ȃ  

Ҋ ѿҩ ̔ 

ᵬ פ   

Step 1 Ruijie#create ipv6 neighbor_cache ipif 

<ipif_name 12> <ipv6addr> <macaddr> 

ᶏ פ ҉ ѿҩ

Ȃ 

Step 2 Ruijie#show ipv6 neighbor_cache ipif Ȃ 

Step 3 Ruijie#save config Ḡ Ȃ 

ᶏ delete ipv6 neighbor_cache ipif ᾛפ − Ҋ̆ ѿҩ

ᶛ ̔ 

Ruijie#create ipv6 neighbor_cache ipif System FE80::D4E6:98FB:AFA:784F 

00-18-F3-7F-2E-D8  

Command: create ipv6 neighbor_cache ipif System FE80::D4E6:98FB:AFA:784F 

00-18-F3-7F-2E-D8 

 

Success.    

 

Ruijie#show ipv6 neighbor_cache ipif System all 

Command: show ipv6 neighbor_cache ipif System all 

 

Neighbor                        Link Layer Address Interface    State    

-------------------------- ------------------ ------------ ----- 

FE80::D4E6:98FB:AFA:784F       00-18-F3-7F-2E-D8  System       T      

  

Total Entries: 1  

  

State: 

(I) means Incomplete state. (R) means Reachable state. 

(S) means Stale state.      (D) means Delay state. 

(P) means Probe state.      (T) means Static state. 

  

Ruijie# 
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    

̆ ╠ ҍ Ȃ ̆

╠ ԍ ҉ ѿ ῤ̆ғҍ Ҍ‖

Ȃ ̆ ԍ Inactive ̆ Ҍᴪ

MAC ̆ ꜚ ӟ ӟ MAC Ȃ

̆ ץ show ipv6 neighbor_cache ipif <ipifname> static

פ Ȃ 

 

19.2.3 配置地址冲突检测 
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----------------------   ----------------- ----------- ----- 

FE80::D4E6:98FB:AFA:784F  00-18-F3-7F-2E-D8   System   T      

  

Total Entries: 1  

  

State: 

(I) means Incomplete state. 

-
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20 MLD Snooping 配置 

20.1 理解 MLD Snooping 

20.1.1 MLD Snooping 概述 

MLD Snooping Multicast Listener Discovery Snoopinĝ ᶶ ̃

Ȃ ԍ └ IPv6 ԋ ҉ ҹȂ 

MLD Snooping ⌠ MLD № ̆ҹ MAC

῏ ̆ ῏ ԋ ҉ IPv6 Ȃ MLD 

Snooping ̆IPv6 ԋ ̕ ֜ ԅ MLD Snooping ̆

IPv6 Ҍᴪ ԋ ̆ ԋ ֜ ⌠ Ȃ 

20.1.2 MLD SNOOPING 基本概念 

20.1.2.1 理解 MLD Snooping 的两类端口 

1 ̆Router ̆ ῀֜ MLD SnoopinğҺ A Һ  C

ҹ Һ ̂ IPv6 ̃Ȃ 

 



MLD Snooping  

20-2 

 1. MLD Snooping ң  

̂Multicast Router Port̃̔֜ ҉ ҈ ̆ ῀֜ Eth0/1 

Ȃ 

̂Member Port̃̔ IPv6 ̆ ᶶ ̂Listener Port̃̆

֜ ҉ IPv6 ᶷ ̆ ῀֜ A Eth0/2ȁEth0/3 Eth0/4

Ȃ 

20.1.2.2 理解 MLD Profiles 

MLD Profiles ҉ ѿ֓ ̆ ץ ӈѿ ↓ ̆ ӈ ֓

permit denyꜚᵬ̆ᶫ ľSVGL Ŀȁ

ľ ĿȁľMLD Filtering Ŀ ⱳ ᶏ Ȃ 

20.1.2.3 理解 MLD Snooping 的各种工作模式 

DISABLE ̔ Ҋ̆MLD SnoopingҌ ᵬ ̆ ԋ Ҍľ ĿҺ

ҍ ӊ MLD ̆ VLANῤ Ȃ 

IVGL ᵬ (Independent VLAN Group Learn)̔ Ҋ̆ VLAN

ԑ ȂҺ ҍ ԍ ѿҩ VLAN ֜̕

⌠ᴋᵥѿҩ VLAN ̆ VLANῤ Ȃ 

SVGL ᵬ (Shared VLAN Group Learn)̔ Ҋ̆ VLAN Һ ῍֣ѿ

̆Һ ץ VLAN Ȃ ѿҩ Shared VLAN̆ VLAN

ץ VLAN ῒזҺ Ȃ ԍ Shared VLAN ̆ ץ

̆ ᶏ ֓ Ҍ ԍ Shared VLANȂSVGL Ҋ̆

MLD Profile ⅞№ѿ SVGL̆ ῤ̆

ץ VLAN ̕ ’Ҋ Ҍ SVGL ̆

ҡ Ȃ 

IVGL SVGL ң ץ ̆ ץ MLD Profile ⅞№ѿ

SVGL̆ ῤ̆ ץ VLAN ̆ ῒ

ῤ ԍ ѿҩ VLAN Ȃ 

20.1.2.4 理解源端口检查 

₮ ԋ Ҭ̆ №֟ MLD Snooping ⱳ ̆ ԅ

ῃ Ȃ 

MLD Snooping Ҥ MLD ῀ Ȃ MLD Snooping

῏ ᴋᵥ׆̆ ῀ ԋ̆ ᴪ MLD Snooping

ױ ⌠ Ύ ҉Ȃ MLD Snooping ̆
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׆ ῀ ̆ԋ ױ Ύ ̕

׆ ῀ ҹ ̆ ҡ Ȃ 

20.1.3 MLD Snooping 的工作原理 

ԅ MLD Snooping ֜ Ҍ MLD ΐᵣ Ҋ̔ 

1. MLD QUERY 

҈ ῤ Һ ҍ ̂ ҹ FF02::1̃ MLD ѿ

ץ̆ ֓ IPv6 Ȃ ⌠ MLD ̆

֜ ῒ VLAN ῤ ץ ῒ ₮ ̆

Ạ Ҋ ̔ 

 ↓ Ҭ̆↕ ῒ Ȃ 

 Ҍ ↓ Ҭ̆↕ ῒ ⱴ⌠ ↓ Ҭ̆ ꜚῒ

Ȃ 

 ⌠ MLD ԋ̆ ᴪ ꜚ

̆ ῒ ҹ MLD

Ȃ ṿ⁞ҹ 0 ̆↕ ҹ ҌῬ ̆ԋ

ᴪ ׆ MLD Snooping Ҭ− Ȃ 

 ⌠ MLD ̆ԋ ᴪ

ꜚ ̆ ῒ ҹ MLD

Ȃ ṿ⁞ҹ 0 ̆↕ ҹ ҌῬ ̆ԋ

ᴪ ׆ MLD Snooping Ҭ− Ȃ 

 ⌠ MLD ̆Ҍᴪ ҉ ң Ȃ 

2. MLD REPORT 

Ҋץ ’̆Һ ᴪ MLD MLD ῏ ̔ 

 IPv6 Һ ⌠ MLD ( ) ̆ᴪ

MLD ῏ Ȃ 

 Һ ⱴ῀ ҩ IPv6 ̆ ᴪҺꜚ MLD MLD ῏

ץ ⱴ῀ IPv6 Ȃ 

⌠ MLD ῏ ̆֜ ῒ VLAN ῤ ₮

׆̆ Ҭ ₮Һ ⱴ῀ IPv6 ̆ Ạ Ҋ

̔ 

 Ҍ IPv6 ↕̆⇔ ̆ ᵬҹꜚ

ⱴ⌠₮ ↓ Ҭ̆ ꜚῒ ̕ 
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 IPv6 ̆ᵖῒ₮ ↓ ҬҌ ̆

↕ ᵬҹꜚ ⱴ⌠₮ ↓ Ҭ̆ ꜚῒ ̕  

 IPv6 ғ̆ῒ₮ ↓ Ҭ ꜚ

̆↕ ῒ Ȃ 

3. MLD LEAVE 

Һ IPv6 ̆ᴪ MLD ̆ץ

ԅ ҩ IPv6 Ȃ ֜ ׆ ꜚ ҉ ⌠ MLD ̆

Ȃ ꜚԅ ⱳ ̆ ׆

↓ Ҭ ₮Ȃ 

20.1.4 协议规范 

῏ ̔ 

RFC4541 

20.2 缺省配置 

Ҋ MLD Snooping Ȃ 

 ⱳ  ṿ 

 ῃ MLD Snooping ῏ ῏  

 ԍ VLAN MLD Snooping ῏ ꜚ 

  260s 

 MLD  10s 

 ꜚ ӟ ⱳ  ῏  

 ⱳ  ῏  

 MLD REPORT └ⱳ   

 ԍ └ ҩ  1024 

20.3 全局使能 MLD Snooping 

ᶏ MLD Snooping Ṝ̆ MLD Snooping ᵬ Ȃ 

20.3.1 配置 IVGL 模式 

Ҋ̆ Ҋ MLD Snooping̔ 
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ᵬ פ   

Step 1 
Ruijie#enable mld_snooping 

MLD Snoopinğ ’Ҋ̆MLD 

Snooping ԍ῏ Ȃ 

Step 2
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Ruijie#disable mld_snooping    

Command: disable mld_snooping 

 

Success.    

 

Ruijie#show mld_snooping       

Command: show mld_snooping 

 

 MLD Snooping Global State     : Disabled 

 

 VLAN  Name                     : default 

 Query Interval                 : 125 

 Max Response Time              : 10 

 Robustness Value               : 2 

 Last Listener Query Interval  : 1 
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Command: config mld_snooping querier vlan default max_response_time 

15 

 

Success.    

 

Ruijie# 

20.7 配置路由连接口 

’Ҋ̆ ѿҩ VLAN ꜚ ӟ̆ ץ ԋ

ᶏ ꜚ ӟ̆ no ῏פ ꜚ ӟ̆ VLAN

ꜚ ӟ⌠ Ȃ 

Ӟ ץ ֜ ҉ ҹ ׆̆ ᶏ֜ ҉ ⌠ IPv6 

ץ ₮ Ȃ 

Ҋ̆ Ҋ ̔ 

ᵬ פ   

Step 1 
Ruijie# config mld_snooping 

mrouter_ports <vlan_name 32> [add | 

delete] <portlist> 

ҹ ̆ ’Ҋ̆

Ҍ ̕ ԋ

ꜚ ӟ ̕ ᾛ ꜚ

ӟȂ 

Ҋᶛץ ץ 0/1ҹ ̆ ꜚ ӟ ̔ 

Ruijie#  config mld_snooping mrouter_ports default add 1 

Command: config mld_snooping mrouter_ports default add 1 

 

Success. 

 

Ruijie#  

20.8 配置端口快速离开 

֜ ׆ ⌠Һ IPv6 MLD 

̆ ׆ ₮ ↓ Ҭ− Ȃ ֜ ҉̆ Ҋ

ѿҩ ̆↕ ץ ᶏ ⱳ ץ Ȃ  

Ҋ̆ Ҋ MLD Snooping ̔ 

ᵬ פ   
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Step 1 Ruijie# 
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Command: show mld_snooping group 

 

Source/Group      :   2000::100:10:10:5/FF0E::100:0:0:20 

VLAN Name/VID     :   default/1 

Port Member       :   1-2   

Mode               :   INCLUDE 

 

Source/Group      :   2000::100:10:10:5/FF0E::100:0:0:20 

VLAN Name/VID     :   default/1 

Port Member       :   3   

Mode               :   EXCLUDE 

 

Source/Group      :   NULL/FF0E::100:0:0:21 

VLAN Name/VID     :   default/1 

Port Member       :   4-5   

Mode               :   EXCLUDE  

 

Ruijie#  
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21 基于端口的流控制配置 

21.1 风暴控制 

  

 └ 

 └  

21.1.1 概述 

LAN
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Step 1 

Ruijie#config traffic control [<portlist> | all] 

{broadcast [enable | disable] | multicast 

[enable | disable] | unicast [enable | 

disable] | action [drop | shutdown] | 

threshold <value 64-1000000> | 

time_interval <secs 5-30> | countdown 

[<minutes 0> | <minutes 5-30>]} 

broadcast [enable | disable] ῏

└Ȃ 

multicast [enable | disable] 

└Ȃ 

unicast [enable | disable] 

└Ȃ 

action [drop | shutdown]֜ ⌠

ꜚᵬȂ 

threshold <value 64-1000000>

└ ҉ ṿȂ 

time_interval ֜׆

└ⱳ

Ȃ ֓ ∞ ῀

ṿ ῏ Ȃ 

countdown ṕ ԍ ῏ ѿ

ҩ ╠̆֜

̆ ᵝҹ№ Ȃ פ

action Ҭ ҹ shutdown ̆

Ҍ ԍ ԍ ᴆ └Ȃ 

Ҋ ᶏ Ҭפ disable ῏ └ⱳ Ȃ 

Ҋ ᶛ 1҉ └ⱳ ̆ ғ action ҹ drop t̆hresholdҹ 64Ȃ 

Ruijie# config traffic control 1 broadcast enable action drop threshold 

64 

 

Command: config traffic control 1 broadcast enable action drop threshold 

64 

 

Success.   

21.1.3 查看流量控制状态 

ῃ Ҋ̆ᶏ Ҋ פ └ ̔ 

ᵬ פ   

Step 1 Ruijie# show traffic control {<portlist>}  └ Ȃ 

Ҋ ᶛ ҹ 1 └ ̔ 

Ruijie# 
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Port Thres   Broadcast Multicast Unicast  Action   Count Time 

     hold    Storm     Storm     Storm             down  Interval 

---- ------- --------- --------- -------- -------- ----- -------- 

1    64      Enabled   Disabled  Disabled drop     0     5        

 

Total Entries  : 1  

ѿ └ ̔ 

Ruijie# show traffic control  

Command: show traffic control 

 

Port Thres   Broadcast Multicast Unicast  Action   Count Time 

     hold    Storm     Storm     Storm             down  Interval 

---- ------- --------- --------- -------- -------- ----- -------- 

1    64      Enabled   Disabled  Disabled drop     0     5        

2    64      Disabled  Disabled  Disabled drop     0     5        

3    64      Disabled  Disabled  Disabled drop     0     5        

4    64      Disabled  Disabled  Disabled drop     0     5        

5    64      Disabled  Disabled  Disabled drop     0     5        

6    64      Disabled  Disabled  Disabled drop     0     5        

7    64      Disabled  Disabled  Disabled drop     0     5        

8    64      Disabled  Disabled  Disabled drop     0     5        

9    64      Disabled  Disabled  Disabled drop     0     5        

10   64      Disabled  Disabled  Disabled drop     0     5        

11   64      Disabled  Disabled  Disabled drop     0     5        

12   64      Disabled  Disabled  Disabled drop     0     5        

13   64      Disabled  Disabled  Disabled drop     0     5        

14   64      Disabled  Disabled  Disabled drop     0     5        

15   64      Disabled  Disabled  Disabled drop     0     5        

16   64      Disabled  Disabled  Disabled drop     0     5        

17   64      Disabled  Disabled  Disabled drop     0     5        

18   64      Disabled  Disabled  Disabled drop     0     5        

 

Total Entries  : 18 

21.2 端口安全 

  

 ῃ 

 ῃḤ  
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21.2.1 概述 

ῃⱳ MAC ץ ῀֜ ̆ᵰ ץ

MAC ꜚ ӟ ҩ MAC └ ץ ῀

̆ᶏ ῃⱳ ҹ ῃ Ȃ MAC ҹ ̂

̃Ҭ ꜚ ӟ⌠ MAC ץ ῀֜ Ḥ̆ῒז

ҡ Ȃ 

ҹץ ҩ ῃ ᾛ ӟ ̆ ӟ ꜚ ӟ

ῃ ̆ ῃ Ҋꜚ ӟ ⌠ ӟ ̆ ῃ

ꜚ ӟ ꜚ ῃ ̆ ӟ ⌠ ̆ ῃ ҌῬ ӟꜚ

ῃ Ȃ 

ῃ ꜚ ῃ Ȃ 

21.2.2 配置端口安全 

 ῃ  

 ῃ  

 ῃ ҉ ῃ  

 ῃ  

21.2.2.1 端口安全的缺省配置 

Ҋ ῃ ̔ 

 ⱳ  ṿ 

 ῃ ῏ ῏ ῃⱳ  

 ῃ ҩ  1 

 ῃ   

21.2.2.2 配置安全端口 

Ҋ̆ ᶏ Ҋ פ ῃ ̔ 

ᵬ פ   
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Ҋ̆ ᶏ Ҋ פ ῃ ̔ 

ᵬ פ   

Step 1 
Ruijie# config fdb aging_time <sec 

10-1000000> 

֜ ꜚ ӟ ῃ ̆

ῤ ֓ ̆↕ᴪ

׆ ̂ ̃Ҭ ױ Ȃ 

Ҋ ᶛ ԅ ᵥ ῃ ̆ ҹ 480 ̔ 

Ruijie# config fdb aging_time 480 

Command: config fdb aging_time 480 

 

Success.    

21.2.3 查看端口安全信息 

ῃ Ҋ̆ Ҋ פ ῃ Ḥ ̔ 

ᵬ פ   

Step 1 Ruijie#show port_security {ports 

<auth_portlist>} 
ῃ Ḥ Ȃ 

Ҋ ᶛ ԅ ethernet 1~4҉ ῃ ̔ 

Ruijie# show port_security ports 1-4                               

Command: show port_security ports 1-4 

 

Port   Admin State   Max. Learning Addr.  Lock Address Mode 

----   -----------   ------------------   ----------------- 

1      Disabled      1                    DeleteOnReset     

2      Disabled      1                    DeleteOnTimeout   

3      Enabled       1                    DeleteOnTimeout   

4      Disabled      1                    DeleteOnTimeout   
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22 802.1X 配置 

ԍ └ ῏ῤ Ȃ802.1x ԍ └ ̆

ῒ ᶫ ҍ ⱳ Ȃ 

Ҋῤ ̔ 

   

 802.1X  

 802.1x ╠  

    ῏ CLI פ ᶏ Ḥ ̆ ȇ802.1X  ȈȂפ

22.1 概述 

IEEE 802 LAN Ҭ̆ ⌠ ҉̆Ҍ ᶏ Ȃ

̆ѿҩ ז̆ ץ ᴋᵥ ⌠ ῀ Ȃ

̆ ≢ ₮ ̆ ῃ

⌠ԅ Ԋ ҉Ȃ ᵥ ץ ȁ ᴇ ҉̆ ᶫ

̆ ҹҙ ῏ ȂIEEE 802.1x Ҋ ₮ Ȃ 

IEEE802.1x̂ Port-Based Network Access Control̃ ѿҩ ԍ └ ‰̆

ҹ LAN ᶫ ῃ ῀Ȃ IEEE ‰ ᴪ ץ ῃ Ғ └

‰̆ ≠ IEEE 802 LANᴨל ҉̆ ᶫѿ ⌠

Ȃ 

IEEE 802.1x ‰ ӈԅѿ ԍľ ĺĺ Ⱶ Ŀ̂Client-Server̃ ԅ

└ Ȃ ᾢ Ⱶ Ȃ  

ӊ╠̆ EAPOL ̂Extensible Authentication Protocol over LAÑ

ץ ҉ Ȃ ⱳӊ ̆ Ḃ ҉ Ȃ  

ױ Ҋ₃ҩץ׆ 802.1x̔ 

  

 Ҭ ֜ԑ 

  

 ῖ  

22.1.1 设备的角色 
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IEEE802.1x 
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0x888EȂ ̆
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802.1x Ҋ̆ ̆ ױ ץ ѿҩ

׆̆ ҩ Ҋ Ȃ 

ԅ ̂ ⌠ԅ׆ RADIUS Server Ⱶ ⱳ ̃̆ Ḃ

(Authorized)̆ ץ ᶏ Ȃ ץ ׅ

ԍ ̆ ץ Ȃ ҍ RADIUS Server ӊ ̆

Ӈ ׅ ԍ ̂Unauthorized̃̆ ׅ Ҍ ᶏ Ȃ 

₮ EAPOL-LOGOFF ̆ (Authorized)

(Unauthorized)Ȃ 

 

22.1.4 典型应用的拓扑结构 

ѿ̔ 802.1x ᵬҹ ῀  

 

̔ 

 ̔ 

 802.1x̆ 802.1x ᴆ̂Windows XP ῒז

IEEE802.1x ‰ ᴆ̃̕ 

 ῀ IEEE 802.1x̕ 

 ѿ ̂ ̃ ‰ RADIUS Ⱶ ᵬҹ Ⱶ Ȃ 

 ̔ 

 ҍ RADIUS Server ҉ ̆ Ḃץ̆ ҍ Ⱶ

ץ̆ ᶏ ҉ ̕ 
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 ҍ ҹ ץ̆ ῀ └̆

Ȃ 

 ̔ 

 802.1x ̆ Ȃ ӊ ԑ ̆

ᵬҌᴪ ⌠ῒ ̕ 

 Ҭԍ RADIUS 
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 ҍ ῀ ҹ ץ̆ ῀ └̆

Ȃ 

 ̔ 

 ԍ ̆ ̆Ҋ ̆ ̆

̆ Ҍ ̕ 

 Ҭԍ RADIUS Server ҉̆ ҉ Ḃ̆ԍ

̕ 

 ῀ ᶏץ ᴇ ̂ EAPOL ᴰ̃̕ 

 Ҍ ῀ Ȃ 

22.2 配置 802.1X 

ױ Ҋץ ᵥ 802.1x̔ 

 802.1x  

 802.1X Ԋ  

 ҍ RADIUS Server ӊ  

 802.1X ῏ 

 /῏ ѿҩ  

  

 QUIET  

 ᴰ  

  

 Server-timeout 

 ԍ MAC  

22.2.1 802.1x 的默认配置 

Ҋ ↓₮ 802.1x ѿ֓ ṿ 

 ⱳ  ṿ 

 Authentication ῏  Disable 

 Ⱶ (Radius Server) 

* Ⱶ IP (Server IP) 

* UDP  

* (Key) 

* ṿ 

*1812 

* ṿ 

 Re-authentication ῏  
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 Reauth_period 3600  
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Ruijie#  config radius add 1 192.168.4.12 key radauthentication123 

default  

Command: config radius add 1 192.168.4.12 key radauthentication123 

default 
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Step 1 enable 802.1x ֜ ҉ 802.1x Ȃ 

Step 2 config 802.1x capability ports [<portlist> | 

all] [authenticator | none] 
֜ 802.1x ⱳ Ȃ 

Step 3 config 802.1x auth_protocol [local | 

radius_eap] 
802.1x Ȃ 

Step 4 save {[config | log | all]} Ḡ  

Step 5 show 802.1x auth_configuration {ports 

<portlist>} 
 

 

Ҋᶛץ 802.1x ̔ 

Ruijie# enable 802.1x                                              

Command: enable 802.1x 

 

Success. 

 

Ruijie#  config 802.1x capability ports 4-8 authenticator 

Command: config 802.1x capability ports 4-8 authenticator 

 

Success.    

 

Ruijie# config 802.1x auth_protocol radius_eap 

Command: config 802.1x auth_protocol radius_eap 

 

Success.    

 

Ruijie# save config 

Command: save config 

 

Saving all configurations to NV-RAM...... Done.  

Success.   

 

Ruijie# show 802.1x auth_configuration ports 4-8                   

Command: show 802.1x auth_configuration ports 4-8 

 

802.1X                   : Enabled 

Authentication Mode      : Port_based 

Authentication Protocol  : Radius_EAP 

 

Port Number     : 4     

Capability      : Authenticator 
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AdminCrlDir     : Both 

OpenCrlDir      : Both 

Port Control    : Auto               

QuietPeriod     : 60    sec 

TxPeriod        : 30    sec 

SuppTimeout     : 30    sec 

ServerTimeout   : 30    sec 

MaxReq          : 2     times 

ReAuthPeriod    : 3600  sec 

ReAuthenticate  : Disabled  

 CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh  

802.1x RADIUS ̆ᾢ RADIUS Server IP ̆ Ḡ ҍ

RADIUS Serverӊ Ȃ RADIUS Server ̆ᶏ ֜

Ӟ ץ ⱳ Ȃ ᵥ RADIUS Serverҍ ӊ ҉ѿ Ȃ 

22.2.5 打开/关闭一个端口的认证 

802.1x Ҋ̆ ѿҩ ̆↕ ҹ ̆ Ҋ

̆ ̆ Ҋ ץ Ȃ  

Ҋ̆ Ҋ ѿҩ Ȃ 

ᵬ פ   

Step 1 config 802.1x capability ports [<portlist> | 

all] [authenticator | none] 

ҹ ̆ authenticator ҹ

̆ noneҹ Ȃ 

Step 2 save {[config | log | all]} Ḡ Ȃ 

Step 3 show 802.1x auth_configuration {ports 

<portlist>} 
Ȃ 

ᶏ פ none ῏ ⱳ ȂץҊᶛ ץ 1ҹ  ̔

Ruijie# config 802.1x capability ports 1 authenticator 

Command: config 802.1x capability ports 1 authenticator 

 

Success.    

 

Ruijie# save config 

Command: save config 

 

Saving all configurations to NV-RAM...... Done. 

 

Ruijie# show 802.1x auth_configuration ports 1 
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Command: show 802.1x auth_configuration ports 1 

 

802.1X                   : Enabled 

Authentication Mode      : Port_based 

Authentication Protocol  : Radius_EAP 

 

Port Number     : 1     

Capability      : Authenticator 

AdminCrlDir     : Both 

OpenCrlDir      : Both 

Port Control    : Auto               

QuietPeriod     : 60    sec 

TxPeriod        : 30    sec 

SuppTimeout     : 30    sec 

ServerTimeout   : 30    sec 

MaxReq          : 2     times 

ReAuthPeriod    : 3600  sec 

ReAuthenticate  : Disabled  

ҹ Ṝ̆ ᾛ EAP Ȃ 

22.2.6 打开定时重认证 

802.1x Һꜚ ̆ ץ Ҍᴪ ῒז

ῳ ̆ ץ ̆ᶏ ‰ Ȃ ԅ ץ ῏̆ ױ

ץ ӈ Ȃ 3600 Ȃ Ҋ̆

ΐᵣ ̆ᶏӊ ѿ Ȃ  

Ҋ̆ Ҋ /῏ ̆ ғ Ȃ 

ᵬ פ   

Step 1 config 802.1x auth_parameter ports 

[<portlist> | all] [default | {reauth_period 

<sec 1-65535> | enable_reauth [enable | 

disable]}] 

ⱳ ̆ Ȃ 

Step 2 save {[config | log | all]} Ḡ  

Step 3 show 802.1x auth_configuration {ports 

<portlist>} 
dot1x  

ᶏ enable_reauth disable ῏ ⱳ ̆ᶏ default

ҹ ṿȂ 

Ҋᶛץ 1 ⱳ ̆ ҹ 1000 ̔ 
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Ruijie# config 802.1x auth_parameter ports 1 reauth_period 1000 

enable_reauth enable 

Command: config 802.1x auth_parameter ports 1 reauth_period 1000 

enable_reauth enable 

 

Success.  

 

Ruijie# save config 

Command: save config 

 

Saving all configurations to NV-RAM...... Done.  

Success.  

Ruijie# show 802.1x auth_configuration ports 1 

Command: show 802.1x auth_configuration ports 1 

 

802.1X                   : Enabled 

Authentication Mode      : Port_based 

Authentication Protocol  : Radius_EAP 

 

Port Number      : 1     

Capability       : Authenticator 

AdminCrlDir      : Both 

OpenCrlDir       : Both 

Port Control     : Auto               

QuietPeriod      : 60    sec 

TxPeriod         : 30    sec 

SuppTimeout      : 30    sec 

ServerTimeout    : 30    sec 

MaxReq           : 2     times 

ReAuthPeriod     : 1000  sec 

ReAuthenticate   : Enabled 

̆ Ȃ ΐᵣ Ȃ 

22.2.7 改变 QUIET 时间 

̆ ѿ ̆ ᾛ Ῥ ȂQuiet Period 

Ḃ ᾛ Ῥ Ȃ ṿ ᵬ ᾧ ₯ȂQuiet Period 

ҹ 60 ̆ ױ ץ Quiet Period ᶏ ץ Ῥ Ȃ 

Ҋ̆ Ҋ Quiet Period ṿȂ 

ᵬ פ   
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Step 1 
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EAP-Request/Identityӊ ̆ ѿ ῤ ⌠ ̆ ᴰ

ҩ Ȃ ṿ ṿҹ 30 ̆ ΐᵣ Ȃ 

Ҋ̆ Ҋ ᴰ Ȃ 

ᵬ פ   

Step 1 config 802.1x auth_parameter ports 

[<portlist> | all] [default | {tx_period <sec 

1-65535> }]  

ᴰ  

Step 2 save {[config | log | all]} Ḡ  

Step 3 show 802.1x auth_configuration {ports 

<portlist>} 
dot1x  

ᶏ config 802.1x auth_parameter ports פ default ᴰ ҹ

ṿȂץҊᶛ ᴰ ҹ 100 ̔ 

Ruijie# 
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MaxReq          : 2     times 

ReAuthPeriod    : 3600  sec 

ReAuthenticate  : Disabled  

22.2.9 设置最大请求次数 

RADIUS Server ₮ ̆ ServerTimeout ῤ ⌠ RADIUS 

Server ̆ ᴰ Ȃ ᴰ ̆

ҹ Ȃ ᴰ ҹ 2 ̆ ױ ΐᵣ Ȃ 

Ҋ̆ Ҋ ᴰ Ȃ 

ᵬ פ   

Step 1 config radius parameter {timeout <int 

1-255> | retransmit <int 1-255>} 
ᴰ  

Step 2 save {[config | log | all]} Ḡ  

Ҋᶛץ ᴰ ҹ 5 ̔ 

Ruijie# config radius parameter retransmit 5 

Command: config radius parameter retransmit 5 

 

Success.    

 

Ruijie# save config  

Command: save config 

 

Saving all configurations to NV-RAM...... Done.  

Success.   

 

22.2.10 设置 Server-timeout 

ṿ RADIUS Server ̆ ῤ̆ ⌠ RADIUS 

Server ̆ ҹ Ȃ 

Ҋ̆ Ҋ Server-timeoutȁ ҹ ṿȂ 

ᵬ פ   

Step 1 config 802.1x auth_parameter ports 

[<portlist> | all] [default | {server_timeout 

<sec 1-65535>}] 

Ⱶ ̆ᶏ פ

default ῒ ҹ ṿȂ 

Step 2 save {[config | log | all]} Ḡ  
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Step 3 
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ReAuthenticate   : Enabled   

  

22.2.11 配置多台认证服务器 

802.1x ̆ ץ 3 Ⱶ Ȃ 

Ҋ̆ Ҋ Ⱶ Ȃ 

ᵬ פ   

Step 1 config radius add <server_index 1-3> 

[<server_ip>] key <passwd 32> [default | 

{auth_port <udp_port_number 1-65535> | 

acct_port <udp_port_number 1-65535> | 

timeout <int 1-255> | retransmit <int 

1-255>}] 

Ⱶ ̆ <server_index 1-3>

Ⱶ ѿ̆῍ ץ 3 Ⱶ Ȃ 

Step 2 save {[config | log | all]} Ḡ Ȃ 

Step 3 show radius RADIUS Ⱶ Ȃ 

192.168.4.13 ҹ 2 Ⱶ ̔ 

Ruijie# config radius add 2 192.168.4.13 key radauthentication1234 

default 

 

Command: config radius add 2 192.168.4.13 key radauthentication1234 

default 

 

Success.    

 

192.168.4.14 ҹ 3 Ⱶ ̔ 

Ruijie# config radius add 3 192.168.4.14 key radauthentication12345 defaul 

t 

Command: config radius add 3 192.168.4.14 key radauthentication12345 default  

 

Success.    

 

╠ RADIUS Ⱶ ̔ 

Ruijie# show radius                          

Command: show radius 
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Timeout      : 5 seconds 

Retransmit   : 5 

 

Index  IP Address   Auth-Port  Acct-Port  Status        Key 

                    Number     Number 

-----  ------------------  ---------    ---------    --------------      ---------------- 

1  192.168.4.12  1812       1813      Active         radauthentication123             

2  192.168.4.13  1812       1813      Active         radauthentication1234            

3  192.168.4.14  1812       1813      Active         radauthentication12345     

 

Total Entries:3 

 

22.2.12 配置基于 MAC 的用户认证 

802.1x └ ’Ҋ ԍ └ ̆ ԍ └ ѿ

ѿҩ ̆ ̆ Ҋ

ᶏ Ȃ ԍ MAC ҩ ᶏ ̆

ᶏ ̆ ῒז ѿ ᶏ Ȃ 

ԍ MAC ̆ Ҋ̆ Ҋץ Ȃ 

 



802.1X  

22-19 

Success.    

 

    ԍ Ҋ̆ ҩ ѿҩ Ȃ 

22.3 查看 802.1x 的配置及当前的认证信息 

802.1X ץ ү Ḥ ̆ҹ ᶫԅ ⱬ ᶭ ̆Ḃԍ

̆ғ Ḃ ‗ Ȃ 

 
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Step 1 show 802.1x auth_state {ports <portlist>} Ḥ  

Ҋᶛץ Ḥ ̔ 

Ruijie# show 802.1x auth_state  

Command: show 802.1x auth_state 

 

Port    Auth PAE State  Backend State  Port Status 

------  --------------  -------------  ------------ 

1       Authenticated   Idle           Authorized   

2       Disconnected    Idle           Unauthorized 

3       ForceAuth       Success        Authorized   

4       ForceAuth       Success        Authorized   

5       ForceAuth       Success        Authorized   

6       ForceAuth       Success        Authorized   

7       ForceAuth       Success        Authorized   

8       ForceAuth       Success        Authorized   

9       ForceAuth       Success        Authorized   

10      ForceAuth       Success        Authorized   

11      ForceAuth       Success        Authorized   

12      ForceAuth       Success        Authorized   

13      ForceAuth       Success        Authorized   

14      ForceAuth       Success        Authorized   

15      ForceAuth       Success        Authorized   

16      ForceAuth       Success        Authorized   

17      ForceAuth       Success        Authorized   

18      ForceAuth       Success        Authorized   
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23 访问认证控制配置 

└ └ ֲ֓ ץ ֜ Ȃ 

23.1 访问认证控制基本原理 

└ ᶫԅ ֜ ֲ Ȃ  

ץ└ ᶫץҊ Ⱶ̔ 

 ̔ ̆ ᶏ RADIUS ȁTACACS ȁ

TACACS+ ȁXTACACS Local̂ ̃ Ȃ ᴍ ᾛ ֜

ӊ╠ ῒ ᴍ ≢ ѿ Ȃ 

 ̔ ֓ ᵬȂ User ᵬ̆ Admin ץ

Ώ ᵬȂ 

ᶏ AAA Ҋᴨץ ̔ 

 └  

 ᾟ  

 ‰  

 ҩ  

23.1.1 方法列表 

ԍ ȁ ᶏץ Ҍ ῃ ̆ ᶏ ↓ ӈѿҩᶏ

Ҍ ȁ ᾢ Ȃ ↓ ץ ӈѿҩ ҩ ῃ ̆

ץ Ḡ ѿҩ ̆ Ȃ ↓ Ҭ↓₮ ѿҩ ̆

ѿ Һ ̆↕ ԋ Һ ̆ Һ

̆↕ ↓ Ҭ ԋҩ ̆ ҩ ѿ Ҋ ̆ ⌠ ⱳ Ḥ

↓ Ҭ Ȃ ̆↕ Ȃ 

    

╠ѿ Һ ’Ҋ̆ ᴪ ↓ Ҭ Ҋѿ

Ȃ ᴍ Ҭ̆ ԅ ̆↕ ᴍ

̆ҌῬ ῒז ᴍ Ȃ 

 



└  
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 └̆ Ҋᶏ enable authen_policy  Ȃפ

 ‗ ᶏ ῃ Ⱶ ̆ ῃ ̆ RADIUSȂ 

 ӈ └ ↓ ̆ᶏ create authen_login method_list_name פȁ

config authen_login פ create authen_enable method_list_name ȁפ

config authen_enable [default | method_list_name  Ȃפ

    

↓ ̆ ᶏ ↓ ̆↕ᶏ

ᴍ ↓ ᴍ Ȃ 

̆ Ҍ‰ ᶏ ᴍ ↓ ̆↕ ↓ Ȃ 

23.2.2 启用访问认证控制 

ᶏ └ⱳ ̆ ᾢ └Ȃ 

└̆ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 enable authen_policy └ 

23.2.3 停用访问认证控制 

Ả └̆ Ҋ Ҋץ  ̔פ

ᵬ פ   

Step 1 disable authen_policy Ả └ 

23.2.4 后续的配置过程 

ץ└ ̆Ḃ ץ ҍ ῃ ῏ ῒז №̆Ҋ ԅ

ᴋⱵȂ 

└ ῃ ‗  

 ᴋⱵ 

 ӈ └ ↓  

 ӈ ῏ Ⱶ  

 ӈ Ⱶ  

 ᶏ Ҍ ⌠֜

└ ↓  
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23.3 配置认证 

└ ᾛ ⌠֜ ╠ץ ῒ ≢̆ ’Ҋ̆

ᴍ └ ῃ Ȃ ױ ̆ ’Ҋ̆ ᶏ

└ ᴍ Ȃ 

23.3.1 定义访问认证控制的认证方法列表 

└̆ ᾢ ӈѿҩ └ ↓ ̆ ҩ ᶏ

ӈ↓ Ȃ ↓ ӈԅ ᴍ Ȃ ԍ ӈ ᴍ

↓ ̆ ᴪ Ȃ ↓ ѿ ᶛ Ȃ

ᶏ ↓ Ȃ 

↓ ֽ ӈ ᶭ ȁ ԍ ᴍ ѿ ↓ ῃ Ȃ ↓
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Step 3 config authen_login [default | 

method_list_name <string 15>] method 

{tacacs | xtacacs | tacacs+ | radius | 

server_group <string 15> | local | none}  

↓ Ȃ 

Step 4 create authen server_host <ipaddr> protocol 

[tacacs | xtacacs | tacacs+| radius] {port <int 

1-65535> | key [<key_string 254> | none] | 

timeout <int 1-255> | retransmit <int 1-255>} 

ᶏ ⇔פ RADIUS Ⱶ Ȃ 

Step 5 config authen application [console | telnet | 

ssh | http |all] [login | enable] [default| 

method_list_name <string 15>] 

⇔ ↓ ⌠

Ȃ 

└̔ 

Ruijie# enable authen_policy 

Command: enable authen_policy 

 

Success.    

⇔ ↓ login1̔ 

Ruijie#  creat authen_login method_list_name login1 

Command: create authen_login method_list_name login1 

 

Success.    

↓ login1ᶏ RADIUS Local ̔ 

Ruijie#  config authen_login method_list_name login1 method radius local 

Command: config authen_login method_list_name login1 method radius local 

 

Success.   

⇔ 2ҩ RADIUS Ⱶ R1 R2̆ 2ҩ Ⱶ ᴪ ꜚⱴ῀ RADIUS Ⱶ Ҭ̔ 

Ruijie#  create authen server_host 192.168.1.1 protocol radius key 123 
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Success.    

↓ login1 ⌠ Telnet ̔ 

Ruijie# config authen application telnet login method_list_name login1 

Command: config authen application telnet login method_list_name login1 

 

Success.    

PC Telnet ֜ ̆֜ ᾢ R1 ᴍ Ḥ ̆Ẋ

ԅ R1 ᴍ ̆R1 ֜ ₮ѿҩ ACCEPT ̆ ‰ ֜

Ȃ R1 REJECT ̆↕ ֜ ̆ Ȃ

R1 ̆֜ ᵬ TIMEOUT̆ R2 ᴍ Ḥ Ȃ ҩ ᴪѿ

⌠ ↓ Ҭ Ⱶ Һ ̆ ᴍ

ȁ Ҭ Ȃ Ⱶ (R1ȁR2) TIMEOUT̆↕ ֜

Ȃ 

    

REJECT Ҍ ԍ TIMEOUT ȂREJECT Ҍ ᴍ

Ҭ ׆̆‰ ᴍ ̆ ȂTIMEOUT ↕

ῃ Ⱶ ᴍ ᵬ ̆ ⌠ѿҩ TIMEOUT ̆

└ᴪ ↓ Ҭ ѿ ѿ Ⱶ ̆ӂ ѿ

Ȃ 

23.3.3 认证类型 

֜ ╠ Ҋץ ̔ 

 Login̂ ̃  

 Enable  

ῒҬ Login ץ User ̆ ᴍ ̕Enable

ץ User
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 ᶏ create authen_login method_list_name
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timeout̂ ̃ ̆ ᶏ ῒז Ȃ ╠ FAIL( )̆↕

Ҍᶏ ῒז Ȃ 

 

 ῏   

Step 1 local  ᶏ ᴍ  

Step 2 none Ҍ ᴍ  

Step 3 radius ᶏ RADIUS Ⱶ ᴍ  

Step 4 tacacs+ ᶏ TACACS+ Ⱶ ᴍ  

Step 5 xtacacs  ᶏ XTACACS Ⱶ ᴍ  

Step 6 tacacs  ᶏ TACACS Ⱶ ᴍ  

Step 7 
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Step 5 show authen_login [default | 

method_list_name <string 15> | all] 
↓  

23.3.5.2 使用 RADIUS 进行 Login 认证 

RADIUS Ⱶ Login
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ΐᵣ׃ ᵥ ֜ └ Enable ̔ 

’Ҋ̆ Telnet ֜ ̆ ԅ ᴍ ץ ̆ ץ

῀ פ ̂CLĨ̆ ᴪ ԇ User ȂUser Admin ץ

פ Ҍ Ȃ 

⌠ פ ̆ ԍ User ̆ פ ̆↕ ᶏץ Enable

פ Ȃҹԅ ̆ Ṝ̆ ᴍ ̆

Enable
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23.3.6.1 使用本地数据库进行 Enable 认证 

ᶏ Enable ᴍ ̆ ᾢ admin local_enable

̆ Ҋ̆ ΐᵣ Ҋץ  ̔פ

ᵬ פ   

Step 1 config admin local_enable local_enable Ȃ 

ӈ Enable ↓ ̆ ᶏ Ҋץ  ̔פ

ᵬ פ   

Step 1 enable authen_policy └Ȃ 

Step 2 create authen_enable method_list_name 

<string 15> 
⇔ Enable ↓ Ȃ 

Step 3 config authen_enable [default | 

method_list_name <string 15>] method 

{tacacs | xtacacs | tacacs+ | radius | 

server_group <string 15> | local_enable | 

none} 

Enable ↓ Ȃmethod ҹ

local_enableȂ 

Step 4 config authen application [console | telnet | 

ssh | http | all] [login | enable] [default | 

method_list_name <string 15>] 

⇔ Enable ↓ ⌠

Ȃ 

Step 5 show authen_enable [default | 

method_list_name <string 15> | all] 
Enable ↓  

23.3.6.2 使用 RADIUS 进行 Enable 认证 

RADIUS Ⱶ Enable ̆ ᾢ RADIUS Ⱶ ̆ Ῥ

ԍ
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Step 4 config authen_enable [default | 

method_list_name <string 15>] method 

{tacacs | xtacacs | tacacs+ | radius | 

server_group <string 15> | local_enable | 

none} 

Enable ↓ Ȃmethod ҹ

radiusȂ
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Success.    

 

↓ enable1ᶏ ľRADIUS + ᴍĿ ̔ 

Ruijie# config authen_enable method_list_name enable1 method radius 

local_enable 

Command: config authen_enable method_list_name enable1 method radius 

local_enable 

 

Success.    

 

local_enable ᶏ ̂ ҹ ̃̔ 

Ruijie# config admin local_enable 

Command: config admin local_enable 

 

Enter the old password:  

Enter the case-sensitive new password:*********** 

Enter the new password again for confirmation:*********** 

Success.    

 

↓ login1 ⌠ Telnetᵬҹ Login ̔ 

Ruijie# config authen application telnet login method_list_name login1 

Command: config authen application telnet login method_list_name login1 

 

Success.   

 

↓ enable1 ⌠ Telnetᵬҹ Enable ̔ 

Ruijie# config authen application telnet enable method_list_name enable1 

Command: config authen application telnet enable method_list_name 

enable1 

 

Success.    

 

 

҉ ᶛ Ҭ̆ └ Ⱶ ᶏ RADIUS Ⱶ ̂IPҹ 192.168.1.1̃

̆ RADIUS Ⱶ ̆↕ᶏ ᴍ Ȃ 

23.4 配置认证最大尝试次数 

֜ ̆ҹԅ ̆ ᶫ פ ԍ └ ̂

Login Enable ̃ Ȃ ̆Console
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60 Ῥ ̆Telnet ֜׆ Ȃ Ҋ̆ᶏ

Ҋץ פ ̔ 

ᵬ פ   

Step 1 config authen parameter attempt <int 

1-255> 
Ȃ 

Step 2 save {[config | log | all]} Ḡ Ạ Ȃ 

ҹ 5̔ 

Ruijie# config authen parameter attempt 5 

Command: config authen parameter attempt 5 

 

Success.   

Ḡ ̔ 

Ruijie# save config 

Command: save config 

 

Saving all configurations to NV-RAM...... Done.  

Success.   
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24 SSH 终端服务 

24.1 SSH 简介 

SSH Secure Shell Ώ ȂSSH ᶫ ⱳ ᵌԍҨ

 SSH 
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  ṿ 

 SSH Ⱶ  Disabled Ả  

 SSH  120s 

 SSH  2  

24.4.2 打开 SSH Server 

’Ҋ S̆SH Server ԍ῏ Ȃ SSH Server̆ Ҋ̆ enable 

ssh ᶏ̆פ SSH Server ҹ enabledȂ 

ᵬ פ   

Step 1 Ruijie# enable ssh SSH ServerȂ 

Step 2 Ruijie# show ssh server SSH Ⱶ  

Ruijie# enable ssh        

Command: enable ssh 

 

Success.    

Ruijie# show ssh server 

Command: show ssh server 

 

SSH Server Status              : Enabled 

SSH Max Session                : 8  

Connection Timeout             : 120 (sec)  

Authenticate Failed Attempts    : 2  

Rekey Timeout                  : never  

Listened Port Number           : 22  

    

SSH ̆ ̂PasswordȁPublic KeyȁHost Based̃ ҹ ̆

̂ⱴ ȁ ȁῈ ̃ ҹ ̆

ҹ Password̆ ֜ ҉ Ȃ 

24.4.3 关闭 SSH Server 

῏ SSH Server̆ Ҋ̆ disable ssh ᶏ̆פ SSH Server ҹ

DisabledȂ 
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ᵬ פ   

Step 1 Ruijie# disable ssh ῏ SSH ServerȂ 

Step 2 Ruijie# show ssh server SSH Ⱶ  

Ruijie# disable ssh 

Command: disable ssh 

 

Success.    

Ruijie# 
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Command: show ssh server 

 

SSH Server Status              : Disabled 

SSH Max Session                : 8  

Connection Timeout             : 200 (sec)  

Authenticate Failed Attempts    : 2  

Rekey Timeout                  : never  

Listened Port Number           : 22  

24.4.5 配置 SSH 最大认证尝试次数 

פ  SSH ̆ ҹȂ ’Ҋ̆

SSH Server ҹ 2 ̆ ᾛץ 2 ῀ ҍ Ȃ

ᶏ Ҋץ פ SSH Ȃ 

ᵬ פ   

Step 1 Ruijie# config ssh server {authfail <int 2-20>}  

Step 2 Ruijie# show ssh server Ạ Ȃ 

ҹ 4̔ 

Ruijie# config ssh server authfail 4  

Command: config ssh server authfail 4 

 

Success.    

 

Ruijie# show ssh server 

Command: show ssh server 

 

SSH Server Status              : Disabled 

SSH Max Session                : 8  

Connection Timeout             : 200 (sec)  
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Authenticate Failed Attempts    : 4  

Rekey Timeout                  : never  

Listened Port Number           : 22  

 

̔҉ ΐᵣפ [SSH פ Ύ]Ȃ 

24.5 使用 SSH 进行设备管理 

ᶏץ SSH ̆╠ SSH Serverⱳ ̆ ’Ҋ ῏ ⱳ

Ȃ ԍWindows Telnet ᴆҌ SSH̆ ᶏ ҈ ᴆ̆ ╠

Ὶ ̔Putty̆Linux̆SecureCRTȂҊ ץ ᴆ SecureCRTҹᶛ׃

SSH ̆ Ҋ ̔ 

 

ᶏ 2 ̆ SSH2̆ ̆ ҹ SSH 

Connection̆ ҹ 22 SSH ̆ ᶏױ ҹ Password̆ ֜

Ȃᶏ Telnet ѿ Ȃ 
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₯ ̆ ῀₮ Ҋץ ̔ 

 

 

 

₯ ̆ ױ ῀Һ ̂ ֜ IP ̃̆ ױ ῀ 172.18.55.30̆ Ҋ ̔ 

 

Ῥ ₯ ̆₮ Ҋץ ̔ 

 

ȁ 
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172.18.55.30̂֜ ̃ ̆ Ⱶ ̂֜ ̃ ̆

ľ ѿ Ŀ ľ Ḡ Ŀ̆ ᴪ₮ Ҋ ̆ Ҋ ̔ 

 

῀ admin̆ ₯ ₮ Ҋ ̔ 

 

῀ admin̆ ₯ Ḃץ SSH ⌠֜ ̆ Ҋ ̔ 

 

ҩ ᶏ Telnet ѿ Ȃ 



└↓  

25-1 

25 访问控制列表配置 

25.1 理解访问控制列表 

25.1.1 访问控制列表概述 

ᵬҹ֟ ῃ ‗ ѿ №̆ᶏ └↓ ᶫ ⱳ Ȃ֟

╠ Ҋץ └↓ ̔  

 Ethernet └↓  

 IPv4 └↓  
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 └ ̔ҹԅ Ḡ ῃ̆ ӈ ↕̆ ץ └ ѿ֓ Ⱶ̂

 WWW ᴆ Ⱶ̆ῒז Ⱶ TELNET ↕ ̃̆ ֽᾛ

ῤ ̆ ᾛ ѿ֓Һ Ȃ 

1 ѿҩ ᶛ̆ ᶛҬ̆ ᾛ Һ A Ⱶ ̆ Һ B Ȃ Ҋ

1 Ȃ 

 

 1 ᶏ └↓ └  

25.1.4 在什么位置配置访问控制列表 

└↓ ѿ Ҋᵝץ ҉̔ 

 ῤ ̂ INTERNET̃ӊ  

 ңҩ №֜  

 ῀ └ . 

└↓ Ҥ Ҭ ׆̆ ѿ ̆ѿ ѿ

ҩ Ҭ ҩ ᴆ∞ ̆ Ӈ ̆ҌῬ

Ȃ 

25.1.5 输入 ACL、过滤域模板及规则 

῀ ACL ⌠ ̆ ҍ ῀ ACL ѿ ACE 

Ȃ 

└ Ҍ ↕ ̆ ↕ ̆Ӟ ῒҬ₃ Ȃ

ACE
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 48 ᵝ MAC  

 16 ᵝ ԋ  

 3 ᵝ 802.1p ᴨᾢ  

 12 ᵝ VID  

IPv4 ῏ ̔ 

 IP  

 IP  

  

 DSCP  

 ICMP Type Code  

  IGMP Type  

 TCP  

 TCP 6ҩ └ᵝ  

 UDP  

 IP  

IPv6 ῏ ̔ 

 Ḥ  

  

 IP  

 TCP  

 UDP  

Packet content ῏  

 MAC  

 MAC  

 S tag C tag  

 11ҩ ӈ Ẓ ̂ ҩҹ 2 ̃ 

 

ѿ ACE ̆ Ҭ ֓ ץ ≢ȁ№

Ȃ ֓ ӈȂ ̆ ѿ ACE 

IP ≢ȁ№ ̆ ѿ ACE ̆

IP UDP ̆ ̆ ң ACE ᶏ ԅҌ Ȃ 

↕(Rules)̆ ACE ṿȂ  

25.2 Ethernet 访问控制列表配置 
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҉ └↓ ̆ ҹ └↓ ѿҩ ѿ Profile ID Ḃץ̆

ѿ ҩ └



└↓  

25-5 

Step 2 

Ruijie# 
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25.2.4.2 设备配置 

֜ ̔ 

⇔ profile idҹ 1 ethernet ACL̆profile id ԍ ACL̆ Ӟ ῒᴨᾢ ̆

ṿ ̆ᴨᾢ ̔ 

Ruijie#create access_profile ethernet source_mac FF-FF-FF-FF-FF-FF 

destination_mac FF-FF-FF-FF-FF-FF ethernet_type profile_id 1 

Command: create access_profile ethernet source_mac FF-FF-FF-FF-FF-FF 

destination_mac FF-FF-FF-FF-FF-FF ethernet_type profile_id 1 

 

Success. 

 

ҩ ACL̆ ҉ ⱳ ̔ 

Һ A Һ B ̔ 

Ruijie#config access_profile profile_id 1 add access_id 1 ethernet 

source_mac F0-F0-F0-F0-F0-F1 destination_mac F0-F0-F0-F0-F0-F2 port 1 

deny 

Command: config access_profile profile_id 1 add access_id 1 ethernet 

source_mac F0-F0-F0-F0-F0-F1 destination_mac F0-F0-F0-F0-F0-F2 port 1 

deny 

 

Success. 

 

1 ҉ Һ A ₮ IP MAC  

Ruijie# config access_profile profile_id 1 add access_id auto_assign 

ethernet source_mac F0-F0-F0-F0-F0-F1 ethernet_type 0x800 port 1 deny    

Command:config access_profile profile_id 1 add access_id auto_assign 

ethernet source_mac F0-F0-F0-F0-F0-F1 ethernet_type 0x800 port 1 deny  

 

Success. 

 

25.3 IPv4 访问控制列表配置 

҉ └↓ ̆ ҹ └↓ ѿҩ ѿ Profile ID Ḃץ̆

ѿ ҩ └↓ Ȃ ԅ ᵬ P̆rofile ID ף ԅ └↓

ᴨᾢ ̆ῒṿ ̆ ᴨᾢ ̆Profile ID ṿ ҹ 1-512Ȃ 

 Ethernet └↓  

 Ethernet └↓  
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 Ethernet └↓  

 Ethernet └↓ ᶛ 

 

25.3.1 IPv4 访问列表配置指导 

⇔ IPv4 └↓ ̆ ӈ ↕ ԍ ҉ № ̆

∞ № ҍ ↕ ‗ № Ȃ 

IPv4 └↓ Ҋץ≢ ⌠ └ ̔ 

 IP  

 IP  

  

 DSCP  

 ICMP Type Code  

  IGMP Type  

 TCP  

 TCP 6ҩ └ᵝ  

 UDP  

 IP  

25.3.2 配置 IPv4 访问控制列表 

IPv4 └↓ Ҋңץ ̔ 

 ⇔ ҹ IPv4 ACL access profile 

 ҉ץ⇔ access profile 

Ҋ Ҋץ  ̔פ

ᵬ פ   
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Step 1 Ruijie#create access_profile [ 



└↓
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Ruijie# config access_profile profile_id 2 add access_id auto_assign ip 

source_ip 192.168.1.1 protocol_id 6 port 1 deny 

Command: config access_profile profile_id 2 add access_id auto_assign 

ip source_ip 192.168.1.1 protocol_id 6 port 1 deny 

 

Success.  

 

25.4 IPv6 访问控制列表配置 

҉ └↓ ̆ ҹ └↓ ѿҩ ѿ Profile ID Ḃץ̆

ѿ ҩ └↓ Ȃ ԅ ᵬ P̆rofile ID ף ԅ └↓

ᴨᾢ ̆ῒṿ ̆ ᴨᾢ ̆Profile ID ṿ ҹ 1-512Ȃ 

 Ethernet └↓  

 Ethernet └↓  

 Ethernet └↓  

 Ethernet └↓ ᶛ 

25.4.1 IPv6 访问列表配置指导 

⇔ IPv6 └↓ ̆ ӈ ↕ ԍ ҉ № ̆

∞ № ҍ ↕ ‗ № Ȃ 

IPv6 └↓ Ҋץ≢ ⌠ └ ̔ 

 Ḥ  

  

 IP  

 TCP  

 UDP  

25.4.2 配置 IPv6 访问控制列表 

IPv6 └↓ Ҋңץ ̔ 

 ⇔ ҹ IPv6 ACL access profile 

 ҉ץ⇔ access profile 

Ҋ Ҋץ  ̔פ

ᵬ פ   
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Step 1 
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25.4.4.1 配置要求 

ң A B̆IPv6 №≢ 0000:0000:0000:0000:0000:FFFF:C0A8:0101

0000:0000:0000:0000:0000:FFFF:C0A8:0102̆MAC №≢ F0:F0:F0:F0:F0:F1

F0:F0:F0:F0:F0:F2 A ֜ 1 ҉̆B ֜ 2 ҉Ȃ

֜ ̆ Ҋⱳץ ̔ 

 Һ A Ḥ ṿҹ 100  

 1҉Һ A ᶫ FTP Ⱶ 

25.4.4.2 设备配置 

֜ ̔
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25.5 Packet content 访问控制列表配置 

҉ └↓ ̆ ҹ └↓ ѿҩ ѿ Profile ID Ḃץ̆

ѿ ҩ └↓ Ȃ ԅ ᵬ P̆rofile ID ף ԅ └↓
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Step 1 Ruijie#create access_profile 

[ packet_content_mask {destination_mac 

<macmask> | source_mac <macmask> | 

c_tag <hex 0x0-0xffff> | s_tag <hex 

0x0-0xffff> | offset1 [l2 | l3 | l4] <value 0-31> 

<hex 0x0-0xffff> | offset2 [l2 | l3 | l4] <value 

0-31> <hex 0x0-0xffff> | offset3 [l2 | l3 | l4] 

<value 0-31> <hex 0x0-0xffff> | offset4 [l2 | 

l3 | l4] <value 0-31> <hex 0x0-0xffff> | 

offset5 [l2 | l3 | l4] <value 0-31> <hex 

0x0-0xffff> | offset6 [l2 | l3 | l4] <value 0-31> 

<hex 0x0-0xffff> | offset7 [l2 | l3 | l4] <value 

0-31> <hex 0x0-0xffff> | offset8 [l2 | l3 | l4] 

<value 0-31> <hex 0x0-0xffff> | offset9 [l2 | 

l3 | l4] <value 0-31> <hex 0x0-0xffff> | 

offset10 [l2 | l3 | l4] <value 0-31> <hex 

0x0-0xffff> | offset11 [l2 | l3 | l4] <value 

0-31> <hex 0x0-0xffff>}] profile_id <value 

1-512> 

⇔ ҹ Packet content ACL access 

profileȂ 
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Step 2 Ruijie# config access_profile profile_id 

<value 1-512> [add access_id [auto_assign 

| <value 1-65535>] [packet_content 

{destination_mac <macaddr> {mask 

<macmask>} | source_mac <macaddr> 

{mask <macmask>} | c_tag <hex 

0x0-0xffff> {mask <hex 0x0-0xffff>} | s_tag 

<hex 0x0-0xffff> {mask <hex 0x0-0xffff>} | 

offset1 <hex 0x0-0xffff> {mask <hex 

0x0-0xffff>} | offset2 <hex 0x0-0xffff> 

{mask <hex 0x0-0xffff>} | offset3 <hex 

0x0-0xffff> {mask <hex 0x0-0xffff>} | 

offset4 <hex 0x0-0xffff> {mask <hex 

0x0-0xffff>} | offset5 <hex 0x0-0xffff> 

{mask <hex 0x0-0xffff>} | offset6 <hex 

0x0-0xffff> {mask <hex 0x0-0xffff>} | 

offset7 <hex 0x0-0xffff> {mask <hex 

0x0-0xffff>} | offset8 <hex 0x0-0xffff> 

{mask <hex 0x0-0xffff>} | offset9 <hex 

0x0-0xffff> {mask <hex 0x0-0xffff>} | 

offset10 <hex 0x0-0xffff> {mask <hex 

0x0-0xffff>} | offset11 <hex 0x0-0xffff> 

{mask <hex 0x0-0xffff>}}] port [<portlist> | 

all] [permit {priority <value 0-7> 

{replace_priority} | replace_dscp_with 

<value 0-63> | counter [enable | disable]} | 

deny | mirror] { time_range <range_name 

32>} | delete access_id <value 1-65535>] 

⇔ ҹ Packet content ACL

access profileȂ 

 

25.5.3 显示 Packet content 访问控制列表的配置 

└↓ ̆ Ҋץ  ̔פ

ᵬ פ   

Step 1 Ruijie#show access_profile {profile_id 

<value 1-512>} 
profile id └↓ Ȃ 

25.5.4 Packet content 访问控制列表示例 
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25.5.4.1 配置要求 

ң A B̆IP №≢ 192.168.1.1 192.168.1.2̆MAC №≢

F0:F0:F0:F0:F0:F1 F0:F0:F0:F0:F0:F2 A ֜ 1 ҉̆B ֜

2
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26 QoS 配置 

26.1 QoS 概述 

Internet ױֲ̆ ԍ Internet ҉ᴰ ᵣ ̆ѿ ̆

Ҍ ᵣ Ҍ Ⱶ ̆ №

̆ ̆ᴰ ― ⱬ ҹ‖ └̆ Ҍ ȂQoS

Ȃ 

QoŜQuality of Servicĕ Ⱶ ̃ ᵀ Ⱶ ⱬȂ Ҭ̆

ҹԅ Ⱶ ̆ ῀ QoS └̆ QoS ᵀ № ⱬȂ ױ

QoS̆ № Ҭҹ ȁ ꜚȁҡ ᶫ Ⱶ ⱬ ᵀȂ 

26.1.1 QoS 基础框架 

Ҍ



QoS  

26-2 

P2 ⌠ Q0 ↓. 

P3 ⌠ Q1 ↓. 

P4 ⌠ Q2 ↓. 

P5 ⌠ Q2 ↓. 

P6 ⌠ Q3 ↓. 

P7 ⌠ Q3 ↓. 

֜ Ӟ ToS DSCPṿ⌠ᴨᾢ ↓ Ȃ 

’Ҋ̆֜ ᴪ ᴨᾢ ↓Ҭ ̆ ׆ Q3⌠ Q0 ȂQ3 ̆

Q2 ̆Q2 ̆
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26.2 配置 QoS  

26.2.1 缺省 QoS 设置 

 ↓ҩ  4 

 ↓ └ Strict 

 ↓  Q0̔1ȁQ1̔2ȁQ2̔4ȁQ3̔8 

802.1p ᴨᾢ ṿ⌠ ↓  

 CoSṿ 0 
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5     3  

6     3  

7     3  

8     3  

9     3  

10    3  

11    3  

12    3  

13    3  

14    3  

15    3  

16    3  

17    3  

18    3  

26.2.3 配置队列的权重 

ץ Ҋ Ҋ ѿҩ ↓ ̔ 

ᵬ פ   

Step 1 Ruijie# config scheduling <class_id 0-3> 

weight <value 1-55> 
ᶏ פ 4 ̆№≢ 4ҩ ↓ Ȃ 

Step 2 Ruijie# show scheduling . 

Q0ȁ1ȁ2ȁ3 №≢ ҹ 3,ȁ5ȁ7ȁ10̔ 

Ruijie# 

   Ruijie#



QoS  

26-5 

̔ 

Ruijie# show scheduling  

Command: show scheduling 

 

 

QOS Output Scheduling 

 

 Class ID       Weight  

--------  -----------   

Class-0       3           

Class-1       5           

Class-2       7           

Class-3       10       

 

26.2.4 配置调度机制 

֜ ң └ s̔trict weight fairȂ Ҋ̆ Ҋץ פ └  ̔

ᵬ פ   

Step 1 Ruijie# config scheduling_mechanism [strict 

| weight_fair] 
└Ȃ 

Step 2 Ruijie# show scheduling_mechanism └  

└ҹ weight fair̆ 4ҩ ↓ ⱴ Ὲ ↕ Ⱶ̔ 

Ruijie# config scheduling_mechanism weight_fair  

Command: config scheduling_mechanism weight_fair 

 

Success.    

 

└  

Ruijie# show scheduling_mechanism  

Command: show scheduling_mechanism 

 

QOS Scheduling_mechanism 

CLASS ID  Mechanism  

--------  ----------- 

Class-0   weight_fair 

Class-1   weight_fair 

Class-2   weight_fair 

Class-3   weight_fair 

26.2.5 配置 IP 优先级到队列的映射 
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IPᴨᾢ ToSṿ DSCPṿ̆ ’Ҋ̆ ToS ṿ(0~7) DSCPṿ(0~63)

⌠ Q0̆ ᶏץ config cos tos value פ config dscp_mapping dscp_value 

פ Ҍ ṿ ⌠Ҍ ↓Ȃ 

Ҋ̆ᶏ Ҋץ פ ̔ 

ᵬ פ   

Step 1 Ruijie# config cos tos value <value 0-7> 

[class <class_id 0-3>] 
ToSṿ⌠ ↓  

Step 2 Ruijie# config dscp_mapping dscp_value 

<value 0-
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ᵬ ̔ 

show cos mapping ports all         

Command: show cos mapping ports all 

 

Port  Ethernet_priority  IP_priority 

----  -----------------  ----------- 

1     off                DSCP        

2     off                DSCP        

3     off                DSCP        

4     off                DSCP        

5     off                DSCP        

6     off                DSCP        

7     off                DSCP        

8     off                DSCP        

9     off                DSCP        

10    off                DSCP        

11    off                DSCP        

12    off                DSCP        

13    off                DSCP        

14    off                DSCP        

15    off                DSCP        

16    off                DSCP        

17    off                DSCP        

18    off                DSCP        
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27 系统管理配置 

27.1 查看系统内存使情况 

ᶏ show utilization dram פ ῤ ᶏ ’Ȃ 

ᵬ פ  

Ruijie# show utilization dram ῤ ᶏ ’ 

Ruijie# show utilization dram 

Command: show utilization dram                                           

 

DRA.0n dra iration dam



 

27-1 

27.2 CPU 利用率查看 

27.2.1 显示系统 CPU 利用率 

ᶏ show utilization cpu פ CPU≠ Ȃ 

ᵬ פ   

Step 1 Ruijie# show utilization cpu CPU ≠ Ḥ  

Ruijie# show utilization cpu  

Command: show utilization cpu                                            

 

CPU Utilization : 

------------------------------------------------------------------------------- 

Five Seconds -   4 %         One Minute -  18 %         Five Minutes -  15 % 

 

 

 CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh  
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28 系统日志配置 

28.1 概述 

Ҭ̆ᴪ UPȁDOWN ̆Ӟᴪ ⌠ѿ֓Ԋᴆ

⌠ ȁ Ȃ ֟ ᶫѿ └̆ Ԋᴆ ̆

ꜚ ̂ ̃̆ ֓ ץ ῏ ̂ └ ȁVTY

̃҉ ῏ ῤ̂׃ ‖ ȁFLASH̃҉ ⌠ ҉ ѿ Ⱶ

҉̆ᶫ № ’ ᵝ Ȃ ҹԅ Ḃ ̆

֓ ץ ҉ ̆ Ḥ ᴨᾢ № Ȃ 

28.1.1 日志报文格式 

֟ Ҋ̔ 

Index̆Date,TimĕLog Text 

ῒ ӈᶭ ̔ 

 ӈ פ 

 Index ↓ Ȃ 

 Date Ȃ 

 Time Ȃ 

 Log Text Ḥ ῤ  

ᶛ ̔ 

1  0000-00-00, 00:01:06  Port 17 link up, 100Mbps FULL duplex 

    
Ҍ ᴨᾢ ̆ᴨᾢ ₮

Syslog Server ҬȂ 

28.2 日志配置 

Ҋ₃ҩץ ̔ 

 ῏ 

 ṿ Ḥ ⌠ Syslog Ⱶ  
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ipaddress <ipaddr> - Ḥ

⌠ Һ IP Ȃ 

state [enable | disable] - ᾛ ҉

Һ Ḥ Ȃ 

Ҋ ṿ ӈ̔ 

Numerical Code            Facility 

           0             kernel messages 

           1             user-level messages 

           2             mail system 

           3             system daemons 

           4             security/authorization messages  

           5             messages generated internally by syslogd 

           6             line printer subsystem 

           7             network news subsystem 

           8             UUCP subsystem 

           9             clock daemon   

          10             security/authorization messages  

          11             FTP daemon 

          12             NTP subsystem 

          13             log audit   

          14             log alert  

          15             clock daemon   

          16             local use 0  (local0) 

          17             local use 1  (local1) 

          18             local use 2  (local2) 

          19             local use 3  (local3) 

          20             local use 4  (local4) 

          21             local use 5  (local5) 

          22             local use 6  (local6)        

          23             local use 7  (local7) 

֟ ṿҹ 16Ȃ 
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28.2.3 日志配置举例 

Ҋץ ѿҩ ⱳ ѿҩῖ ᶛ ̆ Ⱶ ̆ Ⱶ IP

ҹ 192.168.200.2̆ ≢ ⌠ Ⱶ ̆↕ ץ Ҋ ̔ 

Ruijie# config syslog host 1 severity all facility local0 ipaddress 

192.168.200.2 state enable // Syslog server  

Ruijie# enable syslog 
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29 POE 管理配置 

29.1 概述 

PoÊPower Over Ethernet̃̆ Ҋ PD ̂IP PhoneȁWLAN APȁ

Network Camera ̃ ᶫ 45V~-57V ̆ Ҋ PD ᶫ Ȃ  

ᵬҹᶫ PSÊPower Sourcing Equipment̃ ̆ 3/5 ̂1ȁ3ȁ

2ȁ6̃ ᴰ ̆ ᶫ ҹ 100mȂ  

POE
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 POE 

ᾛ  
45ᴟ ̇ 

 POE 

ᾛ  
57ᴟ ̇ 

 ֜ ᶫ  ꜚ — 

 ᶶ  AC ̇ 

 
PD  

POE

 
̇ ̇ 

 

29.2.2 使能/关闭端口的远程供电 

ץ ᶏ ῏ ᶫ Ȃ ᶏץ Ҋ פ ᶏ

῏ ᶫ Ȃ ’Ҋ̆ ᶫ ҹ῏ Ȃ Ҋ

Ҋ↓ Ȃ  

1-2 ᶏ ῏ ᶫ  

ᵬ פ   

Step 1 Ruijie#config poe ports [all | <portlist>] state 

[enable | disable]  
ᶏ /῏ ᶫ  

Step 2 Ruijie#show poe ports {<portlist>} ╠  

Step 3 
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Step 1 Ruijie# config poe system {power_limit 

<value 20-250>} 
POE ⱳ  

Step 2 Ruijie#show poe system ╠  

Step 3 Ruijie#save config Ḡ ⌠ ᴆ 

29.2.4 设置交换机的功率管理模式 

֜ ᶫ PD № ⱳ Ȃ ѿҩ PD ̆ ╠№

₮ ⱳ power_limit ̆ ᴪ ᶫ PD № ⱳ Ȃ

(POE ѿҩ ̔power_limitȂ № ₮ ⱳ power_limit ̆ Ҍᴪ

№ ⱳ PD ᶫ Ȃ) 

╠ poe ᶫ ҹ ꜚ(class_based) Ȃ 

ꜚ Ҋ̆ ₮ PD № ⱳ Ȃ ꜚ Ҋ̆ 0~3 PD

῏Ҋץ № ⱳ ̔class1~4W̆class2~7W̆class3~15.4W̆class0~15.4WȂ 

֜ ꜚ ̆ Ҍ Ạᴋᵥ ᵬȂ 

29.2.5 显示端口/系统供电状态 

POE ᴪ ץ ҩ POE ̆ Ḥ Ḡ Ҋ ̆

ᶫץ Ȃ ץ Ҋ show פ Ȃ 

ᵬPOE פ
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Command: show poe system 

 

PoE System Information 

--------------------------------------------------- 

Power Limit                      : 250(Watts) 

System Total Power Consumption  : 0(Watts) 

System Power Remained           : 255(Watts) 

Power Disconnection Method      : Deny Low Priority Port 

 

 

If System Power Remained is less than 17W (Power Guard Band), then there might 

be no additional port supplied with power. 

Ruijie# 

 

30 防网关 ARP 欺骗配置 

30.1 防网关 ARP 概述 

֜ ҉̆ ’Ҋ ARP VLANῤ ̆ ҹ ῏ ARP

ᶫԅ ᴪȂ 

῏ ARP A ARP ῏ MAC ̆ ԍ ѿ VLAN

BӞᴪ ⌠ ARP ̆ B ץ ARP ̆ IP ҹ

῏ IP̆ MAC ҹ MAC Ȃ A ⌠ ARP ̆ ᴪ ҹ B

῏̆ A Ҭ ῏ B  ̆ A ҉

ԅ̆ ARP Ȃ 

ױ ץ ֜ ҉ ῏ ARP ῏ ARP Ȃ ῏ ARP

̆ ץ Gateway IP ҉ ARP IP ױ ῏ IP̆

̆↕ ҡ ̆ ⌠ ARP Ȃ ֜ ҉

Ҋ ῏ ARP ̆ῒ PC Ẋῳ ῏ ARP ֜ Ȃ 

30.1.1 配置防网关 ARP 欺骗 

30.1.1.1 设置防网关 ARP 欺骗 

῏ ARP ̔ 

ᵬ פ   
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Step 1 Ruijie# config arp_spoofing_prevention [add 

gateway_ip <ipaddr> port <port> | delete 

gateway_ip <ipaddr>] 

҉ ῏ ARP Ȃ 

Ruijie# config arp_spoofing_prevention add gateway_ip 10.254.254.251 port 

1 

 

Command: config arp_spoofing_prevention add gateway_ip 10.254.254.251 port 

1 

 

Success. 

 

Ruijie# 

 

30.1.2 查看防网关 ARP 欺骗配置 

֜ ῏ ARP ̔ 

ᵬ פ   

Step 1 Ruijie # show arp_spoofing_prevention  ῏ ARP Ȃ 

 

Ruijie# show arp_spoofing_prevention 

Command: show arp_spoofing_prevention 

 

Gateway IP           Port 

---------------     ------- 

10.254.254.251      1 

 

Total entries : 1 

Ruijie# 
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