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ઑڏܔ৓ٯޙ

ᾤẁ ἑַײ σ

ஔગࢃٷՇ࣫ޞ଍੧ଋ३中，Ճٯ࠳וગ֨ל澞؉ਈܔङ৓ۅय़௄அ▲ީܔ৓ٯޙ

全澝६ؔ澝؍ߊ୸לਈו从৲使ગ，ٵࡊډङ健ו澝৓ܴગے۱؂֨ङ৞஘۪஛ו

Օழ֪଍੧澞



ઑڏܔ৓ٯޙ

♩ᶪ/ἷ ἑ

╒∆◦֘σ

ગדיו澝ગו内ୂ澝߫ߑ内՟அظৠ澝֪ߡঈୃٴځ净֦ظުޢޗ࡬ޅ

஍व澞߱ߑ۞ࡨஅظৠङࣙ࡬ࢎ况，Ճ݅޾۪࡮ࢎޞ，以免ڧր߱ߑ୹Ճ

௎۳ࠃङପ௎澝ࢽށ澞

ᾌ ◦֘σ

ગ߲ࠒ；ի֨15°~30°ਸ֠内ީچ࢓׋۰ङ࣪ߑઋ，߲रچ࢓߄内؜ߧײ

ր澞ڑޗ，஺ީի֮Ԕג௎۳ו倾ծગ；࣒ߒ৥ݹիީהପ௎Սו



ઑڏܔ৓ٯޙ

♩ᶪ/ἷ ἑ

ἷ σ ἷ ṩӏ◦

PWR1，PWR2ऄ࢛ܶ
ॐࢰ

֨位：৕਩
不֨位：不亮
上ऄ：঱਩ߌஞ۪ݻ

SYS঩৏ܶॐࢰ 上ऄӬ׷ԗ：৕਩୺ࢷ
Ӭ׷ԗ؏ۨ：৕਩
ճઊ（چ࢓ଋ௤）：঱਩

FAN௎۳ܶॐࢰ ֨位：৕਩
不֨位：不亮



CPU ἑ

खڣWeb঒ࣲउவ，֨঩৏௙஼߲रCPUԩऀࣤ

ἑẤ σ

ո令੧ڣ୿ଋ௤，खޞCPUԩऀࣤ୸ߧײ低于60%澞ځ况下，CPUङԩऀࣤەٯ࠳

show cpu߲रcpu௤ङ଒३澞

• ڐ�中ݸ�了，֨அݸ୏ࡶՕਈՉӱוગޢtnet۪ৱbuffer copy଒३௤，өપߧײ

կஅࡶ୏ݸ�澞

• ঈԅਈںޙ澝ݏࡶৱ۪�ݸ内ৠՕਈ؂֨伪ଭ࢛IPङޢktimer଒३௤，өપީߧײ

ԩऀૻۅךਈ，Օ୊Ոݸ�அܔ，લݏࡶޅ୆৥，஑低ںޙՇଟବࣤ，减ऀ߄࡚ص

ङںޙঝֺঈޑݒ保ચCPUङٯ࠳६ؔ଍੧澞

• 作澞ݱ下଒੧حઑ֨ٗ३٤ङܶڏ

ઑڏܔ৓ٯޙ



ᵒ Ӡ ἑ

澞ێ�՘上અङճઊܷ୚，۪ৱո令੧ପଋshow attack-info߲रճઊ信ࢵ

ἑẤ σ

ڐઑڏ୿୸澞ޞ且ܴ৒ٷם୏ރކܕ�ݸ，ێ୏ङճઊ信ם�ճઊ؂֨ݸ୏ࡶߧײ

կગוஅݸ�ԅਈ，ߛީߧײਘ内ৠङڏ�ݸઑ内ৠީ߲ࠒի߄主ߑ中ओߧײ，ࡀ

澞ࣲהՕ৻঩଍ੈ֌，�ݸৠङיਘߛީ

ઑڏܔ৓ٯޙ



ઑڏܔ৓ٯޙ

∫ ֘ ἑ

Ճ其ӯऀࣤشםءङ՟ি૨ङ٫ߊչ௤ّޞٵب中઀ݏ୏डࡶ֨



ઑڏܔ৓ٯޙ

ἑẤ σ

⚫ ૨ंଣ૨୆৥չޢӯऀࣤ低，પء不֮੫۪ৱ٫ء՟ি૨ङ٫ߧײ

િૺ֮੫୆৥஬੽લޅ优ԗ

① ૨ंূޢ澝（ਘԈଣ૨）ڀӯऀࣤ低ङি૨ީի୆৥了֪֭ء٫߲ࠒ

۪ৱ௳ઍ૨ं澞

② લ֮ޅ੫ঌऋ为ׂ于િૺङঌऋ，۪ৱڐկ࠳էDNS代ࣲڧߛրhttpځ

ऀङࡶ୏澞

⚫ Օਈ؂ءি૨ङ٫ޢ௤值，પ߂不૝ଋ߮个ީۈ上传۪ৱ下ૺߧײ

֨ஒӲ

① 值ީஂڙি૨ব，े࠳ପଳ值ީի୆৥߿ݏࡶ߲ࠒ，ݏࡶ୆৥了ߧײ

ի୆৥े࠳澞

② ACE澞ײ，ঌऋݏࡶի୆৥了ީוગ࢕下߲ࠒ

③ ৻঩଍ੈ֌ेઍީիݕ供了܈મङি૨ء٫澞



ઑڏܔ৓ٯޙ

ᾤẁ ἑᵗҦ

⚫ show logging：߲रީիںޙٯڑ߄

⚫ Show ip route counter：߲र૨ंߚऩރ୏

Ruijie#sh ip route count 

--------- route info ----------

the num of active route: 3637   //ߧײՇ࣫થރ值չޞٵङރ值बࡁՊԗםڮ，өપޢৠ

ৌ�࣫Պԗ，஬߲ࠒি૨，૨ं୆৥ঈ澞

⚫ Show arp counter：߲रARP੮ாङރ୏

Ruijie#sh arp counter 

Arp limit:                8192

Trusted arp limit:        4096

Count of trusted entries: 0

Count of static entries:  0

Count of dynamic entries: 35 (complete: 7  incomplete: 28)

Total:                    35    //ߧײARP



ઑڏܔ৓ٯޙ

ᾤẁ ἑᵗҦ

⚫ show interfaces：߲रݎՍગ৥չ৏ઋ信ێ
Ruijie#sh in g0/2

Index(dec):4 (hex):4

GigabitEthernet 0/2 is UP  , line protocol is UP    //ݎՍࣙہ
Hardware is OCTEON-SGMII GigabitEthernet, address is 001a.a93c.7a5e (bia 001a.a93c.7a5e)

Description: १Ԉݎ入
Interface address is: 203.68.158.194/28 //ি૨ipչݔଚ信ێ
ARP type: ARPA,ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 100000 Kbit                    //ݎՍMTUչء٫஬୆৥े࠳
Encapsulation protocol is Ethernet-II, loopback not set

Keepalive interval is 10 sec , set

Carrier delay is 2 sec

RXload is 33 ,Txload is 38

Queueing strategy: FIFO

Output queue 0/40, 0 drops;

Input queue 0/75, 0 drops

Link Mode: Up.

Speed 100M, Duplex full, Media-Type is copper.       //ବࣤ，Յٗ，光ऄ信ێ
30 seconds input rate 13234763 bits/sec, 2539 packets/sec        //ݎՍݶՇବࣤ
30 seconds output rate 14947442 bits/sec, 2592 packets/sec

10189718231 packets input, 9035647618958 bytes, 1577884 no buffer, 0 dropped

Received 14617 broadcasts, 0 runts, 0 giants

1 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort       //ݎՍbufferչcrc৏ઋ，ߧײbuffer׍୸ڮ
澞ߑ主ࡀի؂֨ओީ߲ࠒٷਈۅו஬优ԗગ，ٯڑ؂֨וગޢપ，ڽ

9147644751 packets output, 4948330971734 bytes, 0 underruns , 0 dropped

0 output errors, 0 collisions, 0 interface resets



ઑڏܔ৓ٯޙ

ᾤẁ ἑᵗҦ

⚫ show attack-info：߲रݸ�信ێ

Ruijie#sh attack-info history  

System attack record at 2012-12-20 10:1:9, System in attack 9s

ALL: 3631 packets, 258995 bytes

PROTOCOL         packets        bytes

TCP              10             652           

UDP              3621           258343        

TOP10 IP attack:

IP               packets        bytes            interface

223.3.43.116     1261           88710            Te0/1            //شםކܕ�ݸ，࢛�ݸ৏ઋ

121.248.25.211   1184           81696            Te0/1

121.248.27.19    1017           70173            Te0/1



ઑڏܔ৓ٯޙ

ᾤẁ ἑᵗҦ

⚫ show ip fpm statistics：߲रڢӹ঩৏ٵࡶՖ全ق信ێ

Ruijie#sh ip fpm statistics 

The capacity of the flow table:3000000

Number of active flows:747612      //ࡁث以ڪգ▲ޞӶङރ值，ٛߧײӰםן，өՕਈ

Չӱ了ৠৌݸ�澞ߧײ঱਩؁体ङ؁ރ与আ▲੧ރ值ݎ଎۪बڢ，પࡶޢ੮ٝ৆ऀࢠ澞

Number of the defragment contexts:399

Number of the buffers hold by FPM:399

Event count (%256):241

⚫ Show online statistics global  ߲रڢӹ֨িऀރۯ୏չ会ઢރ

Ruijie#sh online statistics global 

global

online ip count: 10455     //ࡁث以ڪգ▲ޞӶङރ值，۪ৱऀۯ঒ࣲ঩৏ङ֨িऀރۯ，

澞ٯڑөՕਈ؂֨ৠৌ，םૻڑ值ٛރߧײ，SAMײ

online session: 764326



ઑڏܔ৓ٯޙ

ᾤẁ ἑᵗҦ

⚫



ઑڏܔ৓ٯޙ

ΉᾂWebᴬҦ

为了঩৏؍全，ગו঒ࣲմ٦՚ङீڷुإ修ݷ，不ਈ使ऀ௳ઍुإ，ुإ୸םچ于

6位，ٷ且ؔߊ修ݷ澞֨ुإ௤঴ଣா——঩৏ગ৥——修ुإݷ中ગ৥澞

↕ổσ
，ुإչtelnetुإ�为Webुإ
୆৥了vpn۪ৱwebઍચ，஬ߧײ
੽为telnetગ৥ઍચुإ



ઑڏܔ৓ٯޙ

ӡᾂ ᾩ

঩৏ޞ୿不े࠳会حਚչޞ୿ब关ङԅਈ�୼ொ，ځ保ચ঩৏ޞ୿准ेޗન澞修ޞݷ

୿બ֨௤঴ଣா——঩৏ગ৥——঩৏ޞ୿中修ݷ澞

ङPC不▲ਚ，会�࣫௰਩ڣ୿չwebखޞߧײ
三અઊॐ֣߶



Ẹאָ Contents

⚫ ઑڏܔ৓ٯޙ

⚫ ߲݌੿୼ொٯ

⚫ ୆৥ו份չזۊ�Դ

⚫ ԉٮ何ੂՈײ



߲݌੿୼ொٯ

♪ σ

ԇ߆ङذޥઘ୼内ৠঀՍٯ࠳ࡣޗۯৠऀי

ᴜᵻσ
⚫ ঀՍੴ଍ੈ֌݊د
⚫ （ԇ߆ઘ୼થࡣޗ使ऀ内ৠ֪֭也ۯ内ৠऀ）ԇ֘୼ொ߆
⚫ ঌऋ૨ंչઁذޥө不▲ਚ
⚫ 不▲ਚڬ૨֛ߛ�Սך
⚫ 不全ذޥঀՍ，ঀՍךذޥޞԇ஬੽գ߆
⚫ ৠ֪֭不Օଇיӱۯৠऀי

σ←ד֗
⚫ 修יݷৠذޥङঀՍ
⚫ ԇ֘ગ৥߆߲ࠒ
⚫ ঌऋ૨ंչઁذޥө保ܴ▲ਚ
⚫ �կ࢛଒࢛ڐ
⚫ ঀՍޅ؏ذޥ
⚫ ৻঩଍ੈ֌߲݌ি૨୼ொ



߲݌੿୼ொٯ

♪ σ

上ৠବۣچ，体࣫֨ৠ஼۸ޞڍڐ௤，יৠ丢ԕ

ᴜᵻσ
⚫ ૨ं୆৥不ՠࣲ，ײऄ信ङ૨ंӱ৻ପি૨，حਚઘ୼ם׍ޞڍ
⚫ ࢠ৆ੴԩٝءি૨٫ߚ߮
⚫ ৠৌݸ؂֨�
⚫ ՉӱݏࡶஒӲ
⚫ ি૨ବࣤԣ֌୪ન۪ৱ୥૨ૅ୏୼ொ

σ←ד֗
⚫ 修ݷ૨ं୆৥，े保ઘ୼ਈ૚ૻڍޞ低ङি૨
⚫ ପଋ优ԗ૨ंՃિૺ֮੫୆৥，使ি૨ڱء٫ӱՠࣲङӯऀ
⚫ ପଋ୆৥؍全அݸ�ঌऋ，݌ஔ࢛�ݸઆ决
⚫ ঌऋݏࡶի୆৥了ީ，וગݏࡶৠৌ中ީի؂߲֨ࠒ
⚫ וঀગث߲ࠒ୥૨۪ৱֲࠥ，৻঩଍ੈ֌݅޾



߲݌੿୼ொٯ

♪ σ

ગוcpuૻ௤，web঒ࣲગוԪ，pingગוՕਈ؂֨丢ԕ۪ৱޞڍ௤

ᴜᵻσ
⚫ ৠৌݸ؂֨�
⚫ ֨թզڮ௤ङە况下ڐկںޙ，ݏࡶՇଟঈૻࢃ৴ۅਈङԅਈ
⚫ �Սء٫ଋ۪םৱ会ઢݎރ଎ગߢוஒ

σ←ד֗
⚫ ପଋ୆৥؍全அݸ�ঌऋ，݌ஔ࢛�ݸઆ决
⚫ ԅਈ۪ৱݏࡶؘ࣫ߛוગݏࡶਈ，ՕପଋACEঈۅוԅਈ会݃৴▲ؔङગݏࡶ

优ԗݏࡶ୆৥，஑低ۅਈࢃ৴，ث于ࣲהںޙ，өՕ以ପଋ஑低ںޙՇଟବࣤ
减ص不ڷ੽ङںޙঝֺߛ优ԗગוङۅਈ澞

⚫ ପଋ�Սؠ۽આ决
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୆৥ו份չזۊ�Դ

ᶴү

֨௤঴ଣா——঩৏ગ৥——୆৥ו份中ڢ�حӹ୆৥଒੧ו份



ᶵ֦ᴓ

֨௤঴ଣா——঩৏ગ৥——זۊ�Դગ৥中זۊ�ࢵ澞

୆৥ו份չזۊ�Դ
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ᴧẀט

ਘԉ߆ԇ
• ୩݈ؒސ௙஼：www.ruijie.com.cn

• ૷件չࠈކ下ૺ：www.ruijie.com.cn/service.aspx

• ୩݈ৠৌ߆ߐ܉ԇખִ：support.ruijie.com.cn

ଓ३ܴݵߐ܉
• ֨িؚ߆：webchat.ruijie.com.cn

• ি：4008-111-000ࢽܴݵߐ܉

http://www.ruijie.com.cn/
http://www.ruijie.com.cn/service.aspx
http://support.ruijie.com.cn/
http://webchat.ruijie.com.cn/

