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4G ᵸӐѭҊיּ NAT֧ᴭ

拓扑图：

背景说明：

ӘἘ4GὶԄἩ ￼ ṾḴιԎẔּזᶋ῟ ‎ ᶺιᴵẍ┌Ẕּ҈זᴿ

ὶԄҊ ιӇῶ ῂ│◑ ￼ᶋ῟ψḅᾺấṇתἆӭ ᶊתι ᵬ￼ῶ

ADSL/PON ῂ│ֹ ￼ᶋ῟ψἆ ԇהט WIFI ῟ᶋט



4G ᵸӐѭҊיּ NAT֧ᴭ

原理说明：
 ᵸӐѭ4Gיּ ὌԄ ᵬ￼4GҊ

 ᵸіיּ NATιḾԓ Ҋ ￼ᾭὯ ᶊᶍ Ὥ

ԓ ῶ ὶԄᶹι4G ᵸᵃῊώӗwifiὶԄיּ

Ὗ DHCP ו

 ῗ Ѧῳᶢ ￼NAT֧ᴭᶋ῟

NAT

Ҋ

ԓ 1

ԓ 2

4G



4G ᵸӐѭҊיּ NAT֧ᴭ

配置思路：

ː 4GὌᴺ

ˑ 4G ή╜

˒ ῶ ὶԄᵙῂ ὶԄιẊὟ ẦᵏDHCP

˓ NATᶊᶍ Ὥו

通过CLI配置，需先登录web界面开启Telnet功能后进行操作，或者直接在web的CLI

控制台（系统维护→CLI控制台）进行操作

组网需求：

ː 4G Ӑѭі ιᵃῊ 4G ὌᴺιӠט  ꜛỗї ᶼ Ὴ Ҋ

ˑ 4G ή╜ו ιᶈ4G ӡầẂῊ ᶼᴣῊή╜ֹẊ Ὰᴧ Ὄᴺ

˒ ѭῶ ὶԄ ԋẊὟ DHCP

˓ ѭῂ ὶԄẦᵏWIFIו

˔ 4G ᵸіיּ NATו ιḾԓ ╙￼Ἃזּ ᶊᶍ Ὥ





4G ᵸӐѭҊיּ NAT֧ᴭ

配置4G链路探测：

ip rns 1

icmp-echo 8.8.8.8  out-inteface cellular 0/0  

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1 ṄTRACKẔּ4҈זGὶᴭ

TRACK

RNSιή╜￼ᶊᶍ⁞Ὧḫ ừ֙ᴵ
Ҩѭԇ •ѦIPιѼᴵҨѭԓ •ѦIP, 

Ѧᶊᶍ 4Gᴭᴵ ᴏᴵ

├Ỵχ TRACK ט ή╜ιҺғּו ᶹ￼╙ ιԏӌזּ Ά│ḅїχ
1Ѧicmp request/replyἵᾰᶽṇ=100(icmp᷃+ )+20(ip᷃)=120bytes
1Ѧή╜ᵕῼ╙ =120(icmp request)+120(icmp reply)=240bytes
ή╜ᵕῼѭ10 ừ֙їιή╜1ᶾἍғּו￼╙ =240*6*60*24=2073600bytes=2.07MB
ή╜ᵕῼѭ10 ừ֙їιή╜1ѦῴἍғּו￼╙ =2.07*30=62.1MB
ᵅ ҺῶҸקᵅ￼ή╜Ά⁮ι ԋ├!

4GὌᴺᵙ

יּ

ῶ ὶԄ￼

ԋᵙ



4G ᵸӐѭҊיּ NAT֧ᴭ

配置内网网关：

interface vlan 1 

ip address 192.168.1.1 255.255.255.0

为有线接入配置DHCP：

service dhcp

ip dhcp pool ruijie

network 192.168.1.0 255.255.255.0

dns-server 8.8.8.8  6.6.6.6

default-router 192.168.1.1 

ip dhcp excluded-address 192.168.1.1

Ԓ Ԋσ

配置内网网关：



4G ᵸӐѭҊיּ NAT֧ᴭ

配置WIFI接入功能：

vlan 100

dot11 wlan 1

wlan-type ap

ssid ruijieruijie

vlan 100

no l2_isolate #ӹ wifi￼ὶԄּזἋҊ

interface Dot11radio 2/0.1

encapsulation dot1Q 100

ip address 192.168.2.1 255.255.255.0

interface Dot11radio 2/0

wlan-id 1

4GὌᴺᵙ

יּ

ῶ ὶԄ￼

ԋᵙDHCP
4G ή╜

WIFIὶԄו NATᶊᶍ

Ὥ

ֳấwifiἍᶈ￼vlanᴺ

ֳấwifiӡᴺι Ὅwifi₩
ẪѭAP₩Ẫιώӗῂ ӡ
ᴺιᵃῊᵙvlan100 ḧ

注意：带WIFI功能的4G路由器通
过无线信号接入的处于独立的1个
vlan和SVI接口不在同1个网段

ῂ ὶᴭі wifi￼Ἅ
ᶈ￼vlan￼ ԋᶊᶍεḒ
ὶᴭΆẪζ

wlan idԋ ֹῂ ὶᴭ



4G ᵸӐѭҊיּ NAT֧ᴭ

配置WIFI接入功能：

wlansec 1

security rsn enable

security rsn akm psk set-key ascii 12345678

security rsn akm psk enable

security rsn ciphers aes enable

ip dhcp pool AP1_NET_POOL

network 192.168.2.0 255.255.255.0 

dns-server 8.8.8.8 

default-router 192.168.2.1 

ip dhcp excluded-address 192.168.2.255 

ip dhcp excluded-address 192.168.2.1 

4GὌᴺᵙ

יּ

ῶ ὶԄ￼

ԋᵙDHCP
4G ή╜

WIFIὶԄו



4G ᵸӐѭҊיּ NAT֧ᴭ

配置NAT地址转换：

interface vlan 1
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NAT Ά⁮εҽ ζ

配置思路：
ᴵҨּזCLIἆ web‎

Ά│љɒ4G ᵸӐѭҊיּ NAT֧ᴭɓᶋ῟ ιјԜ ὼ

组网需求：

ː ᾋӵ ᾟὙᶈNATעᶫїѮט├ԛֹі Ὸחᵸιі ῸחᵸᴵҨḾԎ

љ ת

ˑ 4G SIMᴊᴵҨῗẦ Ҋ ו ￼῞ SIMᴊεטỗ ᴨIPζ

˒ Ở ῶᶁḧIP￼֧ᴭ
a. ḅ‛ᶢ҈Ҋ ιֱ ᶁḧIP￼Ҋ ֧ᴭεḅ‛Ở ￼IPѭטỗ ᴨιֱ

ỗᶟᵄιћїטᶳוּ ᾋӵ Ѽ ᾟὙ ᶟᵄ├ԛζ
b. ḅ‛ῗAPNњ ιֱ ᶁḧIP￼APNњ ֧ᴭ

˓ Ở ῶ ῸחᵸιẊћᶈ֧ᴭ ᶵіṄ Ὸחᵸῑṃֹᶹ

Ӕּז῞ 4G SIMᴊὌԄҊ ᵅι4G ᵸיּ ᴨֹ￼ᶊᶍῗ Ѧ ￼ᶊᶍ
ιҡᾋӵ ֹԇ ḫ ῗ ѣ₭ᶊᶍ Ὥ￼ ε ᴨֹ￼ᶊᶍѭ
10.x.x.xιᶈ4G ᵸіӮῑṃᵅᶹיּ Әⱡῂ│ ὶ ֹᾋ  ζ



NAT Ά⁮εҽ ζ

验证配置效果：
 show ip interface briefᵘҧ₅‬4GὶᴭṰ ᴨֹIPᶊᶍι ῎4G
ὌᴺṰ ἄו
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G ᵸԓיּ ᴭ ᾋӵ ιᾋӵ  ᶼѮט├ԛֹі Ὸחᵸ

ᶈ Ὸחᵸі ᶼ⃰Ẃ  ᾋӵת
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L2TP VPN Ά⁮εҽ ἆᾭὯζ

背景说明：
ӘἘ҈4G￼ ᾭὯҽ ꞌι4G ‎ ᶺᶊẔּ҈זῶ ῂ│ֹ ιἆ ט

ᶋ῟ї￼ ί
ᶢ҈4Gҽ ￼ ῶNAT ᵙVPN ѣ ΆẪ L2TP VPN ￼Ҹ♇ῗ

ᶼ ᵀAAAῸחᵸ ᴺḸ ḾὌԄ￼4G ᵸיּ ιᵃῊṄᾋӵ ԓ љỞ ԓ
L2TP VPNἔ ι Ὸחᵸ ὶ IPḾᾋӵ  ת

Ԏ ♇ῗ ᶈ4G ∆ᵸᵙѧỌיּ ᶵі L2TP VPNι ἔ ѣ ԓ ￼
ιיּ ‎⅝ ♩

4G ᵸיּ

4GҊ /APNњ

Ở Ὸחᵸ תԇה

VPN∆ ᶵ
L2TP

DVR



L2TP VPN Ά⁮εҽ ἆᾭὯζ

原理说明：

˒4G ᵸᴧיּ L2TPᴃᵬιљVPN∆ ᶵấ L2TP VPN

˓ VPN∆ ᶵὶᴩ4G ᵸL2TPὌԄיּ

˔L2TP VPN ἄוấ

ː4G ᵸὌᴺיּ Ҋ /APNњ

ˑỞ VPN∆ ᶵ њ ἆטỗὌᴺὶԄҊ ἆњ

4G ᵸיּ

4GҊ /APNњ

Ở Ὸחᵸ תԇה

VPN∆ ᶵ

DVR

Ἃזּ

˕ Ὸחᵸ ὶ▌זᾋӵ IPι ҽ љ ᶵ ת



L2TP VPN



L2TP VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

L2TP 

VPN

ᴃיּ ҽ

Ҹוק

配置4G拨号：

➢ ḅ‛4GὌҊ ιֱᾀԄ4G SIMᴊᵅ ᶵẦ  Ὄᴺιῂט

➢ ḅ‛4GὌԄAPNњ ι Ὗḅї χ

interface cellular 0/0

profile create master apn xxx

profile create master username username password password

配置内网网关：

interface vlan 1 

ip address 192.168.1.1 255.255.255.0

配置默认路由：

ip route 0.0.0.0 0.0.0.0 cellular 0/0

ὌAPNњ Ὴι ⁞Ὧḫ ừ֙ APNᵄ ᴣ ᴺḸ



L2TP VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

L2TP 

VPN

ᴃיּ ҽ

Ҹוק

配置4G链路探测：

ip rns 1

icmp-echo 8.8.8.8  out-interface cellular 0/0  

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1 ṄTRACKẔּ4҈זGὶᴭ

TRACK

├Ỵχ TRACK ט ή╜ιҺғּו ᶹ￼╙ ιԏӌזּ Ά│ḅїχ
1Ѧicmp request/replyἵᾰᶽṇ=100(icmp᷃+ )+20(ip᷃)=120bytes
1Ѧή╜ᵕῼ╙ =120(icmp request)+120(icmp reply)=240bytes
ή╜ᵕῼѭ10 ừ֙їιή╜1ᶾἍғּו￼╙ =240*6*60*24=2073600bytes=2.07MB
ή╜ᵕῼѭ10 ừ֙їιή╜1ѦῴἍғּו￼╙ =2.07*30=62.1MB
ᵅ ҺῶҸקᵅ￼ή╜Ά⁮ι ԋ├!

RNSιή╜￼ᶊᶍ⁞Ὧḫ ừ֙ᴵ
Ҩѭԇ •ѦIPιѼᴵҨѭԓ •ѦIP, 

Ѧᶊᶍ 4Gᴭᴵ ᴏᴵ



L2TP VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

http://www.xxx.com/


L2TP VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G



L2TP VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

L2TP 

VPN

ᴃיּ ҽ

Ҹוק

配置视频传输优化功能

4G ᵸі￼ҽיּ Ҹוק χWAN-TAεẍᶟ ҽ ז ζ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101

ᵏּזҽ Ҹוק

ACLḧѲ ╙

ᵏּזᵄѭvideo￼ ҽ Ҹק צּ

Ṅ ҽ Ҹק 4Gὶᴭ҈זvideoẔּצּ



L2TP VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

L2TP 

VPN

ᴃיּ ҽ

Ҹוק

配置视频传输优化功能

VPN∆ ᶵі￼ҽ Ҹוק χWAN-TA+RTPᾯẻ

WAN-TAχ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101
WAN-TAו



L2TP VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

L2TP 

VPN

ᴃיּ ҽ

Ҹוק

配置视频传输优化功能

VPN



L2TP VPN Ά⁮εҽ ἆᾭὯζ

验证配置效果：
 show ip interface briefᵘҧ₅‬4GὶᴭṰ ᴨֹIPᶊᶍι ῎4G
ὌᴺṰ ἄו
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G ᵸԓיּ ᴭ ᾋӵ ιᾋӵ  ᶼѮט├ԛֹі Ὸחᵸ

ᶈ Ὸחᵸі ᶼ⃰Ẃ  ᾋӵת
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Ipsec VPN Ά⁮εҽ ἆᾭὯζ

背景说明：
ӘἘ҈4G￼ ᾭὯҽ ꞌι4G ‎ ᶺᶊẔּ҈זῶ ῂ│ֹ ιἆ ט

ᶋ῟ї￼ ί
ᶢ҈4Gҽ ￼ ῶNAT ᵙVPN ѣ ΆẪ Ipsec VPNᶈ4G יּ

ᵸљVPN∆ ᶵ ấ ♇ֹ♇￼ ӡ ι Ὸחᵸ ὶ IPḾᾋӵ  ת
Ipsec VPN ￼Ҹ♇ῗ ᶼḾҽ ￼ᾭὯ Ḹιז ḸזḾᾭὯῶ҈זּ ∂￼ᶋ῟
Ԏ ♇ῗḾVPN∆ ᶵ￼ז Ḹớ ∂ ιћḅ‛VPN∆ ᶵ￼ipsecᴃ ḫא
ј‰ֱ֝ᴵ ḕᶈԒḳớ



Ipsec VPN Ά⁮εҽ ἆᾭὯζ

原理说明：

˒4G ᵸᴧיּ IpsecᴃᵬιљVPN∆ ᶵấ Ipsec VPN

˓ VPN∆ ᶵὶᴩ4G ᵸIpsecὌԄיּ

˔ἄוấ Ipsec VPN

ː4G ᵸὌᴺיּ Ҋ /APNњ

ˑỞ VPN∆ ᶵ њ ἆטỗὌᴺὶԄҊ ἆњ

4G ᵸיּ

4GҊ /APNњ

Ở Ὸחᵸ תԇה

VPN∆ ᶵ

DVR

Ἃזּ

˕ Ὸחᵸ ὶ▌זᾋӵ IPι ҽ љ ᶵ ת



Ipsec VPN Ά⁮εҽ ἆᾭὯζ

VPN∆ ᶵᴵ ѭἅᴻ ᵸיּ ♀ᶬἆḠԅ ԋғᵝιѼᴵ ѭᴤᵬ￼ ᶵ

ו￼ ḅїι ᴠ ḾẔ ᶵ￼ ἐԛι ᾰ⁶ѧјԜ ҟ

῎χḅѭἅᴻ ᶵιѼᴵҨᴠ ғᵝḫᾼ   ᾰ⁶

ː VPN∆ ᶵὶԄҊ ἆAPNњ

ˑ VPN∆ ᶵӐѭIpsecῸחᵸ

˒ VPN∆ ᶵ





Ipsec VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

Ipsec

VPN

ᴃיּ ҽ

Ҹוק

配置4G链路探测：

ip rns 1

icmp-echo 8.8.8.8 out-interface cellular 0/0   

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1 ṄTRACKẔּ4҈זGὶᴭ

TRACK

├Ỵχ TRACK ט ή╜ιҺғּו ᶹ￼╙ ιԏӌזּ Ά│ḅїχ
1Ѧicmp request/replyἵᾰᶽṇ=100(icmp᷃+ )+20(ip᷃)=120bytes
1Ѧή╜ᵕῼ╙ =120(icmp request)+120(icmp reply)=240bytes
ή╜ᵕῼѭ10 ừ֙їιή╜1ᶾἍғּו￼╙ =240*6*60*24=2073600bytes=2.07MB
ή╜ᵕῼѭ10 ừ֙їιή╜1ѦῴἍғּו￼╙ =2.07*30=62.1MB
ᵅ ҺῶҸקᵅ￼ή╜Ά⁮ι ԋ├!

RNSιή╜￼ᶊᶍ⁞Ὧḫ ừ֙ᴵ
Ҩѭԇ •ѦIPιѼᴵҨѭԓ •ѦIP, 

Ѧᶊᶍ 4G



Ipsec VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

Ipsec

VPN

ᴃיּ ҽ

Ҹוק

配置Ipsec VPN：

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.0.0 0.0.0.255

crypto isakmp keepalive 5 periodic

crypto isakmp policy 1
authentication pre-share
encryption 3des

crypto isakmp key 0 ruijie address 10.0.0.1

crypto ipsec transform-set myset esp-des esp-md5-hmac

ACLḧѲ Ḹ￼ᾭὯιז Ẃѭ ᶊԓ ⅎֹỞ ԓ ⅎ￼╙

Ipsec DPDή╜

ԊҕḸ ιḅ‛ ᶟᵄ‰ Ḿ ιֱԊҕḸ Ά│ḅїχ
crypto isakmp key 0 ruijie hostname xxx.xx.com

isakmp צּ

ipsecזḸ Ὥ



Ipsec VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

Ipsec

VPN

ᴃיּ ҽ

Ҹוק

http://www.xxx.com/


Ipsec VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

Ipsec

VPN

ᴃיּ ҽ

Ҹוק

配置路由协议：

VPN∆ ᶵљ4G ᵸיּ ￼ԓ ἔיּ ᵅιᾋӵ љ Ὸחᵸ ἑ ᶼҊ

4G路由器上的路由配置：

4G ᵸіיּ ὶ Ὕᵇ4Gὶᴭᴏᴵיּ

ip route 0.0.0.0 0.0.0.0 cellular 0/0

VPN汇聚设备上的路由配置：
Ά⁮1χ Ipsec￼ᴦᵇ וԄ├יּ

ᶈipsec ᴃᵬἄוᵅ ԄḾ├ט Ḹז ⅎ￼ ᶊιӝ҈ ֹיּ ת

Ά⁮2χ ỗ יּ

ᶈVPN∆ ᶵіἐט 4G ᵸԓיּ ⅎ Ὕᵇ֧ὶᴭיּ



Ipsec VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

Ipsec

VPN

ᴃיּ ҽ

Ҹוק

配置视频传输优化功能

4G ᵸі￼ҽיּ Ҹוק χWAN-TAεẍᶟ ҽ ז ζ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101



Ipsec VPN Ά⁮εҽ ἆᾭὯζ



Ipsec VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ



Ipsec VPN Ά⁮εҽ ἆᾭὯζ

验证配置效果：
 show ip interface briefᵘҧ₅‬4GὶᴭṰ ᴨֹIPᶊᶍι ῎4G
ὌᴺṰ ἄו
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G ᵸԓיּ ᴭ ᾋӵ ιᾋӵ  ᶼѮט├ԛֹі Ὸחᵸ

ᶈ Ὸחᵸі ᶼ⃰Ẃ  ᾋӵת



目 录 Contents

■ 4G ᵸӐѭҊיּ NAT֧ᴭ

■ 4G ᵸᶢ҈Ҋיּ /APNњ ҽ /ᾭὯ
➢ NAT Ά⁮εҽ ζ

➢ L2TP VPN Ά⁮εҽ ἆᾭὯζ

➢ Ipsec VPN Ά⁮εҽ ἆᾭὯζ

➢ GRE Tunnel Ά⁮εҽ ἆᾭὯζ

■ 4G ᵸᶢ҈4G VPDNњיּ ￼Ẕּז



GRE VPN Ά⁮εҽ ἆᾭὯζ

背景说明：
ӘἘ҈4G￼ ᾭὯҽ ꞌι4G ‎ ᶺᶊẔּ҈זῶ ῂ│ֹ ιἆ ᶋט

῟ї￼ ί
ᶢ҈4Gҽ ￼ ῶNAT ᵙVPN ѣ ΆẪ GRE VPNᶈ4G

∆ᵸљVPNיּ ᶵ ấ ♇ֹ♇￼ ӡ ι Ὸחᵸ ὶ IPḾᾋӵ  ת
ᵼѭGREᴃ ᴅιћῗῂꜛỗ￼ιᴥΆῂ ᴃᵬιᵼ℅GRE Ḿ҈

L2TP/IPSEC VPN



GRE VPN Ά⁮εҽ ἆᾭὯζ

原理说明：

˒4G ∆ᵸVPNיּ ᶵấ GRE

˓ Ὸחᵸ ὶ▌זᾋӵ IPι ҽ љ ᶵ ת

ː4G ᵸὌᴺיּ Ҋ /APNњ

ˑỞ VPN∆ ᶵ њ ἆטỗὌᴺὶԄҊ ἆњ

4G ᵸיּ

4GҊ /APNњ

Ở Ὸחᵸ תԇה

VPN∆ ᶵ

DVR

Ἃזּ







GRE VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

GRE 

VPN



GRE VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

GRE 

VPN

ᴃיּ ҽ

Ҹוק

配置GRE VPN：

interface tunnel 1

ip address 172.16.100.2 255.255.255.0 

tunnel source cellular 0/0

tunnel destination 222.100.100.1

GRE Ҋ ᶊᶍι ώׁ ֮

ὝḧGRE ￼◊ᶊᶍљ ￼ᶊᶍ





GRE VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

GRE 

VPN

ᴃיּ ҽ

Ҹוק

配置视频传输优化功能

4G ᵸі￼ҽיּ Ҹוק χWAN-TAεẍᶟ ҽ ז ζ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101



GRE VPN Ά⁮εҽ ἆᾭὯζ

4GὌᴺ

ԓ ԋᵙ

יּ

4G

ή╜

GRE 

VPN

ᴃיּ ҽ

Ҹוק

配置视频传输优化功能

VPN∆ ᶵі￼ҽ Ҹוק χWAN-TA+RTPᾯẻ

WAN-TAχ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface gi 1/0/0

wan-ta-policy video list 101





GRE VPN Ά⁮εҽ ἆᾭὯζ

验证配置效果：
 show ip interface briefᵘҧ₅‬4GὶᴭṰ ᴨֹIPᶊᶍι ῎4G
ὌᴺṰ ἄו
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G ᵸԓיּ ᴭ ᾋӵ ιᾋӵ  ᶼѮט├ԛֹі Ὸחᵸ

ᶈ Ὸחᵸі ᶼ⃰Ẃ  ᾋӵת



目 录 Contents

■ 4G ᵸӐѭҊיּ NAT֧ᴭ

■ 4G ᵸᶢ҈Ҋיּ /APNњ ҽ /ᾭὯ
➢ NAT Ά⁮εҽ ζ

➢ L2TP VPN Ά⁮εҽ ἆᾭὯζ

➢ Ipsec VPN Ά⁮εҽ ἆᾭὯζ

➢ GRE Tunnel Ά⁮εҽ ἆᾭὯζ

■ 4G ᵸᶢ҈4G VPDNיּ



4G ᵸᶢ҈4G VPDNњיּ ￼Ẕּז

背景说明：
ᶈVPDNњ ὂἓѧι ҃4G ᵸᵙỞיּ LNS ᶵᶹιᶺ҃ ᵬ￼PGW/LAC

ιּ҈זᵙLNSấ L2TP ὶι ᶼӔּזἋ Ѯίֺ4G ￼ᵸὌԄῊיּ ᵙIPᶊᶍ֫
Ḡԅὺᾼιώ״ ḠԅớᵙּזἋḾ ￼ίֺẙ

VPDNњ ῗᶈAPNњ ᶢ іᶭז῭҃זѤ⁪￼Ḡԅἐⅎι Ẕּ҈זḾ Ḡԅ
∂ ￼ ў
῎χּ҈י ׁᴿ ᵬ￼⁄Ọ ấ Ṍ῾ἄⱦι Ầ 4G VPDNњ ￼ ᵬјᶺιἈ

₿14ẉ8ῴҰι4G VPDN ΆẪᴱ ╜ ιẊ῾ ḫ

拓扑图：

4G ᵸיּ

4G VPDNњ

Ở ḕӴ/ Ὸחᵸ

LNS

IPSEC VPN

PGW/LA
C

L2TPIP

֫ᾟԓ







4GὌᴺ ι

ή╜

ו₰

LNS 

VPDN

IPSEC 

VPN

ᴃיּ ҽ

Ҹוק

4G ᵸᶢ҈4G VPDNњיּ ￼Ẕּז

配置4G拨号：

➢ 4GὌԄAPNњ ι Ὗḅї χ

interface cellular 0/0

profile create master apn testapn

profile create master username test3 password ruijie
配置4G链路探测：

ip rns 1

icmp-echo 50.0.255.242 out-interface cellular 0/0   

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1

配置默认路由：

ip route 0.0.0.0 0.0.0.0 cellular 0/0

ṄTRACKẔּ4҈זGὶᴭ

TRACK

RNSιή╜￼ᶊᶍѭ
4G ᴵ ￼1Ѧᶊᶍ





4GὌᴺ ι

ή╜

ו₰

LNS 

VPDN

IPSEC 

VPN

ᴃיּ ҽ

Ҹוק

4G ᵸᶢ҈4G VPDNњיּ ￼Ẕּז

配置VPN汇聚l2tp lns功能（续）
vpdn-group unicom_1 //ֳấvpdn-group

source-ip 192.10.77.130 

// source-ipι ᶊᶍἍᶈ￼ ᴊ l2tpҺ ￼ᴃᵬ

accept-dialin

protocol l2tp

virtual-vpdn 1            // ѳׁזּ ￼vpdnὶᴭ

l2tp tunnel authentication    //ᵏּז ιISP ᶵ Ầᵏ

l2tp tunnel password cisco   // Ḹ

l2tp tunnel zxkeepalive-compatible    //Ԓḳớᵘҧι

lcp renegotiation always                      //Ԓḳớᵘҧι

使用vpdn2.0



4GὌᴺ ι

ή╜

ו₰

LNS 

VPDN

IPSEC 

VPN

ᴃיּ ҽ

Ҹוק

4G ᵸᶢ҈4G VPDNњיּ ￼Ẕּז

配置4G端IPsec功能
access-list 101 permit ip 50.7.164.0 0.0.0.63 any

crypto isakmp policy 1 

authentication pre-share 

encryption 3des 

crypto isakmp key 0 ruijie address 192.10.77.130

crypto isakmp keepalive 5 periodic 

crypto ipsec transform-set myset esp-des esp-md5-hmac

crypto map mymap 5 ipsec-isakmp

set peer 192.10.77.130

set transform-set myset

match address 101

interface cellular 0/0

crypto map mymap

ỵԌ ╙ isakmp צּ

Ԋҕkey ipsec צּ

DPD Ḹᶃז





4GὌᴺ ι

ή╜

ו₰

LNS 

VPDN

IPSEC 

VPN

ᴃיּ



4GὌᴺ ι

ή╜

ו₰

LNS 

VPDN

IPSEC 

VPN

ᴃיּ ҽ

Ҹוק

4G ᵸᶢ҈4G VPDNיּ



4GὌᴺ ι

ή╜

ו₰

LNS 

VPDN

IPSEC 

VPN

ᴃיּ ҽ

Ҹוק

4G ᵸᶢ҈4G VPDNњיּ ￼Ẕּז

配置视频传输优化功能

VPN∆ ᶵі￼ҽ Ҹוק χWAN-TA+RTPᾯẻ

WAN-TAχ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface gi1/1/0

wan-ta-policy video list 101
WAN-TAו



4GὌᴺ ι

ή╜

ו₰

LNS 

VPDN

IPSEC 

VPN

ᴃיּ

�,��
�4 G�I€\ CVPDN�F	åVPNVPNVPN�F	å�F	å



4G ᵸᶢ҈4G VPDNњיּ ￼Ẕּז

验证配置效果：
 show ip interface briefᵘҧ₅‬4GὶᴭṰ ᴨֹIPᶊᶍι ῎4G
ὌᴺṰ ἄו
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G ᵸԓיּ ᴭ PCιᴵҨḫֹא∆ ԓ ￼ᾭὯ



获取帮助

חῸי
• ὰḥΆ χwww.ruijie.com.cn

• ҭᵙᾰ⁶ї χwww.ruijie.com.cn/service.aspx

• ὰ Ἡ Ὸח ᶔχsupport.ruijie.com.cn

Ἡ ᾟὙ
• ᶈ ḭῸχwebchat.ruijie.com.cn

• Ἡ ᾟὙ♬ χ4008-111-000
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