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802.1x

ACHht:
192.168.34.77(vlan 90

802.1x aaa o/

radius ip key @:ﬁé?;iﬁuéé
802.1x

1
2
3
4 wlan 802.1x
5
6

SMPitifik: 192.168.33.244

snmp

smp(radius

11.9(6)B12P1 802.1x 11.9(6)B13




802.1x

radius

EG
wifi

802.1x

802.1x
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snmp radius

WiFi ac
802.1x
802.1x aaa
EG(config)#aaa new-model ----> AAA
EG(config)#aaa authentication dotlx default group radius —-——-> dotlx
EG(config)#aaa accounting network default start-stop group radius —-——->
802.1x
EG(config)#dotlx authentication default -——-->dotlx
EG(config)#dotlx accounting default -———>dotlx
wlan 802.1X
EG(config)#wlansec 1  ----> wlan-config 1
EG(config-wlansec)# security rsn enable ——=> WPA2
— e EG(config-wlansec)# security rsn ciphers aes enable ——=> AES
g!?;lgjgiiﬁ EG(config-wlansec)# security rsn akm 802.1x enable ———=> 802.1X
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. 802.1x

snmp radius

= - s
snmp

EG(config)#snmp-server host 192.168.33.244 traps
EG(config)#snmp-server community ruijie rw
EG(config)#end

EG#write - --—-———- >

radius
EG(config)#radius-server host 192.168.33.244 key ruijie ----> radius KEY 1P
EG(config)#ip radius source-interface vlan 90 -—--->AC vian 90 IP radius
SMP
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. 802.1x

radius ip key
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radius

snmp SNMPEE
- ->snmp/sam snmp v2 SNMPEEZ: ® V2EA O V3EEa
BERR: |EG5200-P | -
snmp smp/ess EG SNMPCI%: [ ruijie | *
community Trap1$: [ruie |
trap snmp o LoMMNAmMT - 1araco e o S
snmp smp/ess IP
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\ radius

radius ( smp
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. 802.1x

radius

show dotlx summary

EG#show dotlx summary
ID mac Address Username Interface VLAN Authen-state Backend-state User-Type Online-Duration

3 9c4e.36¢c.fodc Izm Cal 10 Authenticated Idle static
Odays Oh Om27s
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EG show weclient security

EG#show wclient security 9c4e.36cc.f6dc
Security policy finished :TRUE
Security policy type:WPA-802.1X

WPA version:WPA2 (RSN)

Security cipher mode:CCMP

Security Eap type:PEap

Security Nac status:CLOSE
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WiFi
elog €g
€g €g eg ac
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eg ac

eg ap ac eg eg
ac ap sta ap mac staip capwap ac
ac snmp trap eg

ac ac snmp trap IP ip
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sta
snmp trap
e ac snmp trap g snmp trap ac
. ac ac snmp trap ip ip
Source Destination Frotocol Length Infa
192.168.18.226 192.168.18.225 SNMP 595 informRequest 1.3.6.1.2.1.1.3.(
192.168.18.225 192.168.18.226 SHMP 595 get-response 1.3.6.1.2.1.1.3.8
192.168.18.226 192.168.18.225 SHMP 583 informRequest 1.3.6.1.2.1.1.3.{
syslog
. ac ap ac
syslog syslog ap
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ap mac

snmp trap

syslog
mac sta mac

sta ip
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nat-log police

content-audit write-plog
content-audit write-plog
content-audit write-plog
content-audit write-plog
content-audit write-plog
content-audit write-plog
content-audit write-plog
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url
web-search
web-bbs
web-mail
mail
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vid

E—2 A rylsvi

=i b ALtk



E=HBEHRSSENR +FED KHEES

o F=HHERSEER F=HHERS=EERR EefE

Zicx{E2

77ie 55 =i
Ruijiei#iE Eisha




Ruijle# 1z

e snmp trap

snmp trap ac ac
* syslog
snmp trap macc ap
1 snmp trap

. ac ac ac snmp trap
config
snmp-server host [ip] informs version 2c [public] //ip snmp server 1ip public

TRap

snmp-server enable traps
snmp-server community [public] rw //public TRap
1p dhcp snooping
ac-controller
acctrl-trap acsta-oper-ctrl // STA trap
police-log set snmp community [ ] // snmp trap public

e ac ac snmp trap IP IP



2 Syslog

° ap
config
logging on
logging server [ip
° ap
ap  ac syslog
ap ip
sta
syslog
ap h3c ap
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ap syslog
syslog

syslog
syslog

€g
ap syslog
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ipFIE=H~E

link-as enable
link-as port 10001
link-as ip 1.2.3.44
link-as username mcp

EG

==l



EG

WEB

BohRSEERE IBRTEAER BEESNER BAEE B=HHFEE

L iy

E-SHEMEERSE: 2021.07.22.01

HEsit:
Eim T ERtifsR ESn EMEE LT ARS e
24~ 814~ 34 1314~ :

FBIFRThS SRS ZERTI0E) L

# Bl I == 3z
mp/plog/=ExTH&/AP28/145-754961764-320000-320000-1627105586-0 2021-07-24 13:46:26 1 /t
|41 zip.ok 01

RNy AT L T CE R AV I -2 MOy PO S

e e

==

1P

==l



1. 802.1x

3. IPS

RuifiesF1E




. IPS

DoS/DDoS
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A Fes | 192.168.1.1:4420/maln.him

IPS

Ruijie(config)#identify-ips enable
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syslog :
1 syslog

no logging filter direction all
- B AER@ERRE  EREEHCR  PERERT no logging filter rule exact-match
| aaEssh P - = no logging filter type

logging filter direction server
logging filter type contains-only
logging filter rule exact-match module

IPSS mnemonic CHECK level 4

2 syslog

no logging filter direction server
no logging filter type

syslog no logging filter rule exact-match

module IPSS mnemonic CHECK level 4
syslog log
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