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13 By 7pO0dwl 3 Y

u ryshow versiont ~I''Q —3 3 U
#1 " "ATQ MAv 3U

Hostname> enable
Hostname# show version

System description I Ruijie 10G Ethernet Switch(S5750C-48GT4XS-H) By Ruijie Networks
System start time : 2020-01-02 19:01:28
System uptime : 0:00:52:18

System hardware version : 1.71
System software version : S5700H_RGOS 12.x(master)

System patch number : NA

System serial number : G1M91T8000415

System boot version : 1.4.12(Master) 1.4.3(Slave)
System rboot version :1.1.12

Module information:
Slot 0 : S5750C-48GT4XS-H

System uptime : 0:00:52:18

Hardware version 1171

Boot version : 1.4.12(Master) 1.4.3(Slave)
Rboot version t1.1.12

Software version : S5700H_RGOS 12.x(master)
Serial number = G1M91T8000415

#1 "t AT'Q Mt v 3U

System description > Ruijie High-density IPv6 100G Core Routing Switch(N18010-X) By Ruijie
Networks

System start time 1 2022-09-05 15:50:31

System uptime : 8:19:36:59

System hardware version : 1.0B
System software version : N18000-X RGOS 11.3(1)B6P101, Release(09172019)

System patch number : NA
System serial number > GIMW10E000021
System boot version :1.2.39

Module information:
Slot M1 : M18000X-CM I11-C

System uptime : 8:19:37:00
Hardware version : 1.0
Boot version :1.2.39
Software version : N18000-X_RGOS 11.3(1)B6P101, Release(09172019)
Serial number : G1MW10E000021
Slot 3 : M18000X-12QXS12CQ-CB
System uptime : 8:19:36:55
Hardware version : 1.00
Boot version t1.2.41
Software version : N18000-X RGOS 11.3(1)B6P101, Release(09172019)
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Serial number 1 1234942570017

1-1 show versiont Thtu d 3 Y

d¢ Y

Slot —J Ry N
System uptime —J K
Hardware version —J. TV
Boot version —J bootv
Rboot version —J rbootv
Software version —J TV

Serial number
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1.5

de ny
available I
card-used — &
fan-used Agb
free-power LMl
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1-3 show interface transceivert Th | 3 Y
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Low Alarm
Temp(Celsius) -10
Voltage(V) 2.97
Bias(mA) 0.00

RX power(dBm) -13.30
TX power(dBm) -11.40

Low Warn
0

3.13
0.00
-10.30
-8.40

High Warn
70

3.46
15.00
2.40

2.40

1-4 show interface transceiver diagnosist h , 3 7Y

High Alarm
80

3.63

15.00

5.40

5.40

de

oy

RX power(dBm)

Poxt "1 § obi b7
OKxi Px* W

Alarmyx i p x a W

Oon

TX power(dBm)

A 1"t ieobi by T
OKxi Px* W

Alarmyx i p x a W

OoOn

Diagnostic parameters threshold Av Qo <]
Low Alarm Hy |

Low Warn Hy?°

High Warn y°

High Alarm H
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b ATdzwpokbhi * ATE* Wi 1 W @Y vt —1 . "6

b Status" 6 mpstophi , " épA. AyB L
b 17 A BEFAILYT oF £ 3AT 1 ABEFAILe, XAT HI " Aép @
c it act b1, hwaWsk Al Ma W A RO TR I (' NV P B
#1001t T4

Hostname> enable
Hostname# show fan

Fan id Type Status Hardware Version Serial Number
1 RG_FAN ok N/A N/A
2 RG_FAN stop N/A N/A
--More--
@1 =i *W
a "E show version slotst m AGTA A@Ed 3T e *W 1wt T 3 Ua Online

Modulez N { ¢ * Wi @3 Software Status” 6 3 U

b © Online Module3 U o nonebt ' 1 T Ryi =®a 4 31 _ 137 ¢ @&dJV%BRy b
IR WA, THa=0 W

b * Online Module3 Uwh 4 3 @ 3 N Software Statuswn noneb & p cannot startupbi /1
A"E showlogl =~ ¢ syslogt NT ~ bi 3 Ul 43 W

log: *Jun 12 12:17:38: %DP-3-LINECARD_STARTUP_FAIL: Module in slot 1/5 has translated to
cannot startup.

b M:in| . @Mt d, (el " AamY i ¢ Ov* Wi ferdan| ™
7
b' 4306, ¢t Alarm®>  A” o5, 1, Alarm
b 4136, a1 Alarm> A° g8t ép1 9o H On’HY

#1 " 1omgd TH63 U

Hostname> enable

Hostname# show version slot

Dev Slot Port Configured Module Online Module Software Status
1 0 32  S5760C-24GT8XS-X S5760C-24GT8XS-X master
1 1 0 N/A none none

110 T o T~ (Status)Mi wxBys Py

t THY o (Status)N W3 T T, TA St G A iy 201 AL OYMT e ®a

@ I nt bix
(1) u rpshowpowerl ~ 20 %  M:zjad’ fBI ] "@o'G ! {épTa
M2T8aWao 1T "20ARTY Te'O "onGay J1 N=1 6 ~ QN X LR
4



FAQ

@

©)

#1 " 20" 3 statuswpokb ~30* Wi TE ~“2¢0aW
Hostname> enable
Hostname# show power

power-id power-type supply(W) status vol-in/out(V) cur-out(mA) supply-out(W)
N/A N/A no-present N/A  /N/A N/A N/A
2 RG-PA16001 1600 ok 232 /11.992 10250 122
--More--
u rpshow fant = AW M:jaed fBI T " @Ho'd 'fé&pTa
#1 ° A" Statuswpokb " 20* Winpstopp * Ay B 0

Hostname> enable
Hostname# show fan

Fan id Type Status Hardware Version Serial Number
1 RG_FAN ok N/A N/A

2 RG_FAN stop N/A N/A

--More--

U ryshow temperaturel ~ Oy U
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log. *Jun 12 12:17:38: %DP-3-LINECARD_STARTUP_FAIL: Module in slot 1/5 has translated to
cannot startup.
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2}’ /

Nkd9 T 4T W L YOL@i nkx
p oo~ flEl 3dKk Wy
pO0DWebYPnAv yUau | A4k Wy
p'O0 WebNPinAMY IPr vk WU

poo® flEI A WwWTy

BysadpOo“flEl 2y

ByzapO0WebYPflEl 2

By ™Y
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21 poOov lEl Ak WU
A TTQ Y Ser Ae s L[ 11 A® s [ T admin z » QI Q t @ =0 083
T AR s [ /T consolet T e ¢ L J
p KA AN ¢ Hi EF mEe Consolel 1 AN U1 D1 A® s [ b
4. DL

1) = WA
enable
2 Jvvp JwWA
configure terminal
3) J Password” m
enable password { [ level password-level ] | [ role role-name ]} {[ 0 ] password | 7 encrypted-password }
v otox
o level password-levelx  J 7 "AE] 1.
o rolerole-namex J4 e N
o 0x J RVEWEREY W GEY W
o passwordy AT A vz EXEC JPGEMR" & £m V. h mI1~126AE Y

o 7encrypted-password 4 VEEHEY ML G EY K

Y™ X
o JL 1 @dMT 1 Hh 686X A 3JP@MT , AmL O
4 3& J
Write
13 e
# 4 ° network-operator@iE " & E Y hp password10b

Hostname> enable
Hostname# configure terminal
Hostname(config)# enable password 0 passwordl0

13
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2.4

2.5

Hostname> enable
Hostname# configure terminal

Hostname(config)# enable service web-server all

b J Web1 N IPs x #%192.168.1.200/24

Hostname(config)# interface vlan 1

Hostname(config-if-VLAN 1)# ip address 192.168.1.200 255.255.255.0

c %HI BIQ sP 1 m LI Q
Web1 N g Se Ns [ madmini & 0w ruijie
N ot THYWeb1nit 1, = ®@Web1nIPs x
RO0O flEI A WIy
w26 ' el @ " AT 1 va t [ O¢ "HA"YE
https://www.ruijie.com.cn/fw/wd/88857/
ByzapOovflEl 2y
#N@™ e t D8 Ae s [
Hostname> enable
Hostname# configure
Hostname(config)# no username admin
Hostname(config)# username admin password ruijie /1 Mo
Hostname(config)# line vty 0 63
Hostname(config-line)# password ruijiel23 //TENe " el

# Mo = WAL

Hostname> enable

Hostname# configure

Hostname(config)# no enable secret
Hostname(config)# no enable password
Hostname(config)# enable password ruijie

#N- e VOEL 1 1B Q@QyYT A® T e
Hostname> enable

Hostname# configure

Hostname(config)# line vty 0 4
Hostname(config-line)# password ruijie
Hostname(config-line)# login

http://192.168.1.2004 https://192.168.1.200" €

26 BYy3apO0 WebNPflEI Qg

Al x SeWebTne Mo
%A | k T2 E TN~ N~ eWeb1n

o AP DMAD-

14

9

i bix

e U DBy Ae s [

1 T A® Km admin

Uolosd


http://192.168.1.200/
https://192.168.1.200/
/fw/wd/88857/

FAQ g~

Al"x v AAMG

WA | 1 E Tz consoled G telnet AA~ e 't GEu my 1
# 0 vp A WA

Hostname# configure terminal

#. =1n~ N3 U

Hostname(config)# no webmaster level 0 username admin

# JAMIN"  Nigadmim L wruijie

Hostname(config)# webmaster level O username admin password ruijie

27 By'Y pOovflEl Af 3 Wy

L MXmw i

bl
ComEl o dLor o

Nl ©Wizreab, & s7TALw8L sLd1T 13 1 AE 1T G
Mbpa . %3

533

335
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ShEwebiliE

= 40Gb(EIRH) FmO 1 Eawmd  up | shutdown o sl _ B0 %0

1 2 5 7 g 11 13 15 17 19 21 23 25
[ e ) Y Yy I

PortalOn* IPgs x1 hbo3 wo 1 ¢  D3é& Jbw~ J&1I o

LIFEEY - o —FRUTE | @ TESUE L

o w v——

PortalESFRIPREYE : | 19215.15.16 ' 4 1.#EmE (TEFE) ¢
el 1Sl I U T o R
_I Portal B E2FER :
* - WAEAE 1 ». [EERadiusiEaa)
=t '

SNMPEBE:  [SNMPEEE] ¢

T e s O | e g e
; | g Iy o ) L [ — 9K

D 1 Jb 1 d AN 0=d TAl @ JrA61 JUTH Ji1 e p3é& Jbg,
%ol W~ Jal o!
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210 Byav SSHflEp OO0 Y

4 SSHi Av{ "YN U i AV B b THwe
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SSHServer(config)# line vty 0
SSHServer(config-line)# username admin
SSHServer(config-line)# login

#SSHserveri Jk A L "~ e

SSHServer> enable

SSHServer# configure terminal
SSHServer(config)# line vty 0
SSHServer(config-line)# password ruijie
SSHServer(config-line)# login
SSHServer(config-line)# exit
SSHServer(config)# enable password ruijie
SSHServer(config)# end

SSHServer# write

#SSHserveri J /A& 1T Ae s [ " e

SSHServer> enable

SSHServer# configure terminal

SSHServer(config)# line vty 0
SSHServer(config-line)# login local
SSHServer(config-line)# exit

SSHServer(config)# username admin password ruijie
SSHServer(config)# enable password ruijie
SSHServer(config)# end

SSHServer# write

(3) p v i AT sshu y~ e SSH server

Device> enable
Device# ssh -1 admin 192.168.1.2.

11°Q

20
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f23 HITPi v+ " nA 4ANA§

1o

(1) J Vi ®WInIPgx 1 A& wWebf #sP 4l

Device> enable

Device# configure terminal

Device(config)# interface gigabitEthernet 0/1
Device(config-if-GigabitEthernet 0/1)# ip address 1.1.1.10 255.255.255.0

(2) Ja 'HE AHTTP= HTTPSON

Device(config)# enable service web-server

(3) J HTTPON Y £N %8080

Device(config)# http port 8080

(4) ) HTTPSON Y &N 124430

Device(config)# http secure-port 4430

(5) J HTTP 3 U

Device(config)# webmaster level 1 username testl password O test passwordl
11 Q

# pingt ! ~ 1 ;bWebE s P!

Device# ping 1.1.1.1
Sending 5, 100-byte ICMP Echoes to 1.1.1.1, timeout is 2 seconds:
< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/2 ms.
# show web-server statust y! ~ HTTPON ©; J 3 U

Device# show web-server status
http server status: enabled
http server port: 8080

https server status:enabled
https server port: 4430

# F »~e11110x80801 v tMAm 1 BT AesL (1" ti& JWEBH
2.14 By f G2 4 WebNPnAuy
Q@ a h A4 www.ruijiecom.end o £ B 3N uF B K Il ppH vQb->01n:=z6baTl ~

23
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215 Buyzav Ubd

1 = WA

enable

) A wA

VP
configure terminal
3) N1 A1,

o w"1 A1,

enable [ privilege-level | role role-name ]

pAK RBACI { Hl £ um! ~ "QE 4v@ ° gyN=6&"Yh 71 [} Network-
admin
o Ht A1,
disable [ privilege-level ]
disablet mya "Yh @ M10 m3E’ v A
pPAKRBACI { Hi 1 | E v m
A HGE a1 &£r show running-configt & show privilege! T ~ Mo G A
216 By 11 W NuvygUDL
rqQ t@ump 9 M1 A" ° 0~15HU16A G 4 1 j a A G AB E @ pj 2 QE n
1. Hi oyM4MZoEr A b _ 2-1A~ x
21 iwWobN. | zvUb
00 N v Ub
level O wn® (ETE NQ T ump
T CADEL l jBlLM Jeoj
level 1 ~
Bl VP WAL
"HA - Qe B U1 R3: T A
level 2
i H 4
T B 1 Ast rivilegev Jumpiss 4
level 3~13 ) p“ 9 o ™
1 % level208]
level 14 J Qe or e J3 Uy
level 15 ®
# 9l 'Q i At showprivilege! T ~ E~ 1 AGM /1

Hostname# show privilege
Current privilege level is 15

24
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217 By3a T »44Q

pup  JWAT clock timezonev m! @ J §'H ®WHN &b J § 'H WHNmIYXKH
g GMT+8:001 JA | bi x

Hostname> enable

Hostname# configure terminal

Hostname(config)# clock timezone Beijing 8

Set time zone: Beijing (GMT+8:00)

Ruijie(config)# end

Ruijie# write

D-: WA I clocksett ! @M ¢ @ s H &b WVMo t B §'H wW2021w 12031\
12:00:000 JA | bi x

Hostname> enable

Hostname# clock set 12:00:00 12 31 2021

Set system clock: 12:00:00 Beijing Fri, Dec 31, 2021

Hostname# write

218 By3za J v "1 Q aNTPBY
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F A, i WEB T1¢% 24 ” oo WEB ¢
Iy

220 By po0O0 1y

i @ monitor Jwal "bhM T'Q 4 x

(1) A&t show running-configi ! “I'Q E U

#1 "raq e J

26
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221 By 1TMmTuY
JaTt @i bix
1 v WA
enable
(2 . “Yhart

27
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#  INAEAGY NAEXIPS X ®192.168.1.208TFTPON+ i N
N18000_RGOS11.0(1)B2_CM_08050053_install.bin T " 4y 0 ~ ! Flasha
aly nA&i
Hostname# copy oob_tftp://192.168.1.2/N18000_RG0S11.0(1)B2_CM_08050053_install.bin
flash:/N18000_RGOS11.0(1)B2_CM_08050053_install.bin
bl 1N A&

Hostname# copy tftp://192.168.1.2/N18000_RGOS11.0(1)B2_CM 08050053 _install.bin
flash:/N18000_RGOS11.0(1)B2_CM_08050053_install.bin

# 0 Groer ™E "1uvm
Hostname# upgrade flash:N18000_RGOS11.0(1)B2_CM 08050053 install.bin
#NOT " A8 kg @ K"AGE Tv

Hostname# reload
Reload system?(Y/N)y

U AA" 1

AA" 1 ¢ "HYi VUSB t 1 a HU o T FAT3Z A ¢, |
#N &G YU a § BWUSBEAL XE "1

Hostname# upgrade ush0:N18000 RGOS11.0(1)B2_CM_08050053_install.bin
#NOT"AE0 kg @ K"AG Tv

Hostname# reload
Reload system?(Y/N)y

223 Byl y T v 43Ty
Jt¥Y U
AAL Y JaT ¢ "HYi UUSB t 1 a HU o T FAT3Z A ¢, 1y |
#. LYo JaT
Hostname# more flash:config.text
#0 % JoaT U
Hostname# copy flash:config.text usb0:config.text
TFTP 1t ¥

A A J TFTP

28
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224 BymdJ y* 47Ty

xU M3
AAL Y JdarT ¢ "Y1 BVUSB ¢ 1 a HU o T FAT3Z Av e, f|
#xU 0O " % JaT ¢ Flash

Hostname# copy usbO:config.text flash:config.text
#1 0¥ U
Hostname# copy startup-config running-config
TFTP J1V ¥
AA J TFTPON*+ X3 TFTPONHY /b ¢ s P |
# K IP§ x W192.168.1.26TFTPON* i 0 ~ % J & T flash

Hostname# copy

29
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*Aug 29
*Aug 29
*Aug 29
*Aug 29
active,
*Aug 29
alone.

*Aug 29
active,
*Aug 29
*Aug 29
*Aug 29

14:14:56:
14:14:56:
14:14:56:
14:14:56:

%SWITCH-6-INSTALL: Install chassis S5750C-48GT4XS-H on switch 1
%SYSMON-5-COLDSTART: System coldstart.

%DP-5-PROB: Board probing has completed.

%REDUNDANCY-6-ROLE_STATES_CHANGE: Redundancy role or state changed: control role

management role master, state alone.

14:14:56:

14:14:56:

%REDUNDANCY-6-STATES_CHANGE: Redundancy states changed: role master, state

%REDUNDANCY-6-ROLE_STATES_CHANGE: Redundancy role or state changed: control role

management role master, state realtime.

14:14:56:
14:14:56:
14:14:56:

%DP-6-FAN_OK: Fan 1/1 OK.
%DP-6-POWER_OK: Power 1 OK.
%DP-6-FAN_OK: Fan 2/1 OK.

o

N J-a03U3é& t flashat ! @ EA znOat! " RO a&bnOdaTe wmsyslogtxtt &Y

p ' Flashi

T el

moret p! @p t i & AT 7

Hostname# more flash:/syslog.txt
*Jul 29 14:07:37: %NFPP_ARP_GUARD-4-

30
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servery -~EnOonw @Oz Uy
terminaly < Ei 3 3 VTYd ey 0 Telnet/SSHY Z Gy O3 U
4 0@ <13
o U rpf A
logging filter type { contains-only | filter-only }
o v7Q
contains-onlyypo Eye B ~E _ y9g~ o Wi,k Ez Uy O TE=oy9 -~
g Of h
filter-onlyyp E <b "N <&Y9~ < Wi, EzU@ERa Ol jh . P <&
win O3 U
A 6w o |y
o U pf A

logging filter rule { Qkactmatch module module-name mnemonic mnemonic-name level inform-
level | single-match { level inform-level | mnemonic mnemonic-name | module module-name } }

o v1Q
exact-matchx 4. w
mnemonic mnemonic-namey <@mp Oz Ur Yey
level inform-levely -@R O3UM1 né, hwmo~7
module module-namey - OB¥Afe B M

single-matchyx b AW

. 5 - _, '|'
[ Cr = enN nr

bAEZ Jd1 @ k4O <1 T m Je
dsys O O3 Uj AEROONH 1 & pi I =VIYdTey O TelnetSSHY Z A T ~
Jeinldzyu <1 i 4 ax
a AR 03 U@ < Ab mterminal serverb AAb ()
b IR0z U@ <-AAmDE < ¢ filter-onlyZby
c t 03U « | woDAW Bl Xhweeyo SYS@WhO3U <&
vy J Y WYX
# P A WA

Hostname> enable
Hostname# configure terminal

# 1 <« Ab mmservers terminal

Hostname(config)# logging filter direction server
Hostname(config)# logging filter direction terminal

# J <1 3mpDE <D

31
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Hostname(config)# logging filter type filter-only
I . WmDAVW Wee® wmSYSuwiy O3 U

Hostname(config)# logging filter rule single-match module SYS

1201 PO3UT " ~EeTHROZUT "1 aN=hetf 3U <jT7aice 1 -
M. W X Qy <y O3 Ul Jwee N s R O0v1

o - n O %SPANTREE-6-RCVDTCBPDU: (*2/M1) Received tc bpdu on port AggregatePort 256 on
MSTO

Hostname(conifg)# logging filter rule exact-match module SPANTREE mnemonic RCVDTCBPDU level 6
o <R O %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host 185.94.111.1
Hostname(conifg)# logging filter rule exact-match module SNMP mnemonic AUTHFAIL level 3
o <11 O %PARAM-6-CONFIG_SYNC: Sync'ing the startup configuration to the standby supervisor

Hostname(config)# logging filter rule exact-match module PARAM mnemonic CONFIG_SYNC level 6

228 Bym | w63 E. Flashy

logging i JnpO3é& flash

32
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g~ A
L1
Ty L io "H vy i e N ©oaxtnl syslog l.xty AL
6y e I 4 ~ e1~150 e flash AT
229 Byr 6. I Hd6T 1 gy
logging wum JNARO3 Ui “Yhpdon+ i AE3Z Ul & kK4bMNA. w0~7

i O3 UA  IP§ x /192.168.1.2 v AN %80995iH O'ON* i

# VP I WA

Hostname> enable
Hostname# configure terminal

# JpnOal 2" NsH A

Hostname(config)# service sequence-numbers
Hostname(config)# service timestamps

# Jnpnoonwgx=vAEN

Hostname(config)# logging server 192.168.1.2 udp-port 8099
# J47"Yh @ OF a0 IPs x

Hostname(config)# logging source ip 192.168.1.1

# 41, mo~7ag Oz3Un  poonreoA®R O3 UL

Hostname(config)# logging trap 7
Hostname(config)# end
Hostname# write
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©w

v A
Tk Adi A A

i HW I YO QT kX
By didA 1438y |

BytradH pO0dDOAUY
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3-1

interface-type interface-number H

3A

O0AMYyzOoAVM

oy

ethernet-type interface-number

Qe i E WA

Q8 Ji A4 3HYU i Q
L Qpup J WA
Y@ £43 W 41370

GigabitEthernety ' x @© 11 £

taNjeaepTal

interface?v ! ©~ ¢ 'H

TenGigabitEthernety 10GQ@ ® 11 ~#

HundredGigabitEthernety 100GQ@ ® 11 #
V@O di EANHI

N /i ZEAN bO1

VRY N1 T Ay Rs

aggregateport interface-number VT E WA
vlan interface-number VSV £ WA
mgmt interface-number VINE | WA
tunnel interface-number RV i £ WA
loopback interface-number VYL E WA
virtual-ppp interface-number 1 OPPPI £ WA

32 BYGAdH pO0DAY

pi

£ AT
4 °YM
o M:r@® Ji &
pt i j Ax
o pi #i At shutdownu myt1 Y P ~

@1 b v i BiModem®DTR& & RTS3 N o1

Y e Oh

o e

shutdown J = a | h H
J% e

# W PQ@® li £ GigabitEthernet 0/1

Hostname> enable
Hostname# configure terminal

u rpno shutdowng Al £¢
fT1 E>7"Q 01 £

/1 show interfacest my! @7 ~ 1 £ 6

£ 1EN® palwn

B A @ishutdown/no shutdownu ry"HA A I

U rpshutdownr, 1 £

shutdownt mpr, 1 £'Hi | £GEGE ) Kt é

i £Hi h” i NDTR> RTSJ &1
YY" oNK o %HL b0 Y i AT 6 b
Ma AYZE'E b K shutdown/no

g2 MEB LHAC

Hostname(config)# interface gigabitethernet 0/1
Hostname(config-if-GigabitEthernet 0/1)# shutdown

35



FAQ i
33 pO0Ge i doA
pup  JWAT u myinterface interface-type interface-number?u ! ~ I''Q T ¢ "HY: hi Z£GED
i £ NUmw' 3UaY9pn.b 1, ~"HYDIi £ire ~j HY
v Q
interface-type interface-numberx i £41 3= 1 £AN

X 12T TET T WU pi HYEAOV Q

13 e
# s 17 PQ@® J1 & GigabitEthernet 0/1T ¢ "HYDI1 £ umpw' 3UAj Y9 0.6 1+ ~jH
YDi &

Hostname> enable
Hostname# configure terminal
Hostname(config)# interface gigabitethernet 0/1?

<1-48>
# s ¢~ PT Ti &AggregatePort1i ¢ "HYDi & u W' 3UAaY9 0.6 1~ "HYDI
Al 3U<1-256> ~ "HY@ED{ AN

Hostname> enable

Hostname# configure terminal

Hostname(config)# interface aggregatePort 1?
<1-256>

34 By 1 pO0"0OA-

u rpshow interfaces [ interface-type interface-number ] statust ~ ' 'Q @i £' § Urhp T AW
AQv BAGWAT 7! U

v Q
interface-type interface-numbery i £4 331 £AN b j YA vQ , ~1 " AdI £
statusx? ~ 1 £BRY"d3 U1 y0o '=2TV
1% e
#1 "7 PQ® Ji & GigabitEthernet 0/185" § 3 U

Hostname> enable
Hostname# show interfaces gigabitethernet 0/1 status
Interface Status Vlan Duplex  Speed Type

GigabitEthernet 0/1 up 1 Full 1000M copper

3-2 show interface statust h , 3 Y

d¢
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d¢ Y
i £Link' 81 Ea!' T nébi x
UPxi £T 6 UP
Status Downy i Z£" & Down
Disablex i £1:: @' 8
Admin-downx i £1n " & Down
Vian i Z£VLANIDI n 6 mrouted i Ews Pi &
2 TWwWAL Ea!'inébiy
Fully I £mue T WA
Duplex L
Halfx i £ mA2 T WA
Unknowny i £ T WA " ~
Speed | E
i Ak 131 Ea'inébiyx
Type fiberx 1 £k 1 3 wmx &
copperx i £k 1 3 md~AE
35 By A0Au gy
pi & JWAT u rpspeed { 10 | 100 | 1000 | 10G | 40G | 100G |auto} Ji &o& ' | a ¢ B H
YoEy Q) a
v Q
10x ~ 1 A ' w10Mbps
100x " i A£G ' mw100Mbps
1000x ~ i &G ' 1%1000Mbps
10Gx "~ 1 &£© ' m10Gbps
40Gx " i £ ' w40Gbps
100Gy ~ i & ' w%100Gbps
autox T i EO ' s Z 083,
4 °YM
o R~ PIsP@e Ji £ 1ni £EWAT
o b1 AT TVYEGE | A@ '+ {TVMEE '"h £ T TYMEHAE | £

0gf ! J 1 @ /At showinterfacest m! ~ i

o 1 &43j a1 bl

£ )

Ju ' 13 CGh®A] a1 @b SFPA 3@ &) 51 H

! Jower 3 Ut T E’

Qpi & JwAi speed 2V mhE mi A&
13 e
# 17 PQ@® li £ GigabitEthernet 0/16 ' % 100Mbps
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Hostname> enable

Hostname# configure terminal

Hostname(config)# interface gigabitethernet 0/1
Hostname(config-if-GigabitEthernet 0/1)# speed 100

36 BympOoOA 1& lep+ay

pi & JwAi switchportt Th Ji £ P ®A | U ryno switchport J1 £ ws P WA
47YM

o noswitchport! 7 P@® A /A Ti & JwAi A 1 U pEMRT F N1 EE] £QQ

o switchport! psP@8 A T1 £ JwWAT £ 1 U E MR F NV EE £QQ

o "E switchportd no switchportt l,Nr | £X AAki g A Ya ¢t Nha, ~ 17
00U Ni £x~ PWA™ Q sPwWAI h. i AOIAG. PRGO 2~ | Ni £xsPwW
ATQ T PwWAIL h | EEAOS PRG

13 e

# 4 @Q@® {1 EGigabitEthernet 0/1ws P ¥wA

Hostname> enable

Hostname# configure terminal

Hostname(config)# interface gigabitethernet 0/1
Hostname(config-if-GigabitEthernet 0/1)# no switchport

37 By A0Auvzs4 iy

pi & JWAT | u rpduplex {auto |full [half} 41 & Gie T WA
vQ

autox s Z

fully ~ =2ueT

halfy £ T

13 e

~

# 47 PQ@® {1 £ GigabitEthernet 0/1m= 2 T WA

Hostname> enable

Hostname# configure terminal

Hostname(config)# interface gigabitethernet 0/1
Hostname(config-if-GigabitEthernet 0/1)# duplex full

47YM
o @R~ P/sP@e i & sP/sPQ®Ji £@3 1NE JWAT J=2TwA
o | AGEie TRO /MBI A£G 3 @K1 | @/A&T showinterfacest ! ~ 1 £ TWA p &£1 A Es
Z@H T ) Hi 1 £AGEs T WA S| &£ 'ag J| osTwWA=10/100M 's Z 1 &

' speed {10 | 100 | 1000 | 10G | 40G | 100G | auto }u H J T A dulpex= speedv mpl
it MZo bi A"
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3-3 dulpexy speed]| z

dulpex speed S| 443

Full 10 A TApi10Mz 2 T %A
Full 100 A TAp 100Mz 2 T WA
Half 10 A TAp10Mzs T %A
Half 100 A TAp 100M& 2 T WA
Auto auto Q@b {A£TAps ZwWA

38 BymX:1 v DAuUK

pi ~

vQ

MUy 1FRXAG: A

A %A u rpymedium-type { copper |fiber} JUx D¢ 1 i A£Gk 13

copperx O> &

fiberx Ox &

J

"YM

o p~ PlsP@8 li & JUWAI

o bh'a YEI @ 'OxE>32&E£% 9k 1311 AET A£ET Tae i

IMEGRGI &b’ 6

o MEK
13 e
#0047

Hostname> enable

Hostname# configure terminal
Hostname(config)# interface gigabitethernet 0/1
Hostname(config-if-GigabitEthernet 0/1)# medium-type fiber

39 By

TOAYHOJ

«T L {7 = " M1 TYMEE Ok

13Qwa 1 A1 3MZEM ABRG T RO1 T A @i Q

PQ@® Ji ~ GigabitEthernet 0/1%8%k 1 3 wx &

aar o ¥Ry

u mshow interfaces [ interface-type interface-number
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(bits/sec) (packets/sec) (bits/sec) (packets/sec)

Gi0/1 5 seconds 23391 23 124 0

3-4 show interface countersratet h , 3 °Y

d¢ Y

Interface i &2 N

Sampling Time i #Ta ~ H

Input Rate(bits/sec) I £ 61 @ 't DY mw¥%b=z N
Input Rate(bits/sec) I #7T a1l @ "1 by W% N
Output Rate(bits/sec) i A1 an "1 DY W%z N
Output Rate(bits/sec) i A1 4an "1 DY W%z N

310 By T O0AUTK, v vy

u myshow interfaces usage [ up | down ]& show interfaces interface-type interface-number usagel ~
i EUVK. T Uy T AWA QU BAQWAT z! U WiV KT "Yh VK aj i
£ giibandwidth  J ©

v Q

interface-type interface-numbery i £4 331 £AN 1 b " "YA vQ ., ~1 " A®dI £
upx T ~ 1 £7 6 mUp®EIV K. 7'

downx T ~ 1 £" 6 mDown@ily K_ 7'

T de

#1 "7 PQ@® d1 ~ GigabitEthernet 0/1%M £V K_ 7' 3 U

Hostname> enable
Hostname# configure terminal
Hostname(config)# show interface gigabitethernet 0/1 usage
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dae Y

Average Usage E°" VK. 7'
Input Usage T 7'
Output Usage AT

311 By 1 0AvVvkz ¢y
u rpshow interfaces [ interface-type interface-numberJ = 1 £GlV K3 ' Urpp T AWA QU
WIAQOWAT z!
v Q
interface-type interface-numberx i £4 331 £AN b " °Yh vQ _ ~1 "~ A®dI £3U
T de
#1 ~ Access#A GigabitEthernet 0/1%H £ 3 U

Hostname> enable
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312 pO0DByY 1 NR DAY
JA |
¢! @ Obi b1AAe J X
o pp JWAT L u myinterface aggregateport ap-number, & 61 T1 &
A ow i i TAa
P HYAPI T @@ ti J1 @8 JE£A&{T11H AaMz@El T A
o p~ PIsPQ® Ji £ WA U myport-group ap-number 1 @® J &1 T ALEG " i
A
A i1 IrNE] R2YM 6 i daLACP T TE
p HYAPI T @& ¢t i J A& o671 T11i° AMz@E 67 Ti AGig~ {1 A&
e v & AP I 6 Owe [ “TF .
6 R | y L s PI % n o
shutdown no shutdown n T 6 6 p I3
r =Y 6 6 ST Te \
6 6 P | r
. F i s Link Upd H s A A
' I
vQ
ap-numbery P71 &N
13 e

port-group ap-numberv . & AP 31 X N Device Ai @i £ GigabitEthernet 0/1> Device Bi i &

GigabitEthernet 0/1t 3, 6 AP 3a
o p DeviceAi _, aAP3%&

DeviceA> enable
DeviceA# configure terminal
DeviceA(config)# interface GigabitEthernet 0/1
DeviceA(config-if-range)# port-group 3
o p DeviceBi , a4 AP3%
DeviceB> enable
DeviceB# configure terminal
DeviceB(config)# interface GigabitEthernet 0/1
DeviceB(config-if-range)# port-group 3
4 7YM
o { T aw VKT a- V K @80y =

o E®rNi £é¢p T RTIE

o pNi &1 % 6AP | k& d I Xp %l EGE WA A
EGMYI £ 1 JIMZ®E 6 APe | W'E no shutdownu mmé Al £

o jak 13&ajail B4z Ej L o1 2
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#1 7 P z W J3UDZ
Hostname> enable

Hostname# show aggregateport load-balance
Load-balance
Hash-elasticity : enable
Algorithm mode

current: 3, default: 0
Hash-disturb(Expert Mode):
current seed: 1, offset O.

default seed: 0, offset 0.

3-7

= Source MAC and Destination MAC

show aggregateport load-balancet Iy Y
de Q
Load-balance uP z WA

Hash-elasticity

enablex 8 ¢8 01 { Iz A )
disablex 8 % U1 § I3 w )
s Uz V| wAx
Algorithm mode cunnenty E° 1 @6

Hash-disturb(Expert Mode)

44
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o A U i Jkk A@i~ P ILsP 18t @
p U myprotected-ports route-denyi 1371 £ j i
AN d

13 ee

# 17 PQ@® {1 £ GigabitEthernet 0/1m3 i A&

Hostname> enable

Hostname# configure terminal

Hostname(config)# interface gigabitethernet 0/1
Hostname(config-if-GigabitEthernet 0/1)# switchport protected

316 BynpOd~"As 14 0M APy
' iNn4APHIL pI''Q M A&i @ Jbix
1 p~ PQ@® JATI A WA u rpswitchport
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43 BYy 1 MACT V&aKr €eDASEQ vy

Qe IrQ

P T AWAQU BTAQWAT | show mac-address-table address mac-address¢ /5! ~ "Yh MACs X

BIMACS X L & show mac-address-table allt 7 ~ A®1 3 BIMACS X 33U W

X 3 UA @interfaceE4 0! ~ MACs X1 XKu Al £i e B 18
#1 = MACs x 00d0.f800.1001M Z GiIMACs x 3 U

Hostname> enable
Hostname# show mac-address-table address 00d0.f800.1001
Vlan MAC Address Type Interface Live Time

1 00d0.1800.1001 STATIC  GigabitEthernet 0/1 =

#1 ~ A®VLANGIMACS X 3 U

47
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# 1 0b MACs X GG pH 400N

Hostname> enable

Hostname# configure terminal

Hostname(config)# mac-address-table aging-time 400
#1 ~ 06 MACs X G0 p H

Hostname> enable

Hostname# show mac-address-table aging-time
Aging time : 400 seconds
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4.8 By 1 VLAN3S Y
D T AWAQU GTAQWAT 1 show vlan [id vian-id Ju my! ~ VLANGEG ~ 1 £3 U1 show vlan id
vlan-id statisticsu ry! ~ "Yh VLAN@EL 4 3 U
#1 ~ VLAN 206 J 3 VLAN 200858 ~ 4 £ 3 U

Hostname> enable
Hostname# show vlan id 20
VLAN Name Status Ports

20  VLANOO20 STATIC Gio/1

#1 7 AGVLANGE ) 3 VLANGIG ~ 1 A3 U

49
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Input:0 unicasts, 0 multicasts’
0 broadcasts
0 unknown-unicast-drops 0 unknown-multicast-drops 0 broadcasts-drops
Output:0 unicasts, 0 multicasts'
0 broadcasts
4-3 show vlan id statisticst Th , 3 Y
d¢ Y
packets-number packets inputi T "1 of 8AQ> E "Q Ta packets-number ~ i @i & A'Qi
bytes-number bytes bytes-number ~ i ®E = Q
packets-number packets outputt |1~ A T & AQ> E Qi Ta packets-number ~ A T & A'Qi
bytes-number bytes bytes-number ~ A E  Q
i a 11 7Q
unicastsx b Hi @ AQ
multicastsy 4 Hi & AQ
Input broadcastsy X 'Hi d@ AQ
unknown-unicast-dropsy T~ b Hi @ BY AQ
unknown-multicast-dropsy T~ 4 'Hi d BY A'Q
broadcasts-dropsy X Hi & By AQ
A TE 14 Q
unicastsy b Hi @ AQ
Output
multicastsy 4 Hi & A Q
broadcastsy X 'Hi & A'Q
49 pOOBymbA |1, T HVLANY
T PQ@® 41 A UWAT PT Ti A JwAi switchport mode accesst , 4~ Pi A%
Access” | switchport access vlan vlan-idi , J AccessZ1 u"Yh VLAN
p VLAN J ¥A T | add interface { interface-type interface-number | range interface-type interface-

range ¥ 1y J Access®1 1 VLAN

# 1T PQ@® J1 £mAccessEXT VVLAN2 e 1 £ WAL

Hostname> enable
Hostname# configure terminal
Hostname(config)#
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f 4-1 VLAN 33 E

Device A

Device B
GO0/1

G0/4 G0/6
VLAN 10 VLAN 20

[\

- <H
Lag] L]
PCD PCE

412 By 17 W VLAN > 3y

l'{ép 3 0 O61VLANX'H: T~ P ~ @i j 2 VLAN
Tl T PIQ ¢ oEg " wr o

(D

ph AT VLANG, ™ A1 j a VLANGE !

e K' @ sP 17 31 H%AA |

We_dsPraQ ti1'a@ " % i A€E3 J3e “bM sPIQ thwNja
VLAN 8 3

VI

T AjdépsA 1 Ne “P T isPii

t % . p3Yi V t DeviceA Device B> DeviceCi , & VLANI 7 Agd ~ ° ®VLAN
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f 42 VLANvTuyzvsA ANAf

SVI10:192.168.10.1/24
SVI 20:192.168.20.1/24
" SVI 30:192.168.30.1/24

Device A

Device B Device C

G0/2-12 G0/13-24

VLAN 10 VLAN 20

/ / \ VLAN 20 VLAN 30
con/ conl _ conl

= &

Host 2 Host 12 Host 13

VLAN 10 VLAN 20 VLAN 30

1
psP/ O 1t DeviceDi J3AVLANI J i DeviceA B> C@i £®Trunk®1 X J | VLAN
1t hxT P T
p DeviceD J3ASVIZEI °  A®R3AVLANMZ IPDd @il i A1 JJdHIPSx pJ4vii QAp
A4 A A HS X

P31 ! DeviceA B> Ci , & VLANI WR VLAN Access” | J 1 Device D@BI ~ %

Trunk”

19

(1) . 4= JVLAN
#p/ O t DeviceDi , & VLAN W @ VLAN 106 N
DeviceD> enable
DeviceD# configure terminal
DeviceD(config)# vlan 10
DeviceD(config-vlan)# name office
DeviceD(config-vlan)# vlan range 20,30

DeviceD(config-vlan-range)# exit
#pi J t DeviceAi , aVLAN

DeviceA> enable

DeviceA# configure terminal
DeviceA(config)# vlan range 10,20
DeviceA(config-vlan-range)# exit

#pil J t DeviceBi . 4 VLAN

DeviceB> enable

DeviceB# configure terminal
DeviceB(config)# vlan range 10,20,30
DeviceB(config-vlan-range)# exit

#pl1 R t DeviceCi ., &VLAN
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DeviceC> enable

DeviceC# configure terminal
DeviceC(config)# vlan range 20,30
DeviceC(config-vlan-range)# exit

(2) p Device Di 4 VLANs P SVIZ GElPs X

DeviceD(config)# interface vlan 10

DeviceD(config-if-VLAN 10)# ip address 192.168.10.1 255.255.255.0
DeviceD(config-if-VLAN 10)# exit

DeviceD(config)# interface vlan 20

DeviceD(config-if-VLAN 20)# ip address 192.168.20.1 255.255.255.0
DeviceD(config-if-VLAN 20)# exit

DeviceD(config)# interface vlan 30

DeviceD(config-if-VLAN 30)# ip address 192.168.30.1 255.255.255.0
DeviceD(config-if-VLAN 30)# exit

(8) J DeviceD@i T £mTrunk®1 ° . 1T ! VLAN, h

DeviceD(config)# interface range gigabitethernet 0/2-4
DeviceD(config-if-range)# switchport
DeviceD(config-if-range)# switchport mode trunk
DeviceD(config-if-range)# exit

DeviceD(config)# interface gigabitethernet 0/2
DeviceD(config-if-
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DeviceA(config-if-range)# switchport mode access
DeviceA(config-if-range)# switchport access vlan 10
DeviceA(config-if-range)# interface range gigabitethernet 0/13-24
DeviceA(config-if-range)# switchport

DeviceA(config-if-range)# switchport mode access
DeviceA(config-if-range)# switchport access vlan 20
DeviceA(config-if-range)# end

DeviceA# write

11 Q
(1) p Device Di 1 /&t showvlan[idvlan-id]J* iy} ~ VLAN3 Ut Y OVLANID N Td=1 R £

DeviceD# show vlan
VLAN Name Status Ports
1 VLANOOO1  STATIC Gi0/1, Gi0o/5, Gi0/6, Gi0/7
Gi0/8, Gi0/9, Gi0/10, Gi0/11
Gi0/12, Gi0/13, Gi0/14, Gi0/15
Gi0/16, Gi0/17, Gi0/18, Gi0/19
Gi10/20, Gi0/21, Gi0/22, Gi0/23

Gi0/24
10 office STATIC Gi0/2, Gi0/3
20 VLANOO20 STATIC Gi0/2, Gi0/3, Gi0/4
30 VLANOO30 STATIC Gi0/3, Gi0/4
@1 1 & J4=T87¢*
# p Device Di | A1 show interface switchporty ! ~ i £ GVLAN' &

DeviceD# show interface switchport

Interface Switchport Mode Access Native Protected VLAN lists
GigabitEthernet 0/2 enabled TRUNK 1 Disabled 10,20
GigabitEthernet 0/3 enabled TRUNK 1 Disabled 10,20,30
GigabitEthernet 0/4 enabled TRUNK 1 Disabled 20,30

# p Device Di | /T show interface descriptiont m! ~ 1 £ 8 wup

DeviceD# show interface description
Interface Status  Administrative Description

55






FAQ @e 1rQ

Host13(config)# ip route 0.0.0.0 0.0.0.0 192.168.20.1

Host13(config)# interface gigabitethernet 0/1

Host13(config-if-GigabitEthernet 0/1)# no switchport

Host13(config-if-GigabitEthernet 0/1)# ip address 192.168.20.13 255.255.255.0

#p4Mi &£ showiproutet i ~ A4 A A 131 @M A4 dwiyM AT
n|bN dAa 3 Q@Host2weel + ép A 1 S$*0.0.0.0/0 [1/0] via 192.168.10.11 E 4 1

A4 3HUNi &I Jr192.168.10.1 A

Host2# show ip route
Codes: C
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413 pPO0OBYymMOA 1 BRTrunkA

~

T PQ@® 11 A UWAT PT Ti & JwWAi switchport
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# 17 PQ@® 11 EmwmTrunk®| E

Hostname> enable
Hostname# configure terminal

VLAN10 1| TEVLANK T

Hostname(config)# interface gigabitethernet 0/1

Hostname(config-if-GigabitEthernet 0/1)# switchport mode trunk

Hostname(config-if-GigabitEthernet 0/1)# switchport trunk allowed vlan only 10

416 By 1 poO0v

DT AWA QU GIAQWAT |

| enhance Ju !

#1 " AGAK LLDPI T @i £¢ | £

Hostname> enable

P Ao @ p

=

Hostname# show Ildp neighbors detail

13

I VLANA N

AX LLDPI T T @ @ pLLDP 43U

Neighbor index
Device type
Update time
Aging time
Chassis ID type
Chassis id
System name
System description
System capabilities supported
System capabilities enabled
Management address subtype
Management address
Interface numbering subtype
Interface number
Object identifier
LLDP-MED capabilities
Device class
HardwareRev
FirmwareRev
SoftwareRev
SerialNum
Manufacturer name
Asset tracking identifier
Port ID type
Port id

Port description

: LLDP Device
: lhour 53minutes 30seconds

5seconds

: MAC address
: 00d0.¥822.33cd
: System name

: System description

: Repeater, Bridge, Router

. Repeater, Bridge, Router

: 802 mac address
= 00d0.1822.33cd

: Interface name
: GigabitEthernet 0/1

802.1 organizationally information

Port VLAN ID

Port and protocol VLAN ID(PPVID)

S

59
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show lldp neighbors [ interface interface-type interface-number ] [ detail
t LLDP3 U
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PPVID Supported : YES
PPVID Enabled : NO
VLAN name of VLAN 1 : VLANOOO1

Protocol Identity

802.3 organizationally information

Auto-negotiation supported : YES

Auto-negotiation enabled : YES

PMD auto-negotiation advertised : 1000BASE-T full duplex mode, 100BASE-TX full duplex mode,
100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half duplex mode

Operational MAU type . speed(1000)/duplex(Full)
PoE support : NO

Link aggregation supported : YES

Link aggregation enabled : NO

Aggregation port ID : 0

Maximum frame Size : 1500

LLDP-MED organizationally information
Power-via-MDI device type
Power-via-MDI power source
Power-via-MDI power priority
Power-via-MDI power value
#1 " AGAK LLDPI @i £@ @ pLLDPA 3 U System NameE 4 LT B4AEN
Hostname> enable
Hostname# show Ildp neighbors enhance
Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

System Name Local Intf Port ID Capability Aging-time
Devicelll11111 Te2/0/17 FastEthernet0/41 B 2minutes 53seconds
s6k-tor-single Te2/0/33 TenGigabitEthernet 0/21 P, B, R 2minutes
sbk-tor-single Te2/0/35 TenGigabitEthernet 0/33 P, B, R 2minutes 1seconds
DGS-3610 Mg1/0 GigabitEthernet 0/12 P, B, R Iminutes 54seconds
DGS-3610 Mg2/0 GigabitEthernet 0/4 P, B, R Iminutes 32seconds

Total entries displayed: 5

4-4  show lldp neighborst h |, 3 Y

d¢ Y

Neighbor index pdA

Device type p VB3

Update time p3Uw G AH

Aging time P@E&PH 1o p3Upr NN ap.
Chassis ID type Chassis ID@i 3

Chassis ID T2 % 41 Wi MACs x
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d¢

System name

@ t ey

System description
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de Y
T 7T HYW
Link aggregation supported Yesy HY
Nox j "HY
f TAK"H
Link aggregation enabled Yesy T Ak
Nox " Ak
Aggregation port ID T 71 £@iID

Maximum frame Size

Power-via-MDI device type
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f 43 MSTP: " AVAfS

p DevcieA B> Ci . & 2 GiVLANI J~ a @i el m
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o Device A7 W X 1 8192 2"z Device Co&7 W X 1 327681 Device A%iGigabitEthernet 0/16& w"Yh
%1 Device CtiGigabitEthernet 0/1& @ QY1 £

p Device CEiGigabitEthernet 0/1~0/2i J MSTPY 3{ | Ei 1 A4t ¥ £ ] BPDU N m®"Yh

MAHI MA£"§N ° 3'YDiscardinge WAZ "H61 " A® BPDU 1 &" \
J DeviceC 1 4 @i £ GigabitEthernet0/3~0/6w% 4 M & p A U i Av1&E 0 11/
72 Ak T 51 N GigabitEthernet 0/3~0/6 3 Ww"YAM Za 3V 1 & BPDU ., s 0 _ W 4
EXNYo U ATH NAANaépbYdoai da @Wx 1 'Téee A1vMAE O 1T 4
%1 H IM&s 0 1t éT JOwm 4M%&1 XAk BPDU3T 1
p DevcieA B> Ci mxpAk1 &" 171 4 mMSTP#A
evice C J Devcie A B> C@EHAT v & ®Trunk® |
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@

DeviceA(config-if-GigabitEthernet 0/1)# exit
#upAkg am i
DeviceA(config)# spanning-tree

DeviceA(config)# end
DeviceA# write

1 Device B
# . & VLANI Jheael m

DeviceB> enable

DeviceB# configure terminal

DeviceB(config)# vlan range 10,20,30,40
DeviceB(config-vlan-range)# exit
DeviceB(config)# spanning-tree mst configuration
DeviceB(config-mst)# instance 1 vlan 10,30
DeviceB(config-mst)# instance 2 vlan 20,40

# 1 hee2mM X 1 w4094 h se0= 1087 W X 1 w8192

DeviceB(config-mst)# spanning-tree mst O priority 8192
DeviceB(config)# spanning-tree mst configuration
DeviceB(config-mst)# spanning-tree mst 1 priority 8192
DeviceB(config)# spanning-tree mst configuration
DeviceB(config-mst)# spanning-tree mst 2 priority 4096

# ) GigabitEthernet 0/2m Trunk® ph a0> a1 Jv1&E EA

DeviceB(config)# interface gigabitethernet 0/2
DeviceB(config-if-GigabitEthernet 0/2)# switchport
DeviceB(config-if-GigabitEthernet
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#_. AVLANL  Jhel m

DeviceC> enable

DeviceC# configure terminal

DeviceC(config)# vlan range 10,20,30,40
DeviceC(config-vlan-range)# exit
DeviceC(config)# spanning-tree mst configuration
DeviceC(config-mst)# instance 1 vlan 10,30
DeviceC(config-mst)# instance 2 vlan 20,40
DeviceC(config-mst)# exit

# Ji 1 EGigabitEthernet 0/l Trunk® ph a0 14 J14M%4 EA wlipheae2a JIv1%& E
A w4 JUvAEY 3i

DeviceC(config)# interface gigabitethernet 0/1

DeviceC(config-if-GigabitEthernet 0/1)# switchport

DeviceC(config-if-GigabitEthernet 0/1)# switchport mode trunk
DeviceC(config-if-GigabitEthernet 0/1)# switchport trunk native vlan 1
DeviceC(config-if-GigabitEthernet 0/1)# switchport trunk allowed vlan all
DeviceC(config-if-GigabitEthernet 0/1)# spanning-tree mst 0 cost 1

DeviceC
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DeviceC(config-if-GigabitEthernet 0/4)# switchport mode access
DeviceC(config-if-GigabitEthernet 0/4)# switchport access vlan 20
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5 IPwn T

NkKJAIPY N W L YO @i nkx
By /1 DHCPh A W

By /1 DHCPA 4 a DHCP RelayB n 4 W

By 1 ARP

By ADHCPU 1 vynAuy

By /4DHCPi 1 g AHp vy

By 1 DHCPy \ ¢, "

By 1 DHCP Snoopingn A W

By ANPAUYDApyY

By MACY y l zIPy vy

By 1 pO0"IPryuUW

By A1p0O0vIPr vy Secondaryr v Y

By 1 kIPFyaK kDAED vy

51 By 1 DHCPn A Y

DHCPI Dynamic Host Configuration Protocall 0 & 3 I8 X e VLA s 00 IPg X

sDJO 1T ®® dpsdglPsx MM @dA 3a8W  JDHCPI { pDup A WAT X
ADHCPs x - X UDHCPs x - J¥WA1t ¢ Jsx-ROI b"'YAigx1Q 38 0OnHgx@3s
he M3U
T AEZ U1 eef " DHCPONn*+® J¢
440
Device A
N
AN =
i
GO0/1 GO0/2
192.1.1.1/25 192.1.1.129/25
192.1.1.0/25 192.1.1.128/25
“"‘ Q"v ﬁ “"-
Host A Host B DNS Server Host C

192.1.1.130/25

J 0

Device A J ®DHCPON® | ° | . &192.1.1.0/254 4 § x - = 192.1.1.128/251 1 § x -1 a 'H J DNSO
Nt §x w192.1.1.130/25
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J
# )1 EWBIPs x

DeviceA> enable

DeviceA # configure terminal

DeviceA(config)# interface gigabitethernet 0/1
DeviceA(config-if-GigabitEthernet 0/1)# ip address 192.1.1.1 255.255.255.128
DeviceA(config-if-GigabitEthernet 0/1)# exit

DeviceA(config)# interface gigabitethernet 0/2
DeviceA(config-if-GigabitEthernet 0/2)# ip address 192.1.1.129 255.255.255.128
DeviceA(config-if-GigabitEthernet 0/2)# exit

# k 1 DHCP ServerOn
DeviceA(config)# service dhcp

# 1§ x — pooll®il N v 'Q
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dns-server 192.1.1.130
domain-name test.com
lease 3

52 By /1 DHCPA - o DHCP Relayf n 4 U

ADHCPA N1 T % pp JwAT service dhcpt rpAk DHCPA A1 T 1 % @
address ipv4-addressu "bl T DHCPON®#® g x 1 AEZ J7 e 7 Jdt
4 4d4g
Host DNS Server i i
-.v'- ™ Device A GO/ Device B
) TCF ﬁ 172.2.2.1/24
= | GO/l @ GO0/2 .
192.1.1.2 192.1.1.1/24 172.2.2.2/24
DHCP Relay DHCP Server
192.1.1.0/24
44 0

DHCPi Av HostAp A 4 %192.1.1.0
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# 1 192.1.1.0/244 1% 6 + 1. 3 mDHCPi 'Av Hosts P 1 |
DeviceB(config)# ip route 192.1.1.0 255.255.255.0 gigabitethernet 0/1
# k 1 DHCP Serverl i

DeviceB(config)# service dhcp

# 1§ x — poollsidi N v Q

DeviceB(config)# ip dhcp pool pooll
DeviceB(dhcp-config)# network 192.1.1.0 255.255.255.0
DeviceB(dhcp-config)# default-router 192.1.1.1
DeviceB(dhcp-config)# dns-server 192.1.1.2
DeviceB(dhcp-config)# exit

53 By 1 ARP

pDup  JWAT arp ipv4-address mac-address arp-typet ;! @ J O ARPI m et £ T"YAIP
S % > MACs x @i m
#wm@O i 3 4 OARPI m e IPs x m1.1.1.11 MACs % w4e54.3800.0002

Hostname# configure terminal
Hostname(config)# arp 1.1.1.1 4e54.3800.0002 arpa

54 By 4 DHCPU f[ynAuw

pup  JWAT ip dhcp excluded-address low-ipv4-address [ high-ipv4-address U ;! @ J DHCPRQ
s x E  Rlow-ipvd-addressv 'Q " E 1 § %1 @ H <Jlow-ipv4-addressv Q= high-ipv4-addressv

Q7N AbAsx, he BALDS X

# P WA

Hostname# configure terminal

# JDHCPH s x. bh#192.168.1.1~192.168.1.50

Hostname(config)# ip dhcp excluded-address 192.168.1.1 192.168.1.50

# 1 DHCPH s x m192.168.2.1

Hostname(config)# ip dhcp excluded-address 192.168.2.1

55 By 1 DHCP
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Hostname(config)# ip dhcp pool pooll
# J 1 6JhAAwmi AV Host IPs x

Hostname(dhcp-config)# host 192.1.1.99 255.255.255.0
Hostname(dhcp-config)# hardware-address 0050.56b0.2f50

56 By 1 DHCPy vy C, Ty

D= WA show ip dhcp poolt my! ~ DHCPON* g % —°
Hostname# show ip dhcp pool

Pool name Total Distributed Remained Percentage
net20 253 11 242 4.34782
test 0 0 0 0.00000

5-1 showipdhcppoolt Th , 3 7Y
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DHCP Server

Device

MY W\
(2] . ]
DHCP Client

a0

# P A WA

Device# configure terminal

# Ak DHCP Snooping
Device(config)# ip dhcp snooping

# i | DHCP Serverl £ J WA

Device(config)# interface gigabitethernet 0/1

# Ni T £ GigabitEthernet 0/1 J WmTRUSTA

Device(config-if-GigabitEthernet 0/1)# ip dhcp snooping trust

58 By ANPAuU (AT U

pINE  JwAi ip address ipv4-address { mask | mask-length }Ju ! @ J 1 N A& BIPS X

# o vup A WA
Hostname# configure terminal
# VINE | WA

Hostname(config)# interface mgmt O

# 11 NAEIPS x w%192.168.1.1001 D d 6, ®255.255.255.0

Hostname(config-if-Mgmt 0)# ip address 1.1.1.2 255.255.255.0

Hostname(config-if-Mgmt 0)# end

59 By MACT v

p- WA show arpt p! @f

Hostname# show arp 0074.9cee.53ch
Protocol Address Age(min)
Internet 192.168.14.33 --

|l z IPyyuy

= h MACs x MZ GilPg x

Hardware Type
0074.9cee.53cb arpa
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Interface
GigabitEthernet 0/3

Py n






Hostname(config-if-VLAN 10)# ip address 192.168.2.1 255.255.255.0 secondary
Hostname(config)# end

512 By 1 € IPr v aX; ;GDAE@ u oy

D= WA showarpt ! @7 = h IP§ x MZ GiM &

Hostname# show arp 192.168.195.68

Protocol Address Age(min) Hardware Type Interface
Internet 192.168.195.68 1 0013.20a5.7a5f arpa GigabitEthernet 1
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Codes: C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-1S level-1, L2 - I1S-IS level-2
ia - IS-IS inter area, * - candidate default
Gateway of last resort is no set
S 192.168.1.0/24 [1/0] via 192.168.3.1

® 192.168.3.0/24 is directly connected, GigabitEthernet 0/25
C 192.168.3.2/32 is local host.
® 192.168.2.0/24 is directly connected, FastEthernet 0/1
o 192.168.2.254/32 is local host.
6.4 By 1 IPv6 F W
6 v ANIN~E¢T U 46 trtar o+ A4 & T 6+ E 06 "1 A3 MU
NGBE & MDAJAAIL ET JIPVe & ! @h XAAN i AEz%a@ “bM J
IPv6 &
IO
J 6 " hNXIPWG !
A A f
f 6-2 IPV6 FAA S
SW1 SW2
Gio/2
W 2003::1/64 Rr
di Gior2 \2
Gio/1 2003::2/64 Gio/1
2001::1/64 2002::1/64
1
JT7'Q Swii £IP
JT'Q sSw2i £Ip
JrQ swi & ¢
JrQ sw2 & ¢
3é&
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1 j im
TPrQ jitoa4 i
sPr'Q N J7 noipv6unicast-routingt _ j i JIPv6 6 ' 1 6 TJénpIPY6
h o p'  k@y 71 A Jipv6unicast-routingt ' @O¢ |V @EIP6E 6 ¢

on

a1, f| O« PIPE
19

# JIQ SwWii £Ip

SW1> enable

SW1# configure terminal

SWi(config)# interface fastethernet 0/1
SW1(config-if-GigabitEthernet 0/1)# no switchport
SW1(config-if-GigabitEthernet 0/1)# ipv6 address 2001::1/64
SW1(config-if-GigabitEthernet 0/1)# interface GigabitEthernet 0/25
SW1(config-if-GigabitEthernet 0/2))# no switchport
SW1(config-if-GigabitEthernet 0/2))# ipv6 address 2003::1/64
SW1(config-if-GigabitEthernet 0/2))# exit

# JI'Q Sw2i £Ip

SW2> enable

SW2# configure terminal

SW2(config)# interface fastethernet 0/1
SW2(config-if-GigabitEthernet 0/1)# no switchport
SW2(config-if-GigabitEthernet 0/1)# ip address 2002::1/64
SW2(config-if-GigabitEthernet 0/1)# interface GigabitEthernet0/25
SW2(config-if-GigabitEthernet 0/2))# no switchport
SW2(config-if-GigabitEthernet 0/2))# ip address 2003::2/64
SW2(config-if-GigabitEthernet 0/2))# exit

# 4T''Q SW1 6 + 1~ WEig x 1 2002:/64GFQQy 1 A N 2003::2/64
SW1(config)# ipv6 route 2002::/64 2003::2
# JrQ Sw2 & 1 g x T 2001:/6455QQy 1 A A 2003:1/64
SW2(config)# ipv6 route 2001::/64 2003::1

11°Q

1]
o

AT show ipv6 routes T tooBg 4 |
#SW10e: +
SW1> enable
SW1# show ipv6 route
Codes: C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
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ia - IS-IS inter area, * - candidate default

Gateway of last resort is no set

O O O O um

#SW208: 1

SW2> enable

2002:
2003:
2003:
2003:
2001:

:/64 [1/0] via 2003::2

:/64 is directly connected, GigabitEthernet 0/25
:1/64 is local host.

:2/64 is directly connected, FastEthernet 0/1
:1/64 is local host.

SW2# show ipv6 route
Codes: C - connected, S - static, R - RIP, B - BGP
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om@Ens i 1 1 1 THL e%bet1 L" N~ 331 Do Qo A
04, £ 92i @ynis3s Ly aHyz1 1 1 Q0 dwé %A mRs @
e T4l a1 8! Qb TVMXY o
T AEZVMX A3 eel “bM JVMXx
AVRA T o
p ! Devicei JMX * 1 hRbi = g8y
[ s HostAe 200.24.16.2/24C @i & 1 W X k GigabitEthernet 0/11 % A |
[ s Host Be 200.24.17.2/247 @i & | 4 X k GigabitEthernet 0/21 # A |
v & Wt ¥t JdmTracki D1 ¢ Hi 28 0¥
\ A
f63 Y' FHyv_ A HyyAf
GO0/1 GO

200.24.18.1/24

. | . |

\TRH \—=H

Host A
4

JbAj a BACLI |

J

M X 20h Np[ s HostBd 4 @i & 1 W X x GigabitEthernet 0/2i Z A |

T W HostAd 4 = HostBJd 4

AMX 1A AT e hNX, Mt ¥

AdTrack . 1 XmMx T 0

AV X | MGigabitEthernet 0/31 £ ¢ O & Z7
N j T m

JMYX + Ho A1 +1g + %t o p ti J
b* J " gHAT” ACLL_ 0o p i JACL
b MY + AA7T @ + gh jeéept, %UX 4
19

# J1 ZIPLhRAAN €X
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" g, RM_FOR_PBRX M X 10h X b s HostAd 4 @i &1 W X x GigabitEthernet 0/1i ~ A |

b

+ g, RM_FOR_PBR
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0 @QQL  Q
G HO @B ¥ b
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A §

f 6-4 OSPF:

pA®

pAd
pA®

pA®

Ak OSPF

J ip ospfdisablealle 1 o £l £R:

nANAf

J1 ZEIPs %

kolPvdp'H " 11T ¢e 11

—

>
=
Fall

J OSPFh & Router ID

J1 # J OSPF

3IPbH * 1 {71 oiproutingAr,™ w 1 &7 2 k1 OSPF

& ~

I'Tf HL & ¢T JRouterlD

j v bOSPFEE \

(1) pAG

§
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POH * 1T H 1 OSPFB n| k1

networkU y J©d 4, B y9i £IPg x
T 1 & ) WiArealD] -
AJt i )77 a @Router IDi Mr Router D\

At )77 a @R £IPg x 1 Mr OSPFA A

6.7 By /1 OSPFStubw? y

nA1TK

pOSPFs @ A N2 %b& J t 1D O wne i 3 tmei i % Hig
i

€1 CPU % J&1Dvj O Kr N.j2zit® AN? THNs 1 aafl
OSPFs v @) 4 GFHO | HGE 1 G T Abp "AMZ @i / QO t @PLAQ AN3 =®
0o ed 2z GOSPFY 11 %HE! @a N ns  Jé&stubn: 1 @ AMNs T8 1 ° Gig

T VB 04

0

stubns WmOSPF&E; nN3 1 T2 <& 47 51 LSAe ~8j hi @ OSPFs v @ + 12" n

T6QQz3z ¢ N3 BABRh wstubne £ 4 1 @ @O *IA 0/00s TP AT N33
OSPFs v @ + | & i A J3e@ " bM J ospfEStubn s

AVREA T 4

Device A
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@

@

Device Di  J A 3w 6

Device D> enable
Device D# configure terminal
Device D(config)# router ospf 1

Device D(config-router)# redistribute static subnets

DeviceA Ci N3 1 J & Stubl 3
# Device Agi

Device A> enable
Device A# configure terminal
Device A(config)# router ospf 1

Device A(config-router)# area 1 stub no-summary

# Device Casi
Device C> enable
Device C# configure terminal
Device C(config)# router ospf 1
Device C(config-router)# area 1 stub
11 Q
# p DeviceCi 1 7 ¢ . E® | ns

Device C# show ip route ospf

0*IA 0.0.0.0/0 [110/2] via 192.168.2.1, 00:30:53,
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Device BA wABRe OSPFN @ 1 | Device CA mASBRA 3/ v

w NArealgLSAQ 1 4 t &1 1 Areal J & NSSANSs

\A§

f 6-6 OSPFNSSAw3 \| A f

NSSA Area
.
.\
s ol
4
A v Ul EIPg X € X
AG t JOSPFI 1 i eXU
Device Ci N v 6 * AOSPF |
p DeviceB Ci Nns 1 J & NSSA
19

(1) DeviceC J & ¢
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a msa® N34z Jj 7

pStbns A J o+ oyt N |1 3w 1
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72 By ACLH ) IPA ¢ O 0y
JACLI ' @h XNMIPJ 4 @i vaeDbi ®
44 9XxAm3“/ 0ynt - n v@uH T B AV @ nQRQonH

Hostname# show access-lists

ip access-list standard 1
10 permit host 192.168.1.2

ip access-list extended 100
10 permit tcp host 192.168.1.2 host 192.168.2.3

mac access-list extended 700
10 permit 0010.0000.1102 00e0.f800.000d any etype-any

expert access-list extended 2700
10 permit icmp host 192.168.3.1 any host 192.18.10.1 any

ipv6 access-list ipv6
10 deny ipv6 any host 1002::2
show access-group! ry! ~ ACLGEZ 7

Hostname# show access-group

ip access-group 1 out

ip access-group 100 out

ip access-group 2700 out
mac access-group 700 out

ipv6 traffic-filter ipv6 in
Applied On interface GigabitEthernet 0/1

f 71 VAR Of
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Tk 4G HW L YO Q@i gkx
By 1802.1x /dotlx U]

By 4~ Af

81 By 1 802.1x /dot1x
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f 82 SAM 1 RADIUS server IPu KEY

b e [ ATNP>F ATNP>AAL Jr T AU YOT AR s L
admin12341 L[, mpasswordll

f 83 SAM /1 RADIUS Servery Ua u | 3

(2) Ak AAAON
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4

®)

(6)

o

P s A

o

# 1 A® mauth-method®i802.1x1 A A

Device(config)# aaa authentication dotlx auth-method group radius

o

# 1 A mwaccount-methoddil A A
n o I XpAD=dJ Ha i &

Device(config)# aaa accounting network account-method start-stop group radius

o

Z1 > A

o

# 1 ® mwauth-method®i802.1x1 A A

Device(config)# dotlx authentication auth-method

o

# 1 © mwaccount-methoddsil A A

Device(config)# dotlx accounting account-method