
 

 

 
 

 

 

 Ὃ   ҏὈῡש

 Ẃ ᶶ εFAQζ  

 

 

ᾑ”◌῞  V1.1 

Ặ”ᾤῙ  2022-12-06 

copyright © 2022 ὰ  

 

 



   

 

◌ΰᶱᾭ 

copyright © 2022 ὰ  

ӠּפḾ ᾰ⁶ᴣ ᶲ῎￼ ֬ ַ  

῾ệֹ ὰ ￼ѿ ᴵιүӍᴅӈᵙѦҚјệҨүӍΆẪἆẻẪḾ ᾰ⁶￼ ֫ἆԅ ԓḳ ᶶֺ ᾎ

ẹ ᶵҰ Ӣᾡ ҽᾘ ἄԎҤ ṄԎ ֫ἆԅ זᵬўּ҈זּ  

 ᵙԎҤ ὰ ᵬ‰ᶎѭ ὰ ￼ᵬ‰  

 ᾰ⁶ώᴣ￼ԎҤἍῶᵬ‰ἆ├ԛᵬ‰ιּיᴿ ￼ἍῶҚὊῶ  

Ԁ ᶱᾭ 

ứἍ Ҁ￼ғᵝ Ὸחἆ⸗ớ Ẕᴩᵬўᵀᵃᵙ‍₲￼ ​ι ᾰ⁶ѧὼ ￼ ֫ἆԅ ғᵝ Ὸחἆ⸗ớᴵ

јᶈứ￼ ҀἆӔּז ᶀѳԓ ᵀᵃᴰῶ ḧι ὰ Ḿ ᾰ⁶ԓḳјӮүӍ῎ ἆ ￼ᶲ῎ἆӠ  

״ ғᵝⱱ҈יּ ἆԎҤᴝᵼι ᾰ⁶ԓḳҺјḧῼ ῭Ὰ ὰ Ӡּפᶈ≡ῶүӍ ἆ ώ ￼ừ֙ї

Ḿᾰ⁶ԓḳ Ӣᾡ￼ ַ  

 ἐԛҝӐѭӔּזὝṀ ὰ ᶈ ֒ ἐԛῊṰṓדӠ Ԏԓḳ֝ ᴵ ιӇẊј ӠἐԛԓḳḢԅ≡ῶ

ἆ ◖ι ἐԛѧ￼ἍῶӡỤѼј‗ἄүӍ῎ ἆῨ ￼ἻӠ  



 

I 

   ׀

ḽ  

 ἐԛ ᵀї֯Қᵔ  

 Ṫ ṷ 

 Ἡ ὸẍҚᵔ 

 תᵔ 

ἆῠᾀἵ 

 ὰ ḥΆ χhttp://www.ruijie.com.cn 

 ὰ ḥΆ ῸחљᾟὙⱱᶒχhttp://www.ruijie.com.cn/fw/ 

 ὰ 7*24hΰ ḭῸ כּ χhttp://ocs.ruijie.com.cn 

 ὰ 7*24hἩ Ὸח♬ χ4008-111-000 

 ὰ ᵩᵅῸחṪԏɋɋṇ ҉Ὸχhttp://www.ruijie.com.cn/special/fw/tool/xryf/ 

 ὰ Ἡ ᾟὙљᴦ ӡ χ4008111000@ruijie.com.cn 

 ὰ ᾰ⁶ᾟὙљᴦ ӡ χdoc@ruijie.com.cn 

             

ṇ ҉ῸAPP         ὰῸחԇҷᴺ 

῞Ѿ Ḧ 

1. ᵗҦ ―ẩ Ḧ 

―ẩ ᾭ 

Ӌ ᵘҧ ԋ ḔεᵘҧѧӠὙјᴪ ọ Ɫ ￼ ֫ζ זזּ Ḕӌ  

ᾴӌ 
ᵘҧ ᴠᾭἆᵘҧѧọ ḫיּ Ӫ ῲҦ￼ ֫ι זᾴӌεּזּ ᾰḔ⅔ṇ֒ᾴӌ

ζ ḅinterface-name vlan-id ring-id acl-name ip-address vrf-name xxx-value  

[ ] “[ ]”ὐ ‎￼ ֫ᶈᵘҧ Ὴῗᴵ ￼ 

[ x | y ] ҡѣѦἆᶺѦ ѧ ᴨ Ѧἆ ј  

{ x | y } ҡѣѦἆᶺѦ ѧọ ᴨ Ѧ 

[ x | y | ... ] *
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1.3   Ḅӌ ּזҏὈῡῳᴉӠ ψ 

ᵘҧshow version‬ ҐὭ ―ᴊӡỤ  

# ‬ ẪҐὭ  ⱱ ӡỤ  

Hostname> enable 

Hostname# show version 

System description      : Ruijie 10G Ethernet Switch(S5750C-48GT4XS-H) By Ruijie Networks 

System start time       : 2020-01-02 19:01:28 

System uptime           : 0:00:52:18 

System hardware version : 1.71 

System software version : S5700H_RGOS 12.x(master) 

System patch number     : NA 

System serial number    : G1M91T8000415 

System boot version     : 1.4.12(Master) 1.4.3(Slave) 

System rboot version    : 1.1.12 

Module information: 

  Slot 0 : S5750C-48GT4XS-H 

    System uptime       : 0:00:52:18 

    Hardware version    : 1.71 

    Boot version        : 1.4.12(Master) 1.4.3(Slave) 

    Rboot version       : 1.1.12 

    Software version    : S5700H_RGOS 12.x(master) 

Serial number       : G1M91T8000415 

# ‬ ⁭ẪҐὭ  ⱱ ӡỤ  

System description      : Ruijie High-density IPv6 100G Core Routing Switch(N18010-X) By Ruijie 

Networks 

System start time       : 2022-09-05 15:50:31 

System uptime           : 8:19:36:59 

System hardware version : 1.0B 

System software version : N18000-X_RGOS 11.3(1)B6P101, Release(09172019) 

System patch number     : NA 

System serial number    : G1MW10E000021 

System boot version     : 1.2.39 

Module information: 

  Slot M1 : M18000X-CM II-C 

    System uptime       : 8:19:37:00 

    Hardware version    : 1.0B 

    Boot version        : 1.2.39 

    Software version    : N18000-X_RGOS 11.3(1)B6P101, Release(09172019) 

    Serial number       : G1MW10E000021 

  Slot 3 : M18000X-12QXS12CQ-CB 

    System uptime       : 8:19:36:55 

    Hardware version    : 1.00 

    Boot version        : 1.2.41 

    Software version    : N18000-X_RGOS 11.3(1)B6P101, Release(09172019) 
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    Serial number       : 1234942570017 

1-1 show version ᵗҦԊ ḓ ֦Ӡ Ὓ  

ḓ₡ Ὓ  

Slot ―ᴊ₨ӈᴺ 

System uptime ―ᴊᵏ  Ὴ  

Hardware version ―ᴊ ҭⱱ  

Boot version ―ᴊbootⱱ  

Rboot version ―ᴊrbootⱱ  

Software version ―ᴊ ҭⱱ  

Serial number 
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ḓ₡ Ὓ  

available ᴵּוזꞌ 

card-used ―ᴊ╦  ꞌו

fan-used Ἇ╦  ꞌו

free-power ׆ӎוꞌ 

 

1.5   
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Hostname# show interfaces gigabitethernet 5/4 transceiver 

Transceiver Type    :  100BASE-SX-SFP 

Connector Type      :  LC 

Wavelength(nm)      :  850 

Transfer Distance   :  

50/125 um 0M2 fiber 

    -- 550m 

62.5/125 um 0M1 fiber 

    -- 270m 

Digital Diagnostic Monitoring  : YES 

Vendor Serial Number           : 101680093602489 

1-3 show interface transceiver ᵗҦ ֦Ӡ Ὓ  

ḓ₡ Ὓ  
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                Low Alarm       Low Warn            High Warn           High Alarm 

Temp(Celsius)   -10             0                   70                  80 

Voltage(V)      2.97            3.13                3.46                3.63 

Bias(mA)        0.00            0.00                15.00               15.00 

RX power(dBm)   -13.30          -10.30              2.40                5.40 

TX power(dBm)   -11.40          -8.40               2.40                5.40 

1-4 show interface transceiver diagnosis ᵗҦ ֦Ӡ Ὓ  

ḓ₡ Ὓ  

RX power(dBm) 

ὶᾠӿוꞌιᴵ ῶḅїѣ ꜛỗχ 

OKχὶᴩӿ⃰Ẃ 

AlarmχὶᴩӿầẂ 

TX power(dBm) 

ᴧ ӿוꞌιᴵ ῶḅїѣ ꜛỗχ 

OKχὶᴩӿ⃰Ẃ 

AlarmχὶᴩӿầẂ 

Diagnostic parameters threshold Ᾰᴠᾭᵓ Ӫ 

Low Alarm Ӊӈ ἵ Ӫ 

Low Warn Ӊӈᵓ Ӫ 

High Warn ӈᵓ Ӫ 

High Alarm ӈ ἵ Ӫ 
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○ ḅ‛□ẙӪ⃰Ẃι show logᵘҧ‬ ῗᵋḕᶈᴗᴷ ᴊ□ẙ ɒwarningɓ￼ᵓ ḅ‛ḕᶈι

ֱ ׁ ￼□ẙầẂừ֙ᶴתψḅ‛ᴗᴷ□ẙᶎ⃰Ẃι
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ḅ‛ Ἇꜛỗᶎѭɒokɓι ῎ Ἇꜛỗ⃰Ẃι ὶ Ԅℓ (3)‬ ᶵ―ᴊ ָꜛỗ  

ḅ‛Statusꜛỗѭɒstopɓιֱ ῎ḕᶈѦָ Ἇӯ₿ ט  

b  ‬ Ἇі￼FAILὝ ♂ῗᵋҘ ι Ἇ￼FAIL♂֧א Ὴι ῎ Ἇḕᶈᾥ  

c  ⁞Ὧℓ aᵙℓ b￼ ‛ι ḧѭầẂ￼ Ἇι ḾầẂ Ἇ ῭ὭιᴵҨ ᵩᵅ ֘  

# ‬ ᶵ ꜛỗ  

Hostname> enable 

Hostname# show fan 

Fan id Type             Status     Hardware Version Serial Number 

------ ---------------- ---------- ---------------- --------------- 

1      RG_FAN           ok         N/A              N/A 

2      RG_FAN           stop       N/A              N/A 

--More-- 

(3) ‬ ―ᴊῗᵋ ָ⃰Ẃ 

a  Ἒ show version slotsᵘҧ ἍῶṰᾀԄ  ￼ ᴊῗᵋ ⃰Ẃ ָιԋ├ᵻῘӡỤѧOnline 

Moduleᶚᴺῗᵋ⃰ẂιҨᴣSoftware StatusꜛỗӡỤ  

ḅ‛Online ModuleӡỤѭɒnoneɓιᴵ ῗ₨ӈі≡ῶᾀԄ ᴊι ᴊῗᵋῶᾀԄ℅₨ӈ ḅ

‛ ᴊῶ⃰ẂᾀԄιֱ ῎ ᴊ≡ῶ ⃰Ẃ ָ  

ḅ‛Online ModuleӡỤѭḫ ᴊ￼⃰ ᶚᴺιSoftware Statusѭɒnoneɓἆɒcannot startupɓι

Ἒ show log‬ ᶵsyslogι Ῐ ḅїӡỤι ῎ ᴊ῾ ⃰Ẃ ָ  

log˖*Jun 12 12:17:38: %DP-3-LINECARD_STARTUP_FAIL: Module in slot 1/5 has translated to 

cannot startup. 

b  Ḿ҈ῂ│ ָ￼ ᴊιὃ֧ιⱡᵅ‬ AlarmὝ ♂ῗᵋỠᶶ⃰Ẃι ῗᵋּי ᴊῂ│ ָṀ

 

ḅ‛ ᴊὃ֧ᵅιAlarmᵓ ♂╦᷂ιֱAlarm ♂ầẂᴝᵼṰἧֹ  

ḅ‛ ᴊὃ֧ᵅιAlarmᵓ ♂Әⱡḕᶈι ∂Ἡ ῸחᾟὙ  

# ‬ ᴊ￼ᶈ ꜛỗӡỤ 

Hostname> enable 

Hostname# show version slot 

  Dev Slot Port Configured Module            Online Module                Software Status 

  --- ---- ---- ---------------------------- ---------------------------- --------------- 

  1   0    32   S5760C-24GT8XS-X             S5760C-24GT8XS-X             master 

  1   1    0    N/A                          none                         none 

1.10   ᶴ◦ ἷ (Status) ẁҗḄӌᶳⱣψ 

ᶵꜛỗὝ ♂(Status) ẂҘ ῗ ҭΆ ᴝᵼ ἄιấ ї ᵘҧ ι◊כּ Ἇι□ẙ ῗᵋῶầ

Ẃ  

ᾥ ᶴתℓ ḅїχ 

(1) ᵘҧshow power‬ ừ֙◊כּ Ḿ҈јᵃ ֯ғᵝιῘ ỗꜛ◊כּ￼ ᴵ ḕᶈṮầ  

Ḿ҈ꜛỗầẂּכ◊ι‬ ẦԋὟ◊כּ ῗᵋὌֹ"on"￼ӈ ι ≡ῶιṍ ֬Ὥ Ҡ῾ ֘ι Ԅї

ℓ  
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# ‬ ỗꜛ◊כּ statusѭɒokɓ ẂιԎḜ⃰◊כּ ầẂ◊כּ  

Hostname> enable 

Hostname# show power 

power-id  power-type    supply(W)  status      vol-in/out(V)  cur-out(mA)  supply-out(W) 

--------  ------------  ---------  ----------  -------------  -----------  ------------- 

1         N/A           N/A        no-present  N/A   /N/A      N/A          N/A 

2         RG-PA1600I    1600       ok          232   /11.992   10250        122 

--More-- 

(2) ᵘҧshow fan‬ Ἇừ֙ Ḿ҈јᵃ ֯ғᵝιῘ ỗꜛ◊כּ￼ ᴵ ḕᶈṮầ  

# ‬ Ἇꜛỗ Statusѭɒokɓ Ẃιɒstopɓ⃰◊כּ ῎ Ἇӯ₿ ט  

Hostname> enable 

Hostname# show fan 

Fan id Type             Status     Hardware Version Serial Number 

------ ---------------- ---------- ---------------- --------------- 

1      RG_FAN           ok         N/A              N/A 

2      RG_FAN           stop       N/A              N/A 

--More-- 

(3) ᵘҧshow temperature‬ □ẙừ֙
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log˖*Jun 12 12:17:38: %DP-3-LINECARD_STARTUP_FAIL: Module in slot 1/5 has translated to 

cannot startup. 
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2 ᶡ︠  

  ҟ ᶢ ԋẂ ιץὐҨїԓḳχ 

ҏὈῡַײ flẸḷֿבᾴқѰψ 

ҏὈῡWeb Ᵽה ײַ ⱴỦᵃᵘḷֿבᾴқѰψ 

ҏὈῡWeb Ᵽה ײַ IPᶉᶌᾴқѰψ 

ҏὈῡỐ flẸḷֿב Ѱדψ 

ḄӌӡᾂҏὈῡַײflẸḷֿבψ 

ḄӌӡᾂҏὈῡWeb ⱣflẸḷֿבψ 

ḄӌὝ
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2.1   ҏὈῡַײ flẸḷֿבᾴқѰψ 

ѦָҐὭ  ᶵῶԓ ︡ẹּזἋᵄᵙḸ ιּזἋᵄᵙḸ ῗadmin ᶽᶺᾭҐὭ  ᶵ֧ᴔ ≡ῶ ￼

ἋᵄᵙḸזּ ι Ӕּזconsole ︡ẹ ᶵ Ḹ  

ᶈ ₭Ӕּז ᶵῊιᴱ ѩᴭεConsoleζ ὶ ᶵι ִḊּזἋᵄᵙḸ  

 ִḊḸ  

(1) Ԅ⸗ ₩Ẫ  

enable 

(2) Ԅԅṕ ₩Ẫ  

configure terminal 

(3) Passwordᴭҧ 

enable password { [ level password-level ] | [ role role-name ] } { [ 0 ] password | 7 encrypted-password } 

ᴠᾭ ῎χ 

○ level password-levelχ  ￼Ἃזּ ָ  

○ role role-nameχ ᵄ  

○ 0χ Ԅ￼ᴭҧḔ ѭ῎ᾰḔ ѩ  

○ passwordχ Ἃזּ Ԅ⸗ EXEC Ṗ￼ᴭҧ῎ᾰ ᴭҧ ẙ ᶀѭ1~126ѦḔ  

○ 7 encrypted-passwordχ Ԅ￼ᴭҧḔ ѩѭḸᾰḔ ѩ  

├Ỵ҆ χ 

○ Ḹ ׁᴵҨῶ ⁪ιӇҺ ổּצ ѧ ᴣ Ṕ￼ ⁪ֱӐѭḸ ￼ ֫  

(4) Ӡḕ  

Write 

 ѯӕ 

# network-operator￼ᴭҧѭ῎ᾰḔ ѩɒpassword10ɓ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# enable password 0 password10 
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Hostname> enable 

Hostname# configure terminal 

Hostname(config)# enable service web-server all 

b  Web IPᶊᶍѭ192.168.1.200/24ת  

Hostname(config)# interface vlan 1 

Hostname(config-if-VLAN 1)# ip address 192.168.1.200 255.255.255.0 

c  ℅ῊιљҐὭ ѕṖ ᴵיּ ￼ ᶵᴵҨ http://192.168.1.200ἆhttps://192.168.1.200︡ẹֹ ᶵ￼

Web ףּת ︡ẹ ᴺᵙḸ ѭadminιἆ ѭruijie  

 ᶵјᾟὙWeb ות ιֱ≡ῶWeb IPᶊᶍת  

2.4   ҏὈῡỐ flẸḷֿב Ѱדψ 

ԋ҈ố ҐὭ ︡ẹḸ ￼ ֘Ά⁮ι ᴠ ᶵḸ ỠᶶᾛӐὝᴇ ι ὶḅїχ

https://www.ruijie.com.cn/fw/wd/88857/ 

2.5   ḄӌӡᾂҏὈῡַײflẸḷֿבψ 

# Ӣᾡ︡ẹ ᶵ￼ּזἋᵄᵙḸ  

Hostname> enable 

Hostname# configure 

Hostname(config)# no username admin 

Hostname(config)# username admin password ruijie          // Ӣᾡ︡ẹ ᶵ￼ּזἋᵄᵙḸ  

Hostname(config)# line vty 0 63 

Hostname(config-line)# password ruijie123      // ᴱӢᾡ ᶵ︡ẹḸ ιּזἋᵄҠѭ admin 

# Ӣᾡ Ԅ⸗ ₩Ẫ￼Ḹ  

Hostname> enable 

Hostname# configure 

Hostname(config)# no enable secret 

Hostname(config)# no enable password 

Hostname(config)# enable password ruijie 

# Ӣᾡ︡ẹ ᶵ￼Ḹ ι ᶵӹ ҨүỴּזἋᵄ︡ẹ 

Hostname> enable 

Hostname# configure 

Hostname(config)# line vty 0 4 

Hostname(config-line)# password ruijie 

Hostname(config-line)# login 

2.6   ḄӌӡᾂҏὈῡ Web ⱣflẸḷֿבψ 

 Ά│ χ ︡ẹWeb ףּת Ӣᾡ  

℅Ά│ҝ Ẹׁ҈זּ ᵔת ᴺ︡ẹWeb ףּת  

ᶈ ѧ♇֨ɒ ɓ-

http://192.168.1.200/
https://192.168.1.200/
/fw/wd/88857/
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 Ά│҇χ ᵘҧ ΆẪӢᾡ  

℅Ά│ Ẹׁ҈זּ ᶼ console ἆtelnet ΆẪ︡ẹ ᶵ￼ᵘҧ ףּ  

# Ԅԅṕ ₩Ẫ  

Hostname# configure terminal 

# ֵ ᴝ ᵔת ᴺӡỤ  

Hostname(config)# no webmaster level 0 username admin 

# Ὰ ᵔת ᴺѭadminιḸ ѭruijie  

Hostname(config)# webmaster level 0 username admin password ruijie 

2.7   ḄӌὝ ҏὈῡַײflẸḷֿבḟԄ ẘψ 

Ḹ ѭצּ ᶵі ᴺљḸ ￼Ẕּזεӕḅֳấ ᶊּזἋζώӗḸ ו╜₅ ιӠ זἋӔּזּ ᵀḠԅ

￼Ḹ ι ԁḸ ᵼѭ ҈ ᴅ ֹ ѭӠ





FAQ  



FAQ  ᶢ  

18 

 

PortalῸחᵸIPᶊᶍι ḧᵇѮ ѭọ ι♇֨ɒӠḕ ɓώ ἄוᴏᴵ  

 

Ԅɒ ɓ ιԁ ◊ᵙԁ ἋᴵҨזּ ᶺѦӪι ԎҤ їι♇֨ɒӠḕ ɓᶃ

‰ιώ ἄוᴏᴵ  
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2.10   Ḅӌӓⱴ SSH flẸҏὈῡψ 

SSHḭἋ ῗὝṄ   ᶵ ѭḭἋ ιӹ   ᵇԎҤώӗ
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SSHServer(config)# line vty 0 

SSHServer(config-line)# username admin 

SSHServer(config-line)# login 

# SSH serverі ҝӔּזḸ ︡ẹ  

SSHServer> enable 

SSHServer# configure terminal 

SSHServer(config)# line vty 0 

SSHServer(config-line)# password ruijie 

SSHServer(config-line)# login 

SSHServer(config-line)# exit 

SSHServer(config)# enable password ruijie 

SSHServer(config)# end 

SSHServer# write 

# SSH serverі ӔּזּזἋᵄᵙḸ ︡ẹ  

SSHServer> enable 

SSHServer# configure terminal 

SSHServer(config)# line vty 0 

SSHServer(config-line)# login local 

SSHServer(config-line)# exit 

SSHServer(config)# username admin password ruijie 

SSHServer(config)# enable password ruijie 

SSHServer(config)# end 

SSHServer# write 

 

(3) ᶈ ᶵіӔּזsshᵘҧ︡ẹֹSSH server 

Device> enable 

Device# ssh -l admin 192.168.1.2. 

Ὼ 

# ᶵἄ︡וẹ
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ᶂ2-3 HTTP ΐזᶡ῞ה ᶂ 

 

 

₉  

(1) ᶵі￼ ╞IPᶊᶍιӔệљWebת ᵸѕṖ ᴵיּ  

Device> enable 

Device# configure terminal 

Device(config)# interface gigabitEthernet 0/1 

Device(config-if-GigabitEthernet 0/1)# ip address 1.1.1.10 255.255.255.0 

(2) ᵃῊἔẦHTTPᵙHTTPSῸח  

Device(config)# enable service web-server 

(3) HTTPῸח ᴭᴺѭ8080  

Device(config)# http port 8080 

(4) HTTPSῸח ᴭᴺѭ4430  

Device(config)# http secure-port 4430 

(5) HTTP ӡỤ  

Device(config)# webmaster level 1 username test1 password 0 test_password1 

Ὼ 

# pingᵘҧ‬ ᶵљWeb╞ ᵸѕṖᴵ  

Device# ping 1.1.1.1 

Sending 5, 100-byte ICMP Echoes to 1.1.1.1, timeout is 2 seconds: 

  < press Ctrl+C to break > 

!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/2 ms. 

# show web-server statusᵘҧ‬ HTTPῸח￼ ӡỤ  

Device# show web-server status 

http server status: enabled 

http server port: 8080 

https server status:enabled 

https server port: 4430 

# ╞ ᵸ︡ẹ1.1.1.10χ8080ι Ԅ ᶵ ףּ ι ԄּזἋᵄᵙḸ ι‬ ᶵ ᵋ ԄWEBּף  

2.14   Ḅӌ  ᶴᾴᵊᾀἵ Web Ᵽה ψ 

ᴵҨ ὰḥ www.ruijie.com.cnᾆ ғᵝᶚᴺ Ԅғᵝҟ ιᶈɒἩ ᴠᾭɓ->ɒ ‬ớɓѧ⸗ת
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2.15   ḄӌӡᾂⱴỦΰ ψ 

(1) Ԅ⸗ ₩Ẫ  

enable 

(2) Ԅԅṕ ₩Ẫ  

configure terminal 

(3) ӢᾡּזἋ ָ  

○ ώזּ״Ἃ ָ  

enable [ privilege-level | role role-name ] 

ᶈẦᵏRBACו ῊιӔּז ᵘҧᴵ֬ὭẸׁ ￼ ψ ≡ῶὝḧ ι ῗ֬Ὥֹ Network-

admin  

○ ӉּזἋ ָ  

disable [ privilege-level ] 

disableᵘҧѧὝḧ￼  ọ ṇ҈Ẹׁ   

ᶈẦᵏRBACו Ὴιῂ│Ἒ  ᵘҧ  

ḢἄᵅιӔּזshow running-configᵘҧἆshow privilegeᴵ‬ Ӣᾡᵅ￼ּזἋ   

2.16   Ḅӌ ּזїᵂ ⱴỦΰײַ ψ 

ҐὭ  ᶵ￼ᵘҧ ףּ ḾּזἋ֮֫0~15Ԋ16Ѧά  ָιјᵃ Ἃӹזּ￼ָ Ἒ ￼ᵘҧјᵃ ᾭḔ ṇι

ָ  Ӊιԏӌ ḾẔ￼ּזἋ  ḅ 2-1Ἅ χ 

2-1 їᵂὌΰ ַḽẓⱴỦΰ  

Ὄΰ ַ ⱴỦΰ  

level 0 ῳṇ￼  ιᴱ Ἒ Ṉᾭ֡‍ᵘҧ 

level 1 
῞  ￼Ἃזּ ι јӹ Ḿ ᶵ εᴏј

ӹ Ԅԅṕ ₩Ẫζ  

level 2 
ᾛӐᵔ  ιᴵҨӢᾡ ￼ᵸיּ ιṞ҈⸗ ּזἋ

￼ῳӉ  

level 3~13 
ῗӹ Ἃזּ ṯ privilegeᵘҧ ᵘҧ￼

ָι   ѭlevel2￼   

level 14   ιᴵҨӢᾡ ￼ᵸיּ ӡỤ 

level 15 ῳ    

 

# ᶈҐὭ іӔּזshow privilegeᴵ‬ ẸּׁזἋ￼  

Hostname# show privilege 

Current privilege level is 15 
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2.17   Ḅӌӡᾂ ᶴַײ ᾩ ψ 

ᶈԅṕ ₩Ẫїι clock timezoneᵘҧᴵҨ  ᶊῊ ￼Ὴת ӕḅ ᶵῊ ￼ῊתѭרҖῊ

εGMT+8:00ζι Ά│ḅїχ 

Hostname> enable 

Hostname# configure terminal  

Hostname(config)# clock timezone Beijing  8 

Set time zone: Beijing (GMT+8:00) 

Ruijie(config)# end 

Ruijie# write 

ᶈ⸗ ₩Ẫїι clock setᵘҧᴵҨӢᾡ ᶵ￼ ᶊῊ ӕḅӢᾡ ᶵ￼ ᶊῊ ѭ2021ẉ12ῴ31ῄ

12:00:00ι Ά│ḅїχ 

Hostname> enable 

Hostname# clock set 12:00:00 12 31 2021  

Set system clock: 12:00:00 Beijing Fri, Dec 31, 2021 

Hostname# write  

2.18   Ḅӌӡᾂ ᶴַײ῞ᶉᾩ αNTPβψ 
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Ғ ∆֢ ֥ WEB ЇΊᵩ“ ₴ ”ꜗ ᵣ װ WEB ҿ

‼ɼ 

 

2.20   Ḅӌִ ҏὈῡ ψ 

ї Ҩֵ monitor ѭӕι ῎ḅӍֵ ҐὭ  χ 

(1) Ӕּזshow running-configᵘҧ‬ ҐὭ Ẹׁ  

# ‬ ҐὭ Ẹׁ  

Hostname> enable 

Hostname# show running-config 

 

Building configuration... 

Current configuration: 31 bytes 

 

version S5700H_RGOS 12.x(master) 

hostname Hostname 

! 
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line console 0 

line vty 0 32 

 exec-timeout 0 0 

 privilege level 15 

 no login 

!          

2.21   Ḅӌִ ᾑҬψ 

ֵ ᾰҭ￼ℓ ḅїχ 

(1) Ԅ⸗ ₩Ẫ  

enable 

(2) ֵ Ὕḧᾰҭ  
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ᴭἆת # ўחᴭҡIPᶊᶍѭ192.168.1.2￼TFTPῸחᵸіṄ

N18000_RGOS11.0(1)B2_CM_08050053_install.bin ҭ״ ὓץ ֹ ᶵFlashѧ  

aζўחᴭї  

Hostname# copy oob_tftp://192.168.1.2/N18000_RGOS11.0(1)B2_CM_08050053_install.bin 

flash:/N18000_RGOS11.0(1)B2_CM_08050053_install.bin 

bζ ᴭїת  

Hostname# copy tftp://192.168.1.2/N18000_RGOS11.0(1)B2_CM_08050053_install.bin 

flash:/N18000_RGOS11.0(1)B2_CM_08050053_install.bin 

# ὓ ἄוᵅιἚ ״ ᵘҧ  

Hostname# upgrade flash:N18000_RGOS11.0(1)B2_CM_08050053_install.bin 

# ώ ״ ἄוι ᵏּוᾦ ₭״ ￼ ҭⱱ   

Hostname# reload 

Reload system?(Y/N)y 

 U ΆẪ״  

 ΆẪ״ ᶵᾟὙὶԄUSB ᶵιᵃῊU ọ ῗFAT32⁪Ẫιᵋֱῂ│ ָ  

# Ṅ ῶḠ U￼ץ ᾀԄ ᶵ￼USBᴭѧιẊἚ ״ ᵘҧ  

Hostname# upgrade usb0:N18000_RGOS11.0(1)B2_CM_08050053_install.bin 

# ώ ״ ἄוι ᵏּוᾦ ₭״ ￼ ҭⱱ   

Hostname# reload 

Reload system?(Y/N)y 

2.23   Ḅӌᶴү ᶴַײ ᾑҬψ 

 ᶵҰֹU  

 ΆẪᶵҰ ᾰҭ ᶵᾟὙὶԄUSB ᶵιᵃῊU ọ ῗFAT32⁪Ẫιᵋֱῂ│ ָ  

# ᶵҰ￼ ᾰҭ  

Hostname# more flash:config.text 

# ὓ ‰ ᾰҭֹU  

Hostname# copy flash:config.text usb0:config.text 

 TFTP ᶵҰ 

 ΆẪ TFTP
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2.24   Ḅӌḿԃᶴүַײ ᾑҬψ 

 ҡU ṀԄ  

 ΆẪᶵҰ ᾰҭ ᶵᾟὙὶԄUSB ᶵιᵃῊU ọ ῗFAT32⁪Ẫιᵋֱῂ│ ָ  

# ҡU ὓ ‰ ᾰҭֹ ᶵFlash  

Hostname# copy usb0:config.text flash:config.text 

ᾦᶵҰוּ #  

Hostname# copy startup-config running-config 

 TFTP ᶵҰ 

 ΆẪ TFTPῸחᵸẊӠ TFTPῸחᵸљ ᶵѕṖ ᴵיּ  

# ҡIPᶊᶍѭ192.168.1.2￼TFTPῸחᵸіὓ ‰ ᾰҭֹflash  

Hostname# copy 
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*Aug 29 14:14:56: %SWITCH-6-INSTALL: Install chassis S5750C-48GT4XS-H on switch 1 

*Aug 29 14:14:56: %SYSMON-5-COLDSTART: System coldstart. 

*Aug 29 14:14:56: %DP-5-PROB: Board probing has completed. 

*Aug 29 14:14:56: %REDUNDANCY-6-ROLE_STATES_CHANGE: Redundancy role or state changed: control role 

active, management role master, state alone. 

*Aug 29 14:14:56: %REDUNDANCY-6-STATES_CHANGE: Redundancy states changed: role master, state 

alone. 

*Aug 29 14:14:56: %REDUNDANCY-6-ROLE_STATES_CHANGE: Redundancy role or state changed: control role 

active, management role master, state realtime. 

*Aug 29 14:14:56: %DP-6-FAN_OK: Fan 1/1 OK. 

*Aug 29 14:14:56: %DP-6-POWER_OK: Power 1 OK. 

*Aug 29 14:14:56: %DP-6-FAN_OK: Fan 2/1 OK. 

 

҃ῄỐӡỤӠḕֹ ᶵflashѧιᴵҨ ἔẦ ẔῄỐᾰҭ‬ ῄỐ ӕḅῄỐᾰҭᵄѭsyslog.txtιḕӴ

ᶈ ᶵFlash⁞ ẹι moreᵘҧᴵҨᶈ ᶵіἔẦ‬  

Hostname# more flash:/syslog.txt 

*Jul 29 14:07:37: %NFPP_ARP_GUARD-4-
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serverχ ◒ỀῄỐῸחᵸ￼ῄỐӡỤ  

terminalχ ◒ỀίֺᴶᵙVTY εץὐTelnet/SSH ζ￼ῄỐӡỤ  

 ◒ῄỐ￼ ◒ ᶚχ 

○ ᵘҧ⁪Ẫ 

logging filter type { contains-only | filter-only } 

○ ᴠᾭ ῎ 

contains-onlyχɒᴱץᵍɓι ᴱ ᵍ҃ץ֧ ◒ ֱ ￼ԋ ḔӡỤ￼ῄỐιԎḜ≡ῶץᵍ ◒

ֱ ￼ῄỐјҺ ֧  

filter-onlyχɒᴱ ◒ɓι Ṅ ◒ὲץᵍ҃ ◒ ֱ ￼ԋ ḔӡỤ￼ῄỐιјҺ ֧ Ҏ ◒ὲ

￼ῄỐӡỤ  

 ῄỐ￼ ◒ ֱχ 

○ ᵘҧ⁪Ẫ 

logging filter rule { 

Q

xact-match module module-name mnemonic mnemonic-name level inform-
level | single-match { level inform-level | mnemonic mnemonic-name | module module-name } } 

○ ᴠᾭ ῎ 

exact-matchχ ש  

mnemonic mnemonic-nameχ ◒￼ῄỐӡỤי ᵄ  

level inform-levelχ ◒￼ῄỐӡỤ ᴨӪ ᶀѭ0~7  

module module-nameχ ◒￼₩ᶒᵄ  

single-matchχᴅѦש  

  

 ԋ Ї ∑Ї Ӎ ꜗ Ғᴰ ɼ 

 ԋ ∑Ї Ї Ӎ ꜗ Ї

ɼ ‟ҐЇ Ḫ Ї ҿŅ ņɼ 

 

ї ѣѦԐᶚ ⁮ӕ‎ҟ ῄỐ ו◒ ￼ ℓ  

 ∂sys ԋ￼ῄỐӡỤјᴧỀῄỐῸחᵸιѼјᶈίֺᴶᵙVTY εץὐTelnet/SSH ζѧṝ

ҨїῄỐӡỤ ו◒ ∂χ 

a  ῄỐӡỤ￼ ◒Άᵇѭterminal serverѣѦΆᵇψ 

b  ῄỐӡỤ￼ ◒ΆẪѭɒᴱ ◒εfilter-onlyζɓψ 

c  ᶵῄỐӡỤ￼ ◒ ֱѭɒᴅѦש ɓιẊћ₩ᶒᵄץᵍ SYS ￼ῄỐӡỤ ◒ὲ  

ԏӌ ѭχ 

# Ԅԅṕ ₩Ẫ  

Hostname> enable 

Hostname# configure terminal 

# ◒Άᵇѭserverᵙterminal  

Hostname(config)# logging filter direction server 

Hostname(config)# logging filter direction terminal 

# ◒ ᶚѭɒᴱ ◒ɓ  
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Hostname(config)# logging filter type filter-only 

# ֱѭᴅѦש ₩ᶒᵄѭSYS￼ῄỐӡỤ  

Hostname(config)# logging filter rule single-match module SYS 

 

 ּ҈י•‍ῄỐӡỤῘ ᶺẽᵠԎҤῄỐӡỤ‬ ι ∂Ṅ⸗ḧ•‍ӡỤ ◒јῘ ἆіҽ ◒

ֱѭ ש ιẊ⁞Ὧỳ ◒￼ῄỐӡỤᶪԄ₩ᶒᵄ י ᵙῄỐ  

○ ◒ῄỐ %SPANTREE-6-RCVDTCBPDU: (*2/M1) Received tc bpdu on port AggregatePort 256 on 

MST0 

Hostname(conifg)# logging filter rule exact-match module SPANTREE mnemonic RCVDTCBPDU level 6 

○ ◒ῄỐ %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host 185.94.111.1 

Hostname(conifg)# logging filter rule exact-match module SNMP mnemonic AUTHFAIL level 3 

○ ◒ῄỐ %PARAM-6-CONFIG_SYNC: Sync'ing the startup configuration to the standby supervisor 

Hostname(config)# logging filter rule exact-match module PARAM mnemonic CONFIG_SYNC level 6 

2.28   Ḅӌṃ ᶴᾤỏӟḔָ Flashψ 

logging ԋᵘҧ ῄỐӠḕֹflash
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҅ү ᴌ Їᴰ ꜠Ḧ Ґ҅ү ᴌЇ ҿ Ņ ᴌ _ .txtņЇ syslog_1.txtɼḦ └

16үҿ Ї ҿ1~15Ї ᴌЇ flash ᴌ ɼ 

 

2.29   Ḅӌᴦ ᾤỏָἷḦᾤỏΐזᵷψ 

logging ԋᵘҧ ṄῄỐӡỤі ὝḧῄỐῸחᵸ ї ѦԐᶚ ⁮ӕ‎ҟ ḅӍṄ ָѭ0~7

￼ῄỐӡỤᴧ ֹIPᶊᶍѭ192.168.1.2 ᴭᴺѭ8099￼ῄỐῸחᵸі  

# Ԅԅṕ ₩Ẫ  

Hostname> enable 

Hostname# configure terminal 

# ᶈῄỐѧῘ ẑ֯ᴺᵙῊ Ἁ  

Hostname(config)# service sequence-numbers 

Hostname(config)# service timestamps 

# ῄỐῸחᵸᶊᶍᵙ ᴭᴺ  

Hostname(config)# logging server 192.168.1.2 udp-port 8099 

# Ὕḧ￼ῄỐἵᾰ◊IPᶊᶍ  

Hostname(config)# logging source ip 192.168.1.1 

# ָѭ0~7￼ῄỐӡỤᴧ ֹῄỐῸחᵸεᴏἍῶῄỐӡỤζ  

Hostname(config)# logging trap 7 

Hostname(config)# end 

Hostname# write 
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3 ὓᴬ 

  ҟ ὶᴭ ԋẂ ιץὐҨїԓḳχ 

Ḅӌ ԃὓᴬ ⁴ẩψ 

ḄӌữấỡԊ ҏὈῡὓᴬψ 
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3-1 interface-type interface-number ᴴ ᴟᾎ  

ὓᴬ ᶙᴢὓᴬ ᴹ Ὓ  

ethernet-type interface-number 

ԄҨᶿ ὶᴭ ₩Ẫ  

Ҩᶿ ὶᴭ ᶚᾟὙừ֙⁞Ὧ ᶵᶚᴺјᵃḕᶈṮầι

ᴵҨᶈԅṕ ₩Ẫї interface ?ᵘҧ‬ ᶵᾟ

Ὑ￼ὶᴭ ᶚ Ẃ ᶚץὐχ 

GigabitEthernetχ׳ӽҨᶿ ὶᴭ 

TenGigabitEthernetχ10GҨᶿ ὶᴭ 

HundredGigabitEthernetχ100GҨᶿ ὶᴭ 

ԄҨᶿ ὶᴭ ᴺῊι Ԅ₨ӈᴺι⁪Ẫѭχ₨

ӈᴺ/ὶᴭ ᴺιḅ0/1  

aggregateport interface-number Ԅ ᵀὶᴭ ₩Ẫ 

vlan interface-number ԄSVIὶᴭ ₩Ẫ 

mgmt interface-number Ԅ ᴭת ₩Ẫ 

tunnel interface-number Ԅ ὶᴭ ₩Ẫ 

loopback interface-number Ԅעᵻᴭ ₩Ẫ 

virtual-ppp interface-number Ԅ ὉPPPὶᴭ ₩Ẫ 

 

3.2   ḄӌữấỡԊ ҏὈῡὓᴬψ 

ᶈὶᴭ ₩Ẫїι ᵘҧno shutdownἔẦὶᴭε ᵘҧshutdownԋ ὶᴭ  

 ὝṀ 

○ Ḿ҈Ҩᶿ ὶᴭ ᵀὶᴭᵙҐὭ Ὁὶᴭι shutdownᵘҧԋ ὶᴭῊιὶᴭ￼ԎḜ Ҡⱡḕ

ᶈιӇῗј Ӑּז Ӕּזshow interfacesᵘҧᴵҨ‬ ὶᴭꜛỗ  

○ ᶈὶᴭіӔּזshutdownᵘҧιỴᵖ Ӕ ὶᴭῂᾦ ᶈᵃℓѩ ὶᴭῊιҺ ὶṄDTRᵙRTS ἄῂ

ᾦιḅ‛ᶹὶ￼ModemῶDTRἆ RTSӡᴺ♂ι ѱὝ ♂Ṅԋ ℅Ὴι ᶵіὝ ὶᴭꜛỗ￼ᵃℓ

Ὕ ♂ѼҺԋ  

○ ѭ҃ ₿ ￼shutdown/no shutdownᵘҧᾛӐẬ ιḾᵃ Ѧ ᴭἚ ѣ₭shutdown/no 

shutdown ׁᵅι ḧῊ εᶽ҈  ᴭ￼ └Ὴảζ  

 ѯӕ 

# ԋ ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# shutdown 
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3.3   ҏὈῡᾴᵊᾀἵḑὓᴬψ 

ᶈԅṕ ₩Ẫїι ᵘҧinterface interface-type interface-number?ᵘҧ‬ ҐὭ ῗᵋᾟὙ⸗ḧὶᴭ￼Ḓ

ὶᴭ ᵘҧẁיӡỤѧץᵍɒ.ɓ ιֱ ᾟὙḒὶᴭιᴦѳ јᾟὙ  

 ᴠᾭ ῎ 

interface-type interface-numberχὶᴭ ᶚᵙὶᴭ ᴺ  

?χּ҈ז‬ ẸׁṰ ԄᵘҧїᾟὙ￼Ἅῶᴠᾭ  

 ѯӕ 

# ₅ ᶵ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1ῗᵋᾟὙḒὶᴭ ᵘҧẁיӡỤѧјץᵍɒ.ɓ ι јᾟ

ὙḒὶᴭ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1? 

<1-48> 

# ₅ ᶵ҇Ṗ ᵀὶᴭAggregatePort 1ῗᵋᾟὙḒὶᴭ ᵘҧẁיӡỤѧץᵍɒ.ɓ ι ᾟὙḒὶ

ᴭι ֧ӡỤ<1-256> ᾟὙ￼Ḓὶᴭᴺ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface aggregatePort 1? 

.  :  <1-256> 

3.4   Ḅӌ ּזҏὈῡַײὓᴬ◦ ψ 

ᵘҧshow interfaces [ interface-type interface-number ] status‬ ҐὭ ￼ὶᴭꜛỗ ᵘҧᶈ ₩Ἃזּ

ẪҨᶹ￼Ἅῶ₩Ẫїᶎᴵ  

 ᴠᾭ ῎ 

interface-type interface-numberχὶᴭ ᶚᵙὶᴭ ᴺ ḅ‛јὝḧ ᴠᾭιֱ ‬ Ἅῶὶᴭ  

statusχ‬ ὶᴭ￼ᴿ ꜛỗӡỤιץὐ ꞌᵙᴥṪ  

 ѯӕ 

# ‬ ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1￼ꜛỗӡỤ  

Hostname> enable 

Hostname# show interfaces gigabitethernet 0/1 status 

Interface                                Status    Vlan   Duplex   Speed     Type 

---------------------------------------- --------  ----   -------  --------- ------ 

GigabitEthernet 0/1                      up        1      Full     1000M     copper 

3-2 show interface status ᵗҦ ֦Ӡ Ὓ  

ḓ₡ ͐
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ḓ₡ Ὓ  

Status 

ὶᴭLinkꜛỗι Ḕⅎᴵ ᴨӪḅїχ 

UPχὶᴭꜛỗUP 

DownχὶᴭꜛỗDown 

Disableχὶᴭᶴ҈ ӕꜛỗ 

Admin-downχὶᴭ  ỗDownꜛת

Vlan ὶᴭVLAN IDιᴨӪѭrouted ὶᴭѭѕṖὶᴭ 

Duplex 

ᴥṪ₩Ẫι Ḕⅎᴵ ᴨӪḅїχ 

FullχὶᴭѭԅᴥṪ₩Ẫ 

HalfχὶᴭѭᴁᴥṪ₩Ẫ 

UnknownχὶᴭᴥṪ₩Ẫ῾  

Speed ὶᴭ ꞌ 

Type 

ὶᴭҟ ᶚι Ḕⅎᴵ ᴨӪḅїχ 

fiberχὶᴭҟ ᶚѭӿᴭ 

copperχὶᴭҟ ᶚѭּכᴭ 

 

3.5   Ḅӌ ὓᴬַײ ♆ψ 

ᶈὶᴭ ₩Ẫїι ᵘҧspeed { 10 | 100 | 1000 | 10G | 40G | 100G | auto } ὶᴭ￼ ꞌ јᵃғᵝᾟ

Ὑ￼ᴠᾭјᵃ  

 ᴠᾭ ῎ 

10χ ὶᴭ￼ ꞌѭ10Mbps  

100χ ὶᴭ￼ ꞌѭ100Mbps  

1000χ ὶᴭ￼ ꞌѭ1000Mbps  

10Gχ ὶᴭ￼ ꞌѭ10Gbps  

40Gχ ὶᴭ￼ ꞌѭ40Gbps  

100Gχ ὶᴭ￼ ꞌѭ100Gbps  

autoχ ὶᴭ￼ ꞌѭ Ẕ￼  

 ὝṀ 

○ ᶈ҇Ṗ/ѕṖҨᶿ ὶᴭᵙ ὶᴭ₩Ẫїת  

○ ḅ‛ὶᴭῗ ᵀ ᴭ￼ἄᵔιֱ ὶᴭ￼ ꞌּי ᵀ ᴭ￼ ꞌ֘ḧ ὶᴭ ֧ ᵀ ᴭῊӔּז ὶᴭ

￼ ꞌ ᴵҨӔּזshow interfacesᵘҧ‬ ὶᴭ  

○ ὶᴭ ᶚјᵃιӹ ￼ ꞌ ᶚѼҺῶἍјᵃιӕḅSFP ᶚ￼ὶᴭјӹ Ἣ ꞌ ѭ10Mbps ᴵ

Ҩᶈὶᴭ ₩Ẫї speed ?ᵘҧἔᴍὶᴭ ꞌ ￼ẁיӡỤι‬ Ẹׁὶᴭӹ ￼ ꞌ  

 ѯӕ 

# ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1￼ ꞌѭ100Mbps  
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Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# speed 100 

3.6   ḄӌṃҏὈῡὓᴬ ở҆/єṕ⁴ẩψ 

ᶈὶᴭ ₩Ẫїι switchportᵗҦ ὶᴭѭ҇Ṗ₩Ẫι ᵘҧno switchport ὶᴭѭѕṖ₩Ẫ  

 ὝṀ 

○ no switchportᴵᶈ҇ṖҨᶿ / ᵀὶᴭ ₩ẪїӔּזιᵘҧᴱḾԋ ⱶת ᴭ￼ὶᴭῶᾦ  

○ switchportᴵᶈѕṖҨᶿ / ᵀὶᴭ ₩ẪїӔּזιᵘҧᴱḾԋ ⱶת ᴭ￼ὶᴭῶᾦ  

○ Ἒ switchportἆno switchportᵘҧṄԋ ὶᴭẊ ᾺẦᵏιᶈ Ѧ ѧ ᶵṄҺᴧ֧ ὶꜛ

ỗ￼╦Ụ Ṅὶᴭҡ҇Ṗ₩Ẫ֬ὭֹѕṖ₩ẪιҺֵ  ὶᴭ￼Ἅῶ҇ṖṞớ ᵃ‾ιṄὶᴭҡѕṖ₩

Ẫ֬Ὥֹ҇Ṗ₩ẪιҺֵ  ὶᴭ￼ἍῶѕṖṞớ  

 ѯӕ 

# Ҩᶿ ὶᴭGigabitEthernet 0/1ѭѕṖ₩Ẫ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# no switchport 

3.7   Ḅӌ ὓᴬַײᴤṩ⁴ẩψ 

ᶈὶᴭ ₩Ẫїι ᵘҧduplex { auto | full | half } ὶᴭ￼ᴥṪ₩Ẫ  

 ᴠᾭ ῎ 

autoχ Ẕ  

fullχ ԅᴥṪ  

halfχ ᴁᴥṪ  

 ѯӕ 

# ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1ѭԅᴥṪ₩Ẫ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# duplex full 

 ὝṀ 

○ ᴵҨᶈ҇Ṗ/ѕṖҨᶿ ὶᴭ ѕṖ/ѕṖҨᶿ ὶᴭҨᴣ ᴭת ₩Ẫї ᴥṪ₩Ẫ  

○ ὶᴭ￼ᴥṪṞớљὶᴭ￼ ᶚῶԋιᴵҨӔּזshow interfacesᵘҧ‬ ὶᴭᴥṪ₩Ẫ ᶈӔּז ᴭ

Ẕ￼ו Ὴιὶᴭ￼ᴥṪ₩Ẫ ᵙὶᴭ ꞌᵃℓ ιᴏᴥṪ₩Ẫᵙ10/100M ꞌ Ẕ ὶᴭ

ꞌ speed { 10 | 100 | 1000 | 10G | 40G | 100G | auto }ᵘҧ Ԏѧdulpexᵙspeedᵘҧו

ḾẔὼ ḅї Ἅ  



FAQ  ὶᴭ 

39 

3-3 dulpex ᵘ speed ḽẓ  

dulpex speed ṩӏ⁴ẩ 

Full 10 Ặ ṪӐᶈ10MԅᴥṪ₩Ẫ 

Full 100 Ặ ṪӐᶈ100MԅᴥṪ₩Ẫ 

Half 10 Ặ ṪӐᶈ10MᴁᴥṪ₩Ẫ 

Half 100 Ặ ṪӐᶈ100MᴁᴥṪ₩Ẫ 

Auto auto Ҩᶿ ᴭṪӐᶈ Ẕ₩Ẫ 

 

3.8   ḄӌṃӾ⸗ᶵⱴὓᴬַײҞ ᶙ ѬӾᴬỡ⸗ᴬψ 

ᶈὶᴭ ₩Ẫїι ᵘҧmedium-type { copper | fiber } ӿּכᶶּזὶᴭ￼ҟ ᶚ  

 ᴠᾭ ῎ 

copperχ Ὅּכᴭ  

fiberχ Ὅӿᴭ  

 ὝṀ 

○ ᶈ҇Ṗ/ѕṖҨᶿ ὶᴭ ₩Ẫї  

○ ḅ‛ᵃ ᴭᴵҨ Ὅӿᴭᵙּכᴭѣ ҟ ᶚιּזἋᴱ ӔּזԎѧѳ ῆ ḧҟ ᶚѳᵅιԜ

ᴭ￼Ṟớιӕḅꜛỗ ᴥṪ ╙ ίֺᵙ ꞌ ι ῗὝ ᴭẸׁ Ὅҟ ᶚ￼ὶᴭṞớ  

○ ᴭҟ ᶚᾡᴪᵅιᾺ ᶚḾẔ￼ ᴭ￼ṞớѭԎ ṞớιּזἋᴵҨ⁞Ὧ Ὰ  

 ѯӕ 

# ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1￼ҟ ᶚѭӿᴭ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# medium-type fiber 

3.9   Ḅӌ ּזὓᴬַײḪᾩ∫ ֘αᾁᴦפ ♆βψ 

ᵘҧshow interfaces [ interface-type interface-number
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                                (bits/sec)    (packets/sec)   (bits/sec)      (packets/sec) 

------------- ------------------ -------------- ------------- ----------------- --------------

------ 

Gi0/1        5 seconds          23391          23             124             0                

3-4 show interface counters rate ᵗҦ ֦Ӡ Ὓ  

ḓ₡ Ὓ  

Interface ὶᴭᵄ  

Sampling Time ὶᴭἵᾰ ‾Ὴ  

Input Rate(bits/sec) ὶᴭἵᾰὶᾠ ꞌιᴅӈѭ⅝⸗/  

Input Rate(bits/sec) ὶᴭἵᾰὶᾠ ꞌιᴅӈѭ⅝⸗/  

Output Rate(bits/sec) ὶᴭἵᾰᴧ ꞌιᴅӈѭ⅝⸗/  

Output Rate(bits/sec) ὶᴭἵᾰᴧ ꞌιᴅӈѭ⅝⸗/  

 

3.10   Ḅӌ ּזὓᴬַײṽḳֶⱴ♆ψ 

ᵘҧshow interfaces usage [ up | down ]ἆshow interfaces interface-type interface-number usage‬

ὶᴭ￼ṾḴַּזꞌ ᵘҧᶈ Ἃ₩ẪҨᶹ￼Ἅῶ₩Ẫїᶎᴵזּ ￼ṾḴῗὝḫ ṾḴι јῗὶ

ᴭ￼bandwidth Ӫ  

 ᴠᾭ ῎ 

interface-type interface-numberχὶᴭ ᶚᵙὶᴭ ᴺιḅ‛῾Ὕḧ ᴠᾭιֱ ‬ Ἅῶὶᴭ  

upχῘ ὶᴭꜛỗѭUp￼ṾḴַּזꞌ  

downχῘ ὶᴭꜛỗѭDown￼ṾḴַּזꞌ  

 ‬ ѯӕ 

# ‬ ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1￼ ᴭṾḴַּזꞌӡỤ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# show interface gigabitethernet 0/1 usage 
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ḓ₡ Ὓ  

Average Usage ẸׁṾḴַּזꞌ 

Input Usage ὶᾠַּזꞌ 

Output Usage ᴧ  ꞌזַּ

 

3.11   Ḅӌ ּזὓᴬַײṽḳᴢ ♆ψ 

ᵘҧshow interfaces [ interface-type interface-number ]‬ ὶᴭ￼ṾḴᴣ ꞌ ᵘҧᶈ Ἃ₩ẪҨᶹזּ

￼Ἅῶ₩Ẫїᶎᴵ  

 ᴠᾭ ῎ 

interface-type interface-numberχὶᴭ ᶚᵙὶᴭ ᴺ ḅ‛῾Ὕḧ ᴠᾭιֱ ‬ ἍῶὶᴭӡỤ  

 ‬ ѯӕ 

# ‬ Access₩ẪGigabitEthernet 0/1￼ὶᴭӡỤ  

Hostname> enable 
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3.12   ҏὈῡḄӌ ᴿὓᴬψ 

 Ά│ 

ứᴵҨ Ὅḅїѣ ΆẪѳ χ 

○ ᶈԅṕ ₩Ẫїι ᵘҧinterface aggregateport ap-numberֳấ ỗ ᵀὶᴭ  

ừ֙їι῾ ᵀᴭ  

ᶈᾟὙAPו ￼ ᶵі ιҨᶿ ᴭӔּז ᵀו Ὴ ֳấḾẔ￼ ᵀὶᴭ  

○ ᶈ҇Ṗ/ѕṖҨᶿ ὶᴭ ₩Ẫι ᵘҧport-group ap-number Ҩᶿ ỗ ᵀὶᴭ￼ἄᵔὶ

ᴭ  

ừ֙їιҨᶿ ⱶתᴭјṞ҈үӍ ỗ ᵀᴭἆ LACP ᵀᴭ  

ᶈᾟὙAPו ￼ ᶵі Ӕּז ỗ ᵀו Ὴ ḾẔ￼ ỗ ᵀὶᴭ￼ἄᵔὶᴭ  

  

 ҅ү ꜘῇAP Ї ҿש Ї ҅װ ‟ҐҒᾡ

ҏ Ї └ ҏɼᵜ ת ꜗ Ї

shutdown no shutdown ת Ї ד֙ װ ҏ Їҙ

ɼ װ ᶕ ṢЇ Ίᵩ ꜗ

ҏ Ї ɼ 

 ҒΊ ┼Ї Link Up Ї Ḧ Ӑ

҅ ɼ 

 

 ᴠᾭ ῎ 

ap-numberχ ᵀὶᴭᴺ  

 ѯӕ 

port-group ap-numberᵘҧֳấAP 3ιẊṄDevice Aі￼ὶᴭGigabitEthernet 0/1ᵙDevice Bі￼ὶᴭ

GigabitEthernet 0/1זԄֹ ỗAP 3ѧ  

○ ᶈDevice Aі ֳấAP 3ᴭ  

DeviceA> enable 

DeviceA# configure terminal 

DeviceA(config)# interface GigabitEthernet 0/1 

DeviceA(config-if-range)# port-group 3 

○ ᶈDevice Bі ֳấAP 3ᴭ  

DeviceB> enable 

DeviceB# configure terminal 

DeviceB(config)# interface GigabitEthernet 0/1 

DeviceB(config-if-range)# port-group 3 

 ὝṀ 

○ ᵀᵅ￼ ṾḴῗἄᵔ ṾḴ￼Ởᵙ  

○ ᴱῶⱶתὶᴭἑӹ Ԅז ᵀὶᴭ  

○ ᶈṄὶᴭזԄ ỗAPׁιѭ ԁ ι Ӿᶈ℅ὶᴭ￼ ₩Ẫѧ shutdownᵘҧ ể℅ὶᴭᵙ

Ḝ￼Ḿ ὶᴭ ￼ԄḾẔז ỗAPᵅιԜἚ no shutdownᵘҧἔẦὶᴭ  

○ јᵃҟ ᶚἆ јᵃὶᴭ ᶚ￼ὶᴭјӹ Ԅᵃז Ѧ ᵀὶᴭ  
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# ‬ ԅṕ ᶎ ￼ ӡỤǄ 

Hostname> enable 

Hostname# show aggregateport load-balance 

Load-balance     : Source MAC and Destination MAC 

Hash-elasticity : enable 

Algorithm mode 

current: 3, default: 0  

Hash-disturb(Expert Mode): 

current seed: 1, offset 0. 

default seed: 0, offset 0. 

3-7 show aggregateport load-balance ᵗҦ ֦Ӡ Ὓ  

ḓ₡ ᾭ 

Load-balance ԅṕ ᶎ ₩Ẫ 

Hash-elasticity 

ῗᵋẦᵏẵớᵟṸχ 

enableχẵớᵟṸו ᶴ҈Ầᵏꜛỗ 

disableχẵớᵟṸו ᶴ҈ԋ ꜛỗ 

Algorithm mode 

ᵟṸᶎ │₩Ẫχ 

cunnentχẸּׁוᾦӪ 

defaultχ ᶵ Ӫ 

Hash-disturb(Expert Mode) 

ᵟṸἣטᵼḒ￼ Ӫχ 

cunnentχẸּׁוᾦӪ 

defaultχ ᶵ Ӫ 

seedχἣטᵼḒ￼ ḒӪ 

offsetχἣטᵼḒ￼ӭ  
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○ ừ֙їι ҝҝ Ᾰ￼ῗ҇Ṗ ιѕṖ ӘⱡᴵҨיּ ḅ‛ ᾸѕṖιᴵҨԜ ԅ

ṕᵘҧprotected-ports route-denyι Ӡἴᴭѳ ј ו￼יּ ‎ḫאӠἴᴭѳ ￼

יּ Ᾰו  

 ѯӕ 

# ҇ṖҨᶿ ὶᴭGigabitEthernet 0/1ѭӠἴᴭ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# switchport protected 

3.16   ḄӌᶇҏὈῡ ᴬѕ ὓᾢ APψ 

ҐὭ  ὶῂ APῊιᶈҐὭ  ᴭі￼ ḅїχ 

(1) ᶈ҇ṖҨᶿ / ᵀὶᴭ ₩Ẫїι ᵘҧswitchport 
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4.3   Ḅӌ ּז MAC ᶉᶌᾴҠᵣѥὓᴬѕḘѼַָײψ 

ᶈ Ἃ₩ẪҨᶹ￼Ἅῶ₩Ẫїιזּ show mac-address-table address mac-addressᵘҧ‬ ὝḧMACᶊᶍ

￼MACᶊᶍ ιἆ show mac-address-table allᵘҧ‬ Ἅῶ ᶚ￼MACᶊᶍ ӡỤ Ԝ MACᶊ

ᶍ ӡỤѧ￼InterfaceḔⅎᴏᴵ MACᶊᶍῗҡᵤѦὶᴭіḙѽֹ￼  

# ‬ MACᶊᶍ00d0.f800.1001ḾẔ￼MACᶊᶍ ӡỤ  

Hostname> enable 

Hostname# show mac-address-table address 00d0.f800.1001 

Vlan        MAC Address          Type     Interface                      Live Time 

----------  -------------------- -------- ------------------------------ ------------- 

   1        00d0.f800.1001       STATIC   GigabitEthernet 0/1            - 

# ‬ ἍῶVLAN￼MACᶊᶍ ӡỤ
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ỗMACᶊᶍט # ￼ Ὴק ѭ400  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# mac-address-table aging-time 400 

# ‬ ỗMACᶊᶍט ￼ Ὴק  

Hostname> enable 

Hostname# show mac-address-table aging-time 

Aging time    : 400 seconds 
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4.8   Ḅӌ ּז VLAN Ӡ ψ 

ᶈ Ἃ₩ẪҨᶹ￼Ἅῶ₩Ẫїιזּ show vlan [ id vlan-id ]ᵘҧ‬ VLAN￼ἄᵔ ᴭӡỤι show vlan id 

vlan-id statisticsᵘҧ‬ ὝḧVLAN￼╙ ӡỤ  

# ‬ VLAN 20￼ ᴣVLAN 20￼ἄᵔ ᴭӡỤ  

Hostname> enable 

Hostname# show vlan id 20 

VLAN Name                             Status    Ports 

---- -------------------------------  -------  ------- 

20   VLAN0020                         STATIC    Gi0/1 

# ‬ ἍῶVLAN￼ ᴣVLAN￼ἄᵔ ᴭӡỤ

Hostname> enable
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Input:0 unicasts, 0 multicastsˈ 

0 broadcasts 

          0 unknown-unicast-drops    0 unknown-multicast-drops    0 broadcasts-drops 

   Output:0 unicasts, 0 multicastsˈ 

0 broadcasts 

4-3 show vlan id statistics ᵗҦ ֦Ӡ Ὓ  

ḓ₡ Ὓ  

packets-number packets inputι

bytes-number bytes 

‬ ὶᾠἵᾰѦᾭᵙḔ ᾭιԎѧpackets-number ὶᾠἵᾰѦᾭι

bytes-number ὶᾠḔ ᾭ 

packets-number packets outputι

bytes-number bytes 

‬ ᴧ ἵᾰѦᾭᵙḔ ᾭιԎѧpackets-number ᴧ ἵᾰѦᾭι

bytes-number ᴧ Ḕ ᾭ 

Input 

ὶᾠἵᾰ֫ ᾭ  

unicastsχᴅᾘἵᾰѦᾭ 

multicastsχ ᾘἵᾰѦᾭ 

broadcastsχẍᾘἵᾰѦᾭ 

unknown-unicast-dropsχ Ṱ ᴅᾘἵᾰѢץѦᾭ 

unknown-multicast-dropsχ Ṱ ᾘἵᾰѢץѦᾭ 

broadcasts-dropsχẍᾘἵᾰѢץѦᾭ 

Output 

ᴧ ἵᾰ֫ ᾭ  

unicastsχᴅᾘἵᾰѦᾭ 

multicastsχ ᾘἵᾰѦᾭ 

broadcastsχẍᾘἵᾰѦᾭ 

 

4.9   ҏὈῡḄӌṃὓᴬ║ָוἷḦ VLANψ 

ᶈ҇ṖҨᶿ ὶᴭ ₩Ẫ/҇Ṗ ᵀὶᴭ ₩Ẫїι switchport mode accessᵘҧ ҇Ṗὶᴭѭ

Accessᴭι switchport access vlan vlan-idᵘҧ AccessᴭזԄὝḧVLAN  

ᶈVLAN ₩Ẫїι add interface { interface-type interface-number | range interface-type interface-

range }ᵘҧ AccessᴭזԄ VLAN  

# ҇ṖҨᶿ ὶᴭѭAccessᴭẊזԄVLAN 2 εὶᴭ ₩Ẫζ 

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# 
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ᶂ4-1 VLAN ӠѮӔ 

G0/1 G0/1

G0/2

G0/3
G0/5 G0/4 G0/6

Device A

Device B

VLAN 10VLAN 20 VLAN 20VLAN 10

PC A PC B PC C PC D PC E

ε4ζ

 

 

4.12   Ḅӌ їᵂ VLAN Ӡψ 

ᶈḫ ӔּזVLAN￼ᶋ῟ѧιјᵃVLAN￼ ᶵ ᴵ ḕᶈ ӡ ∂ ṓ VLANẍᾘᶟῗ҇Ṗ ￼ιјᵃVLAN

￼ ᶵѳ ҠᴵҨ ѕṖ ᶵ‎ ӡιӇ℅ΆẪ ᴉּז ὶᴭיּ ᶈ҇ṖҐὭ ᶵ￼ᶢ іᶭז יּ

₩ᶒ‗ἄѕṖҐὭ ᶵιᴵҨ ֘℅ ї ѦԐᶚ ѯӕ‎ ῎ḅӍ ѕṖҐὭ ᶵḫאјᵃ

VLAN ￼ ӡ  

₱ 

Ἃԓזּ• ḕᶈѕѦ ι Ҋѳ ҇Ṗ ιѕṖҊ  

ᵼ℅ָ֫ᶈ3ᴶὶԄ ᶵDevice A Device BᵙDevice CіֳấVLANιּזἋԓ ֮֫ѭVLAN 

 VLAN ᴝVLAN  ι Ҋѻ ҇Ṗ ҊVLAN
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ᶂ4-2 VLAN ԏᶙẓⱴᶊᾼ ᶂ 

 

 

 ᶈѕṖ⁄Ọ ᶵDevice Dі 3ѦVLANι ὶDevice A BᵙC￼ὶᴭѭTrunkᴭιẊ ᴵVLAN

֯ ιḫ҇אṖ  

 ᶈDevice D 3ѦSVIᴭιָ֫Ӑѭ3ѦVLANḾẔIPḒ ￼ ԋὶᴭι ԋIPᶊᶍ ᶈ і⁞ὯἍᶈ

ⅎι ԋᶊᶍ  

 ָ֫ᶈ3ᴶὶԄ ᶵDevice A BᵙCіֳấVLANιѭᴿVLAN֫ Accessᴭι ὶDevice D￼ὶᴭѭ

Trunkᴭ  

₉  

(1) ֳấᵙ VLAN  

# ᶈ⁄Ọ ᶵDevice DіֳấVLAN ӢᾡVLAN 10￼ᵄ  

DeviceD> enable 

DeviceD# configure terminal 

DeviceD(config)# vlan 10 

DeviceD(config-vlan)# name office 

DeviceD(config-vlan)# vlan range 20,30 

DeviceD(config-vlan-range)# exit 

# ᶈὶԄ ᶵDevice AіֳấVLAN  

DeviceA> enable 

DeviceA# configure terminal 

DeviceA(config)# vlan range 10,20 

DeviceA(config-vlan-range)# exit 

# ᶈὶԄ ᶵDevice BіֳấVLAN  

DeviceB> enable 

DeviceB# configure terminal 

DeviceB(config)# vlan range 10,20,30 

DeviceB(config-vlan-range)# exit 

# ᶈὶԄ ᶵDevice CіֳấVLAN  

Device D

Device A Device B Device C

G0/1

G0/2 G0/4

G0/3

G0/1G0/1 G0/1

VLAN 10

VLAN 10

VLAN 20

VLAN 20 VLAN 30

VLAN 30VLAN 20

SVI 10:192.168.10.1/24
SVI 20:192.168.20.1/24
SVI 30:192.168.30.1/24

Trunk

G0/2-12 G0/13-24

Host 2

G0/1

Host 13

G0/1 G0/1

Host 12
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DeviceC> enable 

DeviceC# configure terminal 

DeviceC(config)# vlan range 20,30 

DeviceC(config-vlan-range)# exit 

(2) ᶈDevice Dі VLANѕṖSVIᴭ￼IPᶊᶍ  

DeviceD(config)# interface vlan 10 

DeviceD(config-if-VLAN 10)# ip address 192.168.10.1 255.255.255.0 

DeviceD(config-if-VLAN 10)# exit 

DeviceD(config)# interface vlan 20 

DeviceD(config-if-VLAN 20)# ip address 192.168.20.1 255.255.255.0 

DeviceD(config-if-VLAN 20)# exit 

DeviceD(config)# interface vlan 30 

DeviceD(config-if-VLAN 30)# ip address 192.168.30.1 255.255.255.0 

DeviceD(config-if-VLAN 30)# exit 

(3) Device D￼ї ᴭѭTrunkᴭιָ֫ Ԏ ᴵVLAN ᶀ  

DeviceD(config)# interface range gigabitethernet 0/2-4 

DeviceD(config-if-range)# switchport 

DeviceD(config-if-range)# switchport mode trunk 

DeviceD(config-if-range)# exit 

DeviceD(config)# interface gigabitethernet 0/2 

DeviceD(config-if-
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DeviceA(config-if-range)# switchport mode access 

DeviceA(config-if-range)# switchport access vlan 10 

DeviceA(config-if-range)# interface range gigabitethernet 0/13-24 

DeviceA(config-if-range)# switchport 

DeviceA(config-if-range)# switchport mode access 

DeviceA(config-if-range)# switchport access vlan 20 

DeviceA(config-if-range)# end 

DeviceA# write 

Ὼ 

(1) ᶈDevice DіιӔּזshow vlan [ id vlan-id ]ᵘҧ‬ VLANӡỤιץὐVLAN ID ᵄ ꜛỗᵙזԄὶᴭ  

DeviceD# show vlan 

VLAN  Name       Status                Ports      

---- --------  --------   ------------------------------- 

   1 VLAN0001   STATIC     Gi0/1, Gi0/5, Gi0/6, Gi0/7 

                           Gi0/8, Gi0/9, Gi0/10, Gi0/11 

                           Gi0/12, Gi0/13, Gi0/14, Gi0/15 

                           Gi0/16, Gi0/17, Gi0/18, Gi0/19 

                           Gi0/20, Gi0/21, Gi0/22, Gi0/23 

                           Gi0/24 

  10 office    STATIC      Gi0/2, Gi0/3 

  20 VLAN0020  STATIC      Gi0/2, Gi0/3, Gi0/4 

  30 VLAN0030  STATIC      Gi0/3, Gi0/4   

(2) ‬ ὶᴭ ᵙꜛỗῗᵋ⃰  

# ᶈDevice DіιӔּזshow interface switchportᵘҧ‬ ὶᴭ￼VLANꜛỗ  

DeviceD# show interface switchport 

Interface                        Switchport Mode      Access Native Protected VLAN lists 

-------------------------------- ---------- --------- ------ ------ --------- -- 

GigabitEthernet 0/2              enabled    TRUNK            1      Disabled  10,20 

GigabitEthernet 0/3              enabled    TRUNK            1      Disabled  10,20,30 

GigabitEthernet 0/4              enabled    TRUNK            1      Disabled  20,30 

# ᶈDevice DіιӔּזshow interface descriptionᵘҧ‬ ὶᴭꜛỗѭup  

DeviceD# show interface description 

Interface                                Status   Administrative Description 

---------------------------------------- -------- -------------- 
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Host13(config)# ip route 0.0.0.0 0.0.0.0 192.168.20.1 

Host13(config)# interface gigabitethernet 0/1 

Host13(config-if-GigabitEthernet 0/1)# no switchport 

Host13(config-if-GigabitEthernet 0/1)# ip address 192.168.20.13 255.255.255.0 

# ᶈ іӔּזshow ip routeᵘҧ‬ ԋ ᴧ ᵙὶᾠ ԋιүӍ Ά῾

ῂ│ḫא ⅎ ӡ ҨHost 2ѭӕιᵼḕᶈ S*0.0.0.0/0 [1/0] via 192.168.10.1ιẸיּ

ⅎ ӡῊιṄἵᾰҐּי ԋ192.168.10.1 ᴧ  

Host2# show ip route 

Codes:  C 
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4.13   ҏὈῡḄӌṃὓᴬ Ѭ Trunk ᴬψ 

ᶈ҇ṖҨᶿ ὶᴭ ₩Ẫ/҇Ṗ ᵀὶᴭ ₩Ẫїι switchport 
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# ҇ṖҨᶿ ὶᴭѭTrunkᴭιᴱ ᴵVLAN 10 ιԎḜVLANҡԎ ᴵVLANѧ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# switchport mode trunk 

Hostname(config-if-GigabitEthernet 0/1)# switchport trunk allowed vlan only 10 

4.16   Ḅӌ ּזҏὈῡַײ Ṗ ᶴӠ ψ 

ᶈ Ἃ₩ẪҨᶹ￼Ἅῶ₩Ẫїιזּ show lldp neighbors [ interface interface-type interface-number ] [ detail 

| enhance ]ᵘҧ‬ ὶᴭᾠֹ￼ ṗ ᶵLLDPӡỤ  

# ‬ ἍῶẦᵏLLDPו ￼ὶᴭεὶᴭ ẦᵏLLDPו ζᾠֹ￼ ṗLLDP ӡỤ  

Hostname> enable 

Hostname# show lldp neighbors detail 

---------------------------------------------------------------- 

LLDP neighbor-information of port [GigabitEthernet 0/1] 

---------------------------------------------------------------- 

  Neighbor index                    : 1 

  Device type                       : LLDP Device 

  Update time                       : 1hour 53minutes 30seconds 

Aging time                           ˖ 5seconds 

  Chassis ID type                   : MAC address 

  Chassis id                        : 00d0.f822.33cd 

  System name                       : System name 

  System description                : System description 

  System capabilities supported     : Repeater, Bridge, Router 

  System capabilities enabled       : Repeater, Bridge, Router 

  Management address subtype        : 802 mac address 

  Management address                : 00d0.f822.33cd 

  Interface numbering subtype       : 

  Interface number                  : 0 

  Object identifier                 : 

  LLDP-MED capabilities             : 

  Device class                      : 

  HardwareRev                       : 

  FirmwareRev                       : 

  SoftwareRev                       : 

  SerialNum                         : 

  Manufacturer name                 : 

  Asset tracking identifier         : 

  Port ID type                      : Interface name 

  Port id                           : GigabitEthernet 0/1 

  Port description                  :  

  802.1 organizationally information 

  Port VLAN ID                      : 1 

  Port and protocol VLAN ID(PPVID)  : 1 
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      PPVID Supported               : YES 

      PPVID Enabled                 : NO 

  VLAN name of VLAN 1               : VLAN0001 

  Protocol Identity                 : 

  802.3 organizationally information 

  Auto-negotiation supported        : YES 

  Auto-negotiation enabled          : YES 

  PMD auto-negotiation advertised   : 1000BASE-T full duplex mode, 100BASE-TX full duplex mode, 

100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half duplex mode 

  Operational MAU type              : speed(1000)/duplex(Full) 

  PoE support                       : NO 

  Link aggregation supported        : YES 

  Link aggregation enabled          : NO 

  Aggregation port ID               : 0 

  Maximum frame Size                : 1500 

  LLDP-MED organizationally information 

  Power-via-MDI device type         : 

  Power-via-MDI power source        : 

  Power-via-MDI power priority      : 

Power-via-MDI power value         : 

# ‬ ἍῶẦᵏLLDPו￼ὶᴭᾠֹ￼ ṗLLDPᾎ ӡỤ System NameḔⅎ ᴵῘ 64ѦḔ  

Hostname> enable 

Hostname# show lldp neighbors enhance 

Capability codes: 

    (R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device 

    (W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other 

System Name       Local Intf    Port ID                    Capability   Aging-time 

Device1111111     Te2/0/17      FastEthernet0/41           B            2minutes 53seconds 

s6k-tor-single    Te2/0/33      TenGigabitEthernet 0/21    P, B, R      2minutes 

s6k-tor-single    Te2/0/35      TenGigabitEthernet 0/33    P, B, R      2minutes 1seconds 

DGS-3610          Mg1/0         GigabitEthernet 0/12       P, B, R      1minutes 54seconds 

DGS-3610          Mg2/0         GigabitEthernet 0/4        P, B, R      1minutes 32seconds 

Total entries displayed: 5 

4-4 show lldp neighbors ᵗҦ ֦Ӡ Ὓ  

ḓ₡ Ὓ  

Neighbor index ṗ Ậ 

Device type ṗ ᶵ￼ ᶚ 

Update time ṗӡỤῳ ￼῭ᾺῊ  

Aging time ṗ￼ Ὴק ιᴏ ṗӡỤᶈᶺṈ ᵅ ֵק  

Chassis ID type Chassis ID￼ ᶚ 

Chassis ID ּ҈ז‰ ᶵι ẂּזMACᶊᶍ  



FAQ  Ҩᶿ ҐὭ 

61 

ḓ₡ Ὓ  

System name ὼ ᶵᵄ  

System description ᶵὼ ӡỤιץὐ ҭ/ ҭⱱ  ᾛӐ ӡỤ 
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ḓ₡ Ὓ
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ḓ₡ Ὓ  

Link aggregation supported 

ᵀᾟὙừ֙ 

YesχᾟὙ 

NoχјᾟὙ 

Link aggregation enabled 

ᵀẦᵏꜛỗ 

YesχṰẦᵏ 

Noχ῾Ầᵏ 

Aggregation port ID ᵀὶᴭ￼ID 

Maximum frame Size ὶᴭᾟὙ￼ῳᶽṿ￼ ẙ 

Power-via-MDI device type 

ᶵ ᶚ 

PSEχӗּכ ᶵ 
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ᶂ4-3 MSTP ᶡ῞ ᶂ 

 

 

 

 ᶈDevcie A BᵙCіֳấ ᵃ￼VLANι ᵃ￼ḫӕῑṃ
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○ Device A￼⁷ҸӾ 8192 ҈Device C￼⁷ҸӾ 32768ιDevice A￼GigabitEthernet 0/1ἄѭὝḧ

ᴭιDevice C￼GigabitEthernet 0/1ἄѭῲὭ ᴭ  

 ᶈDevice C￼GigabitEthernet 0/1~0/2і MSTPע ӠἴιẸ⁞ ᴭἆᶵҰᴭᵼᾠјֹBPDU ѭὝḧ

ᴭῊι ᴭꜛỗṄ ӠὙDiscardingεẘẨζꜛỗι ֹ ᾺᾠֹBPDU ‴ἄוּ  

 Device C ὶ ￼ὶᴭGigabitEthernet 0/3~0/6ѭ ᴭ ᶈ ừ֙ї ᴭ ט וָ ᶴ

҈Ầᵏꜛỗι GigabitEthernet 0/3~0/6 ѯѭὝḧ ᴭᵅ3 ԓ῾ὶᾠֹBPDUιֱ ט ָѭ

ᴭẊ ᴏ Ԅ ᴧꜛỗ ѧḕᶈѢץἆᾠᴧἵᾰả א￼ ιᴵ ẽᵠ ᴭ ט וָ ᵼ

℅ιԋ ᴭ ט וָ ιἐṪ Ԏѭ ᴭιẊẦᵏBPDUӠἴו  

 ᶈDevcie A BᵙCіԅṕẦᵏּוἄ‴ו ι ѭMSTP₩Ẫ  

 Devcie A BᵙC￼Ҋ ᴭѭTrunkᴭι Device C

ὶ
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DeviceA(config-if-GigabitEthernet 0/1)# exit 

# ԅṕẦᵏּוἄ‴ו  

DeviceA(config)# spanning-tree 

DeviceA(config)# end 

DeviceA# write 

(2) Device B  

# ֳấVLANι ḫӕῑṃ  

DeviceB> enable 

DeviceB# configure terminal 

DeviceB(config)# vlan range 10,20,30,40 

DeviceB(config-vlan-range)# exit 

DeviceB(config)# spanning-tree mst configuration 

DeviceB(config-mst)# instance 1 vlan 10,30 

DeviceB(config-mst)# instance 2 vlan 20,40 

# ḫӕ2￼ҸӾ ѭ4094ιḫӕ0ᵙ1￼⁷ҸӾ ѭ8192  

DeviceB(config-mst)# spanning-tree mst 0 priority 8192 

DeviceB(config)# spanning-tree mst configuration 

DeviceB(config-mst)# spanning-tree mst 1 priority 8192 

DeviceB(config)# spanning-tree mst configuration 

DeviceB(config-mst)# spanning-tree mst 2 priority 4096 

# GigabitEthernet 0/2ѭTrunkᴭ ᶈḫӕ0ᵙ1ѧι ᴭ ỂẦ ѭ1  

DeviceB(config)# interface gigabitethernet 0/2 

DeviceB(config-if-GigabitEthernet 0/2)# switchport 

DeviceB(config-if-GigabitEthernet  
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# ֳấVLANι ḫӕῑṃ  

DeviceC> enable 

DeviceC# configure terminal 

DeviceC(config)# vlan range 10,20,30,40 

DeviceC(config-vlan-range)# exit 

DeviceC(config)# spanning-tree mst configuration 

DeviceC(config-mst)# instance 1 vlan 10,30 

DeviceC(config-mst)# instance 2 vlan 20,40 

DeviceC(config-mst)# exit 

# і ᴭGigabitEthernet 0/1ѭTrunkᴭ ᶈḫӕ0ᵙ1ѧ ᴭ ỂẦ ѭ1ιᶈḫӕ2ѧ ᴭ Ể

Ầ ѭ4 ᴭע Ӡἴ  

DeviceC(config)# interface gigabitethernet 0/1 

DeviceC(config-if-GigabitEthernet 0/1)# switchport 

DeviceC(config-if-GigabitEthernet 0/1)# switchport mode trunk 

DeviceC(config-if-GigabitEthernet 0/1)# switchport trunk native vlan 1 

DeviceC(config-if-GigabitEthernet 0/1)# switchport trunk allowed vlan all 

DeviceC(config-if-GigabitEthernet 0/1)# spanning-tree mst 0 cost 1 

DeviceC

-
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DeviceC(config-if-GigabitEthernet 0/4)# switchport mode access 

DeviceC(config-if-GigabitEthernet 0/4)# switchport access vlan 20
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5 IP ѝז 

  ҟ IPўח ԋẂ ιץὐҨїԓḳχ 

Ḅӌ DHCPה ψ 

Ḅӌ DHCPѦ αDHCP Relayβה ψ 

Ḅӌ ARP ψ 

Ḅӌ DHCPὑ ᶉᶌה ψ 

Ḅӌ DHCPΐזᵷ Ḧᶉᶌψ 

Ḅӌ ּזDHCPᶉᶌ₵֪ ֘ψ 

Ḅӌ DHCP Snoopingה ψ 

Ḅӌ Ᵽᴬַײὓᴬᶉᶌψ 

Ḅӌ MACᶉᶌ  ḽẓIPᶉᶌψ 

Ḅӌ ּזҏὈῡַײIPᶉᶌψ 

Ḅӌ ҏὈῡַײIPᶉᶌᵘSecondaryᶉᶌψ 

Ḅӌ ּז ѥIPᶉᶌᾴҠᵣѥὓᴬḘѼַָײψ 

5.1   Ḅӌ DHCP ה ψ 

DHCPιDynamic Host Configuration ProtocalιטỗѮ  ᴃ ιẍ┌ּ҈זѭὶԄ ￼Ѯ  ֫ט IPᶊᶍ

ᵙḒ ό ι ῶᾦ ԁṕᶟ ԓIPᶊᶍ֗ Ṁ ￼ ӡầẂ DHCPו ᶈԅṕ ₩ẪїӾֳ

ấDHCPᶊᶍ−Ẋ ԄDHCPᶊᶍ− ₩Ẫιⱡᵅ ᶊᶍ−ṞớιḅὝḧᶊᶍ ῼ ᶟᵄῸחᵸᶊᶍҨᴣ

ḧѲ ӡỤ  

ї ѦԐᶚ ⁮ӕ‎ ῎DHCPῸחᵸ ℓ  

 ᶃ 

 

 

 ∂ 

Device A ѭDHCPῸחᵸιֳָ֫ấ192.1.1.0/25 ⅎᶊᶍ−ᵙ192.1.1.128/25 ⅎᶊᶍ−ιᵃῊ DNSῸ

ᵸᶊᶍѭ192.1.1.130/25ח  

Device A

G0/1
192.1.1.1/25

G0/2
192.1.1.129/25

DNS Server Host CHost A Host B

192.1.1.0/25 192.1.1.128/25

192.1.1.130/25
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  

# ὶᴭ￼IPᶊᶍ  

DeviceA> enable 

DeviceA # configure terminal 

DeviceA(config)# interface gigabitethernet 0/1 

DeviceA(config-if-GigabitEthernet 0/1)# ip address 192.1.1.1 255.255.255.128 

DeviceA(config-if-GigabitEthernet 0/1)# exit 

DeviceA(config)# interface gigabitethernet 0/2 

DeviceA(config-if-GigabitEthernet 0/2)# ip address 192.1.1.129 255.255.255.128 

DeviceA(config-if-GigabitEthernet 0/2)# exit 

# ᵏּזDHCP ServerῸח  

DeviceA(config)# service dhcp 

# ᶊᶍ−pool1￼ ᴠᾭ  
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 dns-server 192.1.1.130 

 domain-name test.com 

 lease 3 

5.2   Ḅӌ DHCP Ѧ αDHCP Relayβה ψ 

DHCPѧ ו Ӿ ᶈԅṕ ₩Ẫї service dhcpᵘҧẦᵏDHCPѧ ו ιⱡᵅ ip helper-

address ipv4-addressᵘҧ▌זDHCPῸחᵸᶊᶍ ї ѦԐᶚ ⁮ӕ‎ ῎ ℓ  

 ᶃ 

 

192.1.1.2

DNS ServerHost

192.1.1.0/24

G0/1
192.1.1.1/24

Device A

G0/2
172.2.2.2/24

G0/1
172.2.2.1/24

Device B

DHCP Relay DHCP Server

 

 ∂ 

DHCPḭἋ HostἍᶈ ⅎѭ192.1.1.0
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# ֹ192.1.1.0/24 ⅎ￼ ỗ ιיּ ӠљDHCPḭἋ HostѕṖ ᴵיּ  

DeviceB(config)# ip route 192.1.1.0 255.255.255.0 gigabitethernet 0/1 

# ᵏּזDHCP Serverו  

DeviceB(config)# service dhcp 

# ᶊᶍ−pool1￼ ᴠᾭ  

DeviceB(config)# ip dhcp pool pool1 

DeviceB(dhcp-config)# network 192.1.1.0 255.255.255.0 

DeviceB(dhcp-config)# default-router 192.1.1.1 

DeviceB(dhcp-config)# dns-server 192.1.1.2 

DeviceB(dhcp-config)# exit 

 

5.3   Ḅӌ ARP ψ 

ᶈԅṕ ₩Ẫїι arp ipv4-address mac-address arp-typeᵘҧᴵҨ ỗARPῑṃ ẹιἐṪὝḧIP

ᶊᶍᵙMACᶊᶍ￼ῑṃ  

# ѭҨᶿ і￼Ѯ  ỗARPῑṃ ẹιIPᶊᶍѭ1.1.1.1ιMACᶊᶍѭ4e54.3800.0002  

Hostname# configure terminal 

Hostname(config)# arp 1.1.1.1 4e54.3800.0002 arpa 

5.4   Ḅӌ DHCP ὑ ᶉᶌה ψ 

ᶈԅṕ ₩Ẫї ip dhcp excluded-address low-ipv4-address [ high-ipv4-address ]ᵘҧᴵҨ DHCPὴ

ᶊᶍ ᴱ Ԅlow-ipv4-addressᴠᾭ ᴱὴ ᶊᶍιᵃῊ Ԅlow-ipv4-addressᴠᾭᵙhigh-ipv4-addressᴠ

ᾭ ὴ ѦѣѦᶊᶍ ᶀѳ ￼Ἅῶᶊᶍ  

# Ԅԅṕ ₩Ẫ  

Hostname# configure terminal 

# DHCPὴ ᶊᶍ ᶀѭ192.168.1.1~192.168.1.50  

Hostname(config)# ip dhcp excluded-address 192.168.1.1 192.168.1.50 

# DHCPὴ ᶊᶍѭ192.168.2.1  

Hostname(config)# ip dhcp excluded-address 192.168.2.1 

5.5   Ḅӌ DHCP
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Hostname(config)# ip dhcp pool pool1 

זּ # ỗ ḧΆẪѭḭἋ Host֫ IPᶊᶍ  

Hostname(dhcp-config)# host 192.1.1.99 255.255.255.0 

Hostname(dhcp-config)# hardware-address 0050.56b0.2f50 

5.6   Ḅӌ ּז DHCP ᶉᶌ₵֪ ֘ψ 

ᶈ⸗ ₩Ẫї show ip dhcp poolᵘҧ‬ DHCPῸחᵸᶊᶍ−֫ ừ֙  

Hostname# show ip dhcp pool 

Pool  name       Total     Distributed  Remained   Percentage 

------------  -----------  -----------  --------   ----------- 

net20         253          11           242        4.34782 

test          0            0            0          0.00000  

5-1 show ip dhcp pool ᵗҦ ֦Ӡ Ὓ  
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 ℓ  

# Ԅԅṕ ₩Ẫ  

Device# configure terminal 

# ẦᵏDHCP Snooping  

Device(config)# ip dhcp snooping 

# Ԅі DHCP Server￼ὶᴭ ₩Ẫ  

Device(config)# interface gigabitethernet 0/1 

# Ṅі ᴭGigabitEthernet 0/1 ѭTRUSTᴭ  

Device(config-if-GigabitEthernet 0/1)# ip dhcp snooping trust 

5.8   Ḅӌ Ᵽᴬַײὓᴬᶉᶌψ 

ᶈ ᴭת ₩Ẫї ip address ipv4-address { mask | mask-length }ᵘҧᴵҨ ᴭ￼IPᶊᶍת  

# Ԅԅṕ ₩Ẫ  

Hostname# configure terminal 

# Ԅ ᴭת ₩Ẫ  

Hostname(config)# interface mgmt 0 

ᴭIPᶊᶍѭ192.168.1.100ιḒת # ό ѭ255.255.255.0  

Hostname(config-if-Mgmt 0)# ip address 1.1.1.2 255.255.255.0 

Hostname(config-if-Mgmt 0)# end 

5.9   Ḅӌ MAC ᶉᶌ  ḽẓ IP ᶉᶌψ 

ᶈ⸗ ₩Ẫї show arpᵘҧᴵҨ‬ ⸗ḧMACᶊᶍḾẔ￼IPᶊᶍ  

Hostname# show arp 0074.9cee.53cb 

Protocol  Address          Age(min)  Hardware        Type   Interface 

Internet  192.168.14.33    --        0074.9cee.53cb  arpa   GigabitEthernet 0/3 

Device

G0/1

DHCP Server

DHCP Client
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Hostname(config-if-VLAN 10)# ip address 192.168.2.1 255.255.255.0 secondary 

Hostname(config)# end 

 

5.12   Ḅӌ ּז ѥ IP ᶉᶌᾴҠᵣѥὓᴬḘѼַָײψ 

ᶈ⸗ ₩Ẫї show arpᵘҧᴵҨ‬ ⸗ḧIPᶊᶍḾẔ￼ ᴭ  

Hostname# show arp 192.168.195.68 

Protocol  Address          Age(min)  Hardware         Type   Interface 

Internet  192.168.195.68   1         0013.20a5.7a5f   arpa   GigabitEthernet 1 
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Codes:  C - connected, S - static, R - RIP, B - BGP 

        O - OSPF, IA - OSPF inter area 

        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

        E1 - OSPF external type 1, E2 - OSPF external type 2 

        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 

        ia - IS-IS inter area, * - candidate default 

Gateway of last resort is no set 

S    192.168.1.0/24 [1/0] via 192.168.3.1     

C    192.168.3.0/24 is directly connected, GigabitEthernet 0/25 

C    192.168.3.2/32 is local host. 

C    192.168.2.0/24 is directly connected, FastEthernet 0/1 

C    192.168.2.254/32 is local host.  

 

6.4   Ḅӌ IPv6 ⱶψ 

ỗ יּיּ ᵔἐṪת ỗ ᵅιיּ יּ ѧּוἄ ‍ ỗ יּ Ӕּז ỗ ιיּ ᴧᴞ

￼ἵᾰ ᴅ ѧι ἐṪ IPv6 ỗ אᴵҨḫיּ Ҋ ї ѦԐᶚѯӕ‎ ῎ḅӍ

IPv6 ỗ יּ  

₱ 

ỗ IPv6אḫיּ ᴵיּ  

ᶂ 

ᶂ6-2 IPv6 ⱶ ᶂ 

Gi0/2

Gi0/1 Gi0/1

 

2003::1/64

SW1 SW2

2001::1/64 2002::1/64

Gi0/2
2003::2/64

 

 

 ҐὭ SW1ὶᴭIP 

 ҐὭ SW2ὶᴭIP 

 ҐὭ SW1 ỗ      יּ

 ҐὭ SW2 ỗ      יּ

 Ӡḕ    
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ֹјἷḿ 

 ҇ṖҐὭ ј ו   

 ѕṖҐὭ  ҃no ipv6 unicast- routingιֱј IPv6 ỗ ιѳׁṰיּ ḕᶈ￼IPv6 ỗ Ѽיּ

Һ ֵ ᶈ῾ ᵏ￼ừ֙їι Ὰ ipv6 unicast- routingιᴵҨỠᶶ ▐ ￼IPv6 ỗ יּ ᵏ

ᵅιֱῂ│Ỡᶶ ҎIPv6 ỗ יּ  

₉  

# ҐὭ SW1ὶᴭIP  

SW1> enable 

SW1# configure terminal 

SW1(config)# interface fastethernet 0/1 

SW1(config-if-GigabitEthernet 0/1)# no switchport 

SW1(config-if-GigabitEthernet 0/1)# ipv6 address 2001::1/64 

SW1(config-if-GigabitEthernet 0/1)# interface GigabitEthernet 0/25 

SW1(config-if-GigabitEthernet 0/2))# no switchport 

SW1(config-if-GigabitEthernet 0/2))# ipv6 address 2003::1/64 

SW1(config-if-GigabitEthernet 0/2))# exit 

# ҐὭ SW2ὶᴭIP  

SW2> enable 

SW2# configure terminal 

SW2(config)# interface fastethernet 0/1 

SW2(config-if-GigabitEthernet 0/1)# no switchport 

SW2(config-if-GigabitEthernet 0/1)# ip address 2002::1/64 

SW2(config-if-GigabitEthernet 0/1)# interface GigabitEthernet0/25 

SW2(config-if-GigabitEthernet 0/2))# no switchport 

SW2(config-if-GigabitEthernet 0/2))# ip address 2003::2/64 

SW2(config-if-GigabitEthernet 0/2))# exit 

# ҐὭ SW1 ỗ ιיּ ￼ᶊᶍῗ2002::/64￼ᾭὯץι ᴧ 2003::2/64  

SW1(config)# ipv6 route 2002::/64 2003::2 

# ҐὭ SW2 ỗ ιיּ ￼ᶊᶍῗ2001::/64￼ᾭὯץι ᴧ 2003::1/64  

SW2(config)# ipv6 route 2001::/64 2003::1 

Ὼ 

Ӕּזshow ipv6 route₅‬ ᶵ￼ יּ ι ῶ ỗ ‍יּ  

#SW1￼ יּ  

SW1> enable 

SW1# show ipv6 route 

Codes:  C - connected, S - static, R - RIP, B - BGP 

        O - OSPF, IA - OSPF inter area 

        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 

        E1 - OSPF external type 1, E2 - OSPF external type 2 

        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
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        ia - IS-IS inter area, * - candidate default 

Gateway of last resort is no set 

S    2002::/64 [1/0] via 2003::2     

C    2003::/64 is directly connected, GigabitEthernet 0/25 

C    2003::1/64 is local host. 

C    2003::2/64 is directly connected, FastEthernet 0/1 

C    2001::1/64 is local host.  

#SW2￼ יּ  

SW2> enable 

SW2# show ipv6 route 

Codes:  C - connected, S - static, R - RIP, B - BGP 

C   2003::2/64 C   2003::/64   
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ᾤ₥￼תᶟі ԅ ιԎҤ╙ ε⅝ḅḙּוḶ ζԅת ӡιᴰᶹכּ ᾨ ◊￼ᾭὯԅ ᾨ

֧ᴭ ᶢ҈і ￼ўח ᶚ ֫╙ιᵃῊּכӡι ιᾨ ᴡế℅Ӑѭᴿ ￼ ᾥ Ὴӧ￼ᶵҰιḅ

‛ứῶ ‾￼ ∂ιṏᴵҨ זּ צּ יּ  

ї ѦԐᶚ צּ יּ ѯӕ‎ ῎ḅӍ צּ יּ  

₱ 

ᶈ ᶵDeviceі צּ ḅїאιḫיּ ￼χ 

‎ Host Aε200.24.16.2/24ζ￼ἵᾰιҸӾҡGigabitEthernet 0/1ὶᴭᴧ֧  

‎ Host Bε200.24.17.2/24ζ￼ἵᾰιҸӾҡGigabitEthernet 0/2ὶᴭᴧ֧  

ѣ‍֧ᴭ ҊѭᶵҰι љTrack ιᾥט Ὴ ᶼồ ֬ὭᶵҰ  

ᶂ 

ᶂ6-3 ꜝ ⱶḪ♪ᶹ֦ᴬ ᴴⱴ ᶂ 

 

 

 ѣѦјᵃ￼ACLιָּ֫ז‎ש Host A ⅎᵙHost B ⅎ  

 ּיᶃRM_FOR_PBRχ ɒ‎א10ḫצּ Host A ⅎ￼ἵᾰιҸӾҡGigabitEthernet 0/1ὶᴭᴧ֧ɓψ

ɒ‎א20ḫצּ Host B ⅎ￼ἵᾰιҸӾҡGigabitEthernet 0/2ὶᴭᴧ֧ɓ  

 ּצ ᶈᶺѦїיּ ѳ ḫ֑אӎᶵҰ  

 Track ֱιẊљ צּ יּ ט  

 ּצ זιḾGigabitEthernet 0/3ὶᴭᾠֹ￼ἵᾰẔּיּ ᶃRM_FOR_PBRיּ  

ֹјἷḿ 

 ּצ Ὴọיּ Ậּז ᶃיּ ᵼ℅ιọ ᶈ ᶵі ᶃיּ  

 ḅ‛ ACLιֱọ҃זᶃῊẬּיּ ᶈ ᶵі ACL  

 ḅ‛ צּ ￼זѧẬּיּ ᶃḫיּ јḕᶈιֱ℅ צּ ᾦוјּיּ  

₉  

# ὶᴭIPιḫא Ҋ εּצζ 

G0/1
200.24.18.1/24

Host A

G0G
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  Match clauses: 

    ip address 1 

  Set clauses:
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ᶂ 

ᶂ6-4 OSPF ᶡ῞ה ᶂ 

 

 

 

 ᶈἍῶ ᶵі ὶᴭIPᶊᶍ  

 ᶈἍῶ ᶵіᵏטIPv4ᴅᾘ ויּ ε ו ṰẦᵏζ  

 ᶈἍῶ ᶵі OSPFḫӕ Router ID  

 ᶈἍῶ ᶵі ὶᴭ OSPF  

ֹјἷḿ 

 ӠIPᴅᾘ ויּ ᵏּזιᴏip routingẦԋ῾ ԋ ιἑ ᶼᵏּזOSPF  

 ẦᵏOSPF ויּ Ὴιấ ἐṪ Router ID  

 ip ospf disable allᵅιᴏӔὶᴭṞ҈ networkᵘҧ ᵓ ᶀιѼјԜὶᾠᵙᴧ үӍOSPFἵᾰιѼ

јᴠљOSPF￼  

₉  

(1) ᶈἍῶ ᶵ
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ẁ  

 IPᴅᾘ ויּ ԋ ιOSPFᴃ ῂ│ᵏּז  

 networkᵘҧ ￼ ⅎ ᶀ῾ץᵍὶᴭIPᶊᶍ  

 ὶᴭ ￼Area IDј  

 ᶺᴶ ᶵі ҃ ᵃ￼Router IDιṀ Router ID֗  

 ᶺᴶ ᶵі ҃ ᵃ￼ὶᴭIPᶊᶍιṀ OSPF  

6.7   Ḅӌ OSPF Stub  ᶞψש

ה Ҟ 

ᶈOSPFᶟ￼ Ѧ  ᶟι⅝ḅṏת ᴶ ᶵιᴅ љ⁄Ọ ẇתᶟ ὶι ᴶ ᶵ￼ớ ᴵ ⅝ Ӊιԓ

ḕιCPU ⅝ ắιᴰᶹј ‍יּ ῗḴ┌ јᶽιᵼѭָת Ѧתᶟ ԎҤתᶟιἆ ῗ

OSPFᶟᶹ￼ ⅎ￼ῊӧιҤ￼ ї￼יּ ῗ Ѧᴅ ἍḾẔ￼ї ⁄Ọ ᶵ￼IPιἍҨ Ѧתᶟ≡ῶ

ọ ḙѽֹᶽ ￼OSPFᶹ ι℅ῊṏᴵҨיּ Ṅ ᶟת ἄstubתᶟιҨ֟ Ѧתᶟ￼ ‍יּ ￼ᴙ

љד ￼ ◊╦  

stubתᶟѭOSPF￼  ᶟιת ᶼ ◒ὲ 4 5 LSAε ‾ṏјҺὶᾠֹOSPFᶟᶹ￼ ζιיּ ᶼ֟ṇ

ꜛỗᾭὯẓᴣ יּ וᶟғּתᶟ￼ABRҺѭstubת ‍ᶟ ￼O *IA  0/0￼ ιїᴧֹיּ ᶟιӠת ֹ

OSPFᶟᶹ￼ ᴵיּ ớ ї Ѧ ѯӕ‎ ῎ḅӍ ospf￼Stubתᶟ  

₱ 

Device A
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₉  

(1) Device Dі ẬԄᶹ ỗ יּ  

Device D> enable 

Device D# configure terminal 

Device D(config)# router ospf 1 

Device D(config-router)# redistribute static subnets 

(2) Device A Cіתᶟ1 ἄStub ᶚ  

# Device A￼  

Device A> enable 

Device A# configure terminal 

Device A(config)# router ospf 1 

Device A(config-router)# area 1 stub no-summary 

# Device C￼  

Device C> enable 

Device C# configure terminal 

Device C(config)# router ospf 1 

Device C(config-router)# area 1 stub 

Ὼ 

# ᶈDevice Cі‬ יּ ι ᴱῶ ‍ ᶟת ιיּ ≡ῶDevice DẬԄ￼ᶹ ỗ יּ  

Device C# show ip route ospf  

O*IA 0.0.0.0/0 [110/2] via 192.168.2.1, 00:30:53,
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 Device BӐѭABRҽ OSPFתᶟ ιDevice CӐѭASBRẬԄ҃ᶹיּ ỗ יּ  

 ѭ֟ṈArea 1ԓLSAᾭ ι ᶵớ ιArea 1 ἄNSSAתᶟ  

ᶂ 

ᶂ6-6 OSPF NSSA ᶞש ᶂ 

NSSA Area

 

 

 Ἅῶ ᶵ ὶᴭIPᶊᶍεּצζ  

 Ἅῶ ᶵ OSPFᶢ ו εּצζ  

 Device Cі Ṅᶹ ỗ ẬԄOSPFיּ  

 ָ֫ᶈDevice B CіṄתᶟ1 ἄNSSA  

₉  

(1) Device C ỗ יּ  
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        Metric Type: 2 (Larger than any link state path) 

        TOS: 0 

        Metric: 20 

        Forward Address: 192.168.6.2 

        External Route Tag: 0 

! 

ẁ  

 ᵃ ￼ᶟѧת ᶵιתᶟ ᶚ ј  

 ᶈStubתᶟѧ יּ ֫ṵιṄῂ│זԄᶹ יּ  
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Hostname# show access-lists 

 

ip access-list standard 1 

 10 permit host 192.168.1.2 

 

ip access-list extended 100 

 10 permit tcp host 192.168.1.2 host 192.168.2.3 

 

mac access-list extended 700 

 10 permit 0010.0000.1102 00e0.f800.000d any etype-any 

 

expert access-list extended 2700 

 10 permit icmp host 192.168.3.1 any host 192.18.10.1 any 

 

ipv6 access-list ipv6 

 10 deny ipv6 any host 1002::2 

(4) show access-groupᵘҧ‬ ACL￼Ẕּזừ֙  

Hostname# show access-group 

ip access-group 1 out 

ip access-group 100 out 

ip access-group 2700 out 

mac access-group 700 out 

ipv6 traffic-filter ipv6 in 

Applied On interface GigabitEthernet 0/1 

7.2   Ḅӌ ACL Ḫ♪ IP ײַ₡ ΰ ὔֹψ 

ACLιᴵҨḫאḾIP ⅎ   ￼ίֺ ᴠ ӕḒḅїὼ  

∂χӐѭԇᴻ⁄Ọўחι ҃ ח ᶹ￼ԎҤ ₿ ԇᴻ￼ ᵸחᾭὯῸח  

ᶂ7-1 ἣỮᶂ 

 



FAQ  
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8 ḟԄ 

  ҟ Ḡԅ ԋẂ ιץὐҨїԓḳχ 

Ḅӌ 802.1x /dot1x ψ 

Ḅӌ ᴬḟԄψ 

8.1   Ḅӌ 802.1x /dot1x ψ
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ᶂ8-2 SAM RADIUS server IP ᵘ KEY 

 

 

b  ♇֨[ּזἋ Ἃזּ]<<[ת ἋᵄᵙḸזὐּץἋӡỤιזּז▌ι[ẦἋ]<<[ת ιּזἋ ε℅ᶴּזἋᵄѭ

admin1234ιḸ ѭpassword1ζ  

ᶂ8-3 SAM RADIUS Server ⱴỦᵃᵘḷֿב 

 

 

(2) ẦᵏAAAῸח 

b AA
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(4) ᵙ Ά│֯  

# Ѧᵄѭauth-method￼802.1xּזἋ Ά│֯ ι Ά│֯ ӔּזRADIUSḠԅῸחᵸ

 

Device(config)# aaa authentication dot1x auth-method group radius 

# Ѧᵄѭaccount-method￼ Ά│֯ ι Ά│֯ ӔּזRADIUSῸחᵸḾּזἋ￼ Ὸ

ח ∂ ιẊᶈẦḊᵙ ​Ὴᴧ ἵᾰ  

Device(config)# aaa accounting network account-method start-stop group radius 

(5) Ẕּז ᵙ Ά│֯  

Ἃזᵄѭauth-method￼802.1xּזּ # Ά│֯  

Device(config)# dot1x authentication auth-method 

￼ᵄѭaccount-methodזּ # Ά│֯  

Device(config)# dot1x accounting account-method 

(6) ᶈὶᴭіẦᵏ802.1xᶢ ו  

Device(config)# int gigabitEthernet 0/1 

Device(config-if-GigabitEthernet 0/1)# dot1x port-control auto 

Ὼ 

# Ӕּז
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ֹјἷḿ 

 ᴱ ᶈ҇ṖҨᶿ ὶᴭᵙ҇Ṗ ᵀὶᴭї ᴭḠԅו  

 SPAN￼ ￼ ᴭј ӐѭḠԅ ᴭ  

 ῂ│ᶈDHCP Snoopingӡү ᴭі ᴭḠԅו  

 ῂ│ᶈԅṕIPᵙMAC￼ӕᶹᴭ ᴭḠԅו  

 protect ᴧא ӕֱѢẨ ӕ￼ἵᾰ restrict ᴧא ӕֱѢẨ ӕ￼ἵᾰẊћᴧ ᴭ ӕ

Trap ᵓ shutdown ᴧא ӕֱѢẨ ӕ￼ἵᾰẊћԋ ὶᴭ  

₉  

(1) Ԅ⸗ ₩Ẫ  

enable 

(2) Ԅԅṕ ₩Ẫ  

configure terminal 

(3) Ԅὶᴭ ₩Ẫ  

○ Ԅ҇ṖҨᶿ ὶᴭ ₩Ẫ  

interface ethernet-type interface-number 

○ Ԅ҇Ṗ ᵀὶᴭ ₩Ẫ  

interface aggregateport interface-number 

(4) Ầᵏ ᴭḠԅו  

switchport port-
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○ ipv6-addressχ ḧ￼IPv6ᶊᶍι ḧ ᴭᵙIPv4ᶊᶍ  

 ḅ‛ ҃IPἆIP+MAC ḧι ᵃῊ◑ ᴭḠԅMAC ḧ￼‍ҭἑ Ԅ ιᴏ ᴭḠԅMACᶊᶍ ḧῗ

֘ḧ ᶵᾣ Ἃ￼ԋזּ ᵼ  
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9 ᴴ  

  ҟ ᴵ ớ ԋẂ ιץὐҨїԓḳχ 

ҏὈῡḄӌ RLDPψ 
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10 Ᵽ 

  ҟ ת ԋẂ ιץὐҨїԓḳχ 

Ḅӌ Ӵψ 

Ḅӌ SNMPψ 

Ḅӌ ᴧMIBᾑҬψ 
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ᶂ10-1 RSPAN ἣỮᶂ 

 

ℓ ḅїχ 

○ ◊ ᶵ χ 

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# vlan 7 

Hostname(config-vlan)# remote-span 

Hostname(con
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Hostname(config-vlan)# exit 

Hostname(config)# monitor session 1 remote-destination 

Hostname(config)# monitor session 1 destination remote vlan 7 interface gigabitethernet 0/2 

switch 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if)# switchport mode trunk 

 ḅӍ ERSPANό 

ERSPANѭ ᶵ￼ѕṖ╙ ӵι GRE ҽ ӵἵᾰ  

ѯӕḅїχ 

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# monitor session 1 erspan-source 

Hostname(config-mon-erspan-src)# source interface gigabitethernet 0/1 both 

Hostname(config-mon-erspan-src)# origin ip address 2.1.1.2 

Hostname(config-mon-erspan-src)# destination ip address 3.1.1.2 

10.2   Ḅӌ SNMPψ 

  

׃ SNMP Ầ ב ɼῗԓSNMP ɻ ɻ ᵫғ ᴌ װ ב

Ї ʃSNMP ῗ ʄɼ 

ḅᶃ10-2Ἅ ι SNMP Ḿאᵸιḫת ᶵ￼ ᵙת ί  

SNMPῶSNMPv1 SNMPv2cᵙSNMPv3ѕѦⱱ  SNMPv1♇SMIᵙMIB҈יּ ⅝ ᴅιḠԅớ Ṯ ᵼ℅

ḫ ẔּזѧSNMPv1ỄṈ זּ ҨїḾSNMPv2cᵙSNMPv3 ᴅ ѯӕ ῎  

ᶂ10-2 SNMP ἣỮᶂ 

 

snmp

/fw/qdwd/89820/
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

/fw/wd/89841/
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10.4   ᵣҍ ᶙַײᾤỏᵘᵒ Ӡ ҹѕἒָ εḄӌ︢ ψ 

ᶵ ѧҺғּוỄᶺ҆ҭӡỤᵙᵓ ӡỤι ừ֙їιјҺῶүӍᵓ ӡỤ ֹ֧ Ẉᴶ ᴱῶ

҃ḾẔTrap ᶚіἵᵅιAgentἑҺᾠֹḾẔ ᶚ￼ᵓ ιẊіἵ Ẉᴶ ẊћῄỐӡỤᵙSNMP TrapӡỤі

ῗ Ҋ꜠ ￼ι ᶵғּו￼ῄỐӡỤῗӠḕֹῄỐ ḕѧἆᴧ ֹῄỐῸחᵸ Ӈ ᶵғּו￼TrapӡỤῗᵋі

Ẉᴶιֱῗљ ᶊ ￼Trap ᶚῶԋιћTrapӡỤῗјҺ ἔᴍᵻῘ  

ᵼ℅ι
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notify 

 

(2) ẸԅṕẦᵏTrapו ᵅιї ℓ ‬ἧ ᶵḾẔ￼MIB-readme ιᶈMIB-readme ѧἧֹᴃ ᾟὙ￼

Trap ♇ιᶈMIBᾰҭѧἍ֧֯￼Trap ♇ֱῗ ᶵ ҭἍᾟὙ￼ιҨ℅‎ֶᾸ ᴃ ῶᵤҎTrapӡỤᴵҨ

і ֹ Ẉᴶ ѯӕḅїχ 

ᶈ‰֝MIB ♇ѧἧֹLinkdown/Linkupι ♇ṞớѭNOTIFICATION-TYPEεљTrapᵍѲ ζιῳᵅệ

ᶵᾟὙừ֙ѭTιֱ ὶᴭ￼Up/DownӡỤῗᴵҨᾟὙTrapі ψ ᶵᾟὙừ֙ѭNιֱ ♇ῂ

│ᾟὙі  

 

10.5   Ḅӌֵᾘ ᶴᾴᵊᴦ ҂ Trap ┌ ψ 

ᶈḫ ᶫѧιῶῊҺע￼ ֹ ҭῂ│ὶᾠ‎ ᶵ￼TrapӡỤιᶈ Ӡ ᶵӚљ Ӛ￼ ớᴣ

SNMP Trap ⃰Ẃ￼ׁώїι ҡ ᶵӚ‬ ῗᵋῶᴧ Trap╦Ụ ‬ ΆẪḅїχ 

(1) show snmp￼Trap PDUἵᾰᶈᵓ Ὴῶ Ẕ￼ᶭזι‎ֶᾸ ᶵῶᵇᶹᴧ TrapӡỤ  

Device# show snmp 

Chassis: 60FF60 

5880 SNMP packets input 

        0 Bad SNMP version errors 

        0 Unknown community name 

        0 Illegal operation for community name supplied 

        0 Encoding errors 

        5909 Number of requested variables 

        0 Number of altered variables 

        5858 Get-request PDUs 

        19 Get-next PDUs 

        0 Set-request PDUs 

        0 Drop PDUs 

        0 UDP parse errors 

5932 SNMP packets output 

        0 Too big errors (Maximum packet size 12000) 

        0 No such name errors 

        0 Bad values errors 

        0 General errors 

        5880 Response PDUs 

        52 Trap PDUs 

(2) ᶈ ᶵӚ Ἥץ‬ ιẊ⁞ὯἭץ￼ừ֙‎ ᵓ ῊSNMPῗᵋῶᵇᶹᴧ TrapӡỤ ᶈSNMP￼ᴃ

ѧι῞ ￼SNMP GetᵙResponseἵᾰ 161זּ ᴭᴺι Trap╦Ụ 162זּ ᴭᴺ SNMP Trap ׁῶ

ḧѲ0~6⸗ḧ￼ ᶚι7ᴣҨᵅ￼ ᶚῶᴔᵬ ḧѲιḅ 10-2Ἅ  
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ᶳⱣᾛ←
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Ẹ ᶵ Ὴ ι ᴭ ᾭ 232ῊιӔּ32זӈ ♇ ᴨҺ֧א ￼ừ֙ ấ ḫ ӔּזѧҸӾӔּ64ז

ӈ ♇
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MIBᾰҭ￼ ♇ṞớѭREAD-WRITEι‎ֶᾸ ♇ῗᵋᾟὙ֒ᾛӐ ҨїṄ Ӣᾡ ᴭ￼ ꞌѭӕ

῎ιԎѧὶᴭ ꞌ ￼MIB ♇ѭε1.3.6.1.4.1.4881.1.1.10.2.10.1.1.1.22ζ  

(1) ҭMIB-BrowserιGetᾛӐ ᴨֹ ᶵ￼GigabitEthernet 0/7ὶᴭ ꞌѭ100Mι℅ῊӔּזSet֒ᾛ

ӐṄGigabitEthernet 07ὶᴭ ꞌӢᾡѭ1000Mιḅᶃ10-4Ἅ  

ᶂ10-4 MIB Browse
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ᶂ10-6 Ḫ Ὼᾶ  

 

10.10   ḄӌấᵎᵘԊ SNMP ѕἒ Trap Ӡ ψ 

ᶵ ừ֙їјҺᵇNMSᴧ Trap/InformӡỤι ᶵSNMP Trapᶴ҈ἔẦꜛỗιᴵҨ ᵘҧno snmp-

server enable trapsԋ ἍῶTrap ᶚӡỤіἵו ᴱṸῺԋ ֫Trap ᶚіἵιᴵҨἚ ḾẔTrap ᶚ

￼noᵘҧ Ҩԋ VXLAN Trap ᶚӡỤіἵѭӕ  

# AgentᵇNMSᴧ ἍῶTrap ᶚӡỤιᵃῊԋ VXLAN Trap ᶚіἵ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# snmp-server enable traps 

Hostname(config)# no snmp-server enable traps vxlan 

# show running-configᴵҨ ֹ ἄ҃וּט VXLANᶹ￼ԎҤTrap ᶚ  

Hostname(config)# show running-config | include snmp-server 

snmp-server enable traps web-auth 

snmp-server enable traps vrrp 

snmp-server enable traps authentication all-protocols 

snmp-server enable traps ospf 

snmp-server enable traps mac-notification 

snmp-server enable traps entity 

snmp-server enable traps bridge 

snmp-server enable traps bgp 

snmp-server enable traps urpf 

snmp-server enable traps isis 

snmp-server enable traps mpls xc 

snmp-server enable traps mpls ldp 

snmp-server enable traps mpls l3vpn 

snmp-server enable traps mpls pw 

snmp-server enable traps snmp 

10.11   ḄӌԊ ἷḦὓᴬ ◦ Trap

`
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Hostname> enable 

Hostname# configure terminal 

Hostname(config)# interface gigabitethernet 0/1 

Hostname(config-if-GigabitEthernet 0/1)# no snmp trap link-status 

10.12   ҏὈῡ snmp-server enable traps ᵄᾴїᾴ Ứῑ Trap ᶙ

ҹѕ ψ 

 isis mpls ospfᵙmac-notification Trap ᶚӡỤ 

ᵘҧsnmp-server enable trapsᵅιḾ҈ᵘҧsnmp-server host ￼Ѯ ι Ἅῶ￼Trap ᶚ

Һі NMS ᵘҧsnmp-server host ḧ҃ і ￼Trap ᶚ ӕḅїχ 

ᶵᵇNMS 192.168.12.219і ἍῶTrap ᶚӡỤιᵇNMS 192.168.12.218і SNMP TrapӡỤ  

a  AgentѮטᵇNMSᴧ ἍῶTrap ᶚ╦Ụ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# snmp-server enable traps 

b  ὶᾠSNMP Trap╦Ụ￼NMS 192.168.12.219ιᵽӌᵄѭpublic1Ǆ 

Hostname(config)# snmp-server host 192.168.12.219 traps public1 snmp 

c  ὶᾠἍῶTrap ᶚ╦Ụ￼NMS 192.168.12.219ιᵽӌᵄѭpublic2Ǆ 

Hostname(config)# snmp-server host 192.168.12.218 traps public2 

 isis mpls ospfᵙmac-notification Trap ᶚӡỤ 

10-5 ῎￼ ֺừ֙ᶹιisis mpls ospfᵙmac-notification Trap ᶚӡỤ ᶹ і ￼Trap

῎ і ￼Trap῎ ￼ᵘҧḅї  

10-5 Trap ᶙјἷḦѕ Ӡ ᵗҦ 

Trap ᶙ ᾭ ἷḦѕ Ӡ ᵗҦ 

isis 
ᵏטISIS҆ҭ￼Trap  

enable traps { all | errors error-traps | 
state-cange state-change-traps } 

mac-notification 
ᵏטMAC҆ҭ￼Trap  

snmp trap mac-notification { added | 
removed } 

mpls 

ᵏטMPLS҆ҭ￼Trap  

snmp-server enable traps mpls { l3vpn 
l3vpn-traps | ldp ldp-traps | pw pw-traps | 
xc xc-traps } 

ospf 

ᵏטOSPF҆ҭ￼Trap  

enable traps [ error error-traps | lsa lsa-
traps | retransmit retransmit-traps | state-
change state-change-traps ] 

ӕḅїχ 

# і ἍῶIS-IS TrapӡỤ  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# router isis 

Hostname(config-router)# enable traps all 

Hostname(config-router)# exit 
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# і OSPFv2ἍῶError TrapӡỤ  

Hostname(config)# router ospf 1 

Hostname(config-router)# enable traps errors 

Hostname(config-router)# exit 

# і ἍῶMPLS LDP TrapӡỤ  

Hostname(config)# snmp-server enable traps mpls ldp 

# ὶᴭḙѽᾺMACᶊᶍῊᴧ TrapӡỤ  
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ῇ community ᵩ Ғ Ї ῗ ת Ѓ҅ ֢

ῗ Ї Єɼ 

10.16   Ḅӌ ᾑҬҧᾭᾑẺẩᾶ SNMP ᵼӋᵃψ 

SNMPᵽӌᵄῊιᵽӌᵄ ҨזḸ￼ẻẪӠḕ҈ ᾰҭι ἋṸῺᵽӌᵄҨ῎ᾰẻẪӠḕιזּ ᵘҧ

no service password-encryption  

Hostname> enable 

Hostname# configure terminal 

Hostname(config)# no service password-encryption 
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Inform ᴱᶈSNMPv2cᵙSNMPv3ⱱ ᾟὙ  
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